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Abstract: Wireless Sensor Network (WSN) is developed as a promising technology for a wide range of applications 

due to its low installation cost. However, the nodes in the WSN are susceptible to different security threats, because 

these nodes are located in hostile or harsh environments. The important goal of this paper is to obtain secure data 

transmission while minimizing energy consumption. In this paper, an Improved Moth Flame Optimization (IMFO) is 

used for selecting the optimal Cluster Head (CH) from the network. Moreover, the secure routing path is generated 

using the IMFO where the fitness function considers residual energy, distance, trust and node degree. Therefore, the 

Secure Clustering and Routing using IMFO (SCRIMFO) provides the resistance against the Distributed Denial-of-

Service (DDoS) attack whereas the energy consumption is minimized by identifying the shortest path. The proposed 

SCRIMFO method is analysed in terms of Average Energy Consumption (AEC), Packet Loss Ratio (PLR), Packet 

Delivery Ratio (PDR) and routing load. Here, the SCRIMFO method is compared with the Secure Routing Protocol 

based on Multi-objective Ant-colony-optimization (SRPMA), Ant Colony Conveyance Algorithm (ACCA) and 

Energy-aware Trust and Opportunity-based Routing (ETOR) approaches. The PDR of the SCRIMFO is 94.64 % for 

2 DDoS attacks that is high when compared to the SRPMA, ACCA and ETOR. 

Keywords: Cluster head, Distributed denial-of-service attack, Energy consumption, Improved moth flame 

Optimization, Secure clustering and routing process, Trust, Wireless sensor networks. 

 

 

1. Introduction 

WSN comprises a huge amount of less power 

multi-functioning sensor nodes with restricted 

computational and detecting capacities for 

monitoring the various types of environmental or 

physical parameters [1]. WSNs are mainly utilized in 

different applications such as disaster management, 

security surveillance, medical and health, 

environments monitoring, industrial automation to 

collect the data about the respective applications [2]. 

Sensors in the network have the capacity for 

collecting and processing the information from the 

environment as well as the processed information is 

communicated between the nodes [3]. Specifically, 

each sensor in the network is used with a sensing unit, 

power supply, processing and data storage devices, 

and radio transmission module. But, these modules 

are designed with large resource restrictions whereas 

the energy depletion of the sensors is considered as 

challenging issue in the WSN [4, 5]. Because, the 

battery of the sensors located in harsh environments 

can’t be replaced, once it is deployed in the WSN [6].  

Routing is the method of choosing the most 

appropriate transmission path over the network [7]. 

The routing protocol is separated into two types based 

on the node’s deployment. The types of routing 

protocols are flat routing and hierarchical routing or 

cluster-based routing protocols [8]. The nodes are 

gathered into various small groups namely clusters 

that lead to minimizing the energy by transmitting the 

information over the CHs. If the CHs or coordinators 

exist near to the BS, then the respective node directly 

transmits the data to the BS. Otherwise, the CH 

transmits the data through the multihop when it is not 

presented in the communication range of BS [9, 10]. 
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The energy consumption is minimized using cluster-

based routing protocols. However, the clusters in the 

network are susceptible to malicious nodes. These 

malicious nodes pass the fake message to the CH, 

which causes the packet drop, high overhead and 

energy consumption [11-13]. But, the trust based 

routing method faces challenging concerns i.e., the 

fundamental of the trust route mainly depends on 

trust identification. However, the trust identification 

between the group of nodes is difficult in the network 

[14, 15]. 

The contributions of this paper are mentioned as 

follows: 

• The energy consumption of the network is 

reduced by using the K-means clustering 

followed by the IMFO is used for selecting 

secure CHs from the clusters.  The conventional 

Moth Flame Optimization (MFO) considers 

only the distance during the searching process. 

However, the proposed IMFO considers four 

distinct fitness parameters such as residual 

energy, distance, trust and node degree for 

enhancing the searching process during the CH 

selection. 

• A secure path between source CH to the Base 

Station (BS) is discovered by using the IMFO 

algorithm. Therefore, this secure clustering and 

routing offer high robustness against DDoS 

attacks.The security against DDoS attacks is 

achieved while minimizing the energy 

consumption of the nodes. 

The remaining of the paper is organized as 

follows: The literature survey about the secure data 

transfer over the WSN is provided in Section 2. 

Section 3 provides the detailed description about the 

SCRIMFO method. The outcomes of the SCRIMFO 

method is detailed in the Section 4. Finally, the 

conclusion is made in Section 5. 

2. Literature survey  

This section describes the existing researches 

related to secure data transmission over WSN. 

Sun [16] SRPMA to improve WSN performances. 

Here, the node’s residual energy and trust value are 

considered in the ant colony algorithm for generating 

a routing path. On the other hand, the enhanced D-S 

evidence method was used to evaluate the trust value. 

However, the SRPMA was used only the trust and 

energy in the fitness function which failed to consider 

the distance in the routing path. Because the path with 

higher distance caused higher energy consumption. 

Kalidoss [17] developed the Secure and QoS 

aware Energy Efficient Routing (SQEER) to obtain 

an effective routing over the network. Here, the key 

based security technique was used in the 

authentication method of trust modelling to generate 

the trust value. Accordingly, the trustworthy node 

was selected from the clusters using the trust score 

and the selected node was referred to as a CH. Next, 

the hop count, trust and energy were considered for 

selecting the data transmission path. However, the 

routing path generation was failed to consider the 

distance value which may result in higher energy 

consumption. 

Rathee [18] presented the QoS aware Energy 

Balancing Secure Routing (QEBSR) with Ant 

Colony Optimization (ACO) to identify the data 

transmission path in the network. The enhanced 

models to calculate the trust factor and End-to-End 

Delay (EED) were used in the QEBSR. Specifically, 

the node delay and path delay were considered while 

computing the EED. The packet loss and generation 

rate were used to calculate the trust factor of the node. 

The developed QEBSR was obtained less delay while 

transmitting the data packets. But, the PDR of the 

QEBSR was affected, when there was an increment 

in the compromised nodes. 

Basha [19] developed the Realisable Secure 

Aware Routing (RSAR) protocol for reducing the 

overhead without affecting the performances of the 

network. The Conditional Tug of War Optimization 

(CTWO) was used in the RSAR to calculate the trust 

value of each node. Next, the energy depletion was 

reduced based on the cluster based data collection. 

This RSAR protocol was provided with the trust-

based secure system without any control overhead. 

However, this RSAR protocol was considered only 

the energy in the fitness function. 

Vijayalakshmi, and Senthilkumar [20] presented 

the Unequal Secure Cluster based Distributed 

Routing Protocol (USCDRP) to enhance security and 

energy efficiency. The developed USCDRP has two 

stages such as clustering and secure data transmission. 

The CHs in the unequal clustering was selected using 

the remaining energy of the nodes. In this USCDRP, 

the routing paths were identified earlier by using the 

proactive protocol. Therefore, the high energy 

efficiency was obtained using the cluster 

maintenance method of USCDRP. However, the 

selection of CH using the USCDRP doesn’t consider 

appropriate fitness functions, it considered only 

energy level. 

Sasi and Santhosh [21] developed the ACCA to 

accomplish the secure and energy efficient data 

transfer over the WSN. The objectives considered in 

the ACCA was included the residual energy, total 

time taken for data transfer, distance, and 

broadcasting and receiving packets. Here, the 

neighborhood search was extended for 
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accomplishing search with the appropriate nodes to 

estimate the distance, residual energy and trust. 

However, the routing without clustering approach 

affects the WSN performances in terms of data 

delivery. 

Hajiee [22] presented the ETOR to select 

adequate route. The main processes included in the 

ETOR are selection of secure nodes and opportunistic 

node selection for performing the routing in WSN. 

Specifically, the usage of multipath routes was leads 

to improve the energy consumption. However, the 

PDR of the ETOR was affected because of the 

malicious nodes exist in the network. 

Kantharaju Veerabadrappa [23] and 

Sowmyashree Malligehalli Shivakumaraswamy [24] 

developed the secure routing using hybrid 

optimization and cuckoo search algorithm 

respectively. Here, the hybrid optimization includes 

a moth flame and chicken swarm optimization. 

However, the huge amount of control packets 

transmitted while performing the route discovery 

caused higher routing load. 

The existing researches has various limitations 

such as inappropriate fitness function estimation, 

high energy consumption, less PDR and high routing 

load. Therefore, the SCRIMFO with a distinct fitness 

measures such as residual energy, distance, trust and 

node degree is proposed to achieve secure and 

reliable data transfer under DDoS attacks.  

3. Methodology 

In this proposed SCRIMFO method, the IMFO is 

used to perform the secure cluster based routing for 

improving the performances of the WSN under the 

constraints of DDoS attacks. Here, the clustering and 

secure CH identification are done using the K-means 

and IMFO algorithms respectively. The fitness values 

considered in this IMFO are distance, residual energy, 

trust and node degree. Subsequently, the secure 

routing between the source to the BS is achieved by 

using the IMFO with the same fitness values. This 

secure CH and route identification avoid DDoS 

attacks for minimizing the packet loss over the WSN. 

The block diagram of the SCRIMFO method is 

shown in Fig. 1. 

3.1 Clustering using K-means algorithm 

In this SCRIMFO method, the K-means 

algorithm is utilized to cluster the network as 𝑘 

clusters. Here, the network is separated as clusters by 

using the Euclidian distance in the K-means 

algorithm (i.e., unsupervised clustering method). 

Furthermore, this K-means algorithm has resulted in  
 

 
Figure. 1 Block diagram of the SCRIMFO method 

 

less inter-cluster similarity and high intra-cluster 

similarity. Eq. (1) shows the Euclidian distance used 

in the clustering process. 

 

𝐷𝑖𝑠𝑡 = √(𝑥𝑖 − 𝑥𝑗)
2

− (𝑦𝑖 − 𝑦𝑗)
2
            (1) 

 

Where, 𝑥𝑖&𝑦𝑖, and 𝑥𝑗&𝑦𝑗 are the coordinates of 

the node 𝑖 and 𝑗. 

3.2 Overview of the MFO 

MFO is generally a population-based 

metaheuristic algorithm which is developed by the 

Mirjalili. At first, MFO randomly creates the moths 

inside the solution space and fitness values are 

generated for each moth. Next, an optimal location is 

tagged by the flame. The function of spiral movement 

is used to define the location update of the moths. 

This location update is used to obtain the optimal 

location labelled by the flame and a new best 

individual location is updated in the MFO. The same 

processes such as location update of the moth and 

new location generation are performed in the MFO. 

The processes carried out by the MFO algorithm 

is mentioned as follows: 
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3.2.1. Initial location generation of the moth 

Eq. (2) is the set of moths generated by the MFO 

algorithm. 

 

𝑀 = [

𝑚1,1 𝑚1,2 … 𝑚1,𝑑

𝑚2,1 𝑚2,2 … 𝑚2,𝑑

⋮ ⋮ ⋮ ⋮
𝑚𝑛,1 𝑚𝑛,2 … 𝑚𝑛,𝑑

]               (2) 

 

Where the amount of moths is represented as 𝑛 

and the dimension of the solution space is represented 

as 𝑑. The moth’s fitness values are stored in an array 

manner as shown in Eq. (3). 

 

𝑂𝑀 = [

𝑂𝑀1

𝑂𝑀2

⋮
𝑂𝑀𝑛

]                            (3) 

 

The other fundamental of the MFO is flame 

which is expressed in Eq. (4) and the fitness function 

for the flame is expressed in the Eq. (5). 

 

𝐹 = [

𝐹1,1 𝐹1,2 … 𝐹1,𝑑

𝐹2,1 𝐹2,2 … 𝐹2,𝑑

⋮ ⋮ ⋮ ⋮
𝐹𝑛,1 𝐹𝑛,2 … 𝐹𝑛,𝑑

]               (4) 

 

𝑂𝐹 = [

𝑂𝐹1

𝑂𝐹2

⋮
𝑂𝐹𝑛

]                            (5) 

 

It is well-known that both the moths and flames 

are the solutions. The dissimilarity among the moths 

and flames are the way of treating and updating them 

in each iteration. A definite search agent in the search 

space is the moths and the optimal location of the 

moth is given in the flame.  

3.2.2. Location update of the moth 

Three different functions are considered in the 

MFO for converging the global optimization of the 

optimization issues. Eq. (6) is used to define the 

function used in the converging purpose. 

 

𝑀𝐹𝑂 = (𝐼, 𝑃. 𝑇)                      (6) 

 

Where, the moth’s initial random position is 

represented as 𝐼; the moth’s movement in the search 

space is 𝑃 and search process completion is denoted 

by the 𝑇. The random distribution of the moths are 

denoted in Eq. (7). 

𝑀(𝑖, 𝑗) = (𝑢𝑏(𝑖) − 𝑙𝑏(𝑗)) × 𝑟𝑎𝑛𝑑() + 𝑙𝑏(𝑖)   (7) 

 

Where, the 𝑢𝑏 and 𝑙𝑏 denote the upper bound and 

lower bound of the variables respectively. Here, the 

moths are flown in the search space based on the 

transverse direction. Eq. (8) shows the logarithmic 

spiral of the MFO. 

 

𝑆(𝑀𝑖, 𝐹𝑗) = 𝐷𝑖. 𝑒𝑏𝑡. cos(2𝜋𝑡) + 𝐹𝑗          (8) 

 

Where the distance among the moth 𝑖 and flame 𝑗 

is denoted as 𝐷𝑖; the fix to refer to the form of the 

logarithmic spiral is represented as 𝑏 and the random 

number created in the range of [−1,1] is represented 

as 𝑡. The spiral movement of moth close to the flame 

is used to balance the exploration and exploitation 

features.  

3.2.3. Updating the amount of flame 

This phase is used to improve the exploitation of 

the MFO in which location of the moth is updated at 

the 𝑛  locations of the search space. This leads to 

reducing the probability of exploitation of optimal 

solutions. Hence, it is solved by reducing the number 

of flames as shown in Eq. (9). 

 

𝑓𝑙𝑎𝑚𝑒 𝑛𝑜 = 𝑟𝑜𝑢𝑛𝑑 (𝑁 − 𝑙 ×
𝑁−𝑙

𝑇
)         (9) 

 

Where, the amount of flames is represented as 𝑁; 

current iteration number is 𝑙 and a maximum iteration 

number of 𝑇. 

3.3 Selection of CH using IMFO 

The IMFO chooses the secure optimal CHs from 

the clusters for obtaining secure data transmission 

over the network. Specifically, this IMFO avoids 

DDoS attacks during the CH selection. 

3.3.1. Representation of moth 

The potential solution of the IMFO is called as 

moth and this moth represents the group of nodes that 

are required to be selected as CH from the clusters. 

Each moth’s dimension is equal to the amount of CHs 

in the WSN.  

3.3.2. Initialization of moth 

In IMFO, each moth is set with the random ID of 

the node between the 1 to 𝑛𝑢𝑚, here 𝑛𝑢𝑚 specifies 

the number of sensors in the WSN. Consider, the 𝑖th 

moth of the IMFO is 𝑀𝑖 = (𝑀𝑖,1, 𝑀𝑖,2, … , 𝑀𝑖,𝑞) , 

where each moth location 𝑀𝑖,𝑑 , 1 ≤ 𝑑 ≤ 𝑞  denotes 



Received:  February 24, 2022.     Revised: April 22, 2022.                                                                                               120 

International Journal of Intelligent Engineering and Systems, Vol.15, No.4, 2022           DOI: 10.22266/ijies2022.0831.12 

 

the ID of the node among the 1 to 𝑛𝑢𝑚 while the 𝑞 

denotes the amount of CHs in the network.  

3.3.3. Formulation of fitness value 

The fitness value formulated for the CH selection 

is described in terms of Residual energy, Distance, 

Trust value, Node degree 

3.3.3.1. Residual energy 

The CH gathers the information from its cluster 

members and the collected data is transmitted to the 

destination node. The CH requires a high amount of 

residual energy to perform the mentioned tasks. 

Hence, the sensor with large energy is an optimal 

solution for identifying the CH where residual energy 

(𝑓1) is expressed in Eq. (10). 

 

𝑓1 = ∑
1

𝐸𝐶𝐻𝑖

𝑞
𝑖=1                         (10) 

 

Where, 𝐸𝐶𝐻𝑖
 defines the residual energy of the 

candidate CH. 

3.3.3.2. Distance 

This fitness value defines the average distance 

among the CH and its cluster member nodes. The 

distribution of the node energy is mainly related to 

the distance of the route. The energy depletion of the 

sensor is less when the routing path is short. Eq. (11) 

expresses the distance (𝑓2) considered in the fitness 

value. 

 

𝑓2 = ∑ (∑ 𝑑𝑖𝑠(𝑠𝑖, 𝐶𝐻𝑗) 𝑐𝑚𝑗⁄
𝑐𝑚𝑗

𝑖=1 )
𝑞
𝑗=1        (11) 

 

Where the 𝑐𝑚𝑗  represents the number of nodes 

that exist in the cluster and 𝑑𝑖𝑠(𝑠𝑖, 𝐶𝐻𝑗) represents 

the distance between the sensor 𝑖 and 𝑗th CH. 

3.3.3.3. Trust value 

The trust value used in this IMFO is one of the 

important values used to improve the security against 

DDoS attacks. The nodes in the network are used to 

communicate with each other by using the mutual 

trust value. Here, the packet forwarding ratio is used 

to compute the trust value as shown in Eq. (12). The 

trust value (𝑓3) is the relation among the amount of 

forwarded and received packets of the node. 

 

𝑓3 =
𝑃𝑇𝑠𝑖,𝑗

𝑃𝑅𝑠𝑖,𝑗

                            (12) 

 

Where the number of packets transmitted and 

received between the sensor 𝑖 and 𝑗 is represented as 

𝑃𝑇𝑠𝑖,𝑗
 and 𝑃𝑅𝑠𝑖,𝑗

 respectively.  

3.3.3.4. Node degree 

An amount of cluster members for the respective 

CH is represented as node degree (𝑓4)  which is 

expressed in Eq. (13). 

 

𝑓4 = ∑ 𝑐𝑚𝑗
𝑞
𝑖=1                        (13) 

 

The aforementioned fitness values are conflicting 

with each other, so these multi-objective fitness 

values are converted into single objective fitness 

values as shown in Eq. (14). 

 

𝑂𝑀 = 

(𝛿1 × 𝑓1) + (𝛿2 × 𝑓2) + (𝛿3 × 𝑓3) + (𝛿4 × 𝑓4) (14) 

 

Where 𝑂𝑀  is the fitness function of the MFO 

which is used to improve the searching process of the 

CH selection. In a conventional MFO, the moth 

considers only distance during the searching process. 

But, four unique fitness values such as residual 

energy, distance, trust and node degree are 

considered for detecting the secure CH. Hence, this 

MFO is referred to as IMFO which is used for 

choosing an appropriate CH from the clusters as well 

as it is used to avoid DDoS attacks. This leads to a 

decrease the energy depletion and packet loss during 

the communication. 

3.4 Secure routing using IMFO 

In this SCRIMFO method, the secure routing path 

is generated between the source CH to the destination. 

3.4.1. Initialization for secure route selection 

Each moth in the routing process is initialized 

with the possible transmission path among the source 

node to the destination BS. The dimension of each 

moth is identical to the amount of CHs exist in the 

respective transmission path. Consider, the 𝑖th moth 

of the IMFO for routing is 𝑀𝑖 = (𝑀𝑖,1, 𝑀𝑖,2, … , 𝑀𝑖,𝑞), 

where each moth 𝑀𝑖,𝑘 = (𝑥𝑖,𝑘 , 𝑦𝑖,𝑘) and 1 ≤ 𝑘 ≤ 𝑞 

represents the next hop CH. 

3.4.2. Route selection 

The IMFO uses the same fitness function which 

is already formulated in section 3.3.3 to identify the 

secure data transmission path. The control messages 

used in the ad hoc on-demand distance vector routing 

protocol is also used by this IMFO based routing path  
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Table 1. Simulation parameters 

Parameter Value 

Area 1200 × 1200 𝑚2 

Simulation time 100 s 

Number of nodes 100 

MAC layer Mac/802.11 

Initial energy 50 J 

Wireless propagation protocol TwoRayGround 

Antenna pattern Omni antenna 

Network interface type WirlessPhy 

Queue type PriQueue 

Attack model DDoS attack 

 

generation. The IMFO uses different control 

messages such as Route Request (RREQ), Route 

Reply (RREP), Route Error (RERR), and hello 

(HELLO). The source node broadcasts the RREQ 

message to the neighbour nodes for initializing the 

route discovery process. Then, the next-hop node 

which has a better fitness value sends the RREP 

message to the source CH using the reverse route. 

The routing path is generated, once the source CH 

receives the RREP message from the adjacent nodes. 

After generating the routing path, the data 

transmission is initiated in the network. The IMFO 

based routing avoids DDoS attacks during the data 

communication phase. On the other hand, the RERR 

and HELLO messages are used for maintaining the 

routes. 

4. Results and discussion 

The results and discussion of this SCRIMFO 

method are clearly described in this section. The 

Network Simulator-2.34 (NS-2.34) is used for the 

implementation of the SCRIMFO method where the 

system uses the 4-GB RAM and Intel Core processor. 

The implemented SCRIMFO method is used to 

accomplish the secure data transmission between the 

source to the BS. The design and simulation of the 

SCRIMFO method in NS-2.34 with different 

parameters such as area, propagation model, queue 

type and so on are provided in Table 1. 

4.1 Performance analysis 

The performance of the SCRIMFO method is 

analyzed in terms of AEC, PDR, PLR and routing 

load. The SRPMA [16], ACCA [21] and ETOR [22] 

are used to analyse the SCRIMFO method.  

4.1.1. Average energy consumption 

AEC represents the average amount of energy 

consumed by all nodes in the network. 

 

 
Figure. 2 Comparison graph of AEC 

 
Table 2. Analysis of AEC 

Number of DDoS attacks SRPMA [16] SCRIMFO 

2 37.5 J 1.64 J 

4 37.9 J 1.70 J 

6 37.6 J 1.78 J 

8 37.5 J 1.71 J 

10 36 J 1.80 J 

 

The comparison of AEC for the SRPMA [16] and 

SCRIMFO is shown in Table 2 and Fig. 2. From the 

analysis, conclude that the AEC of the SCRIMFO 

method is less when compared to the SRPMA [16]. 

For example, the AEC of the SCRIMFO with 10 

DDoS attacks is 1.80 J, whereas the SRPMA [16] 

consumes 36 J of energy. The energy consumption of 

the SCRIMFO method is minimized by avoiding 

DDoS attacks as well as by identifying the shortest 

path over the network. However, the SRPMA [16] 

doesn’t consider the energy while generating the path 

that causes huge energy depletion. 

4.1.2. Packet delivery ratio 

PDR is the ratio among the amount of received 

packets and the number of forwarded packets from 

the source which is expressed in Eq. (15). 

Fig. 3 shows the PDR comparison between the 

SRPMA [16] and SCRIMFO method. Moreover, the 

 

𝑃𝐷𝑅 =
𝐴𝑚𝑜𝑢𝑛𝑡 𝑜𝑓 𝑟𝑒𝑐𝑒𝑖𝑣𝑒𝑑 𝑝𝑎𝑐𝑘𝑒𝑡𝑠

𝐴𝑚𝑜𝑢𝑛𝑡 𝑜𝑓 𝑓𝑜𝑟𝑤𝑎𝑟𝑑𝑒𝑑 𝑝𝑎𝑐𝑘𝑒𝑡𝑠
× 100   (15) 

 

 
Figure. 3 Comparison graph of PDR 
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Table 3. Performance analysis of PDR 

Number 

of DDoS 

attacks 

SRPMA 

[16] 

ACCA 

[21] 

ETOR 

[22] 

SCRIMFO 

2 93.5 % 90 % 65 % 94.64 % 

4 93.5 % NA NA 96.42 % 

6 93 % NA NA 93.62 % 

8 92.2 % NA NA 98.72 % 

10 92 % NA NA 96.93 % 

 

Table 3 shows the PDR comparison between the 

SRPMA [16], ACCA [21], ETOR [22] and 

SCRIMFO method. From the PDR analysis, it is 

determined that the SCRIMFO method obtains huge 

PDR than the SRPMA [16], ACCA [21] and ETOR 

[22]. For example, the SCRIMFO achieves a PDR of 

94.64 % for 2 DDoS attacks, which is high when 

compared to the SRPMA [16], ACCA [21] and 

ETOR [22]. The secure routing path identification 

using the SCRIMFO is led to improve the packet 

delivery. Here, the DDoS attacks are avoided by 

using the trust value used in the SCRIMFO. 

4.1.3. Packet loss ratio (PLR) 

PLR is the proportion between the amount of 

dropped packets and the number of packets 

forwarded from the source. This PLR is expressed in 

the following Eq. (16). 

 

𝑃𝐿𝑅 =
𝐴𝑚𝑜𝑢𝑛𝑡 𝑜𝑓 𝑑𝑟𝑜𝑝𝑝𝑒𝑑 𝑝𝑎𝑐𝑘𝑒𝑡𝑠

𝐴𝑚𝑜𝑢𝑛𝑡 𝑜𝑓 𝑔𝑒𝑛𝑒𝑟𝑎𝑡𝑒𝑑 𝑝𝑎𝑐𝑘𝑒𝑡𝑠
× 100    (16) 

 

 
Figure. 4 Comparison graph of PLR 

 

Table 4. Performance analysis of PLR 

Number 

of 

DDoS 

attacks 

SRPMA 

[16] 

ACCA 

[21] 

ETOR 

[22] 

SCRIMFO 

2 6.5 % 10 % 35 % 5.35 % 
4 6.5 % NA NA 3.57 % 
6 7 % NA NA 6.37 % 
8 7.8 % NA NA 1.27 % 
10 8 % NA NA 3.06 % 

 

 
Figure. 5 Comparison graph of routing load 

 
Table 5. Performance analysis of routing load 

Number of 

DDoS attacks 

SRPMA 

[16] 

ETOR 

[22] 

SCRIMFO 

2 0.46 12 0.09 

4 0.48 NA 0.11 

6 0.5 NA 0.12 

8 0.49 NA 0.08 

10 0.54 NA 0.13 

 

The comparison of PLR for the SRPMA [16] and 

SCRIMFO is shown in Fig. 4. Additionally, the PLR 

analysis for SRPMA [16], ACCA [21], ETOR [22] 

and SCRIMFO is shown in Table 4. From the 

analysis, conclude that the PLR of the SCRIMFO 

method is less than the SRPMA [16], ACCA [21] and 

ETOR [22]. For example, the PLR of the SCRIMFO 

with 10 DDoS attacks is 3.06 %, whereas the SRPMA 

[16] achieves 8 % of PLR. The PLR of the SCRIMFO 

is minimized by avoiding DDoS attacks during the 

CH selection and path generation. Moreover, the 

energy used in the IMFO helps to minimize packet 

loss by avoiding node failure. 

4.1.4. Routing load 

The routing load is the proportion between the 

amount of generated control packets and the amount 

of packets forwarded from the source. 

 

𝑅𝐿 = 
𝐴𝑚𝑜𝑢𝑛𝑡 𝑜𝑓 𝑔𝑒𝑛𝑒𝑟𝑎𝑡𝑒𝑑 𝑐𝑜𝑛𝑡𝑟𝑜𝑙 𝑝𝑎𝑐𝑘𝑒𝑡𝑠

𝐴𝑚𝑜𝑢𝑛𝑡 𝑜𝑓  𝑝𝑎𝑐𝑘𝑒𝑡𝑠 𝑓𝑜𝑟𝑤𝑎𝑟𝑑𝑒𝑑 𝑓𝑟𝑜𝑚 𝑡ℎ𝑒 𝑠𝑜𝑢𝑟𝑐𝑒 
 (17) 

 

Fig. 5 shows the routing load comparison 

between the SRPMA [16] and SCRIMFO method. 

Additionally, the routing load analysis for SRPMA 

[16], ETOR [22] and SCRIMFO is shown in the 

Table 5. From Fig. 5 and Table 5, it is concluded that 

the SCRIMFO method achieves less routing load 

when compared to the SRPMA [16] and ETOR [22]. 

For example, the SCRIMFO achieves a routing load 

of 0.13, which is less when compared to the SRPMA 

[16]. The routing load of the SCRIMFO is decreased 

based on control packets reduction which is 
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transferred during the route discovery process. An 

optimal fitness value determines the secure optimal 

node while accomplishing the data transmission 

which further minimizes the requirements of control 

packets. 

5. Conclusion 

The secure clustering and routing are developed 

using the IMFO algorithm to obtain secure data 

transmission between the nodes. The node’s energy 

depletion is minimized using the K-means clustering 

algorithm and IMFO based optimal CH selection. 

Next, the secure route between the desired nodes is 

generated using the IMFO. The CH selection and 

routing path generation using IMFO are improved 

using distinct fitness parameters such as residual 

energy, distance, trust and node degree. The trust 

considered in the IMFO helps mitigate the DDoS 

attacks during the data transmission. The 

performance of the SCRIMFO method was analyzed 

in terms of AEC, PDR, PLR and Routing Load. By 

the results obtained it is concluded that the 

SCRIMFO method outperforms well when compared 

to the SRPMA, ACCA and ETOR under varying 

DDoS attacks. The PDR of the SCRIMFO is 94.64 % 

for 2 DDoS attacks that is high when compared to the 

SRPMA, ACCA and ETOR. In future, a novel 

optimization algorithm can be used for improving the 

performances of the WSN. 
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