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Abstract

The work focuses on the controversy about technological progress and unlimited access to all kinds of energy acquisition, storage and
distribution. It suggests a formula for energy acquisition and usage which embraces issues of peace and war, social conflicts, and
stability determined by access to energy conditioned by the state of the climate of our planet. The question is how will an interdisci-
plinary combination of progress and future implementation of technologies influence energy security of states and social entities, their
natural environment, up to 2030 and beyond? The methods used in the work rely on a non — linear approach ro disruptive technolo-
gies combined with empirical verifiability of scientific progress in the field of energy acquisition and use. They are reinforced with
drivers taken from development scenarios gained through technological development in quantum mechanics, molecular biology, and
computational techniques. The result is a conceptual approach to energy acquisition and distribution for states, their communities
and individuals regardless of whether the technologies are “civil” or “military” in their essence. The recalled disruptive technologies
shape factors of social development and create conditions for human existence and the natural environment that influence the secu-
rity of states and social entities. The development of automation and robotics, digital transformation, bio-technologies and cognitive
science creates new energy security for states, social entities and the natural environment. lechnologies for the generation, process-
ing and distribution of energy create an almost unlimited perspective of reconfiguration of existing forms of life and their safety.

Keywords:

energy security, energy acquisition, disruptive technologies, security environment, state security

Article info
Received: 11 April 2020
Revised: 30 May 2020
Accepted: 8 June 2020
Available online: 18 June 2020
DOI: http://doi.org/10.35467/sdq/123697

e Juccess [EBEO © 2020 J. Gryz published by War Studies University, Poland.
This work is licensed under the Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 License


https://orcid.org/0000-0001-6671-2391
http://doi.org/10.35467/sdq/123697
https://securityanddefence.pl/

J. Gryz
2/2020 vol. 29
htp://doi.org/10.35467/sdq/ 123697

SECURITY, DEF

ENCE

QUARTERLY

22

Energy - in physics, the capacity for doing work. It may exist in potential, kinetic, thermal, electrical, chemical,
nuclear or various other forms. There are, moreover, heat and work - i.e., energy in the process of transfer from one
body to another. After it has been transferred, energy is always designated according to its nature. Hence, the trans-

ferred heat may become thermal energy and the work done may manifest itself as mechanical energy.

Encyclopadia Britannica [Energy]

Introduction

he technological revolution, initiated in the 20th century by nuclear fission, DNA
sequencing and information technology, has enabled the generation of the next stage
of scientific progress. Its character is connected to the transformation of matter, infor-
mation and life (Agustoni and Maretti, 2012, pp. 391-404). The necessity to obtain
and use energy in the fields of bio-surgery, bioinformatics, nanotechnology, the Internet

of Things (IoT), regenerative medicine, robotics, 3D printing, cybernetics and artificial
intelligence is widespread (van Lier, 2015, pp. 51-61). Technological progress, commu-

nication and transport, lifestyle and social development - all these gradually increase the
demand for access to energy, regardless of its form or carrier (Goldstein and Qvist, 2019,

pp. 43-86). The main issue refers to the energy acquisition, transportation, distribution
and final forms of usage based on disruptive technologies (World Energy Scenarios Com-

posing energy futures to 2050, 2013, pp. 12-26). All those forms will shape progress that

defines the security of states, social entities and the natural environment (Pinker, 2018,
pp- 37-189), and, moreover, security strategies of states and their adaptation to the new
coming safety formula as indicated in National Climate Change Plan of the United Arab
Emirates 2017-2050.

The result of scientific progress, NBIC technologies - nanotechnology, biotechnology,
computer science (big data, the Internet of Things, cognitivism, i.e. artificial intelligence
and robotics) - create a new pattern of demand for various sources of energy both for
peaceful and combat purposes (Murabit and Biicken, 2019) The range of its use is closely
tied to the technologies in which it is or may be used (Mulligan, 2011, pp. 633-649).
The old and new needs in the area of energy generation, storage and distribution infra-

structure are complemented by the conversion of existing machines and equipment, both
fixed and mobile. Not only do they require constant access to energy sources but, in their
numbers, they also increase pressure by increasing energy demand (Duffield, 2012, pp.

1-26). In connection with NBIC technologies, this poses challenges to the way in which
energy is produced and used in its various forms and also in almost unlimited quantity.

The application of computer technology, telecommunication, biotechnology, environ-
mental engineering, “self” learning machines and devices creates component systems of

acquisition, exchange and use of energy (Majumdar, Kumar Banerji, Chakrabarti, 2018,

pp. 1247-1255). In addition, it is accessible in increasingly complex and dispersed forms.
It concerns every stage of application, acquisition, generation, production, distribution
and use of energy in the various regions of the world, on land, in water, in the air, in orbit
and in space. Bearing in mind the long-term perspective, on the surface and under the
surface of the moon of our planet and on asteroids, it should be stressed that the technical
solutions adopted and worked out involve the behaviour of companies, states and organi-
sations. Whole sectors of the economy are being reshaped. Consequently, energy security,
which lies behind this concept, is the outcome of many national and international inter-
dependencies and, moreover, is a function of technological progress in different, synergis-
tically interrelated areas of human activity (Gryz, 2018, pp. 33—41).

The article focuses on the controversy about technological progress and unlimited access
to all kinds of energy acquisition, storage and distribution that indicate new trends in
energy usage which embrace issues of peace and war, social conflicts, and stability deter-
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mined by access to energy conditioned by the state of the climate of our planet. It is cou-
pled with the development of theories and their interpretation affecting energy security
of states and social entities. Not all these technologies are readily available. Their degree
of accessibility is very different and could be considered straight-forwardly unrealistic but
they play a key role in recognised trends. The trends of energy consumption are used to
indicate technological progress and expertise related to unlimited access to all kinds of en-
ergy for the purposes of development, regardless of forms of involvement solid hydrogen,
super computers, geophysics, or DNA.

The subsequent goals of the article are: definition of a framework for technological pro-
gress in shaping energy security, designation of impact of disruptive technologies and pro-
gress in energy security. The question is how an interdisciplinary combination of progress
and future implementation of technologies will influence energy security of states and
social entities and their natural environment, up to 2030 and beyond. The hypothesis
stipulates that the disruptive technologies for the generation, processing and distribution
of energy combined with the development of automation and robotics, digital transfor-
mation, biotechnologies and cognitive science lead to the creation of new needs and the
transformation of existing ones in the scope of ensuring energy security of states and
societies, individuals and social groups and, what is more, the future development and
quality of life in the most developed regions of our planet. At the same time, the ability to
use acquisition, storage and distribution of energy may cause conflicts if the appropriate
solutions are not adopted in time.

Methods

mpirical verifiability of scientific progress develops the ability to project it over time.

The associated measurable forms of efficiency and optimisation together provide a
rational interpretation of understanding. Each element of progress considered separately
is only a contribution to determining the place “where we are”, combined synergistically
with the others in the projection of development “where we will be”. Empirical verifiabil-
ity of scientific progress in the field of energy acquisition and use is always accompanied
with the technological progress combined with trends occurring in social affairs. Those
two elements mainly encompass a perspective that is based on technological development
scenarios, their drivers, and the associated capacity to use energy (Sovacool and Bross-

mann, 2014, pp. 839-850). All of them together are reflected in political discourse of

recent years focused on climate change and limiting the use of “black energy” that comes
from fossil fuels and turning it into “green” order (Mulligan, 2011).

The combination of disruptive technologies, trends, development scenarios, empirical
verifiability of scientific progress in the field of energy acquisition and use builds a non —
linear approach in the work. The base of perception is the drivers from quantum mechan-
ics, molecular biology, and computational techniques (Tvaronavi¢iené ez al., 2015, pp.

502-515). They all involve foresight methodology into the scope of progress in the en-
ergy security of states and social entities — i.e. individuals, social groups, societies, states,
international communities — into the foreseeable future to 2030 and beyond (Popper,
2008, pp. 44-88). This is reflected upon in successive stages included in the framework

and support formula for the technological progress regardless of whether the core of en-

ergy technologies is “civil” or “military” (Cooker, 2004, pp. 100-101).

The exploratory assumptions indicate change elements which determine the energy se-
curity of states and social entities (Bojanic, 2015, pp. 42-48). In defining the form of

energy security, no reference was made to their political, economic, cultural or other
non-energy-related issues (Cudworth, 2009, pp. 131-143). No consideration was given
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to social interactions, the level of technological development in the various regions of the
planet, or international cooperation in the field of energy development. The areas related
to the fields of political, economic and military cooperation, competition or confronta-
tion between countries with the involvement of transnational corporations in access to
energy sources, ways of using them, and projected development have been ignored. It has
been assumed that safety is a direct result of development, quality of life, the ability to use
technological progress and related expertise to access unlimited kinds of energy acquisi-
tion, storage and distribution.

The work covers energy acquisition and distribution, usage methods, technical and tech-
nological innovations and progress in the development of the energy sector. This refers to
existing technologies as well as those being developed, designed, and based on energy, its
extraction, processing, distribution and application (Hidy ez @/, 2012, pp. 1236-1242).

The forms of energy production have been indicated for that reason. A common feature
of the discussed issues is the synergistic combination of many areas of knowledge which
determine the character of energy security. These considerations are based on the follow-
ing issues: access to energy, its transmission and use. Likewise, the situation is similar in
the case of forms of energy acquisition. The combination both of sources of knowledge,
technology and related skills indicates an almost unlimited perspective of knowledge in
the field of energy development. Consequently, this results in energy security for indi-
viduals and communities, as well as for the state. It is unimportant whether the technolo-
gies in their essence are “civil” or “military” - they jointly generate scientific and technical
progress according to energy demand of states and organisations (Table 1).

Table 1. Primary Energy Consump-

tion, Million tonnes oil equivalent

(BP Energy Outlook 2035, no date)

Location 1995 2000 2005 2010 2015 2017 2020 2025 2030 2035 2040
China 890.9 1,010.9 |1,803.4 |2,491.3 |3,009.8 |3,132.2 |3,461.9 |3,694.2 |3,839.5 |3,956.5 |4,017.2
EU 1,677.7 | 1,748.4 | 1,836.5 |1,774.7 |1,649.2 |1,689.2 |1,693.9 |1,650.7 |1,577.1 |1,519.8 |1,474.6
Non-OECD 3,351.2 | 3,744.6 |5,051.2 | 6,363.5 |7,430.6 |7,773.1 |8,462.1 |9,399.3 |10,292.6 | 11,219.0 | 12,146.8
OECD 5,214.0 | 5,611.8 |5,842.4 |5,756.0 |5,629.6 |5,738.0 |5,841.6 |5,864.9 |5,802.7 |5,760.9 |5,719.0
United States | 2,070.4 | 2,259.6 |2,301.3 |2,235.6 |2,227.0 |2,234.9 |2,278.4 |2,280.2 |2,259.6 |2,238.9 |2,222.7

Framework for technological progress in shaping

energy security

echnological progress in the field of energy acquisition and distribution is coupled

with the development of theories and their interpretation; especially the most inno-
vative ones, as well as the older ones, which have the potential to develop new technical
solutions and their practical application. Their triple character must be emphasised. This
is associated with the methods of energy generation and distribution - network centric,
distributed, and mixed. This division, and at the same time the character indicated, re-
lates to the nature of the technology and its application in civil and military ways related
to the generation and distribution of energy. It also implicates future use of energy in
supply systems.

The first of the mentioned forms - network-centric - creates systemic infrastructure con-
nections between various devices, states and social entities (van Lier, 2015, pp. 51-61).

Together they are supported by one or more energy sources. They also create the pos-
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sibility of delivering it to a selected distribution point. In the integrated bands of power
channels forming interconnections, it is possible to transmit power to any place, bypass-
ing others, using selected connection lines. The current pover distribution planning in
the transmission grid is undertaken through a load profile. This profile is modelled as: (1)
one load level; (2) multiple load level; (3) probabilistic; and (4) fuzzy (Georgilakis and
Hatziargyriou, 2015, pp. 90-99). The advantage of this solution is uninterrupted access

to energy. This type of energy generation and transmission system is constantly being
improved, through macro, micro and mini networks. This is particularly the case with
energy storage (Plefmanna ez al., 2014, pp. 22-31). In the future, electrolytic processes,

periodic or persistent, will be used as a reserve in the event of potential distribution ir-
regularities. Considering the character of existing devices, the methods of installing them
are the result of the implementation of technologies developed at the turn of the 1980s
and 1990s. Therefore, they are around 25 - 30 years behind the current level of demand
for energy storage and accessibility in time. It causes problems referred to as natural envi-
ronment protection as well as human protection from pollution from fossil fuels.

Current energy consumption is mainly related to energy sourcing and transmission tech-
nologies. The progress relies on disruptive technologies using the quantum-mechanical
magnetic properties of atoms and it uses variable magnetic fields to direct them; the result
is a wireless energy transfer. It should be stressed that energy transmission technologies
associated with the use of inductive methods and radio waves are crucial for the charg-
ing of machinery and equipment, now and in the future. Thanks to this technology,
smartphones and peripherals can be charged remotely. One wave transmitter is enough to
power them. A similar technology, based on magnetic resonance, is currently being used
to charge electric cars. This means that the charging process is automatic, i.e. wireless,
touchless, and remote (Li et 2/, 2018, pp. 900-901). The chosen method of distribution
and, at the same time, energy usage creates almost unlimited, diverse possibilities in the

context of machines and devices. They are particularly visible in the field of synthetic bi-
ology, and in the perspective of advanced, assisted human biomechanics. In this century,
genetic technology will dominate all other technologies, including information technol-
ogy. Since the fission of the atom, technologies with an equally high impact have not
been developed and nuclear energy makes it possible for humanity to be destroyed. New
genetic technologies already make it possible to create life where there is no life, to create
new inter-species hybrids and not just of one species (Wiinderlich ez 4/, 2013, pp. 3-20).

The curvature of the energy beam in quantum form depends on the electro-magnetic
pulse and creates the possibility of shaping the energy streams. The issue of the transmis-
sion of these streams, the amount of energy contained in them, as well as the distance
over which they can be transmitted, is currently the subject of research (Sergentu et al.,
2019, pp. 151-157). The Earth’s orbit, as a potential source of solar energy, is the goal

for obtaining and exploiting this type of energy from solar radiation (Li ez al., 2017). The
intensity of solar radiation near the equator on a sunny day at noon with a cloud-free sky
is about 1,000 watts per m2, while the Earth’s orbit is a constant value of 1,368 watts -
27 % more. Considering the location of different places on Earth, the radiation value is
significantly lower than the specified 1000 watts (Mankins, 2014, pp. 5-21). It should be
stressed that this type of energy supply might have triple this overall value in a network-

centric context with networks placed in orbit and on the Earth’s surface. Network-centric
consists of networks in orbit and on the surface of the Earth. Fixed point transmits energy
stored in orbit to the infrastructure on Earth or in its orbit in the case of devices placed
on the Earth. Mixed is comprised of networked energy sources in orbit and their routing
to a selected energy system on the surface of a planet or in orbit. These three approaches
form the basis for future energy generation, storage and distribution activities and the ac-
companying infrastructure, I'T and other solutions is related to both devices and vehicles.
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The second form of energy generation and distribution - distributed - is linked to the
ways of generating energy through micro and mini grids. This is applicable to the pro-
duction of electricity and heat from hybrid generation systems (Paska, 2017, pp. 15—

37). Moreover, energy storage (e.g. electricity in compressed air in storage tanks and
chambers, hydrogen in salt caverns) and its use in the electrolysis processes results in
the decomposition of water into oxygen and hydrogen, and the Power-To-Gas instal-
lation (P2G) and enables its storage and further use by e.g. mixing with methane and
filling gas pipelines (van Lanen et al., 2016, pp. 379-389). Furthermore, it is possible to

exploit other physical and chemical phenomena, e.g. related to stored fissile materials,
which due to temperature differences can produce energy in a continuous manner. The
indicated method therefore includes all forms of energy production, the nature of which
is related to its local location. These include engines, turbines and micro gas turbines,
Stirling engines, small hydropower plants, wind power plants, solar power plants (thermal
and photovoltaic helium), biomass, geothermal energy, and fuel cells. Considering the
almost unlimited form of its sources, this form of generation is an important element of
energy generation and distribution in significant regions which do not require network
centric infrastructure connections. At the same time, it enables an emission-constrained

or emission-free economy (Popczyk, 2011).

The third of the forms - mixed - comprises the combined elements of acquiring and
distributing the energy from the grid and from the distributed sources. It is associated
with limited access to macro, micro and mini infrastructure connections. Its employment
is conditional on access to the amount of energy used and its accumulation in order to
power it. This form is of importance on the future battlefield, as well as for the supply of
infrastructure, equipment and vehicles for this purpose. This applies to weapon systems
that have different physical characteristics but require permanent or temporary access to
a significant amount of energy in order to activate them. The mixed form guarantees the
ability to temporarily store energy in the event of permanent or short-term disruption
of availability or its use for specific equipment. The related needs will also allow the use
of combined forms of electricity and heat generation using hybrid generation systems

(Table 2).

Table 2. Forms of energy production

Form of energy | Method of energy Method of energy

. Characteristics
transmission

generation production

Energy distribution

Method of en-

ergy generation

System infrastructure
Cable and wireless 4 .
o connections
transmission: elec- o . .
transmission lines Continuous production

Net centric tromagnetic waves,

Unlimited in space

Macro, micro,

electromagnetic

fields

nections

Hybrid generation sys-
tems

. interconnectors Warchousing mini networks
electromagnetic
curvature of energy
fields
beams
Hybrid generation sys-
. Absence of network tems . o
. Cable and wireless o . . Micro and mini
Dispersed . centric infrastructure | Continuous production | Local
transmission . networks
connections Temporary
Warehousing
Cable and wireless . .
o . L Continuous production
transmission: elec- Time-limited systems . . o .
. . . Warehousing Restricted in time Macro, micro,
Mixed tromagnetic waves, | infrastructure con-

and space

mini networks

26
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With reference to the three forms of energy production and distribution, it should be
stressed that they concern energy use at macro, micro and only to a limited extent at
mini level. On a macro scale, in the case of power supply to infrastructure, machinery
and equipment, civil and military areas (land, sea, air, space and in their combined
forms), this scale is determined by the function of space, the amount of energy available
in it, the ability to generate and distribute it each time. On the micro scale, similarly to
the macro scale, it is used to power machines and devices; and on the mini scale, using
nanotechnology, biotechnology, and computer science (NBIC) linked to the energy of
individuals, social groups, communities, and societies. The essence of the latter is the
connection of individuals and devices, information systems, biological or life support
systems and, moreover, creating the possibility for a human to participate in the process
as well as creating the possibility for a person or persons to use machines and devices,
common databases for acquiring knowledge, skills, sharing and visualising them (Ferry,
2019). The structure of the human body and brain creates almost unlimited possibili-

ties for the use of technology based on energy sources, both internal and external to the
body (Wrzosek, 2018, pp. 114-133).

Disruptive technologies and progress

in energy security

tilisation of energy by people, machines and devices generates and develops this
Urelationship over time. An example of this is the work that has been going on for
80 years to produce metallic hydrogen (Dias and Silvera, 2017, pp. 715-718). This
period covers Wigner - Huntington’s theory, its verification by R.P. Dias and I.E Silvera

along with the prospect of its application in time. It may lead to making wires out of
superconducting metallic hydrogen which may serve to transport energy without any
dissipation because it doesn’t have resistance (today, in our electrical grid, we lose en-
ergy just by heating up the wire during transmission). What is more, it could lead to
the creation of superconducting magnetic storage, which maintains persistent currents
in superconducting coils. As an outcome, this could be a useful tool for maintaining
equilibrium in the power grid when using renewable sources like solar and wind, which
produce electricity intermittently. In the interview, Dias speculated that metallic hy-
drogen could replace the magnets currently used in MRI machines as well levitation
of high-speed trains based on the perfect diamagnetism of superconductors. Silvera
explained that a metallic state could make hydrogen the most powerful rocket propel-
lant known to man, about four times as powerful as existing rocket propellants that use

molecular hydrogen and liquid oxygen (Galeon, 2017)

Energy transformation technologies create a need for in-depth knowledge of such tech-
nologies. In this area, the development of computer science is interdependent on the
design of works carried out in mechatronics. Creating new and improved editions of
super computers is intended to enable a synergy between mechanical engineering, elec-
trical engineering, automation and robotics, regardless of system forms and their relat-
ed layout. Ultimately, design solutions are also to allow for the creation of an extremely
fast quantum computer capable of independently creating algorithms (Riley, 2017).
The link between it and the extraction, transmission and distribution of energy, e.g.
from the Earth’s orbit, is indisputable. This type of computer is designed to be able to
work with a set of data sets that are constantly changing, growing and are faster in pro-
cessing. This research in information technologies is combined with the development
of automation and robotics, digital transformation and biotechnological improvement
of the human cell genome. For each of them, information related to energy, irrespective
of its target form, is necessary.
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The projection of the so-called fourth industrial revolution includes devices, machines
and vehicles that are able to communicate with each other, cooperate and create and
transform reality independently of human beings (Lasi and Kemper, 2014, pp. 239-242).

Nowadays, the main focus is on the elements that constitute access to energy and its
transformation techniques (Lee ez @/, 2015, pp. 18-23). There is close linkage between

cyber-security and critical energy infrastructure, production, storage, transmission and

distribution. “The holistic architecture of the power system is an architecture in which all
the essential power system components are combined into one structure. (...) The overall ar-

chitecture unites all interactions across the electricity system itself, between network operators,

generation and storage operators, consumers and prosumers, and the market, allowing for their
harmonization without compromising data privacy or cyber security. It facilitates all the pro-

cesses that are necessary for the reliable, economical and environmentally friendly operation of
intelligent power supply systems” (White Paper, 2019, pp. 3-6).

The Internet of Things, together with the programming and connectivity of intelligent
products, creates infinite possibilities for energy use - from individual products to charg-
ing and communication systems (Future Today Institute, 2019). In this respect, the use

of “intelligent” materials to collect and communicate information about their state, their
design, as well as micro and nano-sensors and transmitters, create another form of energy
demand. Multifunctional and composite materials are particularly important for this pur-
pose. Robust and durable, they enable the integration of diagnostic equipment into their
structure, the capacity to repair any damage by themselves, and the damping of acoustic
waves, and furthermore, the transmission or insulation of heat, the creation of electrical
nano-cells, electricity production, and control of the magnetic properties of machine and
equipment coatings (Runowski, 2014, pp. 766-775). In addition, the development of

automation and robotics, together with the application of artificial intelligence, creates
the opportunity to construct intelligent power grids for smart cities, factories, agricultural
areas, knowledge societies and prosperity (Rus, 2015). In all of them, the relationship
between the human environment and the natural environment is an element of the archi-
tecture related to energy security.

The area in which energy is of special importance is the use of a sequence of molecular

structure of human genes (Chorazy, 2009, pp. 57-108), both in biotechnology and na-

norobotics. A complete human genetic record will enable not only regenerative medicine,
but also the previously uncharted biomolecular revolution. In 2012, French microbiolo-
gist E. Charpentier and American molecular biologist J. Doudna created a genetic toolkit.
Using a set of molecules known as CRISPR-Cas9, the kit allows scientists to make pre-
cise, targeted changes to the DNA inside living cells. It is extremely flexible and is far
cheaper, quicker and easier to use than previous gene-editing techniques. It can be used
to edit not just human DNA, but also that of a wide range of plants and animals open-
ing up the prospect of accelerated advances in medicine (Cartlidge, 2017). Its character
is brought to life by discoveries related to materials rich in carbon (fullerenes, carbon
nanotubes, graphene).

The synthesis of mechanically bound nanocarbons creates a bridge between carbon na-
noscience and molecular machine research. Carbon nanotubes can be metal or semicon-
ductor, depending on the specifics of the atomic connection. As R. Feynman predicts,
mechanically coupled molecules are the key structural elements of synthetic machines
that operate on a molecular length scale (van Raden and Jasti, 2019, pp. 216-217). Con-

sequently, it will allow for virtual and then real blitzkrieg in the recognition, localisation
and precision destruction of genetically weak double helix sequences (helixes) of DNA,
their replacement, and the simultaneous removal of molecular layers of viruses and bac-
teria (and their removal too). This type of application of biochemistry, biomechanics
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and medicine will allow us to learn about the interactions between genes, proteins, the
natural environment, the physical and mental state of individuals, social groups and even
- perhaps — societies as R. H. Latiff (2018, pp. 42-51) argues. This appears to be feasible
with the use of haplotypes (i.e. series alleles of genes present in the human chromosome),
which make it possible to know the origin of an individual and his or her specific species
characteristics, above all by determining the individual nucleotide sequences of each of us
(Cruciani et al., 2004, pp. 1014-1022).

Artificial intelligence is crucial as the link between nanotechnology, biotechnology, cyber-
space and advances in the application of energy to nano and micro devices, energy infra-
structure - its functioning, regardless of power supply. However, artificial intelligence still
has many limitations so it's worth reviewing them one by one. The concept itself is now
deceptive, AL signifies a much more advanced technology than the one we currently use.
Today, its two main streams, natural language processing and computer vision, are devel-
oping at an incredible pace (Mesko, 2017, pp. 239-241). Algorithms running on increas-

ingly powerful computers can now recognise patterns and collect problems. Nevertheless,
we are not yet very close to Artificial General Intelligence (AGI) when a machine is able to
abstract concepts from limited experience and transfer knowledge between domains (Top
Smart Algorithms In Healthcare). The next form is when A.Ls superintelligence evolves
into independent consciousness and will transform modern life by reshaping transporta-
tion, health, science, finance, and the military (Grace, 2018, pp. 1-5). This will be an

assumption for reshaping the energy security of states and other social entities.

The issue of the emergence of A.L is related only to the passage of time (Miiller and
Bostrom, 2016, pp. 533-571). As a result, the systems of energy generation, distribution

for individual and collective needs, institutions, countries and companies, together with
the systems of information processing of the social, economic and even cultural phe-
nomena occurring at the same time, will be combined into a single system (Hao, 2019).
This will give a shape to all aspects of human existence and the forms of its expression
especially in the context of political actions that influence human emotions in relation
to elections or lack of them, which are taken under the influence of the communication,
regardless of its character (Codevilla, 1989, pp. 78-79). Against this background, the

relationship between man’s social environment and his natural environment takes on
importance. In the case of climate change, the use of energy to transform the natural
environment determines the relationship between social expectations and the potential to
meet them through access to and use of energy.

For the trends described above in the context of climate change, the latter may prove to
be a key factor - especially when geoengineering is considered as a factor for policy mak-
ers. NATO’s Allied Command Transformation states that today’s efforts to reduce the
greenhouse effect, based on a reduction of greenhouse gas emissions to “0”, would take
at least two decades before delivering a tangible impact. This won't happen until after
2035. The warming of the oceans, the reduction in ice around the Arctic, the retreating
of glaciers, the raising of the levels of the seas and oceans would continue as they do today.
This means that the natural environment will continue to change, and agriculture will
transform water supply systems. The associated instability, not necessarily directly, will
reinforce the existing tensions in the social, political and economic spheres by compound-

ing the risks (NATO, 2017).

Geoengineering related to the transformation of the atmosphere and the ionosphere is
very much implicated in changing conditions in the natural environment and the health
of the human species. According to S. Berkley, two thirds of the world’s population is
expected to be living in urban areas by 2050 - 2.5 billion more than today. Such rapid
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urbanisation - partly driven by factors such as poverty, conflict and even climate change
- will increase the risk of both epidemics and endemic diseases. Higher population densi-
ties facilitate infection, while increased pollution and unsanitary conditions can lead to
respiratory diseases (such as pneumonia) and diarrheal diseases (such as rotavirus or chol-
era). He argues that not only poor countries should be concerned. In the coming decades,
temperature rises are expected to accelerate the return of disease vectors such as the Aedes
aegypti mosquito to parts of Europe and North America and even spread to new regions
north to Canada. This could lead to a revival of yellow fever, which was once widespread
in the United States and parts of Europe, and to outbreaks of dengue fever and Zika vi-
rus. Based on the expertise of the Intergovernmental Panel on Climate Change Data, it is
predicted that a combination of climate change and population growth will result in an
additional 6 billion people being exposed to dengue fever by 2080 (Berkley, 2019). The
prediction of climate and weather changes will lead to an increasing use of climate change
technologies. Moreover, the use of the necessary energy and infrastructure, in terms of
international security, will involve enabling people to live in areas which are subject to
desertification, or in any other way require the use of energy to improve the climate, the
environment, plants, animals and people. However, this requires a reassessment of the
way in which we think about climate security (Murabit and Biicken, 2019).

M. Kaku (2000, pp. 20-21) argues, before the 22nd century is over, we will lay the
foundations of a Type I civilisation and mankind will make its first attempts to reach
the nearest stars. This Type I civilisation acquires all forms of energy in their inhabited
worlds. They can influence weather, exploit oceans and extract energy from the interior
of the planet. Their needs are so great that they must use all available energy resources.
Managing energy on such a gigantic scale requires close cooperation between individuals
and an effective global communication system. One of the key issues for the future of
the relationship between man, energy and time is its impact on climate change on our
planet. For example, in 2010, China and India experienced 10 to 15% less sunlight than
in 1970 (Ramanathan ez al., 2016, pp. 136-141). This relates to the new geological era,
Anthropocene in place of the previous Holocene, including the transformation of the

natural environment (Waters et 2/, 2016). At the same time, it reflects the influence of

man on the environment enabling the existence of plants, animals and people. The rela-
tionship between man, energy and time, and his influence on climate change, triggers two
types of energy use - for peaceful ends or conflict and war. In the case of the first type of
energy use, its impact on the natural environment through the shaping of weather events
should be noted (Chen) Considering the already existing use of technology to induce
weather changes, it is necessary to point out the possibility of using it more extensively
(Gillian, 2020). One possible way is geoengineering, - intentionally manipulating the
earth’s climate. It is related to the concepts of the safety of humans and the environment

of the planet.

As B. Lomborg suggests, the implementation of any standard policy to reduce the com-
bustion of fossil fuels will take decades, and its effect will only be observable after half a
century. Geoengineering can lower global temperatures literally in hours or days. There-
fore, only geoengineering, not investments in renewable energy sources, can be an ef-
fective insurance policy. He also emphasises that when the Pinatubo volcano erupted in
the Philippines in 1991, about 15 million tons of sulfur dioxide were pumped into the
stratosphere, which in reaction with water created a misty shroud around the globe. Due
to the dispersion and absorption of sunlight, the fog lowered the surface temperature
of the Earth for two years. According to his statement, we could imitate this process by
introducing aerosols - materials such as sulfur dioxide and soot - the cheapest and least
invasive approach is probably what we call the whitening of ocean clouds. It’s about
splashing droplets of sea water into ocean clouds, making them a little brighter, so they
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reflect more of the sunlight. This reinforces the natural process by which ocean salt is a
condensation molecule for water vapour, creating and strengthening the whiteness of the
clouds (Lomborg, 2017). For this second type of energy use, it is important to highlight
new types of weapons linked to weather phenomena. They will essentially create a set of
tools for achieving political, economic, social and other strategic objectives that are dif-
ferent from existing ones. Moreover, having different characteristics to nuclear weapons,
they may become more acceptable in terms of use, both politically and militarily. The
applications of energy refer to geophysical weapons using electromagnetic waves of a cer-
tain frequency, especially ultra-short and high power. Their orientation at the appropriate
layers of the atmosphere allows them to heat and ionise the atmosphere (Gotkowski et 4/,
2008, pp. 1-12). This enables the generation of atmospheric highs and lows. In addition,
it influences the direction of air currents and thus weather phenomena, e.g. heavy rain
or drought. These and other similar weather phenomena can be created using magnetic
fields and even high-powered lasers. Similar effects can be expected when using energy
weapons (Meyl, 2016, pp. 33-34). The impact of such weapons on the human environ-

ment will be undeniable. In addition, energy weapons will allow influence to be exercised
on social actors, societies and states.

The geophysical weapons work by using sufficiently strong and concentrated ultra-short
waves. This causes the deformation of an atmosphere layer which can be raised, bent or
even made into something like a giant electromagnetic lens that focuses the sun’s rays
on specific points. The power of the emission signal is repeatedly amplified by the bom-
barded media and directed towards the planet’s surface as an immensely powerful beam.
The use of such electromagnetic weapons can cause all kinds of catastrophes. However, it
is difficult to identify their source because the emissive impulse lasts only a short time and
is invisible to the naked eye. Cataclysms resulting from a “magnetic shot” would appear
to be the result of natural forces (Wisnicki, 2010). The fact that they can be artificially
induced and directed is not yet in the imagination of many people who associate war with
a conventional battlefield. On the other hand, it may soon look completely different.
Powerful electromagnetic impulses, the source of which are emitters, can not only modify
the weather, but also cause the breakdown of everything that has to do with electricity, as
well as artificially cause an earthquake of enormous power, destroy selected targets with
the use of plasma, and send waves directly to brains (emitters have the ability to send
the same waves as the brain), triggering different emotional states. With the use of such
transmitters, it is even possible to burn holes in the ionosphere, through which deadly
cosmic rays will act on a given area. The state of the ionosphere also affects communica-
tion with satellites, including the accuracy of GPS satellite positioning system informa-
tion (Cooker, 2004, pp. 80-109).

Pointing out the role of energy weapons on the battlefield, it is impossible not to men-
tion the already existing, developed over time - lasers, masers, microwave weapons using
electromagnetic radiation, as well as kinetic weapons, e.g. electromagnetic cannons (Wr-
zosek, 2018, pp. 114-133). These are evidence of a trend to enhance military arsenals

of states with new types of weapons, more powerful than ever before. Together with the
ones described above, they form an architecture for present and future battlefield weapon
systems, encompassing sea, land, air and furthermore space (Harrison ez a/., 2018, pp.

2-5). The key issue will be how the energy for this theatre will be supplied to individuals,
machines and equipment. The future battlefield is to operate based on enhanced soldiers,
supported by simulators that give them greater protection, better situational awareness
and endurance. They are to operate in mixed groups with omnipresent robots. Automa-
tion of decision-making and autonomy of processes in the areas of armament, command
and control of teams of individuals, machines and devices will allow for complex opera-
tions. Decisions are to be made in real time using concurrently considered options for


http://doi.org/10.35467/sdq/123697

J. Gryz
2/2020 vol. 29
htp://doi.org/10.35467/sdq/ 123697

SECURITY, DEF

ENCE

QUARTERLY

32

action and their consequences by, among others, simulating opponent behaviour, model-
ling the information environment, hacking, disinformation and electronic warfare. This
and many other factors will change the perspective of armed conflicts. Undoubtedly, the
existing sources of energy generation, processing, distribution and use will be supple-
mented by other sources that are currently difficult to imagine.

Conclusions

nlimited access to energy acquisition combined with almost unlimited usage deter-

mines the present trend in the energy security of states and social entities. Despite
its sources, it will have implications for the civil and military approach. Considering the
current situation, disruptive technologies shape those two factors of social development
and create conditions for human existence and the natural environment, especially in
the forms of energy production. At the same time, they are prominent in the context of
the current projection for the development of societies, especially the most technically
advanced ones. From that perspective:

1. Governments need to develop new legal approaches and adopt organisational struc-
tures to deal with the trend described. Lack of action in that respect will create power
projection and a struggle to adopt disruptive technologies to secure access to energy
and its usage. It may cause conflicts on land, in the air, space and water, especially in
the context of geoengineering to prevent drought, hurricanes, heavy rain, and earth-
quakes. The relationship between energy sources, the way in which energy is produced
and the environment is crucial for the appraisal of measures taken by states and inter-

national organisations.

2. Technological progress and climate change involve the generation of both positive
and negative phenomena. Positive - associated with the next generations of machines
and devices facilitating human existence. Negative - related to the exploitation for this
purpose of the resources of the Earth and its natural environment.

3. The standard model for scoping electromagnetic interactions allows for the creation of
subsequent forms of energy related to the phenomenon. New forms of energy and ways
of obtaining it are in the imagination of scientists about the transformation of matter,
life and information. A sequence of related activities in laboratories all over the world
allows us to conclude that the synergy of many theories takes place in interpretations in
which energy plays a fundamental role regardless of the formula that is given to it. The
sum of these models and their results will influence the projection of energy security of
states including individuals, social groups, societies, and their communities. The new
forms of energy acquisition and distribution create the transformation of matter, life

and information in respect of shaping humankind and its environment.

The Anthropocene, which is characterised by human transformation of the natural en-
vironment, is now moving to the next period. Firstly, demand for energy is constantly
increasing, especially in the aspect of economy 4.0, and the Internet of things. This relates
to new forms of social activities as well as the functioning of social structures. Issues of
war and peace, social conflicts, and stability are more and more conditioned by the state
of the climate, and the means of power generation which make changes to the climate.
They determine the state of thinking about energy security of states and social entities.
Secondly, the environment changes under the influence of temperature changes in dif-
ferent parts of the Earth and requires thinking about it in terms of how energy is used.
Thirdly, the projection of disruptive technology and the lack or adoption of restrictions
in this area by states and the international community undoubtedly indicates the direc-
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tion. The progress of this trend will become particularly significant for such countries as
the United Arab Emirates, China, the United States, the Russian Federation and India, as
they are exposed to extreme weather conditions although they have sufficient resources to
address the challenges they pose.
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