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Abstract

The objective of this paper is to provide a view on the problem of insufficient state protection of critical infrastructure throughout
the Covid-19 crisis. The paper looks at this problem with regard to the definition of critical infrastructure, its content, and also the
limitations of current approaches to critical infrastructure protection. The examples relating to the Covid-19 crisis show the practices
adopted and suggest possible steps forward. The research methodology implemented in this research is based on a critical analysis of the
existing literature. The themes described in this paper show there is an urgent need to change current critical infrastructure protection
approaches to a resilience-based modus operandi. Specifically, this paper highlights the need o shift the understanding of critical infra-
structure from an object-oriented approach towards essential services/functions and to highlight its complex, socio- technical nature. I
also highlights the deficiencies of current, prevention-based approaches to critical infrastructure protection such as the insufficient focus
on identification and management process of vulnerabilities, especially in relation to (inter)dependencies resulting from interconnec-
tions with other systems. The gravity of the situation caused by the Covid-19 pandemic, despite its negative connotations, can be used
as an opportunity to examine the real condition of protection of critical infrastructure. The pandemic suggests that there is much left
to be done and because of the unpredictability of the future, we need to start acting as soon as possible.
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Introduction

he primary function of critical infrastructure is to provide essential services to society,

such as water, transportation, energy, health services, ICT, and financial services. It
is considered to be of great importance to the security of the country and the well-being
of its citizens (The Organisation for Economic Co-operation and Development, 2019).
In moments of uncertainty and crisis, spawned by (un)anticipated threats, the continuity
of the essential services becomes even more crucial. So called “black swan” events, which
are difficult to predict, and come with severe consequences, are likely to be more common
in the future, especially as we are facing a growing climate crisis (Goering, 2021). We
can also say that the Covid-19 pandemic is one of these “black swans” and has exposed
major deficiencies in terms of protection of critical infrastructure. It has also caused many
to realise the pressing need to change the approach from preventive based to resilience
based and to establish effective cooperation and partnerships among various stakeholders.
The crisis caused by Covid-19 presents an opportunity to look into the current status of
security of critical infrastructure and to consider potential future challenges and to apply
proper countermeasures in advance.

This paper aims to present many literature-based lessons learnt from the pandemic, which
might in the future contribute to better, more effective protection of critical infrastructure.
These involve issues such as how critical infrastructure is defined, the current approach
regarding the protection of critical infrastructure with its deficiencies and possible alterna-
tive approaches that provide greater resilience. The novelty of this kind of threat requires
critical infrastructure owners and operators to rethink their current approach, and to
upgrade the level of preparedness and capabilities to react to future unexpected crises.

Defining critical infrastructure

o be able to protect critical infrastructure, the correct identification process needs to

be conducted. Broadly speaking, critical infrastructure is a term which involves the
collection of various elements that are vital to the functioning of the country and society.
Many of the European Union countries before implementation of the European Union
Directive on Critical Infrastructure Protection, did not have any specific measures or laws
regarding identification and protection of critical infrastructure. The Directive introduced
a definition of European critical infrastructure as follows: “An asset, system or part thereof
located in Member States which is essential for the maintenance of vital societal func-
tions, health, safety, security, economic or social well-being of people, and the disruption
or destruction of which would have a significant impact in a Member State as a result of
the failure to maintain those functions” (European Union, 2008). Lower case member

states implemented this same or very similar definition of the critical infrastructure to
their national regulations, when others decided to stick with their own, national defini-
tions. This led to some differences in understanding the notion of critical infrastructure in
European Union countries. Several of them included both assets and systems in this term,
which aim to support vital societal functions, whereas other countries only focused on the

critical assets (European Commission, 2019).

The understanding of critical infrastructure in terms of assets means that the protection is
only limited to facilities or objects, without taking into consideration their dependencies
or interdependencies. Moreover, because of such understating of critical infrastructure,
crisis planning and preparing processes did not include such complexities as indirect
consequences (Carvalhaes ez al., 2020). Countries such as Norway or Sweden define

critical infrastructure as essential services, critical/vital functions. This understanding
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embraces critical infrastructure as an increasingly interconnected process, systems which
involve different stakeholders and also allows us to identify and prioritise essential ser-
vices based on the critical consequences of infrastructure failure in the actual situation

(Pursiainen, 2017). This flexibility makes a better response to society’s needs possible in
times of crisis.

The Covid-19 pandemic has led to a revaluation of these needs. The vulnerability of
the medical oxygen supply chain as a critical service became evident at the onset of the
pandemic. This chain involved many sequences of events and actions required for the
production, distribution, the transportation of medical oxygen. This example, as well as a
different one with personal protective equipment (PPE) that was essential for the medical
staff, showed that the meaning of what is essential can drastically change over a short
period of time as seen in the comment “seemingly in the course of weeks, our demands
for many basic and critical services have radically shifted” (Carvalhaes ez 2/, 2020). This
shift in defining critical infrastructure is a starting point to introduce and implement a

resilient approach for the protection of critical infrastructure. In this way, not only the
specific object or asset would be protected, but rather the final product and the outcome
of what an essential service is supposed to deliver. Another important aspect regarding the
definition of critical infrastructure is the content of the term.

Describing critical infrastructure as a system, often understood as a complex network of
hard components such as IT hardware, devices or technology, the soft component, the
human component, seems to be missing or not properly emphasised. Throughout the
pandemic, the role of essential workers who interact directly with the system, and who
operate or facilitate assets, facilities, systems, or networks, in addition to those responsible
for decision making processes and crisis management, turned out to be indispensable.
Due to travel restrictions, the flow of essential staff was halted. A shortage of person-
nel has been a primary issue for critical infrastructure operators during the pandemic
(Galbusera et al., 2021). The situation is even more serious if we realise that in the case of

critical infrastructure, most of the positions cannot be filled by random personnel since
they require special knowledge, skills and sometimes a security clearance. These obstacles
spawned from crisis create a lengthy process, which endangers the undisturbed continuity
of essential services.

Therefore, some institutions like the US Cybersecurity & Infrastructure Security Agency
(CISA) introduced guidance on the essential critical infrastructure workforce. The first
versions of this guidance were mostly focused on the identification of essential work func-
tions, while the last two versions included a catalogue of identified essential workers “who
conduct a range of operations and services that may be essential to continued critical
infrastructure operations, including staffing operations centres, maintaining and repairing
critical infrastructure, operating public safety call centres, working construction, and per-
forming operational functions, among others” (Cybersecurity & Infrastructure Security

Agency, 2021). It includes workers who support crucial supply chains and enable cyber
and physical security functions for critical infrastructure. The industries supported by
essential workers are “medical and healthcare, telecommunications, information technol-
ogy systems, defence, food and agriculture, transportation and logistics, energy, water

and wastewater, and law enforcement” (Cybersecurity & Infrastructure Security Agency,
2021). This emphasises the major role played by critical infrastructure workers in the
process of securing the continuity of the operating of critical infrastructure and over-
all response to the pandemic. This shows that besides purely technical elements, critical
infrastructure should be understood as a system or a process of multiple actions taken
by people, who contribute to the system’s objective, which is the delivery of the essential
services to the society under all circumstances.
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It should be noted that the latest initiative undertaken by European Union also supports
this statement. The recently proposed European Union Directive on the resilience of
critical entities defines critical infrastructure as a critical entity which provides essential
services. According to the Directive, the delivery of essential services depends on infra-
structure, understood as an asset, system or part thereof. The newly proposed change in
defining critical infrastructure clearly indicates the much broader and complex under-
standing of critical infrastructure, which would be identified through the prism of the
services it provides. Nevertheless, the directive still needs further clarification, since it
remains vague and lacks clear description of what the term “entities equivalent to critical
entities” implies (European Commission, 2020a). The proposed changes regarding the
definition of critical infrastructure are in line with the revised NIS Directive - NIS 2
Directive, which relates to entities providing critical services in the digital infrastructure

domain (European Economic and Social Committee, 2021).

Limitations of the current approach

( :ritical infrastructure is exposed to a vast array of threats, including natural hazards,
intentional and unintentional attacks. For a long time, a particular focus has been
placed on physical protection, asset hardening (Zio, 2016). The increased reliance on

technology, and the high level of dependencies and interdependencies among various crit-
ical infrastructures has resulted in crisis, which is becoming more and more complex,

interconnected and transboundary (Boin and Lagadec, 2000).

Moreover, due to high connectivity, critical infrastructure is becoming more vulnera-

ble to cascading disruptions across sectoral boundaries (Pescaroli and Alexander, 2016).

The term cascading impacts is related to highly interconnected systems, in which a fail-
ure or disruption in one of the systems leads to malfunctions in other systems (Federal
Emergency Management Agency, 2020). As in the case of recent events, according to
the Chartered Institute of Procurement and Supply, 86% of supply chains have been
impacted by the COVID-19 pandemic (Remko, 2020). Three types of risks have been
reported by the supply chain executives in their study which included: supply risks such

as shipping delays in long pipelines, gaps in preparedness and contingency plans and logis-
tical bottlenecks; demand risks, depending on the demand, and fast reductions or spikes
in demand of the products. This also includes control risks, with a tendency to focus on
seeking priority and collaboration and also passing some of the financial pressure to sup-

pliers (Remko, 2020). During the Covid-19 pandemic, critical infrastructure has not been

exempt ﬁ‘OHl its consequences.

The escalation of the crisis on a global scale forced critical infrastructure into untested
waters (Galbusera er al, 2021). The system that has arguably been the most heavily

affected with high patient pressure is the health system. The dependence of the health-
care system on other systems, such as transport, has created shortages of many goods and
equipment such as ventilators and PPE which were intended for frontline health care
workers. Before the outbreak of the Covid-19 pandemic, China was responsible for the
production of approximately half the world’s medical face masks (Ranney ez a/., 2020).

Due to the pandemic, the production and distribution of these were halted in China

sparking shortages that reverberated throughout the world (Ranney ez 4/, 2020). This
shows that a strong dependence on global suppliers in times of uncertainty, and possi-
ble obstacles in production or transportation of goods, can create a potential, critical
situation. This requires critical infrastructure operators to be more flexible, to be able to
adjust to the current situation and to look in advance for different suppliers or back-up
systems.
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Because of strong interdependence between healthcare and other sectors, the responsi-
bility to prevent disruptions in any sectors demands joint actions, information sharing
and also coordination by national authorities and agencies. The importance of cooper-
ation between private stakeholders (producers of essential supplies) and public institu-
tions responsible for national logistics of delivery of the goods plays a major role in the
functioning of critical infrastructure. Since the pandemic began, some useful initiatives
have been proposed and implemented, such as resource sharing by international technical
companies that provided some of the communication tools to medical staff and creation
of open-access platforms that have been established in critical infrastructure networks and
are designed to provide exchange of good practices of risk management and mitigation
measures related to the Covid-19 crisis (Galbusera ez al., 2021). Nevertheless, the effective

participation of government in coordinating the delivery of critical services in times of

crisis still needs more attention.

The occurrence of health emergencies, crises, and disasters fosters the appearance of
hybrid threats (Europol, 2020). According to a recent Interpol report, an increased
number of cyber-attacks against governments, critical infrastructure and the healthcare
sector have taken place (Interpol, 2020). Moreover, many EU Member States have noted
a rise in disinformation campaigns and media interference aimed to undermine public
trust in national institutions and the credibility of governments (Europol, 2020). The
surge of disinformation, misinformation and rumours (the so called “infodemics”) has
endangered the effectiveness of public response to the crisis and recovery efforts. As a
response, the World Health Organisation (WHO) established the WHO Network for
Information in Epidemics (EPI-WIN), which aims to provide evidence-based informa-
tion on the public health situation that is verified by trusted sources (World Health

Organization, 2020).

This demonstrates the importance of establishing good communication channels between
government, society and media, with clear responsibilities and good cooperation, which is

crucial for the overall security of the critical infrastructure.

The Covid-19 pandemic has led many to realise that natural hazards are still present
and might be even more diflicult to predict in future (Clark-Ginsberg ¢t al., 2020). The
pandemic has offered a new type of threat namely one of a constant, permanent character.
This kind of threat could be a new normal which we have to adjust to. The outbreak of
Covid-19 found many of the critical infrastructure operators in a state of surprise and
sometimes panic. In many cases, the lack of business continuity planning that encom-
passes the means to identify risks, set the objectives and established adequate practices in
mitigating and managing risk, endangered the continuity of the service (Schmid ez 4k,
2021).

The pandemic is an example of what might occur in the future. It represents a new type
of threat to which critical infrastructure operators will have to adapt and react to more
easily and quickly. Many crises, especially cascading ones, cannot be fully prevented in
high complexity systems. Therefore, the focus should be placed on preparedness to act and
better understanding of the system, including identification, analysis of the vulnerabilities

and implementation of countermeasures before the events occur (Pescaroli and Alexander,
2016). It requires a shift in the current approach regarding protection of critical infra-
structure from preventive into resilient. In a current approach based on a crisis man-
agement cycle, the prevention, planning, response, recovery and learning phases can be
distinguished. As previously mentioned, we should bear in mind that there are and always
will be some barriers, whether political, cognitive, informational, cultural or resource

related, to being able to prevent every possible threat to critical infrastructure (Boin and
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Lagadec, 2000). Therefore, the methodology based on prevention that aims to keep all the
bad thing(s) from happening cannot be effective during “black swan” events or emerging
threats (Longstaff, 2005). Contingency planning is important, but should not be over-
estimated. Developing plans for a vast array of scenarios may not only be impossible but

also time-consuming and very expensive (Boin and Lagadec, 2000). Therefore, there is an
urgent need to implement a new approach focused on identification and management of

vulnerabilities and effective organisational capabilities.

Post Covid-19 approach based on resilience

R;silience is a broad and complex term, for which exists many different definitions.
ome of them focus only on actions after the adverse event, when others include also
the actions before the adverse event, such as anticipation, planning, preparedness (Carlson
et al., 2012). For example, resilience can be defined as: “the capacity of a system to absorb
disturbance, undergo change, and retain essentially the same function, structure, identity,
and feedbacks” (Longstaff ez a/., 2010). The emphasis in this definition is put on capacity

of the critical infrastructure to overcome a crisis after the incident. This means that the
approach is not focused on building barriers or any fortification strategies that would
prevent the occurrence of threat at all costs, but rather on the abilities of the critical infra-
structure to deal with the adverse event. It includes the capability to reduce, absorb the
impact of the event, to reduce the time of recovery, and also to adapt, evolve through the

development of specific processes (Curt and Tacnet, 2018).

When above mentioned definition compared to the Presidential Policy Directive from
2013, which defines resilience as “the ability of an infrastructure to prepare to cope with
changing conditions and adapt to them, and to resist and recover rapidly from disruption,
including deliberate attacks, accidents or natural events,” the preparation element — the

pre-crisis component — is also present (Presidential Policy Directive, 2013). The dif-
ferences in defining resilience are also apparent in the proposal of the new European
Directive on resilience of critical entities. In this new directive, the notion of resilience
refers to “the ability to prevent, resist, mitigate, absorb, accommodate to and recover
from an incident that disrupts or has the potential to disrupt the operations of a critical
entity” (European Commission, 2020a). The major difference in this definition to the
one in the Presidential Policy Directive is the prevention component. The inclusion of
measures aimed at preventing incidents from happening, rather than preparing critical
infrastructure to withstand identified or unidentified threats, seems to be contradictory
to the intended outcomes, namely disaster risk reduction and climate change adaptation.
Nevertheless, the shift in protection of critical infrastructure to resilience-based approach
has not been yet fully incorporated into the European Union and national frameworks

(European Commission, 2020b).

In this paper, resilience of critical infrastructure is understood as an umbrella term that
includes the ability of an entity to anticipate, resist, absorb, respond to, adapt to, and
recover from any kind of disturbance (Carlson et 4/, 2012).

To begin with, a set of characteristics that defines resilience has been developed in the
literature and includes the following properties:

* robustness understood as an ability of the systems or elements to perform despite
the challenges. It can be assumed that critical infrastructure is robust when it is able
to withstand any kind of disturbance and does not suffer degradation or loss of
function;
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¢ redundancy, refers to the substitutability of the elements or systems. It emphasises
the role of backup capabilities and systems that in the event of disruption, degrada-
tion or loss of functionality of the main system can take over;

* resourcefulness, includes the actions aiming to cope with a dynamic environment,
especially by having proper resources to manage a future potential crisis. This involves
actions such as problem identification, setting up the priorities and resources mobili-

sation process to mitigate the damage;

e rapidity, relates to the ability to restore the functionality of the system in a short

period of time, after the adverse event, to avoid further losses (Bruneau, ez a/., 2003;

Longstaff, 2005).

Bearing in mind the above mentioned definitions and characteristics of a resilient system,
some actions can be proposed for improving the protection of critical infrastructure where

future “black swans” and unknown unknowns are concerned.

With regard to unpredictable future threats, the identification and assessment of vulner-
abilities play a crucial role in the process of building a resilient entity. Vulnerability is a
multidimensional term that can be defined as a “physical feature or operational attribute
that renders an entity open to exploitation or susceptible to a given hazard” (Department

of Homeland Security, 2010) or as a “concept that describes the degree to which a system
is susceptible to a specified degree of loss resulting from a specified initiating threat event”
(McGill and Ayyub, 2007). Even though vulnerability is a major component of risk, (risk

understood as a sum of threat, vulnerability and consequences), there are methodologies
where the vulnerability element is missing or is equated to probability of adversary suc-
cess. This marginalisation of vulnerability might be the result of a lack of explicit defini-

tion and agreed understanding of what vulnerability aims to measure (McGill and Ayyub,
2007; Detit et al., 2013). To grasp the meaning of this term and how it affects the security
of critical infrastructure, two kinds of vulnerabilities can be distinguished: protection vul-

nerabilities and response vulnerabilities.

The first kind of vulnerability, the protection vulnerability, determines the probability and
scale of consequences and damages in respect of a threat event. In the case of consequences
that cannot be prevented following an adverse event, critical infrastructure is vulnera-
ble, unless is able to control the following losses with appropriate strategies. This notion
includes capabilities to successfully detect the possible threats (McGill and Ayyub, 2007).

However, the spectrum of threats should not be narrowed down to only the most common,
anthropological and external threats that are difficult to prevent and foresee, such as natural
disaster(s), insider threats and terrorist attacks. It should rather include the currently present
threats resulting from dependencies and interdependencies within critical infrastructure
and among other systems. The dependence on remote sources, overreliance on single or few
factories for supplies can create a major threat to critical infrastructure. Instead, operators
of critical infrastructure should ensure alternative and flexible sources and include local or
nearby sourcing. The operators should prepare the backup sources and inventory buffers in
advance and establish an efficient information sharing mode between all the stakeholders
involved in the supply chain (Remko, 2020). To map the dependencies and interdependen-

cies, the entity must have the capabilities to observe and correctly interpret the environment
in which critical infrastructure operates. To spot the early warning signs of potential threats,
an entity needs to be aware of and understand the connections between systems.

The second kind of vulnerability, the response vulnerability, influences the degree of
loss and the probability of the damage after an adverse event occurs. It relates mostly to
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internal procedures, plans and to capabilities of the system to respond and recover. The
level of vulnerability determines critical infrastructure’s capability to resist, absorb and to
adapt to the current situation (Petit ez a/., 2013; Remko, 2020). It is essential that the vul-

nerability mitigation and reduction strategies are determined by the state of organisational
resilience of the critical infrastructure. The strengths and deficiencies of organisational
structure would directly influence the system’s capacity to respond to a crisis situation and
to recover (Pescaroli and Alexander, 2016). The ability of critical infrastructure to prior-

itise and allocate adequate resources is very important in times of crisis, so as to ensure
the undisturbed continuity of essential services. The phase of reaction, the way critical
infrastructure responds to a crisis, plays a major role in the overall process of building

resilience.

In literature, three post-crisis turnaround stages have been distinguished: the defensive
phase, consolidation phase and offensive phase. The first phase — the defensive phase —
occurs immediately after the crisis event and is characterised by intense threat and
surprise. The effective turnaround in this phase should include contingency planning,
communications and systems’ coupling and complexity. During this stage, the entity is
forced to operate under much pressure and uncertainty because of the limited availability
of the information. The coupling and complexity of the system have been included not
only because they are the factors that usually create crisis situations, but also because it is
crucial for the organisation to know the root cause of the crisis and to eradicate it as soon
as possible. In the early stage of the crisis, some of the constraints regarding communica-
tion, not only internal but also external, are present. However, the entity needs to provide
any required information to the public, media and also to all of the parties that could be
affected. The establishment of effective communication channels can prevent the gen-
eration of disinformation and fake-news that might hamper the response actions to the
crisis and cause irreversible damage. The control of speculation, by information and image
management, can help overcome a crisis and to gain trust among stakeholders.

During the second phase, the consolidation phase, the organisation focuses on long-term
strategies including restructuring and organisational recovery. In this stage, the entity
needs to make an effort to restore confidence among various stakeholders. The third
phase, the offensive phase, relates to changes made to the organisation’s configuration and
culture. The organisation has to ensure stakeholders of its actions aimed at preventing a

future crisis and improvements to internal communication (Smith and Sipika, 1993).
Moreover, the entity should develop a security culture that promotes resilience within
its organisation and externally, involving the entities that might be affected directly or
indirectly by any disturbances and the ones contributing to restoring functionality of the
critical infrastructure. It should be emphasised that the resilience is a dynamic, ongoing
process that requires constant improvement, especially after each crisis. Therefore, the
exercises, trainings, simulations and constant attention to real-life incidents are essential
in terms of building resilience.

A good example of a resilient approach towards unexpected threats is Israel. During the
first wave of the pandemic (March-May 2020), Israel’s government decided to engage its
intelligence services in crisis management activities to more effectively handle the situation.
Even though the country struggled at the beginning of the pandemic because of lack of
sufficient information on the virus, its possible impacts and shortages of health equipment
and critical components, it was still able, in a relatively short period of time, to obtain
the necessary resources. The actions undertaken rapidly by Israel’s intelligence services,
such as acquisition of medical equipment, technological information and manufacturing
designs of medical equipment, enabled Israeli’s local factories to start producing needed
equipment and stop relying on external providers. The clear allocation of responsibilities
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between different intelligent agencies contributed to prompt decision making, its imple-
mentation and constant evaluation. Moreover, the close relationship between government
and intelligence services helped support the government in its evidence-based deci-
sion-making process by providing continuous analysis of the situation and predicting the
possible outcomes and information on hotspots and places of large-scale contamination.
As a result of these actions, the healthcare system was not overwhelmed and the number
of deaths was relatively low (Shpiro, 2021).

The Covid-19 pandemic has shown that the role and engagement of government in
coordination efforts to make sure that essential resources are distributed on the basis of
demand and that areas hit the most receive necessary equipment, is crucial (Ranney ez al.,
2020). An effective coordination process from the national level is necessary to ensure
faster and more adequate distribution of essential resources. However, the framework of
cooperation between different stakeholders remains a challenge. The reasons are the diver-
gent interests of each group of stakeholders, especially between business-motivated inter-
ests of operators of critical infrastructure and state administration responsibility for public
safety. Nevertheless, the state should try to establish a clear communication process that
would include roles, responsibilities and obligations regarding crisis situations. The stake-
holders should settle what type of information should be exchanged and by which means
(e.g. by using secure information sharing platforms) (Bach ez 4/, 2013). In addition, joint

exercises to build and to test the effectiveness of coordination, communications, informa-
tion-sharing and to raise awareness of dependencies and interdependencies among them,
would enable private and public entities to understand the complexity of the system and
to prepare adequate plans, strategies and programmes of critical infrastructure protection,
including post-crisis activities (Fisher and Gamper, 2017).

Society should also be engaged in the process of building critical infrastructure resilience.
Even though government cannot make all of the people resilient, by providing informa-
tion about potential risks and by giving support society might turn out to be very helpful
during crisis situations. It can provide essential information about certain events to first
responders that would ensure the gravity of the situation is recognised more quickly and
to identify what type of equipment is needed (Bach ez /., 2013). Moreover, during health

crisis situations, the prevention and mitigation of disinformation require the active par-
ticipation of civil society in terms of preparedness and response. The spread of unreliable
information can weaken society’s capacity to respond to a crisis and hamper an effective
public health response. Only the collaborative effort of all sectors (government, business,
society) makes it possible to sustain the continuity of essential services and reduce threats
to the functioning of society (Gradon ez al., 2021). All of these actions would help in

more rapid restoration of critical infrastructure after a crisis and would reduce the risk of
disruption to the continuity of essential services.

Conclusions

he gravity of the situation caused by the Covid-19 pandemic, despite its negative con-

notations, can be used as an opportunity to examine the real condition of protection
of critical infrastructure. The pandemic has shown that there is much left to be done and
in unpredictable times, we need to start acting as soon as possible. First of all, it is cru-
cial to understand critical infrastructure in terms of essential services/functions rather than
mere physical objects or assets. This would make it possible for critical infrastructure to be
seen as a system of systems, which because of its cross- sectoral nature and its dependen-

cies and interdependencies, cannot be limited to only one sector (Dunn-Cavelty and Suter,
2009). Moreover, the human aspect in terms of critical infrastructure should become more
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evident. Furthermore, the current approach to protection of critical infrastructure needs to
be upgraded. In light of recent, unexpected events, the current focus on preventive actions
needs to be changed. It should be replaced by an approach based on resilience, which would
identify and reduce the vulnerabilities and, therefore, minimise the effects of potential
threats. This approach would also allow the importance of the capabilities of the entities car-
rying out response and recovery actions to be stressed. This would also help with smoother

adaptation to a new situation and after- crisis environment (Rehak et al., 2018). Moreover,
critical infrastructure operators should focus on the identification of vulnerabilities within
the organisation and among systems and apply adequate countermeasures. The protection
of critical infrastructure depends on different entities. It involves the state, critical infra-
structure operators as well as society and the media. Therefore, the establishment of a frame-
work of horizontal and vertical cooperation and communication among stakeholders would
contribute greatly to the process of building more secure, resilient critical infrastructure.
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