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3ABE3NEUYEHHS IHOOPMAIIIIHOI BE3ITEKU B BE3/IPOTOBUX
CEHCOPHHUX MEPEKAX

AHorauin. Y paniii po6ori po3misiHyra npoOiema 3abesrnedeHHst iH(opMaliitnoi Oe3neku B
0e37pOTOBUX CEHCOPHMX Mepexax. [IpoBeneHO aHami3 ICHYIOMMX peKOMEHIAlild Mo
3abe3neueHHI0 iHpopMaliiHOT Oe3nekr B OE3IpOTOBHX CEHCOPHHX Mepexax. BusiBieHo, 10
OlHA 3 KIIOYOBUX TNpoOieM 3abe3nedeHHs iHpopMainiiHOl Oe3Meku IMoisrae B amapaTHUX
OOMEXKEHHSIX CEHCOPHHMX BY3JiB Mepexi. OOIpyHTOBAHO, 10 BUKOPHCTAHHS OUIBII CKIIAJHHX
KpunTorpadiyHUX MeEXaHI3MIB 3aXUCTy BHKIMYE 30UTBLICHHS HABAHTAKCHHS HA MEPEKY.
HaBeneno Bumorn Juisi 3a0e3neueHHs Oe3neku Ta ix omuc. PO3MISIHYTO OCHOBHI TpyMU 1 THUNH
3arpo3 iHQopmariiinoi Oe3nekn B 0E3IPOTOBHX CEHCOPHUX Mepexax. [IpeacraBieHo
KiacuQikaiito aTak i 3aXucTy 0e3pOTOBHUX CEHCOpHHX Mepex 3rimHo moneni OSI. Po3misHyTO 1
MPOaHANIi30BaHO ICHYIOUWI pilieHHs 1o 3abe3nedeHHio iH(popManiiiHoi Oe3neku. BusBieHO
HEJIONIKHA Ta BPA3IMBOCTI PO3MISIHYTUX pillieHb. Po3nissHyTO Meron Kpuntorpadii 3 BiIKpuTHM
KITIOUEM, BHSBJICHI OCHOBHI IIlepeBard Ta HENONIKM JaHoro Meromy. lIpoBemeHo aHami3 Ta
nopiBasiHas MeroaiB mmdpysanas ECC i RSA. OoOrpynroBaHo, mo Bukopucrannsi ECC B
0e3IpOTOBUX CEHCOpPHMX Mepexkax Oimpmr edexktmBHO, HiXK RSA. Posmmstayro merton
kpunrorpadii 3 CHMETPUYHAM KIIOYEM, 3a3HAu€Hi OCHOBHI IepeBard Ta HENONIKHA TaHOTO
Metony. BuspieHo, mo KpunrtorpadiyHi METOAHM 3 BHUKOPHCTAHHSAM CHMETPHUYHOTO KIIOYa €
OUTBII TPIOPUTETHUMH UTSI BUKOPHCTAaHHA B OE3APOTOBHUX CEHCOPHUX Mepekax. Po3mIsSHyTO
MIPOTOKOJIM YIPABNIHHS KPUNTOrpadiuHUMU KIIOYaMH B OE3[POTOBUX CEHCOPHHUX MeEpexKax.
Hagreneno xiacuikariito IpoTOKOIIB yIPaBIiHAA KIFoYaMH. PO3DISIHYTO MPOTOKONMH Oe3IedHOl
Mapmpytu3anii. HaBeneno kmacudikamiro mporokomiB Oe3negHoi Mapmpyrusarii. PosrsHyTo
MeTonu Oe3MeYHOl arperarii JTaHuX. BUsABIEHO MPOTHPIYYS MiXK BUMOTaMHU JI0 KOH(DITUITIHHOCTI
Ta arperyBaHHs JaHuX. PO3MISHYTO METOJ BH3HAYCHHS BTOPTHEHb, BUSABJICHI OCHOBHI IlepeBart
Ta HENONIKM JaHOro Meromy. Pesymbrath maHoi poOOTH NOLINEHO BHKOPHUCTOBYBATH IIPH
MIPOEKTYBaHHI 0€3IPOTOBUX CEHCOPHUX MEPEK.

KonrouoBi cioBa: Oe3mporoBa ceHcOpHa Mepeska; iH(opmaliiiHa Oe3reka; MepexeBa MOJENTb
OSI; aBrenTudikaris; kpunrorpadis; cucTeMa BUSBICHHS BTOPTHEHb.
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1. BCTYII

besnporoBa cencopua wmepexa (BCM) — 1me pos3nomiieHa Mepexa, IO
CaMOOPraHI3y€eThCs Ta CKIAJAETHCS 13 031114l JaTYNKiB (CEHCOPIB) i BUKOHYIOYHX MPUCTPOIB,
00'eTHaHUX MK COOO0T0 32 JOTTOMOTOIO PAIIOCUTHATY.

Bysnamu BCM € manorabapuTHi MpUCTPOi, KOXKEH 3 SAKUX B Tid 4M iHIIIN Mipi Mae
oOMexeH1 MOKIIMBOCTI 00poOKH iH(pOpMaIlii, MaTy EMHICTh aKyMYJISITOPHOI OaTapei, a Takox
HU3bKY TMPOIMYCKHY 3/aTHICTh KaHany 3B'sa3Ky. Ha mpakTwii mapameTpu pO3IISHYTHX
MIPUCTPOIB BapilOIOTHCS B 3AJIEKHOCTI BT iX pOJIi B MEPEXkKI 1 IPU3HAYEHHS B LILIOMY.

Taki Mepexi J03BOJSIOTH BHUPIIIMTH MpoOieMu 300py pI3HOMaHITHOI 1H(opmarii
(MeTeoposioris, TeleMeaulHa, BINCHKOBI Oreparlii, HaJA3BUYaiiH1 cuTyalli Ta iH.), 0COOIUBO
3 ONIAAYy HAa MOXJIMBICTh IIBUAKOTO PO3TOPTAaHHS MEPEkKi 3 HASBHUMH BUMOTaMHU JIO
ceHcopHoro nosis BCM. Tak sik B po3ropTaHHi Mepex1 BIACYTHIM MOHTaX MPOBO/IIB, BOHA Ma€
MOXJIMBICTh ~ MepeMilaTucst (reTeporeHHa Mepexa), IO BIIMIHHO MIAXOJUTh ISt
CTaI[lOHapHO-0€3/IPOTOBUX 1 IEPEHOCHUX MIPUCTPOIB.

Opranizaiis 3B'sI3Ky ceHcopHuX By3miB BCM BusHawaetbcst cranmaptrom [EEE
802.15.4. IcHye 0Ge3miu (axTopiB, IO BIUIMBAIOTH Ha BIACTHBOCTI PO3TOPTAaHHS MEPEXKi:
XapaKTepUCTUKHU 00JaCTl PO3TAIIyBaHHS CEHCOPHOTO IOJIS, PO3MOAUT 1 KUTBKICTh OJUHHIIL
Mepexl, iX mapameTpu i T.11.

Hocnimkenus BCM 3aiimae K1rouoBe MicIle B HayKOBIH MISLTBHOCTI B 00J1aCTi CHCTEM,
MEpeX 1 TEIEeKOMYHIKAIIMHUX TMPUCTPOiB. ICTOTHY pOJab B AOCHIIHKEHHI 1 PO3BHUTKY
0e3pOTOBUX CEHCOPHHMX MEpEeX 3aimaroTh nuTaHHs iH(opmaniiHoi Oesneku (Ib), mo He
JO3BOJISIIOTh B TIOJIATIBIIIOMY BHUKOPHCTOBYBAaTH BCI NMEPCIEKTUBH 1 TMOTCHINIMHI TIEpeBaru
po3misaHyTOi  TexHojoril. bimemiicte mpuctpoie  BCM  3aiimaioTe  cBo€  Mmicie B
KUTTEAUTBHOCTI JIFOMUHU a0o0 TpoIliecax OpraHizallii 1 MPEeACTaBISIOTH COOOK CHUCTEMH,
MPU3HAYEHHS SKUX - 30Ip 1 aHami3 JOKIATHUX JAaHUX MPO Oyab-sIKy aKTUBHICTH abo Mpo
okpemi 3axomu. KpiM TOro, nmaHi TEXHOJIOTIi MPHUITYCKAIOTh Opraizaiilo A0CTymy 0
iH(popmarrii neBHOT rpynu oci0. IHHOBaIIT Takoro MacmTaly HEeMHUHYYE BUKIMYYTh 3POCTaHHS
pIBHS IHIMJICHTIB KiOEp3JIOYMHHOCTI, a 3ajiiHlI B aBTOMATH3aIlil CEKTOpU MJiSUTBHOCTI
3ITKHYTBCS 3 OUTBIII THYYKMMH 1 PI3HOMaHITHUMU 3arpo3aMu iH(opmarliiitHiii 6e3mekn Ha BCixX
piBHsIX MepexeBoi moeri OSI.

Ha ganwmii MmomeHT po3pobneHo Oesmniu mpuBaTtHUX pimienb nutanb [b B BCM, ognak
oimpie 60% cuctem, 10 BUKOPHUCTOBYIOTh JAaHY TEXHOJIOTiO, € ciabo3axunieHuMHu. Came
BHpieHHs npobiemu Ib € ogHMM 3 KIIOYOBHX HapamMeTpiB OO0 MOAAIbIIOT BepHdikallii
TEXHOJIOTI] B MOBCIONHY MiSUIbHICTH JronuHU. Came TOMY, Ba)UIMBO BU3HAYUTU CTYIIHb
BBy 3arpo3 Ib Ha BCM g KOHKpETHHX KOPUCTYBABHUIBKMX YMOB 1 cdepu
3aCTOCYBaHHS 0€37]pOTOBOT CEHCOPHOT MEpexi, s MOAATBIINX OMepalliil Mo iX YCYHeHHIO Ta
3ano6iraHHIo.

Metoo paHoi poGorm € aHaniz ocoOnuBocTed (YHKIIOHYBaHHA O€3ApOTOBHX
CEHCOPHUX MEpPEeX 3 TOUKHU 30pY BPA3IUBOCTEN 1 CXUIBHOCTI IO MEPEXKEBHX 3arpo3.

2. JOCJIIIKEHHSA ITPOBJIEM 3ABE3IIEYEHHSA Ib B BCM

Hocaipkytoun ocobnuBicTe mpobnem 3abesneueHHs [b B BCM, 3BepHemocs 10
pexomenganii ITU-T X.1311 — «Crpykrypa Oe3neku Ui BCENPOHUKAIOYMX CEHCOPHUX
Mepex». JlaHa pekoMeHallis BU3Hauae KkaTeropii B3aeMo3B'sa3kiB BCM:

e BsaemoJis By3nia Mepexi 31 IITI030M (6a30BOI0 CTAHIIIEIO);
® Bzaemois nuTI03y 3 BY3J0M MEPEXi;
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e Bzaemois nuto3y 3 yciMa OAMHHUISIMA CEHCOPHOT MEPEXKi;

® Bzaemopmis MK By3JlaMH CEHCOPHOI Mepexi (B TOMY YHCII B3a€EMO3B'S30K
KIIFOYOBOTO By3ia kiactepa BCM 3 oguHUISMEH KiacTepa 1 B3a€MOJIS JBOX
CYCI/IHIX BY3JIIB MEpEXKi);

e Bzaemois nutio3y i rpynu CEHCOPHUX BY3IIIB, BUAUICHUX I10 JISTKOMY TTapaMeTpy.

AmnamizoBaHa peKOMEHJalis TMOBHICTIO Xapakrepu3ye BCM. BUHATOK CTaHOBHTH
B3a€MO/IisI KITFOYOBUX BY3JIIB KJIACTEPIB MDK CO00T0.

Bimsnaunmo, mo B pexomenpamii [TU-T X.1311 mnpucyTHi TBEpDKEHHS MO0
npo0sieM BUKOPHUCTAHHSI CTaHJApPTHUX MEXaHI3MIB 1 3aCO0IB 3aXHUCTy B Mepexkax 3B'A3Ky Ha
11 ocoOnuBocTel moOynoBu 1 GpyHkiionyBanHss BCM. 3actocyBaHHSI TUTIOBUX CXEM/CHUCTEM
KpunTorpaiyHUX KJIHOUIB YCKIAJHEHO BHACHIIOK MEBHUX BUMOT /10 XapaKTEPUCTUK BY3JIIB
CEHCOPHOI Mepexi, a came EHEpProCHOXKXHWBAHHIO, OOYMCIIOBAIBHOT MOTYKHOCTI 1 00CITY
nam'sTi mpucTpoiB. [laHI BUMOTM € MPUYMHOIO BPA3IMBOCTI CEHCOPHUX BY3JIB, B CHUIY
BIJICYTHOCTI E€KOHOMIYHOI MOXJIMBOCTI 3a0€3MeUeHHs 3aXUCTy HAJEKHOTO pIBHA MpHU
MacoBoMYy BHUKOpHCTaHHI. OfHi€l0 13 cepio3HUX MpobieM 3abe3neueHHs Oe3MeKu € ILII03
Mepexi, KM KOHIIEHTpye B co0i Bcro iHdopMarllito, nepeaany oauHuismMu bCM, 1 saBisie
c00010 HANOUTBIIT TPUBAOIMBY TOYKY JJIsl IPOBEACHHS aTakh. B mMepekax i3 3aCTOCYyBaHHSIM
KJIACTEPHOI CTPYKTYpH, OCHOBHA 3arpo3a JJOBOJUTHCS Ha BY3JIH-MAapIIpyTH3aTOPH, SKi
BIJIMTOB1/Ial0Th 32 KOMYHIKAIIII0 OJUHUIIL KiacTepa B miiomy. [limcymkom momiOHuX Kibeparak
Moe OyTH BIPOBAKECHHS 3JI0BMHCHUKOM IOMMJIKOBUX IAKETIB JAHUX, IO B CBOI YEpry
MPU3BOJUTH 0 AYIUIIKaIlii a00 CIOTBOPEHHIO TaHUX MapIIpyTH3aIlii.

Otxe, omumcaHi BpPa3jMBOCTI TICHO TOB'SI3aHI 3 oOMexeHHsMU By3lIiB BCM, sk
HACHIIOK BIJACYTHICTh MOXJIMBOCTI 3aCTOCYBAaHHS THITI30BAaHUX MEXaHI3MIB 3axHCTy Ha
maTdopMi MajoradbapuTHOTO MPUCTPOTO.

Takum umHOM TpoOiema moao 3abe3nedeHHs iHGoOpMaIliifHOT Oe3NeKHu MoJsIrae B
arnapaTrHuX 0OMEXEHHSIX CEHCOPHUX BY3JIIB:

- EHepropecypcu;

- 00YMCITIOBAJIbHA MMOTYKHICTB;

- 00cAT mam'sari;

- TAJIBHICTb MOIIMPEHHS CUTHATY.

EHeproBuTpary CEHCOPHUX BY3J1iB Mepexi KIacU(]IKyIOTbCSI HACTYITHUM YHHOM:

- po0oTa 1aTYMKa CEHCOPHOTO BY3J1a MEPEXI;

- TIepe/aya MakeTiB JaHUX B MEPEXKI;

- MIKpOTIPOIIECOPHI OOUHCIICHHS.

IIpoBenene nocnimkenns [1] nokasano, o KoxeH OIT MepelaHuii CEHCOPHUM BY3J10M
B MEPEXi CIOKUBAE ICHTUYHY KUIBKICTh €Heprii, 1o npuoian3Ho sk 900 BUKOHaHUX KOMaH
MikpormpouecopoM. OTxe, nepenadya iHpopMmaniiHuX MakeTiB MDK By3namMu BCM e Oinbin
€HEepProBUTPATHOIO, HIK OOUMCIIIOBAIBbHI olepallii, BUKOHYBaHI MIKpOIIPOIIECOPOM; B TON dac
OyZb-sK1 ICHYIOU1 KpUNTOrpadidHi MeXaHi3MH 3aXUCTY MalOTh Ha yBa3i 30UIbLIEHHS PO3MIPY
MePEeaHOTrO MAaKeTa JAaHUX, L0 MPSAMO BIUIMBAE HA MiJBUIICHHS €HEProCHOXXHUBAaHHS MpH iX
BUKOPUCTaHHI. Big3HauMmo, 110 BHUKOPUCTaHHA OUIBII CKJIQJHUX KpUNTOrpadiyHUX
MEXaHI3MIB 3aXHCTy BHUKJIWYE 30UTbIIEHHS HABAHTAKEHHS HA OOYMCIIOBAJIbHY MOTYXHICTDH
MIKpOIIpOIecopa 3 MOJAJbIIMM HEraTUBHUM BIUIMBOM Ha €HEPrOEMHICTH CEHCOPHOTO By3Ja
Mepexi.
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3. BUMOI'M I1OJ0 3ABE3IIEYEHHA Ib B bCM

Jis 3a6e3neuenns iHdopMmariiinoi 6e3neku B BCM HeoOxi1He BUKOHAHHS HACTYITHUX
KpHUTEPIiB:

- KOH(IICHITIHHICTB;

- IUTICHICTH 1H(OpMAIIiT;

- aBTeHTHU(IKAITIS;

- JIOCTYITHICTb;

- CyBOpE BUKOHAHHS 3000B's13aHb;

- IIPUHITUT HOBU3HU JIAHUX.

KondinenmiiHicTh JaHUX Ma€ Ha yBa3i, [0 MAKETH JAHUX, SKI TMEPENarThCcs B
Mepeki, He MOXKYTh OyTH MPOYUTaH] MTACUBHUMH 3JIOBMHUCHUKAMM, 1 MOXYTh OyTH MPOYUTaH1
TUIBKM TUMHU KOpPHCTyBadamMHu a0o0 By3JaMH MeEpexl, SKUM BOHM Npu3Hadaiucs. LliTicHICTH
iHbopMalii MiATBEpKYe, 0 1HGOpMAIIiHI MaKeTH sKI MepelalTbcs He Oyau 3MIHEH1
MPOMDKHMMH BYy3JlaMH Mepexi Ha iX NUIIXy [0 ojep)KyBauya. ABTeHTH(IKallisg Hagae
iHOpMaIiI0 MPO CHPaBXKHICTh BY3JIB MEPEXKl, a caMe 4YM € BY30JI-BIANPaBHUK JOBIPEHUM,
3a0e3neuyoud HaAIMHICTh TMOXO/KEHHS MakeTy naHuxX. Kpurtepiil JoCTymHOCTI rapanrye
Mpane3aTHICTh MEpPEKEBUX CEPBICIB, HANPUKIAN, YA JOCTYIHA Mepexa s OOMIHY
noBiioMiIeHHSIMU. [l KpuTepieM CyBOpPOro BHKOHaHHS 3000B's3aHb Ma€ThCS HA yBasl, 11O
BY30JI-BIIITPaBHUK 1H(OpMAIi HE MOXKE 3alepeuyBaTH CBOIO BHUXIJIHY OIEpalliio mepemadi
naHuX. [IpuHIKN HOBM3HM JaHUX 3a0e3medye aKTyalbHICTh JAHMX B MEPEXKi, 1 MPHU IOMY
rapaHTye BIICYTHICTh MOXKJIMBOCTI BIITBOPEHHS 3aCTApUINX JaHUX.

Mexani3zmu 3a6e3nedueHHs iHpopMmariiHoi 6e3nexkn B BCM, 3a3Buyaii peanizyroThes 3a
JOTIOMOTOI0  KpunTorpadgiuanx meroiiB. OmHak BXe omucaHl B JaHid poOOTI amaparHi
0OMEXEHHS HE JI03BOJISIIOTH 3aCTOCOBYBATH ICHYIOUl HAJiHI METOAM, IO B CBOIO HYEPry
4acCTKOBO a00 IMOBHICTIO HE BiamoBigae kputepisim 3adesneueHHs Ib 8 BCM, pobmisum iX He
MPAKTUYHUMU JJIs1 3aCTOCYBaHHSI.

4. JOCJIIKEHHA OCHOBHUX THIIIB 3AT'PO3 1b B bCM

BiamoBinHO 10 TEXHIYHMX OOMEXEHb CEHCOPHUX BY3JIIB Ta TEPENiKy BHMOT JO
3abe3neuyeHHs Ib — BCM moxyTb OyTH Bpa3iuBi i OUIBIIOCTI pI3HUX THIIIB aTak:

- 3arpo3u CceKpeTHOCTI 1 aBTeHTU(IKallii: ICHYye CyKyMHICTh (aKTOPIB, 110 BILUIUBAIOThH
Ha MOXKJIMBICTh 3JIOBMUCHUKA peaiizallii aTaky MiJCTyXOBYBaHHS, BIATBOPEHHS, Moaudikarii
1 MAMIHY TIAKETIB TaHUX B MEPEKi;

- 3arpo3u JOCTYNHOCTI: HaHOUIbII HOMYISAPHUM PI3HOBUIOM JAHOTO THUILY 3arpo3 €
BimMoBa o6cimyroByBanHsa Mepexki (DOS-araka) peanizoBaHa Ha OyAb-sIKOMY PiBHI MEpeKeBOi
CTPYKTYpH CEHCOPHOI Mepexi.

- 3arpo3u UUTICHOCTI iHQoOpMaIii: KIO4YoBa i€ 3JIOBMHCHUKA IMIOJSTaE Yy
BIIPOBA/PKEHHI HETPaBIMBUX BIIOMOCTEH B IMOTOKM AaHuX. lIpuKIazoM MOXe CIYKUTH
CKOMIIPOMETOBAaHUM  3JIOBMHCHHKOM BYy30J, 3a JOINOMOTOI0 SIKOTO OpraHi30BYHOTHCS
HeNnpaBAMB1 NOBITOMJIEHHS MK By3iaamu BCM.

BaxuiuBuM ¢akTopoMm Ui YCHIIIHOTO MPOBEAEHHS OUIBLIOCTI OMUCAaHMX arak €
HNIATpUMKa (YHKIIOHYBaHHS Mepexi, B CHIy 30€peKeHHS MOXJIMBOCTI 3J0BMHUCHHKOM
SIKOMOTa JIOBIII€ TPOBOAMTH MAHINYIALIT 3 HOTOKAMHU JaHUX.

Posmsinaroun apxirektypy BCM 1 po3mnonin 3arpo3 3rigHo 10 mepexeBoi mojeni OSI,
3arpo3u MokHa KinacugikyBaTh HacTynmHUM 4uHOM (Tabm. 1).

57



il T
— et

Kl 5 E P 5 E 3 |_| E KA OCBITa, Hayka, TexHika Ne 2 (10), 2020

ﬁ‘&
7“‘- CYBERSECURITY: ISSN 2663 - 4023
EDUCATION, SCIENCE, TECHNIQUE
Tabnuys 1
Po3noain arax i 3axucty B BCM no mozgedi OSI
- Network Attacks Defense
Physical Jamming Spread-spectrum, priority messages, lower
Tampering duty cycle, region mapping, mode change
tamper-proofing, hiding
Link Collision Error-correcting code
Exhaustion Rate limitation
Unfairness Small frames
Network and routing | Spoofed, altered or replayed routing | Egress filtering, authentication, monitoring
information Redundancy, probing
Selective forwarding Authentication, monitoring, redundancy
Sinkhole Authentication, probing
Sybil Authentication, packet leashes by using
Wormbholes geographic and temporal information
Flood attacks Authentication, verify the bidirectional link
Acknowledgment spoofing Authentication
Transport Flooding Client puzzles
Desynchronization Authentication

5. AOCIIIKEHHSA PILUEHD JIUIA 3ABE3ITEYEHHS 16 B BCM

Bubip HalOuIBII MWAXOMANIOTO JJIsi OKPEMOro BHUMNAAKy BUKopucTtanHs bCM
KpUNTorpadiyHOrOo METOMYy Ma€ KIIOUOBE 3HAUCHHS OE3MEeKH Mepexi B IUIOMY, Tak SIK BCl
HII Ccy)KOM Oe3meKku 3 HUM TMoB's3aHl. Sk 3a3Hauvanocst paHilie, BCI BUKOPUCTOBYBaHI
MeToau 3ade3medeHHs Oe3leKd MOBMHHI Bimmosimath HasBHUM B BCM oOMeXeHHIM — B
BUMAAKy 3 KpUNTOTpapiyHUMU METOJaMH, iX BIAMOBIAHICTH OIIIHIOETBCS IO 00CATY
BHUKOPHUCTAHOTO KOy, JAojae o0'eMy 10 TIaKeTiB J[JaHHMX, dYacy OOpoOKM KomaHAa 1
€HEPTrOo CIIOKMBAHHIO.

Kpunrorpadgiuni Meroam, mo po3misgaloThes B AociikeHHsAX mo bCM, moxHa
Kkiacu(ikyBaTH HACTYITHUM YHHOM:

- Kpunrorpadist 3 BIAKPUTHM KITIOYEM;

- Kpunrorpadist 3 CAMETpUYHIM KITFOUEM;

- [IpoTokonu kepyBaHHSI KpUOTOrpa)iYHUMH KITIOYaMU;

- [IpoTokomnu Ge3nevyHoi MapIIpyTU3arii;

- be3nedyna arperartist JaHUX;

- Meroau BU3HAYCHHS BTOPTHEHb.

5.1. Kpunrorpadisi 3 BiaZkpuTHM KJIH04eM

binpmicts  gochinHUKIB - mpoOneM  iHpopMamiiiHOI 0e3NeKH  BBaXKalTh, 11O
BUKOPHUCTaHHS KpunTorpadii 3 BIAKPUTUM KIIt0YeM € HeOakaHuM Juid 3actocyBaHHS B BCM.
[Tpuknanom kpunTorpadiyHUX MPOTOKOJIB 3 BIAKPUTUM KittodeM € rpotokoiu Diffie-Hellman
1 RSA.

Kpunrorpadiuai MeToau 3acHOBaHI Ha OOYMCIEHHSAX 1 3a3BMYail BUKOPUCTOBYIOThH
KUTbKa THCSY i MHOXKEHHsI JUII BUKOHAHHS OfHI€T omeparlii. B yMoBax ekcrutyaraitii By3JiB
B BCM nin BimuBom, Hanpukian DOS-araku, kpunrorpadidHi METOH 3 BITKPUTUM KITIOYEM
OynyTb MPOBOAMUTH omepaii mudpyBaHHs 1 AeMIUPPyBaHHS BiJ AECATH CEKYH] 10 JEKLIBKOX
XBWIMH. B pocmimkeHHi [5] B Xoli eKcriepuMeHTy Oylno BHUSBIEHO, IO MIKPOIMPOLIECOpY
noTpiOHI THCAYl HAHO JDKOYIIB €Heprii /Ui BUKOHAHHS MPOCTOi omeparii MHOKeHHs 3 128-
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6itoBuM pesynsratoM. Kpunrtorpadiuai MeToau 3 BUKOPUCTAHHSIM CHMETPUYHOTO KITHOUa
BUTPAYalOTh 3HAYHO MEHIIE PECypCiB, HDK METOOM 3 BIiAKpUTHUM KimoueM. llpomecop
MC68328 dragonball 3 Bukopucranusim RSA Burpadae Omm3pko 42 MK Ha mudpyBaHHS
1024-6itHOrO Onoxy nmanux. A mist 128-6itHoro Omoky AES - cnoxuBannst cranosuts 0,106
MK [5].

Hocnimkennss [6] minTBepmKye, MO0 3aCTOCYBaHHS KpUNTOTrpadiyHUX METOAIB Ha
OCHOBI BiIKpUTHX KIIO4iB MOmBO B BCM, mpu ix onTuMizarii i 3HI)KEHHI CHOXKMBAaHH S
HUMH €HEprii.

Mertoau 3 BUKOPUCTAHHSM BIIKPUTOTO KiItoua mpencraBieHi cxemoro PobOina, RSA i
ECC. bumbmiicte cydacHUX AOCHiKeHb mnpucBsideHi RSA 1 meTogy 3 BHUKOpHUCTaHHSAM
enintuyHuX kpuBux — ECC. OnHi€lo 3 nepeBar 0CTaHHbOTO € OJIHAKOB1 MOKAa3HUKHU Oe3MeKH
IpU MEHIIOMY po3Mipi Kitoya B moOpiBHAHHI 3 RSA. TakuMm YHMHOM 3MEHUIYETHCS
HaBaHTAXXEHHS BY3JIIB LLIJISIXOM 3HMKEHHS BUTPAT Ha 00poOKy 1 nepenady iHpopMarii.

Tabnuys 2
IopiBusinas yacy BukoHanus onepauiii B ECC i RSA
Algorithm Operation time (s)
ECC secp160rpl 0.81s
ECC secp224rpl 2.19s
RSA-1024 public-key e = 216+1 0.43s
RSA-1024 private key w. CRT* 10.99
RSA-2048 public-key e = 216+1 1.94s
RSA-2048 private-key w.CRT* 83.26

! Chinese Remainder Theory

Tabmurs 2 BimoOpakae TUMYAacOBE TOPIBHIHHS BUKOHYBAaHUX OIEpalliii Ha mporecopi
Atmel atmegal28 [7]. YacoBa xapakTepuCTHKa BHUKOHaHHS omepailii BuzHadaeTbcsi B ECC
cepenHiM MHOXKEHHSM TOYkHM, a B RSA 3a pomomororo MOAYISpHOI EKCHOHEHIIMHOI.
[Ipencrasneni B Tabmumi 2 secpl60rl i secp224rl — nBi cTaHAapTU30BaHI €IINTUYHI KPUBI
ECC [8], a RSA Bukopuctosye 11ine uncio e = 2 '®+ 1 B sxocti BinkpuToro kmoua. Takum
YUHOM, IIPU BUKOPHUCTAHHI PO3MIIHYTOTO BIIKPUTOro Kitoua, RSA 30BCiM TpoxXu mepeBepurye
ECC B mBuakonii. Onnak, mHoxxeHHs Toukn ECC mepeBepurye RSA-omepartii cekpeTHoro
KIoya Ha nopsaok. Omepamii cekpeTHuX kimodiB B RSA  MaroTh BHCOKI  4YacoBi
XapaKTepUCTUKU, 10 POOUTH BHUKOPUCTAHHS METOY B OOMEXKEHUX pecypcaMu CEHCOPHUX
By3J1ax Mepexi cinabo peanizoBanuM. Tak sik B ECC onepallii 3 BUKOPUCTaHHSIM BIIKPUTHX 1
CEKPETHHX KIIOYIB BUKOPUCTOBYIOTH OJHAKOBI oOmepallii MHOXKEHHS — aHajoriuHa RSA
npobiema B metoai ECC BincyTtHs.

Pesynbpratu gocnimkeHHS eHEproBUTpaAT Ha ayTeHTUdIKalio 1 00MiH Kiroyamu [9], 3
BukopuctanHsaM mudpysanHs RSA 1 ECC, mpeacrasiaeni B Tabmuui 3. Kmoui ECC
CTBOPIOIOTHCS 1 MIAJAIOThCS MEpeBIpLi 3 BUKOPUCTAHHSAM aJTOPUTMY MOOYIOBH IU(PPOBOIO
nignucy Ha ocHoBI enintuyHuX KpuBux (ECDSA). B manomy BHUmaaky BUKOPHUCTOBYBaBCS
IPOTOKOJI OOMIHY KJIIOYaMH, SIKUI TpeacTaBisie coOO0 CIPOIIEHY BEpCil0 BCTAHOBIICHHS
3B'13Ky SSL; B Hiil Oepe yuacTb iHIIiaTOp 3B'A3KY KJIIEHT 1 cepBep.
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Tabauys 3
Burparn eneprii Ha aBTeHTH(iKalLi0 | 00MIH KI1I0YaMM HA OCHOBI MG pyBaHHS
RSA T1a ECC

Algorithm Signature Key Exchange

Sign Verify Client Server
RSA-1024 304 11.9 15.4 304
ECDSA-160 22.82 45.09 22.3 223
RSA-2048 2302.7 53.7 57.2 2302.7
ECDSA-224 61.54 121.98 60.4 60.4

Koxen ceHcopHuil By3om Mmepexi mae cepTudikar, skuil OyB mignucaHuil 6a3oBUM
By3110M BCM 3 BukopucranHsMm 3akputoro kiatoua RSA a6o ECC. B manomy mporeci npu
BUKOPHUCTAaHHI 000X METO/IB HEOOX1THO MIATBEPIKEHHS BUJAHUX CEPTUPIKATIB 1 Y3TOKEHHS
KIIIOYIB ceaHcy 3B's3Ky. 3 Tabmuii 3 BumgHo, mo niagnmuc ECDSA nopiBHsiHO 3 RSA meHme
CIOXHUBAaE eHeprii 1 B Toil ke uac nepeBipku ECDSA 3HaxoadTbcs B MexaxX PO3yMHOTO
nianazony nepeBipok RSA. Bimmosimno ECC mae mepeBary Ha CTOpPOHI cepBepa 1 BIACYTHSI
CYTTEBA PI3HULIA EHEPrOBUTPAT HA CTOPOHI KilieHTa. Binznaunmo, mo nepesara ECC max RSA
3pocTae Tpu 30UIBIIEHHI PO3MIPIB KIIOYIB 3 TOYKM 30pY YACOBUX XapaKTEPUCTHK 1
eHeproBurpar. Crnuparounuch Ha HaBeAEH1 AOCTIIKEHHS, MO)XXHA 3pOOMTH BHCHOBOK, IO
BukopuctanHs ECC B BCM 6inbm edextuBHO, Hix RSA.

HesBaxkarounm Ha HaBelEeH1 apryMEHTH Ha KOPHCTh BUKOPUCTAHHS KPHMITOTPAPIIHHX
METO/IB 3 BiIKpUTUM KiitodeM B BCM, BOoHU BCE OJTHO € IOCUTh EHEPTOBUTPATHUMH.

5.2. Kpunrorpadisi 3 cHMEeTpUYHUM KJIKHOYeM

Bnacninok BukopucrtanHs B mpuCTposix bCM mammx eHepropecypciB i cilaOKux
00YMCITIOBAIBHUX TOTY)KHOCTEH BUKOPUCTAHHS KPUOTOrpadiqHUX METOMIB 3 BIIKPUTHUM
KIItoueM oOMmekeHe. B JaHoMy MyHKT1 pO3IIsSIHEMO psl AOCHIKEHb, OCHOBHA yBara sSIKMX
MPUAUISETbCA KpUNITOrpadiuHUM METOJlaM 3 BUKOPUCTAHHAM CUMETpUYHUX KitouiB B BCM.

Haii0inpm mommpeHnMu anropuT™MaMu UG PyBaHHS 3 CHMETpUYHUM KitoueM € RC4,
RCS5, IDEA, MDS5 i SHA-1. 3rigHo nipencraBieHuM pesyiasratamu podotu[10] MDS5 i SHA-1
BUKJIMKATHU OLIbIIe eHeprocnoXuBaHHs Hix anroputmu mudpysanas RC4, RC5 1 IDEA.

PoGora [11] npencraBnsie cobor0 MOPIBHAHHS 1 aHaji3 METOAIB 3 BHKOPHCTAHHSIM
cumetrpuyHoro kimoda RCS5 1 TEA. Kpim Toro, B po0oTi Oyau po3misiHyTI HACTYIHI OOKOB1
mndpu Ha cuctemax [AR: RC5 1 RC6, Rijndael, MISTY 1, KASUMI i Camellia. OcHoBHUMU
napaMeTpamMu BU3Ha4YeH1 00csT Koy, nam'sth Aanux 1 nukiaun CPU. B pesynbraTi mpoBeaeHnX
eKCIepUMEHTIB Oyno BcTaHoBieHo, 10 Rijndael migxomuth s 3a0e3medeHHS BUCOKOT
6e3neku Ta eHeproedexTuBHOCTI B BCM, B To#t vac sk MISTY 1 minxonuts anst 30epiraHHs
JTaHuX 1 3a0e3neuye eHeproeeKTUBHICTh. B 1iIOMy MOCHITKEHHS MOKHA MO3UIIIOHYBATH K
pecypc i BU3HAYCHHsS KPUNTOTpaiuHOTO METOAY 3 CHMETPUYHHM KIIOYeM s
BUKOpHUCTaHHSA B bBCM.

VY 3B'13Ky 3 oOMexeHuMHu pecypcamu npuctpoiB BCM, kpunrtorpadiuHi MeToau 3
BUKOPHUCTAHHSM CHUMETPUYHOTO KJIIO4a € OUIbIl TPIOPUTETHUMHU s BUKOPUCTAHHS B
Mepekax TAaHOTO THITY.
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5.3. BukopucTaHHSl NPOTOKOJIB YNPaBJiHHS KPUNTOrpadivHMMHM KJIHYAMH B
BCM

OcHOBHUM MeXaHi3MOM 3a0e3redeHHsT Oe3MeKH MepeKeBHUX cepBiciB 1 goaaTkis bCM
€ BUKOPHCTaHHS MPOTOKOJIIB YNPAaBIiHHA KpunTorpadiuHuMH Kirodamu. [onoBHaA QyHKIis
MPOTOKOJIB, II€ YCTAaHOBKAa HEOOXIAHMWX KIIIOYiB MDK BY3JIaMH MEpPEXKi, SKAM HEOOXiTHO
OoOMiHIOBAaTUCS JaHUMH. Big3Hauumo, IO BOHM TMOBHHHI MIiATPUMYBATH MOXIIUBICTb
JOJlaBaHHs 1 BUJAJCHHS BY3JIiB 3 CEHCOpHOI Mepexi. [lo mpuumHi 0OMEXEHUX pecypciB
npuctpoiB BCM mportokonu ynpaiiHHs kitouaMu B BCM BiIpi3HAIOTHCS Bl aHATOTTYHUX
pimeHs B ad-hoc mepexax.

Ha mincraBi po3mIssHYTHX paHille MYHKTIB MOXKHa CTBEpIPKYBAaTH, L0 OUIBIIICTH
MIPOTOKOJIIB YIPABJIiHHS KIIOYaMU 3aCHOBAHI Ha KpUNTOrpaiyHUX METO/IaX 3 CUMETPUUYHUMU
KIIFOUaMH.

Pucynok 1 BimoOpaxae kiacugikaiiiro mpoTOKOIiB yIpaBiiHHs KitodamMu B BCM.

Key management protocols in WSNs

Network structure Probability of key sharing
Centralized Distributed Probabilistic Deterministic
key scheme key scheme key scheme key scheme

Puc. 1. Knacughixayis npomoxkonie kepysanus kuovamu 6 BCM

[IpoTokonM ympaBiiHHSA KIOYaMH B 3arajlbHOMY BUINIAII MOXKHA KIACH(IKyBaTh SK
LIEHTPaIi30BaHl 1 PO3MOUICH], a B 3aJIGKHOCTI BiI KMOBIPHOCTI CITUTBHOTO BUKOPHUCTAHHS
K042 Tapol0 CEHCOPHUX BY3IIB, MPOTOKOJIM MOXHA PO3IUIMTH Ha IMOBIpHICHI 1
JETEPMIHOBaHI.

5.4. BukopuCTaHHSI POTOKOJIIB 0e3Me4YH0l MapmpyTH3anil

besniu mpoTokoiiB MapupyTu3aii 6yino po3po6iaeHo creniaibHO ISl BAKOPUCTAHHS B
BCM. Ix wmoxna kmacudikyBatu 3riqHo 10 MepexeBoi crpykrypu BCM: flat-based
MaplIpyTH3allis, iepapXidyHa MapLIpyTU3alLlis 1 MaplIpyTHU3allisi Ha OCHOBI pO3TallyBaHHS.

ITpu BukopucranHi flat-based mapuipyruzaiiii MaeThCsl Ha yBasi, 110 BCl BY3JIM MalOTh
OJHaKOB1 (YHKIIIi, poii B Mepexki 1 TeXHIYHI XapaKTepUCTHKH MpUCTpoiB. lepapxiuHa
MapuipyTu3amis mnependadae pi3HI poii OPUCTPOIB B Mepexi 1 iX pi3HI TEXHIuHI
XapaKTePUCTUKH. MapmpyTtu3zaniss Ha OCHOBI PO3TAIIYBAHHS NEPEBAKHO BUKOPHCTOBYE
TUIBKM 1H(OpMaIliI0 100 TeosioKalii nmpucTpoiB Mepexi. Hespakarounm Ha mmpoky 06asy
3HaHb 1 leIeHB JTAHOTO TWTAHHS, TUIBKM HEBEJIMKA YaCTHHA PO3pPOOJIEHMX MPOTOKOJIIB
MapuIpyTH3allii 371aTHa e()eKTUBHO BUpINIyBaTu mpobiemy 6e3nexu B BCM. 3ayBaxxumo, 1110 B
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PO3IISTHYTHX MPOTOKOJIAX 3/1€0UIBIIOTO BIZICYTHI CIY:KOHM O€3MeKu, 110 poOUTh iX Bpa3IMBUMU
st 6utbmocTi 3arpo3 bCM.

[IpoTokonmu MapmipyTu3anii Ha OCHOBI ie€papxii 1 po3TairyBaHHS BY3JiB, SIKI HE
BUKOPHUCTOBYIOTH CITY)KOM O€3MeKH, TakoK CXWIbHI A0 MepexeBux 3arpos[3]. [Ipukmamom
CIIyKUTh eHepro3ane:kHa wMapmpyru3amis (GEAR), ska Bumarae moOCTIHHHA OOMIH
iH(OpPMALIIEIO PO MICIIE3HAXOKEHHS MDK CYCIIHIMH BY3JIaMH MEPEXKi.

Mapmpyru3aiiisi 3 BHKOPHCTaHHSIM CIyk0 Oe3neku ad-hoc Mepex aHamoriyHa
mapmipyru3aiii B BCM 1 noOpe BuUBYEHa, MPOTE 3aCTOCOBYBaHI MEXaHI3MM 3a0e3MEUeHHS
Oe3lekn HEMOXXJIMBO BHKOPHUCTOBYBATH B CEHCOPHHX Mepekax dYepe3 TMPUHIHIIOBI
BIZIMIHHOCTI TEXHOJIOT1H.

[IpoTokon mapiipyTu3ailii MOBUHEH TapaHTyBaTH IIUTICHICTh, aBTEHTHU]IKAIlIIO 1
NOCTynHICTh iHGopMalii. OnHak MpU HAsSBHOCTI 30BHIMIHIX 3arpo3 Mepexi, SKIIO BOHU
peanizyloTbCsi 3a JOMOMOIOI0 MOTYKHUX MPUCTPOIB, PO3IIAHYTI IUII MOXYTh OyTH HeE
nocsarayti. Halikpamuili 3aXuct, Ha SKHIl MOXe pO3paxoByBaTH Mepeka — 1€ MOCTYIoBa
BiZIMOBa (DYHKITIOHYBAaHHSI 3aMiCTh MOMEHTAJIBHOTO BUXOAY 3 Janmy. Jms peamizamii Takoro
MiIX0ay, HeoOX11HO, MO0 poboTa MPOTOKOIY MapIIpyTHU3allii MOTIPIIyBajacsl MOBUIBHIIIE,
HDK 3pocTaia KUIbKICTh CKOMIPOMETOBAHUX BY3JiB II0J0 BCHOTO 00CATY BY3JIIB B CEHCOPHIM
Mepexi [3].

Bapto 3a3nauunTy, 1mo npoTokoiau 6e3neuHoi Mapipytusaiii B BCM cuiibHO 3anexarb
Bl BUKOPHCTAHHS TMPOTOKOJIIB YINPaBIiHHSA KpUNTOrpadiyHUMHU KITIOYaMH, TaK SK Tepen
MOYaTKOM pOOOTH MPOTOKOIY MapIIpyTH3allii By3J1iB MEpEXi B)K€ TTOBUHHI OyTH BHIaH1 KJTFOU1
oe3nekn. OyHaameHTaaTbHUM 3ax00M Oe3reku B BCM € mupokoMoBHa ayTeHTU(]IKaIis, 3a
JIOTIOMOTOI0 SIKO1 0a30Ba cTaHIlis Oy/ie TpaHCTIOBaTH aBTeHTU(IKOBaH1 J1aH1 1O BC1d CEHCOPHOT
Mepexi.

5.5. BukopucTraHHsi MeTOAiB 0e31eYHOl arperamii JaHux

Bianpagka iHdopMaIiitHuX makeTiB rpae KIOY0BY pOJib Y BUTPa4aHHI eHEPropecypciB
BCM. ExkcnepumeHT B poOoTi [4] Bu3HaYae, 1m0 mpu BUKopuUcTaHHI mpotokoiy SNEP Ha
repenavy MnakeTiB JaHux npunaaae nmonan 70% eHeproBurpar. Arperailisi JaHUX J03BOJIMTH
3MCHIIIMTH €HEProCIOKMBAHHSI MEPEXi IIIAXOM YCYHEHHS HaIMIpHO JETATI30BaHUX JTaHUX,
1o nepenarotbesi B BCM.

Jlisg  ycmimHOTO 3acTOCyBaHHA Oe3nedyHoi arperaimii HeoOXimHO 3a0e3MeuyuTH
ayTeHTU(]ikaiiro, KOHPIAEHIIAHICTD 1 HUTICHICTh JaHUX. BakIMBO BiA3HAUMTH, L0 arperaris
JAHUX BUMAara€e KOPEKTHOI B3ae€MOJ1i BY3JIB-JAaTUHMKIB s iAeHTU(]IKAII] MKIATUBUX BY3JIIB
Mepexi.

OnmHak B JaHOMY AacCHeKT1 CIHOCTEpIraeThCs MPOTUPIUYS MDK BHUMOTaMH [0
KOH(IEHI[IHHOCTI Ta arperyBaHHsa AaHux. [IpuHIMNHM KOH(DiAEHIIMHOCTI MalOTh Ha yBa3i
nepenady iHdopmanii B 3amu@poBaHUX MakeTaX, B TOH yac SK arperyBaHHs 3a3BUYaAid
IPYHTYETbCSI Ha BIIKpUTUX OaHUX. [IpocTUM pillIeHHSIM OaHOTO MPOTHPIYYsS € HACKpi3HE
mudpyBaHHs 1 JemndpyBaHHs JaHUX IMepe] BUKIMKOM (yHKLIH arperamii. Aje mpobiaema
MOJIATAE B TOMY, IO omeparii mudpyBaHHs 1 HemudpyBaHHS JaHUX CIIOXKUBAIOTh 3HAYHO
OuibIlIe eHeprii, 10 BKpail BaykIMBO B pamkax bBCM.
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5.6. BukopucTaHHsi MeTOiB BU3HAYEHHS BTOPTHEHb

MexaHi3mMu Oe31eKH, peali3oBaHi B MPOTOKOJIAX MapIIPyTH3AIlii i arperyBaHHs TaHUX,
MOBHHHI TEPEUIKO/KATH 3JI0My O€3MeKd Mepexi, NMpOoTe BOHH HE 3/7aTHi 3a0e3MeYuTH
abcomotHy 06e3neky BCM. Tak sik By3/1u MepeXi MOKYTh OyTH 3aXOTUICHI 3T0BMUCHHKOM, TO
HE BaXKKO Oye 3a iX JOMOMOTO0 BIPOBAJAUTH B MEpPEXY HENMpaBIuBi AaHi. ABTeHTH]IKamii 1
muQpyBaHHs JAaHUX HEJOCTAaTHBO sl 3abe3redeHHs MoBHOI Oesmekw. [HmmMI minxiny mo
3axucty BCM BKITIOUa€e MeXaHi3MH JUTsS BUSIBIICHHSI Ta pearyBaHHs HA BTOPTHEHHS B MEPEIKY.

Cucrema BusiBneHHsi BToprHeHb (IDS) xoHTpomiroe xocT abo Mepexy B LUIOMY JUIst
BUSIBIIGHHSI MIO3pUTMX i 3a MeXaMu HOpPMajbHOi 1 O4YiKyBaHOI MoBeAlHKH [2]. Bona
3aCHOBaHa Ha IMPUITYILEHH], [0 ICHYE IOMITHA PI3HULA B MOBEIIHI[I IIKI/UIUBOTO 1 3aKOHHOTO
By31a Mepexi. Ha ocHOBI moneni aHanizy BusiBiIeHHS BToprHeHb, IDS B ad-hoc mepexax
kinacudikyroTecs Ha rule-based (3acHoBani Ha mpaBmiax) 1 anomaly-based (3acHoBaHi Ha
aHoManisx). IDS Ha ocHOBI mpaBUi MatOTh HU3bKUI PIBEHb TOMUJIKOBUX TPUBOT, B TOM Yac K
3aCHOBaH1 Ha aHOMAJTISIX - BUCOKHH.

Omnak BCM, sk mpaBuio, 3anexarb Big 0a30BOi TOIMOJIOTI, HOPMAaJIBHOTO
BUKOPHUCTAHHS, OYIKyBAaHHUX IAOJNIOHIB 3B'SI3Ky 1 T.J., TOMY HEIOLUIBHO TIONEPEIHBO
BCTAHOBJIIOBATH JIesKi (DiIKCOBaH1 MIabI0HM B JaTYMKax J0 iX po3ropTaHHs. bimein Toro, yepes
0oOMEeXeHHsI B By3JaX CEHCOPHOI Mepeki, BUBUEHHS 1 BUSBJICHHS LUX MapaMeTpiB Micis
pPO3rOpTaHHsI BUMAarae 4acy i eHeprii.

Takum unHOM, icHytoui IDS B Mepexax ad-hoc He MoxyTh OyTr amgantoBani 10 BCM.
B nanumii yac ocHOBHa yBara NpPUAUIIETHCS TOMY, SIK IPOBOAMTHCS BHSBICHHS 1 YCYHEHHS
HeTpaBauBoi iH(popMallii. BapTo Bim3HaunTH, M0 CKOMIPOMETOBAHI BY3JIH 3aBXKIU MOXYTh
BBOJIUTU HEMpaBIuBY iHGOPMAIIFO B CEHCOPHY MeEpexy. TakuM YHWHOM, KOpPEKTHA
KOMYHIKAIIsl CyC1IHIX BY3J11B HEOOX1aHA JIJIsl IPUIHATTS PIIICHb 110 3arpo3aM B MEPExi.

6. BUCHOBKMU TA IIEPCIIEKTUBH ITIOJAJIBIINUX JOCJ/ITKEHD

B naniit po6oti Oymma gociimkena 1 mpoaHairizoBaHa mpobiemaruka 3adesneueHns b B
BCM; nocnimkeHi OCHOBHI I'pyIM 1 TUIM 3arpo3, a TaKOX PO3TISHYTI aKTyallbH1 pIllICHHS
PO3MISHYTOI IpOoOJIeMHu B JaHUM Yac.

OOrpyntoBana morpeba B 3abe3neueHHi iH(opMamliiHOT Oe3MeKH, OCKUIbKH
MoxkauBocTi BCM  Ge3nepepBHO pocTyTh 1 Bce Oumbine cdep AiSUIBHOCTI 3HAXOIUTh
3aCTOCYBaHHSl JaHOi TexHouorii. Bu3Hadeno, mo xapakrepuctuku By3niB BCM cumbHO
0OMEXKYIOTh peallizallilo BXKE ICHYIOUMX METOMIB 3a0e3neueHHs Oe3MeKH B paMKax JaHoi
TEXHOJIOT1i.

Bussneno, mo B OumblIoCcTi mpoBeaeHUX gocmikeHb [12] - [14] xowa i
00OroBOprOEThCSL O€3MeKa CEHCOPHUX Mepexk, TUIbKM JesAKi 3 HUX BPaxOBYIOTh YHIKaJbHI
oomexennss BCM. TIpobnemu 6e3nekn B BCM mpocTexyloThCs Ha KOKHOMY MEPEKEBOMY
piBHI, BUpIIIEHHS SKHUX IHOJArae B 3aCTOCYBaHHI Kpunrorpadii, ympaBiiHHS KIHOYaMH,
3axXUINEeHOT MapIIpyTH3allii, 6e3meuHoi arperailii JaHUX 1 BUSIBICHHI BTOprHeHb. He3Bakaroun
Ha Te, 1110 0OrOBOPIOBaHI METOIU OE3MEeKH BUKIMKAIOThH MiJIBUIIIEHE €HEProCIOXKHUBAHHSI, BOHU
BKpail HeOoOXiJH1 1 YaCTO BUKOPHUCTOBYIOTHCS B PEAIbHUX CEHCOPHUX Mepexkax.

Y MaitOyTHI poOOTI MIaHy€eThCS PO3POOUTH MaTeMaTuyHy MOJENb JUIl BU3HAYCHHS 1
aHaJi3y CTyIEHs BIUIMBY 3arpo3 Ha iHdopmarliliny 6e3nexy B BCM.

63



D e
o Lncwre Ty

— KIBEPBEIIEKA: OCBITa, HayKa, TexHika Ne 2 (10), 2020
Py : —

.3 CYBERSECURITY: ISSN 2663 - 4023

EDUCATION, SCIENCE, .TFCHNJOUY

CIIMCOK BUKOPUCTAHUX J/KEPEJI

[1]  “System architecture directions for networked sensors” / J. Hill et al. ACM SIGARCH Computer
Architecture News. 2000. Vol. 28, no. 5. P. 93-104. URL: https://doi.org/10.1145/378995.379006 (date of
access: 17.09.2020).

[2] Jain U., Hussain M. “Wireless Sensor Networks: Attacks and Countermeasures”. SSRN Electronic
Journal. 2018. URL: https://doi.org/10.2139/ssrn.3170185 (date of access: 17.09.2020).

[3] Karlof C., Wagner D. “Secure routing in wireless sensor networks: attacks and countermeasures”. Ad Hoc
Networks. 2003. Vol. 1, no. 2-3. P. 293-315. URL: https://doi.org/10.1016/s1570-8705(03)00008-8 (date
of access: 17.09.2020).

[4] Perrig et al., “SPINS: Security Protocols for Sensor Networks”, Wireless Networks, vol. 8, no. 5, Sept.
2002, pp. 521-34.

[5] “Constraints and approaches for distributed sensor network security”, NAI Labs, Tech. Report 00-010,
2000

[6] M. O. Rabin, “Digitalized Signatures and Public-Key Functions as Intractable as Factorization”, Tech.
Rep., Cambridge, MA, 1979.

[71 “Recommended Elliptic Curve Domain Parameters”, SECG Std. SEC2, 2000. URL:
www.secg.org/SEC2-Ver-1.0.pdf (date of access: 17.09.2020).

[8] A.S. Wander, “Energy Analysis of Public-Key Cryptography for Wireless Sensor Networks”, Third IEEE
International Conference on Pervasive Computing and Communications, Mar. 2005.,
doi: 10.1109/PERCOM.2005.18

[9] Hankerson, D., Vanstone, S. And Menezes, A., 2011. “Guide To Elliptic Curve Cryptography”. New York:
Springer.

[10] Y. W. Law et al., “Assessing Security-Critical Energy-Efficient Sensor Networks”, Proc. 18th IFIP TC11
Int'l. Conf. Info. Security, Security, and Privacy in the Age of Uncertainty (SEC), Athens, Greece, May
2003, pp. 459 63.

[11] Y. W. Law, J. M. Doumen, and P. H. Hartel, “Benchmarking Block Ciphers for Wireless Sensor Networks
(Extended Abstract)”, 1st IEEE Int'l. Conf. Mobile Ad-hoc and Sensor Systems, IEEE Computer Society
Press, Oct. 2004.

[12] Cewmenos, 0. B. Ymubie Bcenponunkatorue cetr / FO. B. Cemenos, A. E. Kyuepsssbiii, B. O. Ilsrraes. -
«Oxcrmo — Tenexkom», 2011. — C. 44-47.

[13] Kyuepsseiii, A. E. Camoopranmsyroruecs ceti / A. B. TIpokomses, E. A. KyuepsiBorit. — cn6. : Jlro6au,
2011.-312c.

[14] Recommendation X.1311. Security Framework for Ubiquitous Sensor
Networks // ITU-T, Geneva. — February 2011.

64



-Ti\ Kl B E P 5 E 3 |_| E KA OCBITa, Hayka, TexHika Ne 2 (10), 2020
é"w CYBERSECURITY: ISSN 2663 - 4023

EDUCATION, SCIENCE, TECHNIQUE

Andrii Karpenko

Researcher

Military Institute of Telecommunication and Information Technologies named after the Heroes of Kruty, Kyiv,
Ukraine

ORCID: 0000-0002-8372-6303

Tetiana Bondarenko

Researcher

Military Institute of Telecommunication and Information Technologies named after the Heroes of Kruty, Kyiv,
Ukraine

ORCID: 0000-0002-2879-2041

Viacheslav Ovsiannikov

Leading researcher

Military Institute of Telecommunication and Information Technologies named after the Heroes of Kruty, Kyiv,
Ukraine

ORCID: 0000-0003-0186-6220

Valerii Martyniuk

Leading researcher

Military Institute of Telecommunication and Information Technologies named after the Heroes of Kruty, Kyiv,
Ukraine

ORCID: 0000-0003-0244-7861

ENSURING INFORMATION SECURITY IN WIRELESS SENSOR
NETWORKS

Abstract. The problem of information security in wireless sensor networks is considered in this
paper. An analysis of existing recommendations for information security in wireless sensor
networks. It was found that one of the key problems of information security is the hardware
limitations of the sensor nodes of the network. It is substantiated that the use of more complex
cryptographic protection mechanisms will increase the load on the network. Safety requirements
and their description are given. The main groups and types of information security threats in
wireless sensor networks are considered. The classification of attacks and protection of wireless
sensor networks according to the OSI model is presented. The existing solutions for information
security are considered and analyzed. The shortcomings and vulnerabilities of the considered
solutions are revealed. The method of public key cryptography is considered, the main
advantages and disadvantages of this method are revealed. The analysis and comparison of ECC
and RSA encryption methods are carried out. It is substantiated that the use of ECC in wireless
sensor networks is more efficient than RSA. The method of cryptography with a symmetric key
is considered, the main advantages and disadvantages of this method are indicated. It was found
that cryptographic methods using a symmetric key are more priority for use in wireless sensor
networks. Cryptographic key management protocols in wireless sensor networks are considered.
The classification of key management protocols is given. Secure routing protocols are
considered. The classification of secure routing protocols is given. Methods of secure data
aggregation are considered. Contradictions between the requirements for confidentiality and data
aggregation have been revealed. The method of intrusion detection is considered, the main
advantages and disadvantages of this method are revealed. The results of this work should be
used in the design of wireless sensor networks.

Keywords: wireless sensor network; information security; OSI network model; authentication;
cryptography; intrusion detection system.
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