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Abstract: This research proposes an encryption method on images using a combination of chaotic methods, streams,
and hash functions. SHA-1 is used as a hash function to encrypt key inputs to be more secure and can produce more
dynamic keys at chaotic and stream encryption stages. Chaos encryption is done by dividing the image into small
blocks where each encrypted block differs based on a dynamic key pattern based on chaotic keys. At the last stage, all
blocks are made as whole images again to be encrypted by the stream method. Tests carried out on standard RGB
images and Indonesian batik images. Encryption quality measurements using entropy, histogram analysis, UACI,
NPCR, SSIM, PSNR, and the avalanche effect. Based on the results of trials the proposed method is proven to be
resistant to various attacks such as statistics as evidenced by the average entropy value of 7.9996, avalanche effect
value of 50.0366 and a relatively uniform histogram, while differential attack as evidenced by the value of UACI
33.5716 and NPCR 99.6082 where this value is very close to ideal. Also visually the results of the encryption look
very chaotic and very different from the original image, which is evidenced by the value of PSNR 8.0191 and SSIM
0.0081. The decryption process can also be done perfectly wherein the resulting infinity value on PSNR and value 1

on SSIM.
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1. Introduction

Data security is very much needed in long-
distance communication especially through internet
media, especially in the transmission and storage of
personal and confidential telemedicine data, military
communications, trade data, consumer information,
data that has legal force, etc.[1-4]. Various methods
can be applied in security such as steganography,
watermarking, and cryptography. Steganography and
Watermarking are hiding messages in certain media,
the difference is that steganography is used to protect
messages that are hidden while watermarking is used
to protect media covers that have been embedded
with watermarks[2].

Cryptography is the science used to encode to
protect it from being easily discovered by
unauthorized people[5]. Several methods of
steganography have been used on digital media, both
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in the form of text, images, audio, video, and other
shapes. Cryptography in digital images requires a
special method because the image has two
dimensions. Chaos-based cryptography is an
algorithm that is considered suitable for encoding
digital images and has been widely applied in various
previous studies as in research [3, 5-11]. The chaos
method has many advantages: it has excellent
intrinsic  characteristics, including ergodicity,
aperiodicity, high sensitivity to initial conditions and
control parameters, and pseudorandom behavior[11].
Chaos-based cryptography has many methods such
as the Arnold chaotic map, logistic map, henon map,
hyperchaotic map, and so on. Chaos methods
generally combine permutation and diffusion
operations, where traditional permutation operations
only change the pixel position, whereas in the chaos
method the pixel position is randomized based on
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diffusion operations. Diffusion operations can
increase resistance to differential attacks[12].

The quality of image encryption can be measured
by 1) Peak Signal to Noise Ratio (PNSR) used to
measure the quality of visual encryption on
researches [3-5, 13], 2) Entropy used to measure the
level of randomness and represent the intensity of
pixel distribution, this measurement tool is used on
researches [3, 5, 7, 10-11, 14-16] 3) Histogram
analysis used to determine the encryption resistance
against statistical attacks, where a good histogram
must show uniformity, this measurement tool is used
in researches [3-5, 7, 10-11, 14-15], 4) Avalanche
effect used to meausure the level of sensitivity of the
keys and plaintext to slight changes, which are
generally 1-bit, this measurement tool is used in
researches [5, 12, 17-18], 5) the number of pixels
changes rate (NPCR) and unified average changing
intensity (UACI) used to determine the level of key
sensitivity and image encryption resistance from
differential attacks, this measurement tool is used in
researches [5, 7, 10-11, 14-15], where the ideal value
is close to 99.6093% for NPCR and close to
33.4635% for UACI[19]. To improve the quality of
good encryption results, we need an algorithm to
combine several existing methods.

In previous research contained in [20] has made
comparisons of some chaotic cryptographic methods,
streams, and classic substitution, where the chaotic
algorithm used is the Arnold chaotic map (ACM).
ACM is popular chaos cryptography[17, 21-22] and
is suitable for image encryption, but has drawbacks
on the results of entropy and histogram calculations,
where both are the same value as the original image

even though it is encrypted and visually very different.

So in various technical papers, many proposed a
combination of chaotic methods and other methods to
improve image encryption security.

In some researches like [5, 8, 10-11, 23] chaotic
methods are combined with stream methods to
increase security. The stream cipher is a method for
generating keystream, where then the key is used for
substitution operations, which generally use XOR
operations. Stream ciphers have the advantage of
resisting statistical attacks where this method can
produce high entropy values and make significant
histogram changes. To strengthen the results of
encryption, some research like [15, 24-25] uses a
hash function to encrypt key input. The hash function
is a one-way encryption method that is widely used
to encrypt passwords. This method cannot be used to
encrypt images directly, usually, this function is used
to encrypt the keys used for the image encryption
method. In general, the key entered by the user is
generally a key that can be read either in the form of
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the name of the item, the name of a person, the name
of something or in the form of a number such as a
date of birth that is easy to remember and possibly
has a small number of characters, then the hash
function of the key length will be extracted at least 40
encrypted characters. If several of these methods are
combined, it will make multiple layers of security
from key input to encryption of the image itself.
Image encryption can also be done on a block basis,
which is an image divided into smaller blocks, and
then each block is encrypted using a key that has a
specific pattern. Encryption per block with a logical
sequential pattern can also increase security, some
encryption research using encryption per block has
been carried out by [6, 14] and proven to improve
encryption quality.

From some of the literature, this research
proposes an image encryption method based on chaos
encryption combined with stream ciphers, where
chaotic encryption is performed on each image block
with dynamic encryption patterns generated from key
input encrypted with hash functions. This method
will produce a strong image encryption method and
is resistant to various attacks such as statistics and
differentials. Furthermore, the theories of chaos,
streams, and hashes methods will be explained in part
two, the methods proposed in section 3,
implementation, and discussion in section 4, wherein
this section there is also a comparison with the
previous and final methods in section 5.

2. Preliminaries
2.1 Chaos method

Chaos method is one of the developments of
permutation techniques in image cryptography.
Permutation of the image is done by randomizing the
pixel position without changing the pixel value.
Before the chaotic method, there were permutations
based on columns, rows, or both, where this method
was the simplest permutation method[12]. In its
development chaos methods have been widely used.
This method is a randomization technique with
formulas that make certain maps and with the number
of iterations that can be determined. Unlike
encryption methods such as AES, DES, and Blowfish,
chaotic methods are suitable for digital image
encryption, because they do not require large data
capacities, high redundancies and strong correlations
between adjacent pixels [11]. The Chaos method also
has many intrinsic properties that are very good for
image encryption, such as high sensitivity to initial
conditions, ergodicity, aperiodicity, unpredictability,
control parameters, and random behavior based on
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parameters[5, 7, 11, 26]. One method of chaos that is
widely used is Arnold's chaotic map (ACM). This
method has been widely applied in various studies
such as image encryption [3, 5-6, 17, 22]. This
method is quite popular because it can increase
security, especially from differential attacks. Even
this method is also applied to other topics such as
image watermarking [2, 27], and steganography [28]
to increase the security of messages embedded in the
host image. ACM has a fairly simple algorithm, so it's
easy to develop and combine with other algorithms.
In some researches like [13, 17, 21-22], by combining
the ACM method and other methods resulted in a
significant increase in encryption performance, and
strong against various attacks. Chaotic encryption

methods used in this research can be calculated by Eq.

(1), while the decryption process can be calculated
with Eq. (2).

Bl=la poe ] Blmeam @

[;] - [611 pqzi 1]_1 [;] mod M (2)

Where the input image has dimensions M X M;
x and y are the pixel coordinates of the image; x’and
y’ are the coordinates of the encrypted image; p and
q are positive integers. Both encryption and
decryption processes are carried out in iterations that
can be determined. In this research, the number of
iterations for each image block will be dynamic based
on the key entered, which will be discussed in detail
in the next chapter.

2.2 Stream cipher

A stream cipher is one of the symmetric
cryptographic methods performed by permutation
and substitution operations to bind the diffusion
characters. The characteristic of this method is to
generate a stream key based on the input key, which
is then performed substitution encryption using XOR
operation based on the stream key. The stream
method has been combined with chaotic methods as
in research [5, 8, 11, 23, 29, 30]. Combining these
two methods has proven effective in increasing the
encryption security of statistical attacks, producing
good process diffusion, increasing entropy, and
increasing histogram uniformity. In general, the
keystream generation process is carried out through
three stages, namely the permutation process of the
input key to produce a stream key (S-Box), then a
pseudo-random process is carried out to produce a
pseudo key, and the last process is a substitution
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process using XOR operations. In detail, the
encryption stage using the stream cipher method
consists of three stages, viz.
1. Generate S-Box based on a key with the
permutation of 256 iterations, see the pseudo-
code below.

i=1;j=1; Sbox = 0:255;

while (i<=256){
j=1 + mod(j + Sbox (i) + key(1 +
mod(i, keylength)), 256);
swap(Sbox(i), Sbox(j));
i++;

}

Where Sbox was originally an array with an
index number of 256, which initially
contained 0 to 255; mod is a function to get
the remainder of the quotient; and swap is a
function to swap variables

2. Generate pseudo-random key (P;) based on
S-Box

i=1;j=1; k=1; n = totaPixellmage;
while (k<=n){
i=14+mod(i+ 1, 256);
j=1+ mod(j + Sbox (i), 256);
swap(Sbox(i), Sbox(j))
pKey = 1 + mod(Sbox(i) + Sbox(j),
256);
}

3. Perform the XOR operation on the input
images and Py, to produce encryption

2.3 Hash function

The hash function is one method of unidirectional
encryption that is widely used to encrypt keywords or
passwords. This method makes the results of
encryption cannot be decrypted or returned to its
original form. Some of the hash methods that are
widely used are MD5 and SHA-1. This method is also
widely used in some research such as image
encryption [15, 24, 31-32]. By encrypting the key
using the hash function, the input key will be safe. In
some of these studies, the hash function was used to
increase the security of the input key. In this research,
the hash function encryption results will be utilized
to form chaos lock patterns and more dynamic key
streams, to increase image encryption security. SHA-
1 is a hash function that is used to encrypt the input
key, resulting in a 40 char key. Later this 40 char will
be extended according to the number of image blocks
and used as a different chaotic encryption pattern for
each image block.
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3. Proposed method

This section explains the encryption and

decryption paths of the proposed method. In the case
of encryption, the proposed method requires input in
the form of a text key and color image and produces
an encrypted image as its output, as an illustration,
can be seen in Fig. 1, wherein more detail is described
as follows:

1.

The text key is read and then the SHA-1 hash
function is generated to produce the hash key,
then convert the hash key to an ASCII number.
The purpose of using the hash function is here so
that chaotic encryption keys that are later created
have a more dynamic pattern based on hash keys.
Color images are read, then separated each color
channel, where later each color channel will be
processed with the same steps.

Each color channel is divided into small blocks
of 64 x 64 pixels. If the image size is 512 x 512,
there will be 64 blocks on each channel.

Create a key for chaotic encryption by
performing modulus operations and key
extensions according to the number of blocks
available. This key is used to determine the
number of chaotic encryption iterations per block,
see pseudocode below.

for(i=1:n)

Jj =mod(i,lk) + 1;

ck(i) = mod(hk(j),m) + 1;
end

Where i = variable for iteration/index; n =
number of blocks; lk= length of the key; mod =
modulus operation; ck = chaos key; m =max
chaos iteration; hk=ASCIlI number of the hash
key; j= index of the hash key

Encrypt the chaotic of each block according to
the chaos key and Eq. (1) to compute, where the
encryption results will again produce a random
image.

Create a stream key based on the hash key
according to the theory presented in section 2.2
Use the stream key to re-encrypt the whole image
to produce the final encrypted image.

A description of the decryption stage has been

presented in Fig. 2, where at this stage it takes input
in the form of the same key as the encryption and
encrypted image process. In detail the stages of
decryption are explained as follows:

1.
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The key input is read then the hash function is
applied to generate the hash key. Change the hash
key to an ASCII number.
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Figure. 1 Proposed encryption method
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Figure. 2 Proposed decryption method

Create a stream key based on the hash key,
according to the theory in section 2.2.

Read the encrypted image, then decrypt it based
on the keystream that was created.

The decryption results are divided into 64 x 64
small blocks.

Create chaotic keys based on hash keys, in the
same way as the encryption process in step four.
Decrypt chaos on each block based on chaotic
keys and Eq. (2) to compute.

Decryption results for each block are then
rearranged according to their location to produce
decrypted images.
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4. Implementation and discussions

At this stage, the proposed method will be
tested on several standard images so that it is easy to
make comparisons with previous research and easier
to measure its contribution. In addition to being tested
on standard images, this method has also been
applied as security for image data in applications that
are the result of research from research [33, 34]. Fig.
3 shows the image data set that was tested in this
study.

Based on Fig. 3 there are three standard image
samples and three batik images with 512 x 512
dimensions. The standard image used can be
downloaded from [35], where all original images are
in RGB format, then to convert to grayscale images
Eq is used. (3). As for the batik image taken from the
same dataset as the study [33, 34]. Especially in the
batik image, a preprocessing process with imcrop and
imresize functions in Matlab is used to change the
image dimensions to 512 x 512,

GS = 0.2989 X R + 0.5870 X G + 0.1140 x B (3)

Where GS = grayscale image, R=red channel,
G=green channel, B=blue channel

As has been explained in section 3, the proposed
method uses three encryptions, namely hash for key

Baboon_ color

Lena_color

Batik Parang
Figure. 3 Dataset image used: (a) Lena_gray, (b)
Baboon_grey, (c) Peppers_gray, (d) Lena_color, ()
Baboon_ color, (f) Peppers_ color, (g) Batik Nitik, (h)
Batik Kawung, and (i) Batik Parang
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Table 1. The key text used to encrypt the image
Text Hash results

password | 5haa61e4c9b93f3f0682250b6¢cf8331h7
ee68fd8
6ef65c000bbf482f374f90406f203e472
4066132
59a6ce614876a6dec4472913e1f83489
325863ea
fh75d844432e2448bf5a604e47dbdc06
a91be4d0

passworc

pastword

password

/|

B

-

/
4
/
/
/
/

-

Figure. 4 Image zoning with dimensions of each zone

Hash Result
5baa61e4c9b93f3f0682250b6¢f83
31b7ee68fd8

~>

ASCII Number

52 99 57 98 57 51 102 51 102 48 54 56
50505348 98 54 99 102 56 51 51 49 98
55 101 101 54 56 102 100 56

~>

Chaos Key
9885102310898232395711
4995103722109622573174
9885102310898232395711
4995

Figure. 5 Step by step to generate chaos key

encryption and a combination of chaotic encryption
and streams for images based on encrypted keys. In
this research, four key types and hash encryption
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R channel G channel B Channel

Stream Encryption

ncrypt esults
Figure. 5 Step by step to the encryption process

results are presented in Table 1. The standard text key
used is “password”, while “passworc”, “pastword”,
“gassword” will be used to measure the avalanche
effect.

The result of hash encryption on the password

will change the password character length to 40. The

forty characters are then converted to ASCII numbers.

To generate chaotic keys, a mod operation and extend
key are used using the pseudocode in step 4 of the
encryption process.
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The chaos key length will be adjusted according
to the number of blocks divided by the image. In
images with dimensions of 512 x 512, and blocks
with dimensions of 64 x 64, a total of 64 is generated,
see Fig. 4. Note that Fig. 4 only describes the process
of dividing blocks or zoning, on an RGB image
before the zoning process is carried out, the image is
broken up into three channels, respectively red, green,
and blue. Then the key hash results are extended from
40 to 64, the results of the extension process are
presented in Fig. 5, where the maximum chaos
iteration value specified in the example above is 10.
For RGB images, it means that one chaos key
generated is used for all channels. Furthermore, after
chaotic encryption is complete, a stream key is
produced based on a hash key to encrypt the image
on the second layer. Step by step the color image
encryption process is presented in Fig. 6.

After the encryption results are obtained, the
image encryption quality is tested by several
measuring devices, the first is entropy information.
Entropy is the encryption standard measurement tool
used to determine the quality of the randomness of
image encryption statistically. Image encryption will
certainly have a random character with a certain
texture, entropy measurement is used to know this.
With Entropy value getting closer to 8, statistically, it
will make encrypted images more difficult to be
decoded by irresponsible parties[11-12, 22]. Entropy
(&) can be calculated with Eq. (4).

&m = — 2ico p(m)log,p (M) (4)

Where p (m;) and log,p (m;) refer to the
probability of the occurrence of the symbol m; and
base 2 logarithms, respectively.

The second measuring instrument is SSIM and
PSNR which function is to measure the quality of
encryption visually, the more random the encryption
visually it certainly will not show the smaller the
value of PSNR and SSIM.[5, 20]. SSIM can be
calculated by Eg. (5), whereas PSNR can be
calculated by Eq. (6). The results of the measurement
of image quality based on entropy, SSIM, and PSNR
are presented in Table 1. Whereas in Tables 2 and 3
present a comparison of entropy values with some
previous research.

SSIM(O, E) — (ZH'OH'E'l'vl)(ZGOC"'vZ) (5)

u3+u2+v,)(cd+0i+v,
otUE 010k

PSNR (0,E) = 10 log;~— (6)
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Table 1. Entropy, SSIM, and PSNR measurement of
encryption results

Image Entropy SSIM PSNR
Baboon gray 7.9993 0.0091 9.1351
Lena gray 7.9993 0.0094 9.1910
Peppers gray 7.9993 0.0103 8.8759
Baboon color | 7.9998 0.0091 8.7918
Lena color 7.9997 0.0093 8.6258
Peppers color | 7.9998 0.0085 8.0772
Batik Kawung | 7.9998 0.0067 6.7336
Batik Nitik 7.9998 0.0055 6.6552
Batik Parang 7.9998 0.0047 6.0861

Table 2. Entropy comparison in Lena color image
Method in Entropy
Chai et al [36] 7.9993
Halagowda and Lakshminarayana [3] 7.5937
Sravanthi et al [37] 7.9993
Rehman et al [38] 7.6635
This Method 7.9997

Table 3. Entropy comparison in Lena gray image

Method in Entropy
Bakhshandeh and Eslami [16] 7.9696
Lietal [11] 7.9972
Susanto et al [5] 7.9976
Babaei et al [39] 7.9993
This Method 7.9993

Where O is an original image; E is an encrypted
image; w and h are the width and height; x,y are
pixel locations; u, is mean of the O; ug is mean of
the E; gy is the covariance O against E; g3 is a
variant of 0; o2 is a variant of E; v; = ({;D)? and
v, = (I,D)%are dynamic range (27 — 1) with the
default value ; = 0.01 and [, = 0.03, and

MSE = ﬁZVWV;& h=o[0(x,y) — E(x,»)]? (5)

Based on the results presented in Table 1, it
appears that the SSIM and PSNR values are very
minimal, this shows the encryption quality is visually
very good. While the entropy value also indicates an
excellent encryption result, because the entropy value
is close to 8. Comparison of the entropy value carried
out in several related studies before, where Lena
Grayscale's image was used in the test. These four
studies also use chaotic methods combined with
several other methods that have characteristics close
to the proposed method, especially in research
conducted by Rehman et al [38], that uses hash
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Table 4. NPCR and UACI measurement of encryption

results
Image NPCR UACI
Baboon gray 99.6057 33.8666
Lena gray 99.6212 33.4192
Peppers gray 99.6066 33.2432
Baboon color | 99.6019 33.8556
Lena color 99.6009 33.2349
Peppers color | 99.6104 33.2508
Batik Kawung | 99.6120 33.8906
Batik Nitik 99.6033 33.7398
Batik Parang 99.6117 33.6435

Table 5. UACI and NPCR comparison in Lena color

image
Method in UACI NPCR
Chai et al [36] 33.2800 | 99.6000
Sravanthi et al [37] 33.4707 | 99.6098
Rehman et al [38] 33.4254 | 99.6082
This Method 33.2349 | 99.6009

Table 6. UACI and NPCR comparison in Lena gray

image
Method in UACI NPCR
[Blaglihshandeh and Eslami 332161 | 99.4602
Susanto et al [5] 28.6600 | 99.6400
Babaei et al [39] 33.4197 | 99.6213
This Method 33.4192 | 99.6212

functions, so that comparison can be done fairly. The
entropy value produced by this method looks superior.
Similarly, the comparison of entropy values

presented in Table 3, where the Lena color image is
used as a comparison. It appears that the proposed
method has the same entropy value as the research of
Babaei et al [39], in his research also proposed a
method with a composition similar to the proposed
method, where there are methods of chaos, hashes,
diffusion, and substitution.

The next measuring instrument is UACI and
NPCR, where both of these gauges are used to
determine the quality of encryption against
differential attacks. NPCR can be calculated with Eq.
(7) and UACI on Eq. (8). The measurement results of
the NPCR and UACI values are presented in Table 4.

1
NPCR = (mz,‘g’zozgzop(x, y)) x 100%,

0,0(x,y) = E(x,y)

1,0(x,y) # E(x,y) (7)

pGp = {
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Figure. 6 Sample of histogram results: (a) baboon
blue original, (b) baboon blue encrypted, (c) baboon
green original, (d) baboon green encrypted, (e) baboon
red original, (f) baboon red encrypted (g) batik parang
blue original, (h) batik parang blue encrypted, (i) batik
parang green original, (j) batik parang green encrypted,
(k) batik parang red original, and (I) batik parang red

encrypted
UACI =
1 w H | O(X,y)—E(x,yl
(WXH Yx=02y=0 W) X 100%(8)
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Table 7. Avalanche effect measurement of encryption

results

Image passworc | pastword | gassword
Baboon gray | 50.0109% | 49.9842% | 49.9460%
Lena gray 50.0202% | 49.9826% | 49.9815%
Peppers gray 50.0068% | 50.0105% | 49.9838%
Baboon color | 49.9607% | 50.0043% | 49.9911%
Lena color 49.9900% | 50.0038% | 49.9529%
Peppers color | 49.9850% | 50.0565% | 49.9879%
Batik Kawung | 49.9753% | 49.9801% | 49.9956%
Batik Nitik 50.0259% | 50.0538% | 50.0300%
Batik Parang 50.0675% | 49.9857% | 49.9531%
Table 8. Avalanche effect comparison in Lena image

. Avarege Avalanche
Method in Effect (%)

Seyedzadeh and
Mirzakuchaki [18] for Lena | 50.0123
Color
This Method for Lena 49 9822
Color
Susanto et al [5] for Lena 499767
Gray
This Method for Lena Gray | 50.0366

Based on the results presented in Table 4, it
appears that the UACI and NPCR values are of
excellent quality because the values are very close to
the ideal values. Besides, Table 5 and Table 6 also
performed a comparison of UACI and NPCR values
with fairly similar previous studies. The results of
UACI and NPCR scores indicate that the proposed
method has very good performance because the value
is close to ideal, but it does not show the best results,
although it also does not become the worst when
compared with comparative research.

The next measurement tool is the histogram
analysis. lIdeally, the encrypted image produces a
histogram that is different from the original image,
besides that the encrypted image histogram should
ideally be uniform. A sample histogram of the
resulting image is presented in Fig. 6.

Based on Fig. 6, it appears that the resulting
histogram looks uniform and ideal. The last test of
encrypted images in this research was the avalanche
effect. This is a measurement tool to find out the
change in the value of the pixel bits of the encrypted
image with other encrypted images when there is a
small change in the key. Key changes are generally 1
bit, where the ideal value of the avalanche effect is
50% or close to that value[12]. It has been explained
in Table 1, that four types of keys are used, namely
“password” as the initial key, while “#passworc”,
“pastword”, “qassword” are used as comparison keys
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Table 9. SSIM and PSNR measurement of decryption

results
Image SSIM PSNR
Baboon gray 1 inf
Lena gray 1 inf
Peppers gray 1 inf
Baboon color 1 inf
Lena color 1 inf
Peppers color 1 inf
Batik Kawung 1 inf
Batik Nitik 1 inf
Batik Parang 1 inf

for measuring the avalanche effect. The avalanche
effect measurement results are presented in Table 7.
Based on Table 7, it appears that the value of the
avalanche effect is ideal, this is indicated by all AE
values approaching 50%. Table 8 also presents a
comparison of the avalanche effect with the previous
method. Comparisons are made on the Lena image in
grayscale type, where it appears that the proposed
method also has very good performance and is not
worse when compared to the previous method.
Research conducted by Seyedzadeh and
Mirzakuchaki [17] and Susanto et al [5] also carried
out an avalanche effect measurement that was equally
doing a 1-bit modification on the key, both of these
studies also used chaos methods combined with other
methods to improve performance. The dataset used is
the same, namely Lena's image, except that Susanto
et al's research use grayscale image and other
research uses color imagery. Based on the results
presented in Table 8, it appears that the resulting
method has fairly similar and has excellent

performance because the values are both close to 50%.

The last step taken for measurement is the image
decryption process, to ensure the decryption process
runs perfectly. The encryption process will be in vain
if the decryption process does not work perfectly.
Measuring instruments used to determine the
perfection of the decryption results are SSIM and
PSNR, where infinity values must be obtained at
PSNR and 1 at SSIM. The results of the measurement
of these values in image decryption are presented in
Table 9.

5. Conclusions

This study proposes a combination of chaotic and
stream methods based on hash functions to form
dynamic, strong, and layered encryption patterns.
The hash function is unidirectional encryption
commonly used to encrypt keys or passwords. In this
research, the hash function is not only used to encrypt
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keys but with a few modifications, the hash function
also has a role in shaping chaotic and stream
encryption patterns, so that chaos and stream
encryption patterns become more dynamic. Another
innovation proposed in this research is encryption
technique based on blocks, so it does not encrypt the
whole image, with this model each image block has a
different encryption key than the other blocks, so
logically it will produce stronger and more robust
encryption against attack. This method is
implemented in digital images and has been tested on
grayscale and color images. Based on the test results,
the proposed method is proven to have excellent
performance which has been proven by various
measurement instruments such as PSNR, SSIM,
entropy, histogram analysis, UACI, NPCR, and
avalanche effects. All measurement instruments
show that the proposed method has excellent
performance as evidenced by the ideal values
obtained. The results of comparison with previous
methods also show that the proposed method has a
relatively better performance than previous studies,
especially in increasing the strength of statistical
attacks as evidenced by the entropy value.
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