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I. INTRODUCTION: 

More attention is required on the development of dynamic spectrum access 

schemes because members of spectrum accessers are increased. In order to avoid 

spectrum scarcity a new networks called CRNs is designed. It has an opportunity to make 

use these vacant spectrum bands by changing its parameters dynamically. In which the 

primary users have the priority to access the channel any time because they are the users 

with a specific license to communicate over the allocated licensed band. The secondary 

users can access the channel as long as they do not cause interconnection to the primary 

users. Fig 1 shows that dynamic spectrum access in cognitive radio networks. The 

spectrums occupied by primary users are represented as shaded portion of cubes. The 

unused spectrum is represented as white spaces. These are also called as spectrum holes. 

The spectrum holes are detected by cognitive radio for secondary users. Various security 

threats are involved in this spectrum sharing policy in CRNs. In computer networking, a 

DoS attack or distributed denial-of-service attack (DoS attack) is a technique to make a 

network resource unavailable to its users. It generally consists of the efforts of more 

people to temporarily or indefinitely interrupt or suspend services of a node connected to 

the Internet. There are no inherent limitations in D-Dos attack in the number of machines 

that can be used to create the attack. This attack uses the distributed behaviour of the 

internet, with hosts owned by disparate entities around the world. These types of attacks 

are coming from IP addresses with wide range and it is more difficult to block and detect 

at the firewall level. This type of service attack is a huge problem in internet today. The 

DoS attack aims to disrupt some authorized activities, such as browsing web pages, 

transferring money from bank account etc. This denial-of-service effect is achieved by 

sending messages to the destination that can interfere with its operation, and can make it 

hang, crash, reboot or do unwanted work. This type of attack is quickly becoming more 

and more composite. There is a variety of known attacks which creates the impression 
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that the problem space is immense, hard to explore and tackle. The existing systems 

employ various techniques to tackle the problem and it is difficult to understand their 

similarities and differences and to evaluate their effectiveness, performance and cost. But 

an efficient intrusion detection system for combating the attacks against CRNs has not 

yet been designed. Lack of research work on the intrusion detection system for CRNs is 

motivated to design effective IDS for cognitive unlicensed users. The proposed IDS use 

efficient detection distributed denial of service algorithm to avoid intrusion which is 

lightweight and is able to discover previously unknown attacks with significantly low 

detection latency.  

 
Fig.1. Dynamic Spectrum Access in CRN 

 

II. PROBLEM DESCRIPTION AND PREVIOUS WORK. 
 It enables primary users detection in the presence of attackers in the spectrum and 

it approaches the integrates od method of cryptographic signatures as well as the link 

signatures. This approach uses a helper node which is placed very close to a primary user 

network. Due to the FCC constraint they cannot modify any primary user. But it provides 

some computational overhead. It is a rate adaptation scheme that is resilient to jamming 

attack in a wireless multi-hop tactical network. The detection of jamming attack improves 

the wireless link utilization and adapting the data transmission mode to the very 

successful data transmission probability.They have said the Detecting and TRAcing 

Back(DTRAB) scheme which is not limit to construct a apologetic mechanism to found 

out the attackers that detects not only a potential threat as well as investigation of the root 

of the threat by attempt the trace to back the attacker’s original area network. It have 

introduces 802.22 standard draft specification, its architecture, requirements, applications 

and coexistence considerations. These not only form the basis for the definition of this 

groundbreaking wireless air interface standard.It also serve as foundation,;mm for future 

research in the promising area of CRs. It has proposed adaptive selective method 

verification method which is an distributed adaptive mechanism for prevent attacker’s 

efforts to deny service to legitimate the user of clients. The level of area protection which 

employed by the clients is that they dynamically adjust to the current level of attack rates. 

At a high level of the attack, the clients exponentially rampup the number of requests 

they send in consecutive timewindows, up to a threshold which is maintained at the 
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client. The server implements a reservoir-based random sampling to effectively sample 

from a sequence of incoming packets using bounded space. 

 

III. PROPOSED INTRUSION DETECTION SYSTEM 

Fig. 1 depicted the Cognitive Radio Network system model based on IEEE 

802.22. This figure represents the television broadcasting of one tower only but multiple 

or many broadcasting towers may also be present. Here the TV (Television) companies 

have the license band of 44 to 706 MHz which is reserved for broadcasting data. So it is 

formulated as primary users of the system. Base station manages these networks which 

are having a number of cells. The service coverage radius of cells varies from 22 to 

110km. Number of secondary users (i.e accessing unused spaces of spectrum which are 

only reserved for primary users) are supported by the cells presents in CRN. Due to 

different scenarios the unused spaces of the spectrum might occur. The unused spaces are 

also called as white spaces (i.e frequencies allocated to a broadcasting service but not 

used locally). In CRN each secondary user is equipped with a software radio also called 

cognitive radio to sense whether the primary users are currently occupying a channel or 

not. If the channel is occupied by the primary user, the secondary user has the ability to 

intelligently adapt his radio to another channel in order to sense the white spaces of that 

channel. The intelligent adaptation with the external environment is possible as the 

cognitive engine is able to continuously learn by utilizing online and offline learning 

policies. The plot in Fig. 2 shows that how the secondary users share the spectrum with 

the primary ones over time.  

 

Fig.2.CRN architecture 

 

• Attacker Model 
The attacker operates as primary user emulator where it mimics the transmission 

signature of a primary user to take advantage of a secondary user's ability to avoid 

primary users. The secondary user is not allowed to transmit when a transmission with 

the signature of a primary user appears. The jammer takes advantage of this and launches 

a primary user emulation attack since the secondary user cannot determine if it is 

experiencing a true primary user or a malicious user. The attacker operates on four states 

similarly to secondary users. It starts out on a sensing state to detect primary users to 

prevent two primary user signatures to appear on one channel. Transmissions during a 

primary user's transmission can 33 cause the jammer to be detected. Operating without 

detection is ideal for a jammer. A secondary user will react to either a PU or a jammer so 

two transmissions is unnecessary. If a primary user exists the jammer changes channels, 
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and starts the sensing process over. If the channel appears free of primary users the 

jammer will commence transmissions for a set period of time. If it detects a secondary 

user on the channel during this time it will place an award in that channel's to increase the 

probability that it will return to this channel. If no user is detected it will still transmit. It 

will then return to the sensing state on a new channel but no reward will be given. A full 

cycle of all of the user's states takes about one second. A rapid rate was chosen since 

prolonged contact with a secondary user is not beneficial. If the jammer is detected then it 

may continue on to the next channel because the secondary user acts purely on the 

appearance of a primary user signature so prolonged channel activity is unnecessary. 

 

• Learning Phase  
This phase learns the normal behavior of signal strength, flow of traffic, packet 

delivery ratio, accessing time of primary user in order to effectively detect unknown 

activities due to various types of hackers. The learned information’s about normal 

cognitive radio conditions are stored by building a separate profile. The signal strength as 

well as packet delivery ratio is periodically monitored by the secondary users in order to 

identify attack.  The information was carefully gathered to address the detection phase of 

the IDS that can determines unknown intrusions against the targeted CRN.  

 

• Detection Phase 

Algorithm: Detection of DDos attacks in CRN 

Deploy the sensor nodes with cognitive radio platform randomly 

Initialize the parameters such as sensor_id, energy, bandwidth, and routing protocol 

The each secondary user senses the channel 

If the channel is idle then 

It transmit the data using the channel 

Else channel is busy then 

Measure the received signal strength RSS=PtGtGr  

If RSS>threshold 

Primary user uses the channel 

Otherwise 

Malicious user access the channel 

             End if 

        End if 

The algorithm depicted above represents the fast and secure protocol. It contains a 

sender, a receiver and an unreliable channel through which the sender and the receiver 

exchange data. At starting stage, sender is in the state of idle that is the secondary user 

sender does not have the data to transfer to its receiver. It needs to transmit the data to its 

receiver, first it checks the channel and then if the channel is free it takes the file to 

transmit as input. After that it splits the file into several packets then sends them to its 

receiver. The packets are waited in queue and transmitted. The packet is send 

continuously and it receives acknowledgement for each packet. The sender should send 

the packets simultaneously until receives any signal regarding the lost packet from 

receiver. If the lost packet signal is received by sender it retransmits the lost packet. 

 

IV. PERFORMANCE ANALYSIS 
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The performance was evaluated in network simulator 2.  Here the simulations are 

done using virtual machine with ubuntu operating system. The nodes are deployed at the 

bounded region of 1600 x 1600.  The simulated traffic is Constant Bit Rate (CBR). 

 
Fig .3. Network Formation 

Fig 3 shows the network formation. Here the nodes deployed at the bounded 

region of 1600 x 1600. IEEE 802.16 is used as MAC protocol and for finding the routes 

dynamic source routing is used. Number of nodes deployed in this network is 14. Among 

that node 0 is a router, node 13 is a server and node 1, 2, 3 is act as primary and 

secondary base stations and other nodes are act as either primary or secondary users. 

 
Fig.4.Data Transmission 

Fig 4 shows the data transmission from server to primary or secondary users. The 

data is transmitted from server to client. The clients request the data to their respective 

base station.  
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           Fig.5.Packet loss due to attackers 

Fig 5 shows packet loss due to attacker. Here the primary and secondary users are 

presented. The secondary users sense the spectrum of primary users and if the primary 

users spectrum is free then it transmit or receive the data from server using that channel. 

Suppose the secondary user is attacked by some malicious activities it may occupy the 

free space of spectrum of primary users and does not allow the primary users to access 

the spectrum again it comes to transmission. This type of attack is known as denial of 

service attack. Due to this attack the data transmitted to one primary user is dropped. 

 

 
 

Fig.6.Attacker Node detection 

Fig 6 shows the attacker node detection. The secondary users sense the spectrum 

of primary users and if the primary users spectrum is free then it transmit or receive the 

data from server using that channel. Suppose the secondary user is attacked by some 

malicious activities it may occupy the free space of spectrum of primary users and does 

not allow the primary users to access the spectrum again it comes to transmission. This 

type of attack is known as denial of service attack. Due to this attack the data transmitted 
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to one primary user is dropped. The detection of denial of service is important. Here the 

node 6 and 10 are the attacker nodes. 

 

 
Fig,7.Packet loss 

Packet loss is the failure of one or more transmitted packets to arrive at their 

destination. Fig 7 shows the packet loss graph. The graph shows the comparison of 

existing system packet loss and proposed system. The red color line indicates the existing 

system packet loss. In this the packet loss can be decreased as the time increases. The 

green color line indicates the packet loss of proposed system. There is no packet loss in 

the proposed system. 

 

 
Fig.8.Delay 

 

The delay of a network specifies how long it takes for a bit of data to travel across the 

network from one node or endpoint to another. Fig 8 shows comparison graph of delay 

between existing detection and proposed detection method. From the observation of this 

graph the delay occurred in proposed method is less compared with existing. 
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Fig.9.Throughput 

 

Throughput is a term used in information technology that indicates how many units of 

information can be processed in a set amount of time. Fig shows the throughput graph. 

The throughput graph is plotted between time versus throughput (Kbps). Comparing with 

existing method this proposed method provides better throughput.  
 

 CONCLUSION: 

The proposed system is based on efficient detection of distributed denial of 

service algorithm which is highly adaptive to the arriving attack rates. The levels of 

protection employed by the secondary users are dynamically adjusted to the current level 

of attack rates. Here the secondary user can always complete the sending and the receiver 

can always receive the data successfully under the presence of attackers also. This system 

sends the data with high rate of transmission. The performance of this protocol provides 

higher throughput, less loss rate and high reliability. 
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