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ABSTRACT

Recent Developments in Cloud Computing are leatbng promising future for addressing the securiiguies in
the cloud, where data is distributed and conneaeer a network belonging to different organizatioasd data
can be migrated from one vendor to the other vendihe security related to the data can be addressdtree
forms .Data in Rest, Data in Transmission, Date&Ciomputation. Now a day’s cloud infrastructure & avidely
used for data storage and processing, however eimgronment represents a serious threat for daieagy, since
document containing the sensitive data might notmaale available for unauthorized parties. Althougith
procedures are available in removing such sensitiata after its been used by the user so as nbetatilized
further by unauthorized users or if the user wisteesigrate data from one cloud to the other cloiidnust be
ensured that the data in the old service providestibe completely removed as it should not be abtlfor the
old cloud service provider. The various techniqoé®ata Sanitization are available. We propose aimamism
which effective monitors the integrity of data semaition process by using Monitoring as a Servidth the help of
third party service.
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INTRODUCTION

Cloud Computing is an accepted computing model fickv cloud providers, offers scalable resources dle
internet to customers. Because of its extendedfitersdoud computing becomes more and more popitldras
gradually drawn many enterprises attention. Duehi® fanatical business competition and stretchedgét)
enterprises require looking for probable ways tbthe cost. According to the National InstituteStndards and
Technology (NIST), cloud computing providers offeree basic service models [10]:

» Software as a Service (SaaS)
» Platform as a Service (PaaS)
» Infrastructure as a Service (IaaS)

Based on the entity requirement and demand entepdan choose one from the available service moalebf the
aforementioned techniques to create computaticgraices to all the stakeholders. From the viewpointloud
technology, computing in cloud seems to be capablgiving a chance to infrastructure managemeninfo.
Systems and to improve central part of competsn@till the probable security and privacy issmey hold back
the services of the cloud from fast developing. Taor security concerns in the cloud computingaéa storage
and Computing security issues .The difficulty otsmurcing data for storage and computing respdit@bito a
third party is that customers do not know what legspwith in the cloud, because customers do nat tieeir data
locally .Wanget al [1] proposed that storage security is concerndth# always been as important aspect of the
Quality of Service. Good actions are needed to atemily verify the status of the data in the déferscenarios:
before or/and after computing and while being stesitly stored. However, Ateneisé al [2] stated that the main
question is how often the data need to be checkked.data stored in the storage server or clustexepfers is
always storing data faithfully by storing customeutsourced data which there is a possibility affgaring with by
insiders-the employees of the cloud or outsideesktackers [3].The different security and privacyagrn under
this category is Unreliability computing, Data stge, Availability, Cryptography, Sanitization anchlMare. In [4]
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it is specified that the integrity of data is alwgyeserved in a standalone database system wi@dE groperties
are ensured. On the other hand clouds are distdbatchitectural systems with high complexity anghaimic
transactions among data sources must be handlgenran fail safe method. Public auditing is fddsisolution
for checking the state of data. The big numberrafagy preserving public auditing schemes is awddaln the [5]
Helland stated that several service applicatioits stithin a model of behaviour. Such service aggilons have the
objective of implementing the front end for Saafatexl applications which appear thru web servi¢enat request
in Unreliable computing. Cloud services always neethe up and running all the time to meet higheasibility.
Particularly virtual and physical services like alzdses and processing requirements must be aeaitabkder to
support data read operations and run the compno#dtjobs. Architectural modifications are to be maat the
infrastructural and application levels to attaclghhiscalability and availability. Cryptographic mecisms are
numerous times the most significant security messuwapplied. But they need careful performance lsecau
cryptography does not assurance the total secuCityptography mechanisms depend on assumptionitthat
unfeasible to calculate some values. The currexa af our interest to propose the paper is on Batéization.

DATA SANITIZATION

Data Sanitization is the process of cleaning orondng certain pieces of data from a resource aftbecomes
available for other parties. For example, data remgphas been a big concern in distributed systtmsa while
now, to which marking, monitoring and tracking macisms employed for discovering data [6]. Datatszation is
important job in order to correctly dispose of datal physical resources that are sent to the gerlbémvever the
poor implementation of destruction schemes at tiuéng of life cycle may result in data loss [7] adata disclosure
[8], because the hard disk may be discarded witbheirtg broken at all because other tenants mighbstusing
them. Since pooling and elasticity entail that teses allocated to one user will be reallocated different user at
some other time, it might be possible for subsegtezrants to read data and previously written.

Deleting or removing data from the cloud resoufdbése taken in one angle the other major gotiiérsanitization
process how to ensure that the data was complesshoved from the cloud service provider. Under what
circumstances the data sanitization need to becinghted there are many consequences:

» When an organization wants to maintain their datdheéir own servers after SLA has been expired.
» When an organization wants to change their clonde®provider to other service provider.

In both the circumstances there is a possibilityhoéat to the data that has been stored at thal @avironment.
The process of removing data can be carried oyte@sily from the cloud but how to ensure that adeda removed
from the cloud so that no other user is accesdirgdfita in unauthorized fashion. A mechanism thexgnts the
VM escape has been proposed by security researf@jekstually deletion of file means the erasedediory, not
the file itself .This issue becomes more compli¢gateloud environment.

PROPOSED METHOD

In the current research article we proposed a nmesfmain the process of data sanitization which cifely
implements so as the data cannot be accessed bthanaed means, once data has been migrated frentloud
service provider to the other service provideroider to achieve data sanitization, the entire tigaycle must be
monitored. With the rigid SLA'’s it may not be pdssi for the organization to monitor the statushaf tlata which is
being used. But due to tight competition in the keimost of the cloud service providers are allgnvia have
check on the data by third party auditing team. alwhitecture of the proposed mechanism is showfignl. The
architecture includes three major entities:

1. Data owner 2. Third Party Auditing Team 3. @idservice Provider

2 Reguest to initiate Maas >

Data Owner Third Party

Auditor

1. Request Sandtization

Procedure

4 Acknowledgements >

Fig. 1 Architecture of the Proposed M echanism
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Data Owner: The data owner here it refers to the owner /uséhefiata for which he has authorizations to perfor
any operation on the data. This data may be corbmaf sensitive and insensitive data. Mostly as fhe owner
choices the sensitive data is hosted in privatedccishich is strongly secured using efficient entegpalgorithms so
as to not to breach the sensitive data. The ingemglata is commonly hosted in the public cloudsiclh are
accessible by all users gracefully without any rietitbns. When organization wants to perform opera on
sensitive and insensitive data the Multi-Cloud aagh is most suitable option. In SLA’s it is rigidivritten about
the authorizations and accessing policies betweavriger and Owner/User.

Third Party Auditing Team: The third Party auditing or public auditing teamrésponsible to look after the
operations carrying out at the cloud environmerghteck the integrity of the data. Whenever if dataer intend to
check the integrity of the data, the owner mustiserequest to Auditing team asking to check theeectness of the
data. Based on underlying algorithm auditing igiedrout by the third party team with privacy preseg feature.
The most auditing algorithms contain different stdige: Key Gen, Sig Gen, Gen Proof, and Verify dfrarhe
same kind of technique is used in the identifigatsb owner to initiate the sanitization process.

Monitoring as a Service: This service or agent is used to monitor the integf sanitization process .When the
user sends a request to Third party auditing , asethe request the TPA will initiate the santiiiza process,
while this process is in progress .This servicd kdl started by the TPA, while sanitization is mogress. Let us
assume the data owner A wants to shift his data feboud X to Cloud Y and Z is a third party auditiparty
looking after the auditing, When A Sends a reqibgsproving his identity to X and Z based on hishautication,
details are verified by X and Z, once if the vesdtfion returns true from both the parties the sehewill be
continued otherwise the whole scheme will be teateid. After successful verification of credentiafsthe data
owner, X will be asking for details of Y in ordey shift the data to the new cloud service provideOnce the
migration process is finished the X will send akramwledgement to A stating the migration is congdietafter this
step data sanitization process is carried out hgiag message by Z to X asking to run a monitogagrice while
the data is being deleted, once if data gets delsdenpletely along with its references and indekesmonitoring
service will return true otherwise false which makhke service to re-run until the service returng.tFor every
status of the service it sends acknowledgementthéoZ in turn the same is sent to the A. This cyule
communications led to have the correctness in shatéization process.

CONCLUSION AND DISCUSSION

The existing works on the data sanitization dedth wequest response manner, if client sends aestdo clean
data based on approval of client credentials thaccwill delete the data at their end which isvesible. In the
existing work there is no assurance for the dataeswhether data has been completely sanitizecobrim the
current work third party auditing scheme is incldde which they will run the monitoring service maonitor the
sanitization work at the cloud and reports theustaff the sanitization process to the data ownae Work is carried
out by adding extra service which will run whileeghing process is in progress. The current papémprmivide
substantial integrity for ensuring data sanitizafio the cloud.
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