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ABSTRACT

The aim of this research paper is to study risk management system and to find some tools and techniques
recommended by different journals and articles. We have gone through different approaches in context of risk
management. We have taken risk management paradigm introduced by Software Engineering Institute as our
standard to analyze different techniques and tools. Different features have been mined out from those models and
trying to show shortcoming as well as asset qualities of those. Our approach isto find out best or suitable tools for
software risk management in software development industries.
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INTRODUCTION

Richard E. Fairley defined ‘risk’ as ‘the probatyiliof incurring a loss or enduring a negative impgd]. The
Software Engineering Institute (SEI) defines riskthe possibility of suffering loss [2]. For thigsk, an end
product quality of a project could be decreasedna@xtent. There is a possibility, project cost &ink could be
increased and in the long run organizations cas tlos market share. Like other businesses, softderelopment
organizations have a plenty of risks for their potg. So they also try to minimize risks and toueasnaximum
profit [3]. Risk should be well controlled in thegpects of software development organization ay #leo invest
lots of resources on its development. So risk mamamt has been introduced. It foresees the riskthéoproject
and tries to understand those. Risk managemenitpeh draws a relationship of risks with projectfpamance.
According to Barry W. Boehm ‘software risk manageme an emerging discipline whose objectives are t
identify, address, and eliminate software risk gebefore they become either threats to successfilvare
operation or major source software rework’ [4]. Nmlays a number of risk management tools and teabsiq
have been established in software development fridssthough these tools and techniques have lterefd few
limitations too. Hence, we have decided to do @search by analysing and comparing these tooldesthiques
to enrich our professional skills and to give fegammendations on using of these tools and techsidioftware
Engineering Institutes (SEI) proposed standardsstepoverall risk management [2].

Our current study and analysis will be based omeld those have been introduced in SEI software ris
management paradigm. The rest of the paper istated as follows. (i) Overview of current risk mgeaent
models (ii) our research methodologies is mentiofigddetails of the existing risk management teicjues and
tools is described. Finally our overall observatiodiscussed and ended with concluding remarks.

RELATED RESEARCH WORK

As part of our analysis we had to search for asicjournals, research works from different soutides|EEE,
ACM, ELIN-BTH, Google etc. As a result we noticdtht a number of researches have been done in ¢laeoér
risk, risk analysis and risk management. What weelgerceived the basic goal of all these reseamtftawvas to
find or to recommend more efficient tools and teghes to manage risk in an organized way in sofwar
development.
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Nowadays several risk management techniques anegbesed in software developments industries. Risk
management techniques get significant attentiocaus®e without managing risk properly very good gebmay
fail. All of them has concentrated and tried tddal common procedure to manage risk through rislessment
and risk control. Time to time there has been rieekather risk management standard like SEI (SoBwa
Engineering Institute) and IEEE1540 standard.

There is no actual dominating risk management eggat Different kinds of management approach hawenbe
introduced over time by different researchers. Bafée Risk Evaluation (SRE) [6] has been launchedratind
1993 and second version of it has been releasd®98. This technique has been developed by SEtWaodé
Engineering Institute). SRE follow the SEI risk mgement paradigm. Through identity, analyse, pleatk,
control and communication phase this model manhgeisks of a project. Beside SRE Team Risk Managgm
(TRM) technique has appeared by SEI/CMU team [@]TRM technique all stakeholders from developers to
customers, all participate as team members inmakagement process. Sometimes it seems good plosemsse

it ensures involvement of all individuals in prdjemanagement. In the year of 2000 Softrisk [8],isk r
management tool has been introduced by some rémearcThis tool has focused on documentation and
concentrates on top risks for the project by dafinrisk ranks. ARMOR (Analyser for Reducing Module
Operational Risk) [9] automatically identifies rislof the project and maintain risk data repositdrigere is
another risk management technique called Riskil.[Riskit is a systematic risk management approddtis
technique use graphical formalism called Riskitlgsia graph. A CMM based risk control optimizatiomodel
also introduced as a technique in risk managenreatsa

RESEARCH METHODOLOGY

Among two research methodologies, quantitativetesfias do complex experiments with numerous vaemfb].
It has two different parts: experiments and surveyggperiments include experiments and surveys.d&nsi
gualitative method, case study is a method fomiegrabout a complex example which comes througbnaplete
understanding of that example. This method alstudtes few open-ended questions. When we startedtody
we realized after reviewing of two strategies gaséive method will suites perfectly with types obmk, because
our main goal is to review articles, case studegmrding risk analysis and management. Hence Jffima have
decided to work with qualitative method for oureasch. The way we have designed our steps to naveafd
with this study is: 1) Firstly we will spend an s time period to search for article and reséapapers and
selection of most appropriate journals relateduo analysis of risk management. 2) Analysis of extitd results
and recommendations from different research pag@rsComparison of different tools and techniqueshwi
standard risk management steps proposed by SProdjde few recommendations on using of differeots and
techniques in different software developments.

ANALYSIS OF AVAILABLE TOOLS AND TECHNIQUE

Software Risk Evaluation (SRE) Technique

The SRE is a software risk management techniquehwprovides the most detailed outline. This apphnoac
concentrate on all the risk areas in the projeébim of a classification based questionnaires $RE is not only a
diagnostic but also decision-making tool for a pobj This technique deals with risks from prodgpegcess and
constraints. It identifies those risks and catergsiproject risk statement. Moreover, project mamhake part in
the risk identification and analysis. They try tdtigate risk areas facing their own developmenoffThis way
project manager could be informed about the prajis&s at early stage. SRE introduces a set osneknaging
activities. According to the Ray et al ‘These riskanaging activities can be integrated with exgtimethods and
tools to enhance project management practices’ [2].

SRE provides clear and understandable pictureeofidfks of the project. It diagnosis the risks dedide whether
there any risk acceptable for staring a projeatair To identify risks before they become threatgmject, SRE
creates risk baseline. It can also reset risks lin@séor the project. It works accordingly SEI stiand and
addresses the identification, analysis, plannimgi eommunication elements of the SEI (Software Eegiing
Institute) Risk Paradigm. The analysis risk elenisrso covered fully by SRE activities. In SRBnstruction of
high-level mitigation strategy plans partially adgls planning element. The SRE also contributedfisigntly to
the communication element.

SRE creates a shared view of risks facing a pr@ewting the staff, a common framework for talkingwaband
mitigating risks. This risk management techniquevjites a snapshot of risks and enables the traakingsks
systematically (changes in probability and impact)l the tracking of risk mitigation efforts systdially. It also
provides an impetus to focused project-level predagprovement and decision-making information te pioject
manager and it accelerates the creation of a shpaoellict vision among project staff.
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Team Risk Management (TRM) Technique

According to the Higuera et al ‘Team Risk Managetmaefines the organizational structure and openatio
activities for managing risks throughout all phaséshe life-cycle of a software development pragrauch that

all individuals within the organizations, groupgpartments, and agencies directly involved in tftegmm are
participating team members. Through the adoptioteam risk management, the government and contracto
provided with processes, methods, and tools thablenboth organizations, individually and jointlig be
increasingly anticipatory in decision- making preses’ [7]. Team risk management practices bringndividuals
from developers to customers within an organizati®his technique ensures continuous risk management
throughout the project iteratively and cooperatnéi3].

The processes of team risk management also adalidsge steps of the SEI paradigm through fourgasses. It
combines the identification and analysis steps BF &andards into the routine risk identificationdaanalysis
process. Risks not only exist in one stage bu&it appear throughout the entire life cycle of agpam. So this
technique is a continuous process to identify andantrol over risks. Here, a continuous cyclic aescheduled
activities are executed by team risk managemeninmaging risks. The working procedure of TRM alentify
risks, regularly review and analyse new risks, gtamsensible application of resources to easesyistacking of
risks and risk normalizing actions, start contrali of risks that turn into problems, and finallyarst
communication about risks among all partners inpifoggram.

Softrisk Model

Softrisk [8] risk management technique has emerbedause of the shortcoming of some traditional risk
management technique. Softrisk model discussesn@kagement with other project management. Thimigoe
ensures risk automation and this model is apprapfiar any type or any size of the project [14].cAding to
Keshlaf et al ‘The Softrisk model has been designadthe basis of the idea that risk documentatiod a
concentrating on top risks are the best ways te siewvelopers time and effort and produce good tesnl
reducing software risks’[8]. The Fig. 3 has shoWwa Softrisk model ensures continuous managemensicf till

the end of the project. The model steps are brigdlycribed as follows [8]:

The first step in Softrisk model is Risk Identifitan. Softrisk model identifies not only generahdiof risk that
can be occurred for any kind of project but alsecsjic type of risk that only can be happened f@me specific
type of project. After risk identification in searstage of Softrisk model each identified risk dsli@ssed in term
of its probability and magnitude. Probability andignitudes of the risks are estimated by a spetiatlidist.
Negligible, low, medium, high, very high and exhigh are the categories under which risks are eséich In risk
documentation stage Softrisk documents all geremit specific risks data. This document is usedtriacking
projects situation, statistical operations and reitisk predictions. Afterwards, risk assessmerdase based on
risk’s probability and magnitudes. Keshlaf et dlies risk exposure formula:

RE= Risk probability* Risk Magnitude [8]

In fifth stage, RE valued are used to sort allgiakd top ten risks for each inspection prioritiaed listed. Then a graph
is used to represent RE values by dividing thregegaed, yellow and green. In controlling phaseitalsie reduction
technique is chosen based on severity of the Tikls technique could be mitigation, contingencycasis plan. After
using any of this reduction technique re-assessmesgstimation and re-documentation is requiredd Anthe last stage
of Softrisk model to be confirmed about nonexiseeatany risk, this approach can be stared fronaibeg



Rabbi and Khan Euro. J. Adv. Engg. Tech., 2016, 3(6):1-7

4 Estimaie

Fig. 3 Softrisk Model's diagram [8]
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Fig. 4 Riskit risk management cycle [10]

Analyser for Reducing Module Operational Risk (ARMOR)

According to Lu et al ARMOR (Analyser for ReduciMpdule Operational Risk) is a software risk anaytsiol
which automatically identifies the operational sskf software program modules’ [9]. ARMOR’s working
procedure is to access data repository, projechdae, failure database and program developmestbaia. This
tool create risk model and display various stat@tguantities for project management. Risk modeglfprocedure
is being simplified by enhancing user interface.M@®R establishes promising risk models for the projender
evaluation and can measure the risks of softwavgrpms within the project. This tool can performidentify the
source of risks and can also designate how to ivgsoftware programs to reduce their risk levele Validity of
risk models from field data is determined by thiislt

In ARMOR users can apply software metrics to creaeous risk models in addition to compute modusks.
After creating and executing risk model the preatictisk of each module is displayed. Various diatison the
distribution of software risks can be displayedtbg users in ARMOR tool. Finally, to determine thadidity of
the risk models users apply regression analysis. Wdlidated risk models are usually saved in aehogpository.
This model would be used in further applicationamnother project release or a completely diffepnject.

Riskit Model

Riskit [10] is a risk management method that hasnbéeveloped to provide a theoretically sound alt agea
practical risk management approach. The method imsachumber of industrial projects in Europe ar8iAJ The
reason behind the developing of Riskit is to suppgstematic risk analysis. An effort has givend&sign the
method preparing a goal of avoiding hazard sec#iskit approach supports qualitative analysisisi situation.
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A graphical formalism is used by this tool. Thishaique can rank the risks, based on the avaitatufihistorical
data, on accurate assessment and on utility thedng feature of this tool is, it supports multigieals and
stakeholders. The Riskit analysis graph is a ggtiormalism in Riskit model to document risk. bigithe Riskit
analysis graph different aspects of risk explicilye defined. Hence it is more formal than facefdaoe
communication. The Riskit analysis graph decompaois&s into risk elements during the Riskit process

According to the Fig. 4 risk management infrastuues defines method, techniques, responsibilitiesthe scope
of risk management in Riskit management cycle [ltlfeviews the predefined goals for the projeefining them
and also classifies implicit goals and constraexglicitly. Riskit model deals with all stakeholdesf the project
and with their associated goals. According to tlekiR management cycle, it identifies risks and amin risk
identification and monitoring phase. In risk an@yghase it pigeonholes identified risks into rfaktor and risk
events. Then it accomplishes risk scenarios forig#l events those have been classified in riskyaisaphase and
estimates risk effects for all risk scenarios. Aftards, suitable levels of metrics are used tarest probabilities
and utility losses of risk scenarios. In risk cohplanning phase, a ranking of risk scenarios haade based on
their probability and utility loss for each stakéter. Controlling of risks in Riskit risk managenteimplements
the risk controlling actions.

CMM based Software Risk Control Optimization Model
In CMM based model, software risk assessment andralofollow the CMM (Capability Maturity Model)
framework. In this model process database is usédentify risks and corresponding mitigation stg¢ps]. CMM
(Capability Maturity Model) based software risk tah optimization model implemented a software réegintrol
policy based on the historical data of similar pod§ [12]. In this model software risk managementess works
combine into two activities: software risk assesstrend software risk control. Software risk asses#nis a
discovery procedure of identifying sources of saftev risk, to find out their potential effects aridafly to
prioritize them. Software risk control is a processpreparing risk resolution plans, monitoringkristatus,
implementation of risk resolution plans and coimttof derailed from the plan. When the identifioat and
prioritization of the risks are complete, a welustured planning is necessary to minimize the equences of
top risks in the list. In this model a process Hate or risk repository plays a vital role to idignand generate
risk control decisions.
| Goal 2 idwntify s

| Anabyze Ridka |

From Project Plassing  ~
and Project oritoring !
snd Contral 1

Fig. 5 CMM Risk Management Processes [12]

SEI STANDARDS

Risk management is a systematic and continuousepsoSEI (Software Engineering Institute) risk nggamaent
paradigm can describe this best. According to Zltfiere are seven elements in risk managementigana
Those are risk identify, analyse, plan, track, omnand communication. These risk management stepsr
sequentially. But these activities happen contisliguconcurrently and iteratively. When new riskidentified
and analysed at same time other risks are tradkeBig. 1 there is shown SEI risk management pgradiSEI
thinks all risk management technique will followeth prescribed paradigm for risk management of vearfe
project.

In identify phase all known project risks shouldeéxplicated before they become threat for the jgtoja this step
one risk management technique should identify bisfore starting the software project.

In analyse step of SEI paradigm risk data shouldebevated into decision-making information. Instkteps after
identifying risk one technique should investigdte tisk information to find out which are threafen project and
to sort them according to priority.
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In planning step, in SEI risk management paradigsk information should be transformed into deaisicand
mitigating actions. And afterwards it implementsgh actions. According to the plan risk should lbevieated by
the risk management technique.

Risk indicators and mitigation actions are monitbire track phase of SEI risk management paradigms Step is
also important like other steps. Without propecitng risks may arise later.

Control in SEI risk management paradigm, keeps todng and corrects the deviations from the riskigmation
plans. In any stage of the software project riskhaggement technique can be divergence from its tnaak. So
risk management technique should correct it.

In communicate stage; all information should berstighroughout the project. All stakeholders shdwtdwell
informed about project risk, mitigation plan andtolling.

SEI risk management standards ensure proper risiageaent through these seven stages.

DISCUSSION

Software risk management is an emerging disciplii®se objectives are to identify, address, and ietite
software risk items before they become either thi@auccessful software operation or major souofesoftware
rework. Software Risk Evaluation (SRE) techniqua igood example of risk management approach. ittiiikes
risk, analysis it and makes plan according to thelysis. Identification and analysis phase are ootetl by only
project personnel, no involvement of other indivatiuor stakeholders. This could be exigent issu¢his model.
Because major risks for the project are raised fn@guirement factor and requirements are providgd b
stakeholders. So lack of stakeholder participatimyoject development team may not get clear remerd for the
project that can lead them to failure. On the othand TRM ensures all individuals participation risk
management process. And it helps the project martagget the correct requirement of the projectTRM, risk
management practices fetch individuals togetheniwian organization. It has intra organizationwattiand inter-
organization process.

Softrisk approach concentrates on documentatiors Miodel can be used by any type of project, in pimyse of
project. An important feature of this tool is itrceneasure magnitudes and probability of the rikksorts out top
risks among all and emphasis on those risks togai#i It uses graph that ease the risk monitottnigiroduces
risk reduction advice in terms of risk mitigatiofap. Softrisk uses risk data repository as like ABRI does.
ARMOR is a systematic approach that not only idergirisk but also identifies source of the riskdamakes
initiative to improve the project by reducing rigvel.

Riskit management model is popular in many indastrit uses graph to define different aspect dfsri$t also
recognizes all the stakeholders who have interetta projects. It ensures the main features of Thkicipation
of stakeholders as well as highlighting the impuotrtask which is the main characteristics of Sakri

In CMM based software risk control optimization nebdpproach, we have found a similarity with ARM@®Is
in their working procedures. They both work collagtdata from previous failure databases whichsmag of
heuristic knowledge. This model’s basic steps aged on SEI standards which we have followed &adiutiph our
study.

CONCLUSION

The plan we had set to do a study on popular riskagement tools and techniques for software dexedop we

gave our full effort to execute the plan througbtady of a good numbers of journals and researgensa Our

intention was to find out better risk managemewoig@and techniques by showing a comparative aralygithe

end of study, our comparative analysis shown tlasingle tool or technique stand alone is perfectnfianaging
risks in software development because of theirediffit features and working procedures. So, we \elaur

comparative analysis will help and to provide badéas to the organizations in selection of thisk management
techniques depending on their developments.
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