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ABSTRACT

This paper defines social engineering and expldiosy one can use the human mind for capturing useful
information about organizations or individuals.dtso provides recommendations on how to defendpaatéct
against attackers using social engineering techegjusocial engineering is a non-technical methodhwéision
hacker’'s use that relies heavily on human inte@ttand often involves tricking people into breakimymal
security procedure. Since there is neither hardwaoe software available to protect an enterpriseidividual
against social engineering, it is essential thabdractices be implemented. The overall purpogaisfsurvey is

to highlight the different social engineering attaand how they can prevented.
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INTRODUCTION

In today’s information age, cyber threats are vexgl and will continue to be a concern for orgatiie or
individuals. Cyber threats expose vulnerabilitiesan organization’s security infrastructure to gaeluable
information, usually for financial gain. Cyber atka can cause system disturbance [1] and uncof@miation
such as credit card numbers, passwords, and ptapgridocuments that can cost individuals and omgitns
from hundreds to billions of dollars. Sometimes eyhttacks are motivated by a personal vendettataliation.
The Internet is evolving into a medium that is bayqgust web search. Social networking, micro bloggietc. are
some of the next generation services that haveedginominence. Users of these services have realttvo-way
interaction (e.g. Facebook [2], MySpace [3], Twittas well as non real-time communication (e.g.ig3l&st [3]).

This survey explains how one can use human beimigsdpturing useful information about the organat In

this paper we have described various techniqued imeperforming social engineering attack, variauslities
required for social engineer and the counter meassfar a social engineering attack. This surveynesfsocial
engineering and discusses how it negatively affedanizations or individuals. It also providesaemnendations
on how to defend and protect against attackergusiaial engineering techniques. The objectivehif paper is
to present and demonstrate an analytical appraagartls Social Engineering and its presence in In8ifalysis
of the collected responses guided us to construmbie refined model of Social Engineering basedclt. The
paper begins types of social engineering followgdgieventive method of Social Engineering attadkse paper
ends with some suggestions to protect Social Eeging based attacks.

What is Social Engineering?

Social engineering is the art of manipulating pedpto performing actions or divulging confidentiaformation.
The term typically applies to trickery or deceptfon the purpose of information gathering, fraudkntity theft, or
computer system access. Social engineering attélcis include interpersonal interaction involve dire
communication (such as in person or by telephonéjteraction that is mediated through electronieams (e.qg.,
electronic media, email, and Internet).

Social engineering is the act of gaining eitherutharized access to a system or sensitive infoomasuch as
passwords, through the use of trust and relatipnbhilding with those who have access to such méion. A

social engineer uses human psychology to explapleefor his or her own use. The most common mefiood
gaining unauthorized access into a company’s nétwgosimply by calling specific personnel withinetcompany.
This generally involves convincing people over i®ne into giving them information through persaaswith

tools such as fear, imitation, and compassion [4].
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Why Social Engineering?
Social engineering is a non-technical method alisibn hacker’s use that relies heavily on humagraction and
often involves tricking people into breaking norms#curity procedures. Social engineering attacls raore
challenging to manage since they depend on humémavimrir and involve taking advantage of vulnerable
employees. Businesses today must utilize a combmaf technology solutions and user awarenes&ko protect
corporate information.

HUMAN BASED METHODS
Human Based
Human based social engineering [5] needs intemaatith humans; it means person-to-person contadttben
retrieving the desired information. People use huinased social engineering techniques in diffevemts; here |
am sharing the top popular methods.

a) Impersonation: In this type of social-engineering attack, the legkretends to be an employee or valid user on
the system [5-8]. A hacker can gain physical acbggsretending to be a janitor, employee, or canina

b) Posing as an important user: In this type of attack, the hacker pretends tah&P or high-level manager who
has the authority to use computer systems or fildgst of the time, low-level employees don’'t askyan
guestions of someone who appears in this position.

c) Being athird party: In this attack, the hacker pretends to have paiarifrom an authorized person to use the
computer system. It works when the authorized peisanavailable for some time.

d) Desktop support: Calling tech support for assistance is a class@as-engineering technique. Help desk and
technical support personnel are trained to helpsuf8}, which makes them good prey for social eaging
attacks.

COMPUTER BASED METHODS

Computer Based

Computer-based social engineering [5] uses comgoféware that attempts to retrieve the desiredrmétion.

a) Phishing: An exploit generally defined as a phisher impeadimg a trusted third party to gain access to peiva
data. Typically, the phisher sends an email thpeaps to come from a legitimate business or indafidi5], [10]
(e.g., a bank, credit card company, or fellow emmpl) requesting verification of information and miag of
dire consequence if it is not provided. The emailally contains a link to a fraudulent web page #ppears
legitimate—sometimes with company logos [11] andteot—and requests private information (e.g., Socia
Security number, bank account number, banking PIN).

b) Baiting: Baiting involves dangling something you want téi@myou to take an action the criminal desires If7]
can be in the form of a music or movie downloadaopeer-to-peer site or it can be a USB flash dwita a
company logo labeled “Executive Salary Summary Q13 left out in the open for you to find. Then,certhe
device is used or downloaded, the person or compamynputer is infected with malicious softwareoaling
the criminal to advance into your system.

¢) On-line scams: Emails sent by scammers may have attachmentshfi]ibhclude malicious code inside the
attachment. Those attachments can include key feggecapture users’ passwords, viruses, Trojana/ooms.
Sometimes pop-up windows can also be used in secigineering attacks. Pop-up windows that advertise
special offers may tempt users to unintentionaiitall malicious software.

d) Pop-up windows: A window will appear on the screen telling thewuthat the network connection has been lost.
The user is prompted to reenter their user namepassiword. A program previously installed by theuder [8]
will then email the information back to a remotiesUsers are directed to sites that claim to ditdp or more
information but are really designed to plant Trofese programs on their computers which the hacleter
use to gain access to their computers and the nedv@ which they are connected.

€) E-Mail attachments. Programs can be hidden in email attachments #ivaspread viruses or cause damage to
computer networks [8]. This includes malicious s@ite such as viruses, worms and Trojan horsestder do
entice users to open the attachments, they are giames that raise curiosity and interest. Thé éxample of
this combination of traditional worms along witlsacial engineering component was the “I Love Youwrms.
Another recent example is the “Anna Kournikova” msr The user assumes that by opening the attachment
they will see a picture of Anna Kournikova. Thigtaular worm also employs another social engimegtactic
“Designers of the virus attempt to hide the fileegsion by giving the attachment a long file namethis case,
the attachment is named Anna Kournikova.jpg.vbsei®ivhen displayed the name is truncated so itdditik a
harmless jpeg file when it really has a .vbs extans

f) Email scams. Email scams [5] are becoming more prevalent. @oent example claims that you have won a
trip to the Bahamas and requests “basic informatimm the user so that the prize can be awardeitially
they request relatively harmless information susimame, address and phone number; however, insecudnt
email, credit card information is requested in oitdehold your spot on the “free” trip.

g) Chain Letters and Hoaxes. These nuisance emails rely on Social Engineenngphtinue their spread. While
they do not usually cause any physical damagessr @b information, they cause a loss of produgtiaitd also
use an organization’s valuable network resources.
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h) Websites: A common ploy is to offer something free or a a&to win a sweepstakes on a Website. To win the
user must enter an email address and a password. &maployees will enter the same password that tiseyat
work, so the Social Engineer now has a valid uaenenand password to enter an organization’s network

PREVENTION OF SOCIAL ENGINEERING ATTACKS

Tools and techniques have been designed to pres@sil engineering attack. Using these tools mdie t
organizations less vulnerable [5-6]. According touBlas Twitchell, there are currently three waysnownly
suggested to defend against social engineeringkattaducation, training and awareness; policied;enforcement
through auditing.

» Organization’s employees or individuals can be atkd through training and awareness which can i@
more reluctant to disclose personal informatiordépth security training of the employees shoulddreducted.
This reduces the risk of social engineering attwk makes the organization less vulnerable.

» Policies should be made which provides instructitmgshe employees on proper handling of company’s o
personnel information and user data.

» Audits must be conducted in order to ensure thatthployees of the organization are following thkcies and
procedures.

« Hard copies of organizational data, records, osqal information must be destroyed before beisgatided.
Common effective methods for destroying hard caoyfgrimation include shredders and incinerators [6].

» Employees or individuals should be trained to goashe credentials of the person who is callingpdglf to be
in authoritative position in that organization.

» Organizations should be careful about what theypasting on their company’s website. Company’s itkelike
names of people on authority and contact numbergldtbe avoided.

The most important thing that we can do to prevmsihg a victim of an attacker is to be aware of wam tricks
like those | have mention in this paper. Never ging any confidential information or even seemingiyn-
confidential information about you or your companmlyether it's over the phone, online, or in persamgss you
can first verify the identity of the person askemg the need for that person to have that infoonattfou get a call
from your credit card company saying your card lb@sn compromised? Say okay, you'll call them backi call
the number on your credit card rather than speakingvhoever called you. Always remember that réal |
departments and your financial services will neasdt for your password or other confidential infotima over the
phone. Also, make good use of your shredder ammbsésof your digital data properly.

You can protect yourself from phishers [7],[12]aseners, and identity thieves, but there’s only sehmyou can
do if a service you use is compromised or someoagages to convince a company they’re you. You lcawgver,
take a couple of preventive measures yourself.

» Use different logins for each service and secure your passwords. Never use the same password for all
services. And make sure your passwords are stnahg@mplex so they're difficult to guess.

» Usetwo-factor authentication: This makes it harder for thieves to get into yaacount, even if your username
and password are compromised.

» Get creative with security questions: The additional security questions websites asktpdfill in are supposed
to be another line of defence, but often thesetpresare easily guessed or discoverable (e.g.evpen were
born).

» Usecredit cardswisely: Credit cards are the safest way to pay onlingébéan debit cards or online payment
systems like Papal), because of their strong ptiotes If you use a debit card and a hacker gatesacto the
number, your entire bank account could be draiived. can further secure your credit card by notistpcard
numbers on websites or using disposable or vidaed numbers.

» Frequently monitor your accounts and personal data: To be on the lookout for both identity theft acredit
card fraud, check in with your account balances emedit score regularly. Several services offee fie theft
monitoring, credit monitoring, and questionableditreharges. You can even use Goggle Alerts aslamtity
theft watchdog.

» Remove your info from public information databases: Sites like ZabaSearch and People Finders publish
private information (like address and date of Bidhline for all to see. Remove yourself from théses with
this resource.

These steps won't prevent your account from beomgpromised if a service provider falls for a so@abineering
hack and hands your account over to the attackeithey may at least minimize the damage possitdeadso give
you more peace of mind that you're doing as mucyoascan to protect yourself.

Since there is neither hardware nor software avigildao protect an enterprise or individual agaisetial
engineering, it is essential that good practicesriptemented. Some of those practices might include
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» Require anyone there to perform service to showearadentification [9]. Make certain that the retiep area
has been trained to verify all service personnel @mat there are procedures in place for the remapt to
summon assistance quickly.

» Establish a standard that passwords are never fpdieen over the phone. When contacting the hedf the
have a password reset, the organization shoultli=s$taa set of phrases or words known only by ther.uThe
help desk can then reset the password to one s¢ tivords.

* Implement a standard that forbids passwords froingokeft lying about. Because employees now average
around eight access accounts and passwords (irtiormtachnology employees average twenty accouitss),
no longer possible to forbid the writing down ofaants and passwords. The new requirement shoade phe
emphasis on the classification of passwords anfidmntial information and require the employeesréat them
accordingly.

* Implement caller ID technology for the Help Desldarsther support functions. Many facilities havefatiént
ring tones based on inter-office phone calls a®epg to calls that originate from outside. Emplayeeed to be
trained to not forward outside calls. Take downthene and number of the call and forward the meseago
the proper person.

» Invest in shredders [9] and have one on every flBoery work area needs a shredder. The size cfhterlder
should be based on how much confidential infornrmai® present in the office area. Eliminate configdn
information collection bins. Require shredding, stafring.

Policies, procedures and standards are an impquahtof an overall anti-social engineering campdi@j. To be

effective a policy should be:

» It should not contain standards or directives thay not be attainable. When creating standards wittk the
user community to establish what can be accomplighenediately. Once these actions have been impitade
then every six months assess the process andcctagly.

» They should stress what can be done and stay awayisn't allowed as much as possible. Enumeratbeo
employees what they can and should do. Requirentieaitdegin with "Thou shall not . . ." have a tency to
turn people off to the standard.

* They should be brief and concise. Our employee4 tiane a lot of spare time. Tell them what is ieepiand
leave the rationalizations to the security awargesgram.

» The need to be reviewed on a regular basis andckegnt. Nothing lasts forever. As we discussemvabevery
six months assess the process and make adjustasergguired.

» The message and standards should be easily atealmathe employees and available via the compatigriet.
Keep the user base informed. Use an internal weliGianswer questions and give advice.

Employee Education Isthe Key

To be effective, policies, procedures and standardst be taught and reinforced to the employee&s fitocess
must be ongoing and must not exceed three montigebe reinforcement times. It is not enough to jusblish
policies and expect them to read, understand amdement what is required [9]. They need to be taugh
emphasize what is important and how it will helprthdo their job. This training should begin at nemployee
orientation and continue through employment. When pgrson becomes an ex-employee, a final time of
reinforcement should be done during the exit inemprocess. Another method to keep employeesrimddrand
educated is to have a web page dedicated to sedtishould be updated regularly and should contesw social
engineering ploys. It could contain a "security ¢ipthe day" and remind employees to look for tgpisocial
engineering signs. These signs might include swdtabiors as: Refusal to give contact informatiushing the
process, Name-dropping, Intimidation, Small misgkRequesting forbidden information or accesses etc

As part of this training or education process, fagice a good catch. When an employee does the thgig, make
sure they receive proper recognition. Train the legges on who to call if they suspect they are dpedncial
engineered. Apply technology where you can. Comsig@lementing trace calls if possible or at leaaller 1D
where available. Control overseas long distanceices to most phones. Ensure that physical sectwitythe
building and sensitive areas are effective.

FINAL THOUGHTS

A social engineer with enough time, patience arsblie will eventually exploit some weakness in ttwatrol
environment of an enterprise. Employee awarenesseceptance of safeguard measures will becomérsuline
of defense in this battle against the attackers. Gdst defense against social engineering rediiaé®mployees be
tested and that the bar of acceptance be raisedarBg Security professionals can begin this psscky making
available to all personnel a broad range of supmprtiocumentation. Many employees respond posytivel
anecdotes relating to social engineering attaclshaaxes. Keep the message fresh and accurate.

Include details about the consequences of sucdesttdicks. Do not discuss these attacks in terntsowaf security
was circumvented, but on their impact to the bussrar mission of the enterprise. These attack$ezahto a loss of
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customer confidence, market share, and jobs. Eraplbyat all levels of the enterprise need to uraedsand
believe that they are important to the overall @ctibn strategy. Without all employees being parthe team, the
enterprise, its assets, and its employees will pendo attack from external and internal socialiregrs. With
training and support, we can lessen the impadiedd kinds of attacks.

RESULTSAND DISCUSSION

A fundamental question is: how much privacy is egiftiSocial media companies have to balance thefoeeder

privacy with law enforcement needs. Facebook, sn2010 policy guide states that falsifying profitdormation

will lead to disabling of the user account. Butecking the veracity of the profile information feach of the
several hundred million users is an impossible.t&higslist allows its users to flag a postingiohe of several
categories, if they choose to. One of these caiegds spam. While policies and practices haven lzkdined in

India, U.S. and many other countries, this is moé tglobally. This may be because of low Interneairation,
blocking of all or many social media sites, closeegrnment monitoring of Internet user activitiets, &ut with the
growth of cellular networks Internet access is Ineiog more prevalent and cheaper in many countfibis means
that in a few years countries that do not have defined social media security policies have tbirdt this issue to
fill the policy gap. Even although people had paptted in some form of training, many were stillling to share

their passwords. Unfortunately, our other optioos ifnproving security are limited. Password stréngtay be
improved through technical means and system remeinés. However people are people and are oftewéladkest
link in the security process.

CONCLUSION

On conducting a survey on the social engineerigrtigjues and the art of deception, we can condhbaeeven
after using the best and even the most expensigarige technologies, an organization or a companyao
individual is completely vulnerable. It means itvsry easy for a good attacker to gather infornmabout that
organization just by gaining trust and being frignadith the user.

Social engineering technique of capturing inforimatis being used since long time but it came imtiice just some
time before. Before people and organizations wetenmuch aware of these security breach practicdserhniques
for securing information but nowadays informati@cwrity is the main concern of the corporate world.

A key mechanism for combating social engineeringtnibe the education of potential victims, in ortteraise their
awareness of the techniques and how to spot thenprdtect the Social Engineering, employee or iiial

education, training & awareness is the key. Pdic@ocedures and standards are an important part overall
anti-social engineering campaign.
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