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Anomayia: Ha cyuwacnomy emani coyianvHi iHmepHem-cepsicu Nepemeopunucs Ha OI€8Ulli IHCMPYMeHm KOMYHIKayil
VUACHUKIG GIPMYANbHUX CRiTbHOM — akmopis. Taxooc coyianvhi iHmepHem-cepsicu GUKOPUCTNOBYIOMbCA 01 CAMOOP2AHi3ayil
2POMAOSHCLKO20 CYCNIIbCMBA, KOOPOUHAYIL 3 Memol 6niuey Ha NONIMUYHi U CYCRIIbHI npoyecu y oepocasi. Y eunaoky
nowupenHs 6 COYianbHuX inmepHem-cepaicax HeOOCMOBIPHO20 KOHMEHMY B0HU NepemeopIoiomvbCa HA 0J4Cepeno 3azpo3
iHghopmayitinii 6esneyi ocobucmocmi, cycninbemea, oepaicasu. Biocymuicme epekmugHux mMemooux SUsGLeHHs 03HAK 3a2P03
y coyianvHux iHmepHem-cepsicax cmeoproe nepedymosu Oiisi NPoGedeH s IHGOpMayitiHux onepayiil 6 iHmepecax NPosiOHUX
Oeporcas ceimy uu 3ayixkasnenux ocio. Cepeo o3Hax 3a2po3 ingopmayitiniti 6esneyi 0eprcasu UOLIEHO OPeaHi3ayill, 3MiCMOGHI,
MAHInYIAMueHi ma oyinku npoinie ingopmayitinoi besnexu akmopis. Pospobieno memoo oyiHio8aHHsA 03HAK 3a2p03, KU
IPYHMYEMbCS HA IX CKANAPHIU 320pmyi no HeniniuHill cxemi komnpomicig. [lepesazamu memooy € 3aCmoCcy8aHHAM CYYACHUX
nioxo0ie 00 6UABNEHHA O3HAK IHQOPMAYIUHUX aKYill y COYIANbHUX IHMeEpHem-cepaicax, KOMNPOMIC MiIdC YACMUHHUMU
Kpumepismu i onmumansHicms ompumanozo piwenns 3a Ilapemo. Ilpogedeno excnepmue oyiHrO8aHHA (axieyis y eanysi
iHghopmayiinoi Oe3nexu O 8CMAHOBIEHHA NPIOPUMEMHOCMI 03HAK 3aepo3. Bukonano excnepumenmanvhe 00CHiONCEHHs
3anponoHO8aH020 Memody OYIHIOBAHHSA O3HAK 3A2pO3 HA NPUKIAOi peanvHOi inopmayiunoi axyii. Ompumani pesyrvmamu
30006CHI 3 BUCHOBKAMU MIJCHAPOOHUX Op2anizayii, wo 00800umsv 1020 Oiesicmb ma egexmuguicms. 3acmocysamnHs
PO3p0OIEH020 Memody Oist (DYHKYIOHYBAHHS cucmemu 3abe3neyeHnHs IHOoOpmayitinoi Oe3neku O0epicasu y COYiaIbHUX
inmepnem-cepgicax 003601umMb A8MOMAMU3YEAMU NPOYEOYPU PAHHLO2O GUABNEHHS 3A2p03, NiOGUWUMY i onepamugHicmy i
weuUoKooir.

Abstract: At the present stage of social networking services have become an effective tool of communication participants
virtual communities named actors. Also social networking services are used for coordination self-civil society to influence
political and social processes at the country. If social networking services spread unreliable content, they become a source of
threats to information security of the individual, society and state. The absence of effective methods detection of threats at the
social networking services creates conditions for conducting information operations in the interests of leading countries or
stakeholders. Among the signs of threats to information security are selected organizations comprehensive, manipulative and
evaluation of information security profiles of actors. The method of evaluating characteristics of threats based on their scalar
convolution in nonlinear circuit compromise. The advantages of this method are using modern approaches to share
information signs of social networking services, partial compromise between optimality criteria and the resulting solution
Pareto. Experimental study of the proposed evaluation method signs of threats on the example of real information action. The
results concordant with the findings of international organizations prove its efficiency and effectiveness. Application of the
developed method for the functioning of the information security of the state in social networking services will automate
procedures for early detection, increase its efficiency and performance.

Knrouosi cnosa: [nopmariiitna 6e3meka, corianbHi iHTEpHET-CEPBICH, aKTOPH, 3aTPO3H, HEJliHiIfHAa cXxeMa KOMIPOMICiB.

Keywords: Information security, social networking services, actor, threats, non-linear scheme of compromises.

Beryn

CroroaHi comianbHi iHTepHET-cepBicH (CIC) BHKOPHUCTOBYIOTBCS YYaCHHKAMH BipTyalbHHX CHUIBHOT — aKTOpaMu, IUIS
YTBOpPEHHS iHPOPMAIIHHUX 3B S3KIB 3 IHIIMMHU aKTOPaMH, OIIEPATHBHOTO MOLIMPEHHS BIACHOTO KOHTEHTY, CaMoopraHizanii 3
METOI0 BIUIMBY Ha CYCIIUJIBHI Ta IOJITHYHI npouecu B aepxkasi [1, 2]. Bucoka nomymspaicts CIC y mpomuecax cormianbHOI
KOMYHIKaIlii MOSACHIOETBCA iX MOCTYNHICTIO JUIA TEpEecidHUX KOPUCTYBadiB, HASABHICTIO 3aco0iB opraHizamii y rpymu 3i
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CIIBHUMH 1HTEpecaMH, TPAaHCKOPJOHHICTIO TPOIeciB B3aeMoii Tomo. OmHak, mpaktuaamuid AocBin Bukopuctanus CIC sk
3aco0y MacoBOi KOMyHiKallii I0Ka3aB, 110 BOHW NEPETBOPHIIMCS Ha Ji€BUIl IHCTPYMEHT NPOBeIeHHs iH(opManiiHuX oneparii
1 peanizauii 3arpo3 iH$opmariiiHiii 6e3neri ocoOUCToCTi, CyCIUILCTBA, JEPIKABH.

VY nomnepeaHix AOCTiKEHHIX [3] BCTAHOBICHO, IO METOK TAaKUX 3arpo3 MOKe OYyTH BIUIMB Ha MCUXIYHUN 1 eMOI[HHUN
craH, cBobony BuOopy aktopiB CIC; nommpeHHs 3aKJIUKIB 0 celapaTH3My, ITOBaJICHHS! KOHCTUTYLIHHOTO Jla/ly, MOPYIICHHS
TEpUTOpiaJIbHOT WIJIICHOCTI; JAWUCKpEeIUTallisl OpraHiB Aep>KaBHOI BIaIW; MiJTPUMKA, CYNPOBOJDKEHHS 4YHM aKTUBI3alis
3II09UHHOT 200 TEPOPUCTUYHOI MisSUTBHOCTI TOIIO. Y CBOIO Uepry, BeneHHs Pociiicekoro @enepartiero riOpuaHOi BiitHE POTH
YkpaiHH TPOAEMOHCTPYBAJIO TOSBY SKICHO HOBHX 1 Mi€BHX TeXHOJOTiH iH(MopMmariitHoro BmiuBy Ha akrtopiB CIC. Ile
TIPU3BEJIO IO BUHUKHEHHS IIPOTUPIYYS MIXK piBHEM HOBITHIX iH(poOpMaIiitHuX TexHoiorii BBy Ha aktopiB CIC i HaykoBHM
0a3mcoM OMLIHKH piBHA 3arpo3 iHpopmamiiiHii Oesmeni nepkaBu. ToMy BHHHKae HaraibHa moTpeba y po3poOIieHHI Ii€BHX
METOZIB OIIHIOBaHHS pIBHA TaKWX 3arpo3 Uil Oprafizamii epeKTHBHOI NpoTHnii, sKi OyIyTh TOKIAJCHI B OCHOBY
(hyHKIiOHYBaHHS cCHCTEMH 3a0e3nedeHHs iHpopmatiitHoi 6e3mexn aepxasu y CIC.

AHaJi3 JiTepaTypHUX JaHUX i HOCTAHOBKA NMPo0JeMH

OcTaHHI JOCTIKCHHS 1 myOikarii [4—7] moka3aiu BiJICyTHICTh 3arajJbHONPUITHITOT METOAMKH OI[IHIOBAHHS PiBHS 3arpo3
iHpopMmauiiiHiii Oe3meni nepxkasu y CIC. MixnapomHuii m0cBijg eBponelchkux kpaiH [7], 3okpema Jlatsii, Ecromii,
Himeyunnn, Itanii, [Toapmi Ta iHIIKMX 1MOKa3aB, [0 NPOBiJHA POJIb Y BUABJIICHHI Ta MPOTHIIT 3arpo3aM iHdopmauiiiHii Oe3neni
JIep)KaBU HANISKUTh 00’ €IHAHOMY LEHTPY TepelIoBUX TexHoJorii 3 kibepoboporn HATO (NATO Cooperative Cyber Defence
Centre of Excellence) i3 mra6-kBapruporo y Tammini (Ecronis). Takox y pamkax MpoekTy Akajemii eleKTpOHHOTO
ynpasiinas (€GA) Ecronii BukopuctoByeThes rinodanpuuit ingekc National Cyber Security Index (NCSI) [8], sikuii ouiHroe
TOTOBHICTh KpaiH 3amoO0IrTH peaiizallii OCHOBHHX 3arpo3 Ta YIPaBILITH IHOAACHTAMH, 3J0YHHAMH 1 BEITHKOMACIITAOHUMHU
kpm3amu. NCS| mpexncraBmse cobor0 iHCTPYMEHT UIS OLIHKK TOTECHIIaNy iH(opmariiiHoi Oe3mekn 1 3aXOMiB 3axHCTy
iHpopmanitHoro npocropy. Iagekc NCSI dopmyeThest amms okpemMux KpaiH Ha OCHOBI TaKWX AaHUX [8]: 3arajibHUIA MOKa3HUK
iHpopMamiiiHoi Oe3meku; 0a30Bi MOKA3HUKHM iH(POPMAIifHOI Oe3MeKH; MOKA3HWKU YIPABIIHHSA IHIWICHTAMHU 1 KpH3aMHu;
MOKa3HUKH MiKHapoaHoro BImBY. CkiaaHicTh 3actocyBaHHs iHaekcy NCS| mis BupilieHHs npoOjeMu OLIHIOBaHHS 3arpo3
inpopmariiiniii 6e3nemni aepxasu y CIC nossirae y BiZICYTHOCTI AOKIaHOI METOIOJIOTIT OI[IHIOBAHHS Y BIIKPHUTOMY IOCTYIII,
HEMOJKJIMBOCTI i1 OKPEMOro BH/IUICHHS | BUKOPHCTAHHS 13 CYKYITHOCTI 1HIINX 1HTErpajJbHUX MTOKa3HUKIB.

VY 3arasibHOMY BUIIaAKY AJsl OL[HIOBAHHS 3arpo3 BUKOPHCTOBYIOThH JIBI TPYNHM METOMIB: KijbkicHi Ta sikicHi [4]. CyTb
KUTBbKICHMX METOJIB 3BOJUTHCS [0 PO3PaxXyHKY IOKA3HUKIB HMOBIPHOCTI peaii3allii 3arpo3 Ha OCHOBI ampiopHoi abo
arioctepiopHoi iH(popmaii mpo ix nposiBu [5]. AnocTepiopHi METOAU IPYHTYIOTHCS Ha MOOY/JOBI TICTOTpaM PO3IOALTY MPOSIBIB
O3HaK 3arpo3 i Jactor ix peaunizamii, a rpyma ampiopHHX METOJIB MOJITa€ B PO3PAXyHKY CTATHCTHUHHMX XapaKTEPHCTHK
MPOIIECiB, SAKi CYMPOBOKYIOTH pealli3allifo TakuxX 3arpo3. HemonikoMm Takoro miIxomy € OOMEKEHICTh 3aCTOCYBaHHS IUIS
OIHIOBaHHA 3arpo3 iHQopmamiiiHiii Oe3memi nmepxkaBu y CIC, moB’s3aHa 3i CKIAAHICTIO 300py HEOOXITHOTO 00’eMy
CTaTUCTHYHUX JaHUX 1 popmarizarii o3HaK iHpopMamiiHUX akmiid. SKicHe OWiHIOBaHHS PiBHA 3arpo3 iHdopMariiiHii Oe3merri
Jep)KaBH IPYHTYEThCSI HAa CKCIICPTHHX METoAax [5, 6] 1 3BOOUTHCS MO y3arajdbHEHHA 1 CTATHCTHYHOI OOpOOKH ITyMOK
KBaJi(piKOBaHUX CIEMiaicTiB mi€l ramy3i. OqHaK, 3aCTOCYBaHHS €KCIIEPTHOTO OIIHIOBAaHHS B 3aJadax BusABJIeHH: 3arpo3 y CIC
CYTTEBO OOMEXKYETHCS HEOOXIMHICTIO OOpOOKHM BEIUKMX MACHBIB BXIAHUX [aHUX, HU3BKOK IIBUAKOMIEI0 MPOLEAYPU
OLIIHIOBAHHS, MOTPEOOI0 TMiJrOTOBKH BEJIHMKOI KUIBKOCTI BHCOKOKBaIi(hiKOBaHMX EKCIEPTiB, CYO’€KTHUBHICTIO EKCIIEPTHHX
OL[IHOK TOILO.

JocnimkeHHs [pkepen 1 rairy3eBuX 3BiTiB [7, 9] cBimyaTh mpo pi3ke 3pocTaHHs KUIBKOCTI 3arpo3 iHpopMaliiHiil 6e3meri
nepxasu y CIC. TlosiBa mpoTHpiuyst MiXk piBHEM Cy4acHHX 3arpo3 i HAyKOBHM 0a3MCOM iX OI[IHIOBaHHs, 30KpeMa BiJICYTHICTb
e(eKTUBHUX 1 JIIEBUX METOJIIB OILIHIOBAHHS 3arpo3 iHpopMalliiiHiit 6e3neni aepxkasu y CIC, 1oaaTkoBo akTyanizye oOpaHuii
HanpsMOK HayKOBHX JOCII/KEHb.

Mera i 3a1a4i KocaifzKeHHs

MeToro cTaTTi € po3poOJICHHS METOIY OIIHIOBAaHHS O3HAK 3arpo3 U IiIBUIICHHS OIEPaTUBHOCTI, €(PEKTHBHOCTI Ta
MIBUIIKOIIT cHcTeMU 3a0e3nedeHHs iHdopMarliitHoi 6e3nexu nepxkasu y CIC.

Jnst mocsiTHeHHS ToCTaBIeHOI METH HeOOXITHO PO3B’A3aTH YaCTHHHI 3aj1adi:

y3arajJibHUTH 03HaKH iH(popMariiaux akuii y CIC;

PO3pOOUTH METO/I OLIIHIOBAHHS O3HAK 3arpo3 indopmariiiHiii oesmerri qepxasu y CIC;

MPOBECTU SKCIEPTHE OLIHIOBAHHS /IS BCTAHOBJICHHS MPIOPUTETHOCTI O3HAK 3arpo3;

BUKOHATH €KCIIEPUMEHTAJIbHE JIOCIIPKEHHS 3alIPOIIOHOBAHOTO METO/TY OL[IHIOBAaHHS O3HAK 3arpos.

OcHOBHA YacTHHA

Cucremarusariisi npoBefeHHX nociikeHb [10-13], mpucBs4eHHX pPO3pOOIEHHIO METOMIB 1 TEXHOJOTIM PaHHBOTO
BUSIBJICHHS 3arpo3 iHpopMaiiiHiit 6e3neni nepxxasu y CIC npopeMoHcTpyBaa, 10 X XapakTepHUMH 03HAKaMH € HaCTYITHI:

- OpraizaliifHi, sIKi MOB’s3aHi 3 IJILOBUM BHMKOPHCTaHHAM iH(OpMaLiliHUX pecypciB 1 cHenialbHOro IPOrpaMHOro
3abe3nedeHHs. [IposBoM opraHizaliifHUX 03HAK € 3aCTOCYBaHHS COIiaJIbHUX OOTIB JJIsl IOIIMPEHHS 33aHOTO KOHTEHTY,
reHepallii 3B’3KiB 3 IHIIMMHU aKTOpaMH, JI0laBaHHsI KOMEHTapiB, IIITErIB i BIZIMITOK TOIIO;

- 3MICTOBHI O3HAKH, IIPOSIBOM SIKUX € JIECTPYKTHBHUH iH(OpMaliiiHNil BIUIMB Ha aKTOPiB 3aC00aMH TEKCTOBOTO KOHTEHTY
CIC. Taxi 03HaKHM 3BOJMTHCS JI0 BUKOPHCTaHHS y (hparMeHTax TeKkcToBoro koHTeHTy CIC Hebe3neuHMX ceMaHTHYHHUX
KOHCTPYKIIH JUIsi CTBOPEHHSI IECTPYKTUBHOTO HAPaTUBY;

- MaHIMyJIATHBHI 03HAKH, SKi € MOKa3HIUKOM 3aCTOCYBaHHS MPUXOBAHOTO BIUTUBY Ha akTopiB CIC y TEeKCTOBOMY KOHTEHTI 3
METOI0 3MiHM iX HOBEIIHKH, IIiJIel, HaMipiB YW IHIIMX IICHXOJIOTIYHHX XapakTEPUCTHK B iHTepecax Cy0'eKTa BIUTHBY.
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Busenenns Ma”inyssmii cycmiasHo0 AyMKoto aktopiB y CIC pealtizyeThCsl BHACHTIIOK aHATI3y TEKCTOBOIO KOHTEHTY,
SKAH I'PYHTY€ETHCSI Ha Cy9aCHUX METoJax 0OpoOKHM TaHUX — KOHTEHT-aHali31 Ta MalIMHHOMY HaBYaHHI;

- ouinka npodins iHpopMauiiHOi Oe3nekn akTopa, M0 NpeJcTaBisie co0ol0 Hablp arperoBaHMX XapaKTepUCTHK Mpogins
aktopa y CIC, siki 103BOJISIIOTH BHU3HAYMTH PIBEHb HOr0 3arpo3M SK MOJJIMBOTO yYacHUKa IH(QOpMAIIMHUX aKIiH,
HANpaBJICHUX MPOTH IHPOPMALIHHOT OE3TEKH 0COOUCTOCTI, CYCIIJIbCTBA, ICPIKABH.

Edexrusnicts BusiBiaeHHs 3arpo3 y CIC cucremoro 3a0e3neueHHs iHpopMaIiiiHo 0e3neku JepiKaBU J0CATAETHCS 3aBISKH
BpaxyBaHHIO MPOSBY O3HAK iH(pOpMaIiifHNX akimii. TaknM 4YHMHOM, 3aJa4a OLIHIOBAaHHS O3HAK 3arpo3 iHpopMamiiHii Oe3mneri
nepxau y CIC 3BoamThcsi 10 OaraToKpuTepiitHOI omTmMizamii BeKTOpHOTO Kputepiro [14—17]. 3anexHO Bix NpUHIOHUIIIB
6araTOKpHUTEPiHHOI ONTHMI3allii BUAUISAIOTh HACTYIIHI rpyy MeToais [17]:

- onTHMi3arii iepapXiqHol MOCIiTOBHOCTI KPUTEPIiB SIKOCTI;

- BH3HAYCHHS MHO)XKMHHU HETIOKPAIlyBaHHX DillICHB;

- Ha OCHOBi KOMIIPOMICY.

Cepen HenoOJNIKIB MEpIIMX JBOX TPy METOMIB CIiJA BIIMITUTH CKJIAJHICTh BHU3HAYCHHS CTPYKTYpH iepapXiqHoi
MOCJTIIOBHOCTI YaCTUHHUX KPHUTEPii, CYyTTEBY OOMEXKEHICTh HEMOKPAIYBaHUX PillIeHb 00JAaCTI0 KOMIIPOMICIB TOIIO. Y CBOIO
Yepry, BUKOPHCTaHHS NPUHLUITY CIIPaBEAJIMBOTO KOMIPOMICY, TOKJIAJEHOTO B OCHOBY TPEThOI IpyNU METOJIB, 3a0e3nedye
3HW)KEHHSI SIKOCTI 3a OJHHMMH KpHUTEpPiSIMH, SKE€ He IepeBeplIye ITiABUIICHHS SIKOCTI 3a IHIIUMH KpHUTEpisMH. Tomy
BUKOPHCTAaHHSI METOJIB HAa OCHOBI KoMIIpoMmicy sl BusiBieHHs 3arpo3 y CIC € mepcrneKTHBHUM HampsMKOM JOCIIJUKEHb.
BceranoBneHo, mo cepel TPEThOi TPYMHM METOIIB HENiHIIfHA cXeMa KOMIIPOMICIB, 3allpONOHOBaHA MPOGECcCopoM
A. M. BopoHinuM, 3abe3nedye KOMIPOMIC MK YaCTHHHHUMH KPHUTEPisAMH, a OTpUMaHe PillleHHs € onTHMajbHUM 3a [lapero
[14, 17]. Cepen mepeBar IaHOrO METOAY BHUIUISIOTH OOYHCIIOBAJbHY IPOCTOTY; YHIMOIAJBHICTh CKAIAPHOI 3TOPTKH, IO
3a0e3medye 0HOCKCTPEMANFHICTh 33aJadi; afaNTaliio 10 YMOB MPUHHATTS PilllCHHS.

TakuMm 9HMHOM, 3alPONOHOBAHWI METO]I OLIHIOBAHHs O3HAK 3arpo3 iHdopmariiHii Oe3meni aepxasu y CIC rpyHTyeThCS
Ha HeNiHIAHIN cxeMi kommpomiciB [14, 16] i 3BOOUTECS IO TAKOTO.

Eman 1. Pospaxynox nokasuuka |, Ha ocnosi mexnonozii eusenenus opeawnizayivinux o3nax ingpopmayitinux axyii y CIC.

Texuomnorist [10] 3BoanThCs 10 MOMIYKY nyOuikaTiB myOsikaniid 1 komenTapiB y CIC, po3paxyHKy MOKa3HHKa YMTaOEIBHOCTI
TEKCTOBOTO KOHTEHTY Ta BEICHHS JiaJloTy 3 aKTOpaMH, sIKi € aBTOpaMU TaKOro KOHTEHTY. BHCHOBOK Ipo IijecHpsMOBaHY
inpopmauiiiny akuito y CIC, HampaBneny mnpotu iHdopmaniiiHoi 0Oe3rnexkd O0coOHCTOCTI, CYCHIBCTBA, JEepKaBU 3
BUKOPHCTAHHIM CIIELIaIbHOTO MPOTPaMHOTO 3a0e3NeueHHsT OPMYETHCS Ha OCHOBI BIIOBIHOTO Y3araJlbHEHOTO MOKa3HHKA
|, , ikuit mpuiiMae 3HaUEHHs

l,=1) >B,xe B={0;1}, n=1. (1)
Eman 2. Busnauenns nokasuuxa |, nasenocmi oecmpykmueno2o ingpopmayitinozo enaugy y konmenmi CIC. BussienHs

TaKAX MPUXOBAHUX 1H(QOPMAIIfHUX BIUIMBIB IPYHTYETBCA Ha METOJi, 3alpOIIOHOBaHOMY y myOumikamii [11] i momsrae B
IHTEJIEKTyalbHOMY TOIIYKY TeKkcToBoro koHTeHTy CIC BiAmoBiIHO O 3aJ@aHOrO0 CEMaHTHYHOrO sjpa 3a KpUTepieM
aKTYyaJIbHOCTI, KDUTUYHOCTI Ta PiBHSI OOTOBOPEHHS y CyCHUIBCTBI. BiniOpaHuili KOHTEHT MiUIsirae CEeMaHTHUYHOMY aHaJi3y Ha
OCHOBI OHTOJIOT 3 BHUKOPHCTaHHSIM CHI'HATYPHOTO METOJY 1 METO/AY BHSBICHHS aHOMadid. Y pe3ynbraTi (opMyeThCs
BiMOBinHMI MoKa3HUK |,

I,=1; >B, e B:{O;l},nzl. 2
Eman 3. Oyinxa npossy |, osnax maminynayiu cycninenoio oymxoro y CIC. Po3zpaxyHok mokasHuka |, mpoBoauThcs

BIMIOBITHO 0 PO3pOOJICHOT METOMKN BUSIBJICHHS MAHINYJLINA CYCHiIbHOK TyMKOK [12]. V3aranbHeHHs YacTHHHUX O3HAK
MaHINyJsniii BUKOHAaHO HA OCHOBI OLIHKM iHQopMmauiiinoi enTtpomii H, xonrenty CIC, TOOTO BCTAaHOBIEHHS piBH
HEBHM3HAUEHOCTI 1[0JI0 BUKOPUCTAHHSI TEXHOJIOTIH NMPHUXOBAHOTO BIUIMBY Ha aKTOPiB. 3pOCTAaHHS BEJIMYMHHU iH(POPMAIiHHOT
entpomii H, XapakTepusye 3MEHIIEHHS HEBU3HAUEHOCTI, TOMY JUIS 3a[adi OLIIHKY NPOsBY O3HAK MAaHIMYJAIIH CYCHiTBHOIO 3

nokasHuk |, naOyBae 3HaueHb

I, =1-H,, Hne[O;l]. 3)
Eman 4. Oyinka npoina ingopmayitinoi 6esnexu axmopa |,. PospaxyHok mnokasHuka |, peanizoBanmii 3

BUKOPHCTAHHSIM METOAY NoOynoBH npodiniB iHpopmariitHoi 6e3neku akropis [13]. 3anpornoHoBaHUI METOA IPYHTYETHCS Ha
TEXHOJIOTISIX 1HTENEKTYaJIbHOTO aHajli3y AaHUX, 30KpeMa METo/aX MAIIMHHOTO HaBuaHHs 3 yuureneM. OmiHka mpodiss
indopmaniiinoi 6esnexu |, mpuiiMae 3HaYeHHS Y 3a7aHOMY Jiala3oHi

1, e[0:1]. ()

V3arangpHeHHs o3Hak |, j=1,4 3arpo3 inpopmauiitniii Oe3neui ocobucrocti, cycminbera, nepxkasu y CIC Ta ix

j ’
HOPMOBAHUX IIKaJ OIIHKY MOJIaHo B Tadi. 1.
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Taoauus 1 — YacTunHi 03Haku 3arpo3 indopmauiiiniii 6e3neni y CIC

O3HaKu [ITxana omiHKK SIkicHUI TTOKa3HUK PiBHS 3arpO3H
Opranizauiiiai |, 0 chyTHH
1 iCHY€
3microBHi |, 0 chyTHH
1 iCHY€
0,91-1,00 JIy’K€ BHCOKa
0,75-0,90 BHCOKA
ManinynarusHi |, 0,50-0,74 3HAYHA
0,21-0,49 HH3bKA
0,00-0,20 JTy’Ke HU3bKa
0,70-1,00 JIy’K€ BUCOKHHI
Ouinka npodins | 0,50-0,70 BUCOKHI
iHbopmariiitHoi 6e3nexn akTopa | 0,40-0,50 SHAYHUIL
1, 0,20-0,40 JIOITY CTUMHIA
0,00-0,20 HU3LKHUI

3 IHUIOI TOYKM 30Dy, MApaMETPH ¢« NPEACTABIAIOTH COOOK0 BaroBi KOEDIL€HTH 3MICTOBHOI perpeciiHoi Monei

KOPHUCHOCTI eKCIepTa Ha OCHOBI KOHIeNmii HemiHifiHOI cxemum kommpomiciB [15]. Tomy BaroBi koedimieHTH 3arpo3s
iHpopmauiiiHii 6e3neni y CIC po3paxoByoTh BiIIOBIIHO 10 Bupa3sy [16]

fJ'

i=1
IS fj - OI_IiHKa HpiOpI/ITeTHOCTi O3HaKH 3arpo3u, sIKy BCTAHOBJIIOE€ CKCIIEPT.

a; =

. je[Lm],

Jns BCTaHOBIICHHS 3HA4Y€Hb BAaroBUX KOe(illi€HTIB MPOBEACHO EKCIIEPTHE OIUTYBaHHS CIIBPOOITHUKIB HayKOBO-
JIOCIITHOTO BiAAiny iHpOpMaIiiHOI Ta KibepHEeTHYHOI Oe3MeKH HayKOBOTrO IEHTPY KUTOMUPCHKOTO BIHCHKOBOTO 1HCTUTYTY
imeni C. I1. KoposboBa. 3a pesynbraraMu OOpOOKHM JaHMX aHKETYBaHHS BaroBi KOe]illi€EHTH O3HAK 3arpo3 iHpOopMauiiHii
oesneni y CIC npuiiMaroTh 3Ha4CHHS, MOIaHi B Tad. 2.

Tabauus 2 — Pe3ybTaTH eKCIIEPTHOI0 ONMTYBAHHS

Ouinka f, ExcniepTHa omiHKa y 6anax Barosi xoediuienn uacTHRiIX
O3HAK 3arpo3
f| 9 0,31
f, 8 0,28
3 7 0,24
f, 5 0,17
Cyma 29 1

Eman 6. Cranspna 3zopmra osuak 3a2po3 | no meninitiniti cxemi xomnpomicie. bararokpurepiiina 3anava ouinku (1)—(4)
3BOJIMTBCS 10 MOJIENI BEKTOPHOI ONTHMi3amii 3 pi3HMMH BaroBuMH KoedillieHTaMu O3HaK 3arpo3 iHopmauiiHii Oe3nerni
nepxasu y CIC [14-16]

-1

m
I” =argmin a.(l—l.) : 5
gmir JZ; (2= ©)
JList SIKiCHOT OLIIHKHM 3arpo3 MPOBOIUTHCS HOPMYBAHHS CKaJSIPHOL 3TOPTKH (5) 10 MiHIMaIIEHOTO 3Ha4YeHH [16]

|=1—Ii. (6)

OTprMaHe 3HAYEHHS CTaBHThHCS Y BIANOBINHICTH SIKICHIM Imkani 3arpo3 (tadu. 3), chopmoBaHiii Ha OCHOBI 0OepHEHOT
HOPMOBaHOI (hyH/IaMEHTAJIbHOI IIKAJIH, 3arpornoHoBaHoi npodecopom A. M. Boponinnm [14].

Tadauus 3 — SkicHa mkana piBHiB 3arpo3

PiBeHb 3arposu IHTepBaNIbHI 3HAUSHHS IIKAJIN OIIIHOK
icHye 0,71-1,00
BHILUI CEpEeIHBOrO 0,51-0,70
HUKYHNA CEPETHROTO 0,31-0,50
BiJICYTHI 0,00-0,30
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3aysaocenna. O3Haxu |, Ta |, npuiiMaloTh TiIbKM rpaHuuHi 3HaueHHs 0 abo 1, w0 Xapakrepusye BUCOKMH piBEHb

HanpyxeHocti curyanii 'y CIC. Hanpyxenicts curyanii y CIC BuHUKae npu HaONWKEHHI 3HAYeHb O3HAK 3arpo3
indopmariiiiuiii 6e3meni g0 rpannyHUX [ 15, 16]

p; =1-1;;, p e[O;l], je[l;m].
3 METOI0 BHKIIOYEHHS HEOOXiTHOCTI IimeHHS Ha HyJIb y BHpasi (8) mnsd 3HAYCHb O3HAK IJ. >0,95 HeoOXigHO
BUKOpHCTOBYBaTH Bemuuny |y, =0,95.

3anponoHOBaHUH METO] OLIIHIOBAHHS O3HAK 3arp03 y BUTIISAL CTPYKTYPHOI CXeMH TOIaHo Ha puc. 1.

VY pesynbrari MOHITOpHHTY iH(pOpManiiiHoro cepenosmmia CIC 3 meToro ormiHrOBaHHS 3arpo3 iH(opmariiiaid Oe3merri
JIepKaBH BiIOMPAETHCS TEKCTOBUH KOHTEHT 1 JaHi aKTOPiB, AKi HOro MOUIHpIooTh. Takwil TeKCTOBHH KOHTEHT JOCHTIKYETHCS
Ha TpeIMeT HasBHOCTI O3HAaK NMPOBEJNCHHS iH(GOpMAIiHOI akuii, JecCTPyKTUBHOTO iH(GOPMAIIHOTO BIUIMBY 1 MaHINMyJsmind
CyCHiJIbHOIO AyMKoto. Ha ocHoBi BimiOpanux akkayHTiB aktopiB CIC mpoBoauThes ouiHka iXx mnpodimiB iHpopMmamiiHOi
6e3nexu. Excriept micis aHasi3y npeIMeTHOT 00J1acTi OLiHIOE TIPIOPUTETHICTh O3HAK 3arpo3 iHdopMariiiHiii Oe3neni aepKaBH,
Ha OCHOBI SIKMX PO3PaxOBYIOTbCS 3HAYCHHA BaroBux KoediuientiB «;. CdopmoBaHHii BeKTOp O3HAaK 3arpo3 |

BUKOPHCTOBYETHCS JUIS CKAJISIPHOI 3rOPTKH IO HEJIHINHIN cxemi komrpomiciB. Ha 3aximodHoMy eTari BUKOHYETBCS Iepexin
BiJ UMCIIOBUX 3HAYeHb | 10 SKICHOI IIKaJIM OLIHOK PiBHA 3arpo3 iHdopmariiiniil 6e3newi aepxxasu y CIC. OTpuMani oinku
BUKOPUCTOBYIOTBCSA JJIsI BHPOOJIEHHS pEKOMEHAALId IMON0 TMEepeXoAy BipTyaldbHOI CHITBHOTH 1O Oa)XXaHOTO CTaHy
iHpopmaniiiHoi 6e3nexn y CIC.

ExcnepumeHT

JocunimkeHHs 3aIponoHOBaHOTO METOIY OLIIHIOBAaHHS O3HAK 3arpo3 iHdopmauiitniii 6e3neui aepxasu y CIC npoBeneHo Ha
npuknaai peaibHoi iHdopmauiitnoi axuii. ¥V ciuni 2017 poky Himeuunmna po3mictuna y JIuTBI KOHTHHreHT baranbiiony
nepenosoro 6asyBanns HATO y 3B’s3ky 3 mismu Pocii B Ykpaini Ta perioni banrificekoro mops. B mortomy 2017 poky 4epes
suToBchKi 3MI nommupero iHhopMariiro mpo 3rBajTyBaHHs cojiaataMu byHaecBepy HENOBHOMITHBOT AiBunHM [18, 19].

BWABNEHHSA O3HaK OuiHroBaHHA 3arpos
3arpos iHchopmauinHin iHchopMauinHin
Gesneuiy CIC Besneudiy CIC
p— I4 o o
Opradizauinyi g = - E
/ 2 @ =
. 2 =
P — £ =
| TeKCTOBWA | I2 53 o 3
| KOHTEHT F »  3MICTOBHi » &5 [— =8
\  CIC 5 2 =e
e -
' . =) = 4O o 4
_ Sz e [—
) N ) . |3 E et oL: =)
( MaHinynATBHI » o2 «— ©TF
& T =< Ekcnept
A ; b " ® = @
-, > . I I =
Q.= [ai]
= 5 =]
; - Y| g @ =
( HaHi Npodhine 4 c T o @
| AKTOpIB * iHpopMaLUiAHOT &} “«— A
\  CIC |\ \Oeaneku akTopa )
|

OuiHKa piBHA 03HaK
3arpo3u iHgopMaLiiHIA
Deaneyi nepwaen y CIC
Puc. 1 — CTpykTypHa cxeMa MeToAy OLiHIOBaHHS 3arpo3 iHdopmauiiiniii 6e3neni gep:xasu y CIC
[poBesneno aHani3 myOnmikauiid pociicbKOMOBHOTO CerMEHTy MikpoOsory Twitter Ha 3amaHy TeMaTHKY 3 BUKOPUCTaHHIM

PpO3po0IeHNX MIIXOJIB 10 BUSIBJICHHS 3arpo3 indopmaniiiniid 6e3neni aepxasu [10—13]. PesynbTaTi qOCiimKeHb MOKa3al,
110 O3HAKY 3arpo3H NPUHMAaIOTh Taki 3HaueHHs: oprasizauiiiai |, =0; 3mictoBHi |, =0,95; maninynatusHi |, =0,4 ; ouinka
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npodins inpopmaniiinoi 6esmexn |, =0,2. CkanspHa 3ropTka 4aCTHHHHMX O3HaK | 1o HemiHifHil cxemi kommpowmicis (5)

Ha6yBa€ 3HA4YCHH

« 031 0,28 0,24 0,17
I = + + + =7,42.
1-0 1-0,95 1-0,4 1-0,2

Iepexin Big ckaIspHOI 3TOPTKH [0 SKICHOI IIKAJHM OI[IHKH 3arp0o3 BUKOHAHO BIATIOBIAHO 110 BUpasy (6) i Tabm. 3

| :1—L20,87,

TOMY JOCIIJDKyBaHy iHpOpMAaIiiHy aKIil0 BU3HAYCHO SIK ICHyI0Uy 3arpo3y iHdopmauiiiii 6e3neni aepxkasu y CIC.

AHani3 1mokasaB, II0 BHCOKUH DPIBEHb 3arpo3W IMOSICHIOETHCS HAsBHICTIO JECTPYKTHBHOTO iH(OpMauiiiHOro mocuiy y
KOHTCHTI, SIKMH TOIIMPIOBaBCS y MikpoOyo3i Twitter, Ta 3acTocyBaHHSAM MaHIMyJISTHBHHUX TEXHOJOTIH U HPHXOBAHOTO
BIUIUBY Ha CYCHUIbHY CBigoMmicTh 3 Meroto auckpeauranii cuim HATO. OnepatuBHa peakiiss KOMaHIyBaHHS, OpraHizariis
pO3CIiyBaHHS IHIMICHTY NPaBOOXOPOHHUMH OpraHaMH, 00’€KTWBHA OIliHKA PiBHSA 3arpo3dW 1 BHUCOKHH PiBEHb CHCTEMH
3abe3neueHHs iHpopManiiHoi 6e3meku JInTBH 3a0e3meuniy MBHUIKY HeiTpaiizamito 3arpo3u. Tak, iHIeKC KiOepHEeTHIHOTO
3axucty NCSI Jluteu y 2017 poui gopiBaroe 65,15 1 € HallBHINMM ITOKa3HUKOM cepeq iHmmMX KpaiH y pedturry [8]. Orxe,
OTpHMaHI pe3ynbTaTH 30DKHI 3 BHCHOBKAMH MDKHAPOTHHUX OpraHi3amiif, II0 IOBOAWUTH Ii€BICTh Ta €(EKTHBHICTh
3arpoIrOHOBAHOTO METOY OILIHIOBAaHHS O3HAK 3arpo3 iHpopMamniiiHii Oesmneri nqepxasu y CIC.

BucHoBknu

Brepiuie 3anpornoHoBaHO METOJI OLIHIOBaHHS O3HaK 3arpo3 iHpopMariiHiit 6e3neuni aepxkasu y CIC, skuii IpyHTYEThCS Ha
HEJIHIWHIA cXeMi KOMIIPOMICIB 1 BIAPI3HIEThCS BiJ BIIOMHUX IMiAXOMAIB 3aCTOCYBAaHHSM CY4YaCHHX METOMIB BHSIBJICHHS O3HAK
iHpopMaliiHUX aKWii y BIpTyalbHHX CHiJbHOTaX. Po3po0ieHnit MeTo] MOKNIaAeHO B OCHOBY ()YHKIIOHYBaHHS CHUCTEMH
3abe3neueHHs iH(opmauiitnoi 6esnexu aepxkasu y CIC, mo 103BONMIO aBTOMaTH3YyBaTH IMPOLEAYPH PAHHBOTO BUSIBICHHS
3arpo3. TakuM YHMHOM JIOCSATAETHCS ONEPATHBHICTD 1 MIBUIKOJIS cUcTeMH 3abe3neueHHs iHOpMaILiitHOT Oe3NeKu JepikaBu y
CIC, 10 € chOTOIHI BKpaii aKTyaJbHUM 3aBOaHHAM JUIsl Y KpaiHu. HanpsiMok momaibIinx JOCIiKEHb MOJSTrae y po3po0ieHHi
MOJIEJTi CHCTEMH MIATPUMKH MIPUHHATTS PillieHb OO0 NPOTHAIl 3arpo3aM iHdopMariitaii 6e3merni aepxasu y CIC.
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