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Abstract: In this paper we present our original methodology, in whicatdhing Pursuit is used for networks anomaly
and intrusion detection. The architecture of anomaly-tédBxS based on signal processing is presented. We propose
to use mean projection of the reconstructed network signaletermine if the examined trace is normal or attacked.
Experimental results confirm the efficiency of our method iorw detection scenario. The practical usability of the
proposed approach in the intrusion detection tolerancesy§iIDTS) in the INTERSECTION project is presented.
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1. Introduction classify as anomalous all the events that fall outside
such a model [2].
Intrusion Detection Systemd S) are based on  Inthis paper our original methodology for networks

mathematical models, algorithms and architectural soanomaly and intrusion detection based on Matching
lutions proposed for correctly detecting inappropriate, Pursuit is presented. In Section 2 general overview
incorrect or anomalous activity within a networked of the proposed architecture and decision block de-
systems [1]. tails are shown. In section 3 the motivation for sig-
Intrusion Detection Systems can be classified as benal processing methodologies used in intrusion detec-
longing to two main groups depending on the detec-tion is given. In section 4 Matching Pursuit algorithm

tion technique employed: and base function of the proposed dictionary design is
() anomaly detection shown. Experimental results and conclusion are given
(i) signature-based detection. thereafter.

Anomaly detection techniques rely on the exis- The major contribution of this paper, is the intru-
tence of a reliable characterization of what is normalsion/anomaly detection algorithm based on the Match-
and what is not, in a particular networking scenario.ing Pursuit. As to our best knowledge, we have not
More precisely, anomaly detection techniques basénet any other IDS system based on matching pursuit.
their evaluations on a model of what is normal, and Even though our Matching-Pursuit anomaly detec-
tion application is not working in a real time now, it
is used in the off-network layer of INTERSECTION
Intrusion Detection Tolerance System (IDTS) as de-
scribed in Section 6.
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Figure 1. IDS system block diagram

normal” analyzed at different levels (e.g. self-similarity, long
s range dependence, entropy variations, etc.) [3]. Ap-
oored taoe proaches based on signal processing and on statistical

Data Base analysis can be powerful in decomposing the signals
oo, —’@e@‘— P related to network traffic, giving the ability to distin-
= Mean Projection guish between trends, noise, and actual anomalous
y events. Wavelet-based approaches, maximum entropy
Atacked estimation, principal component analysis techniques,
and spectral analysis, are examples in this regard
which have been investigated in the recent years by
the research community [4]-[8].

A powerful analysis, synthesis, and detection tool in
this field is represented by the wavelets. Indeed, time-
and scale-localization abilities of the wavelet trans-
- _ form, make it ideally suited to detect irregular traf-

By profiling the properties of normal network traf- fic patterns in traffic traces. Recently many wavelet-
fic and modeling intrusions or unwanted traffic as pnzsed methods for detection of attacks have been
anomalies, it is possible to detect the occurrence ofested and documented. Some are based on the contin-
such events within reasonable time so to activate reygys wavelet transform analysis, most of them how-

action and response procedures. Determining the nofayer refer to the discrete wavelet transformation and
mal behavior model, however, is a difficult task due to the multiresolution analysis [3].
the presence of different trends in data, which might  However, Discrete Wavelet Transform provides a
be influenced by the time of day, the day of week andjarge amount of coefficients which not necessarily re-
seasonal variations. ) i _ flect required features of the network signals.

In our approach we store "normal” traces in a ref-  Therefore, in this paper we propose another
erence database. Normal traces represent traffic frorgigna| processing and decomposition method for
days, we are sure no attacks occurred. These refegnomaly/intrusion detection in networked systems.

ence traces are compared to current, examined tracegye developed original Anomaly Detection Typ®.S
Current traces may be either sniffed from traffic or for 51gorithm based on Matching Pursuit.

experimental purposes may represent old attacks (so
that the ground truth is known).
The general overview of our intrusion detection 3. Motivation for signal-based IDS
system is presented in Figure 1. The overview of a
decision block is explained in Figure 2. Signal processing techniques have found applica-
Signal processing techniques have found application in Network Intrusion Detection Systems because
tion in Network Intrusion Detection Systems becauseof their ability to detect novel intrusions and at-
of their ability to detect novel intrusions and at- tacks, which cannot be achieved by signature-based
tacks, which cannot be achieved by signature-basedpproaches. It has been shown that network traffic
approaches. It has been shown that network traffipresents several relevant statistical properties when
presents several relevant statistical properties wheanalyzed at different levels (e.g. self-similarity, long

A

Figure 2. IDS decision block diagram

2. General overview of our anomaly-based IDS
approach
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range dependence, entropy variations, etc.) [3]. Ap-  [PI-1
proaches based on signal processing and on statistical= CrO 3)
analysis can be powerful in decomposing the signals n=0

rel_ated to network traffic, g_iving the ability to distin- To achieve best sparse decomposition of signal
guish between trends, noise, and actual anomalo:g,nin) we have to find vector,, with minimal norm

evgnts._WaveI_et-_based approaches, maximum entropy ; o\ ticient for proper signal reconstruction. Match-
estimation, principal component analysis techmquesi g Pursuit is a greedy algorithm that iteratively ap-

anq spectral anal_y3|s, are exgmples in this regar roximates signal to achieve good sparse signal de-
which have been investigated in the recent years b%omposition. Matching Pursuit finds set of atoms

th;resear?hl corrllmgnlty [Ltlr]]'[81' d detection tool such that projection of coefficients is maximal. At first
powerful analysis, synthesis, and detection too Instep, residuaR is equal to the entire signdt, = s.

this field is represented by the wavelets. Indeed, time-

and scale-localization abilities of the wavelet trans-p, — (. Ry) o, + R; 4)

form, make it ideally suited to detect irregular traf-

fic patterns in traffic traces. Recently many wavelet- If we want to minimize energy of residudt; we

based methods for detection of attacks have beehave to maximize the projectidric.,, Ro)|. At next

tested and documented. Some are based on the contistep we must apply the same procedurdz{o

uous wavelet transform analysis, most of them how-

ever refer to the discrete wavelet transformation and?1 = (@, R1) ayy + R 5)

the multiresolution analysis [3]. . . .
However, Discrete Wavelet Transform provides aI Regdual of signal at step can be written as fol-

large amount of coefficients which not necessarily re- ows:

flect required fgaturt_as of the network signals. R"s — R"lg _ <R"‘1s|a%> ay, (6)
Therefore, in this paper we propose another

signal processing and decomposition method for Sjgnals is decomposed by set of atoms:
anomaly/intrusion detection in networked systems.

We developed original Anomaly Detection Typ®.S N-1 . .
algorithm based on Matching Pursuit. 5= Z (ay, |R"s)ory, + R"s (7)
n=0
4. Intrusion Detection System based on Matching ~ Algorithm stops when residuak”s of signal is
Pursuit lower then acceptable limit.
4.1. Introduction to Matching Pursuit 4.2. Our Approach to Intrusion Detection
Algorithm
Matching Pursuit signal decomposition was pro-
posed by Mallat and Zhang [9]. In basic Matching Pursuit algorithm atoms are se-

Matching Pursuit is a greedy algorithm that decom-lected in every step from entire dictionary which has
poses any signal into a linear expansion of waveformgiat structure. In this case algorithm causes significant
which are taken from an overcomplete dictionddy  processor burden. In our coder dictionary with inter-
The dictionaryD is an overcomplete set of base func- nal structure was used.

tions called also atoms. Dictionary is built from:
— Atoms,
D ={a,:vel} (1)  — centered atoms,

Centered atoms groups such atoms frbrthat are
as more correlated as possible to each other. To cal-
culate measure of correlation between atoms function
) o(a, b) can be used [2] .

where every atomx, from dictionary has norm
equal to 1:

oy || =1

I" represents set of indexes for atom transformation {a,b)| \?
(a> ) =4/1- ®)

parameters such as translation, rotation and scaling.? m
Signal s has various representations for dictionary

D. Signal can be approximated by set of atoms The quality of centered atom can be estimated ac-

from dictionary and projection coefficients: cording to (9):
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[ 04 , Witty worms. Slammer worm spread in 2003, while
| " | Witty spread in March 2004.
‘H ' In our experiments we use TCP and UDP packets
M | of Slammer and Witty made available by the WIDE-
|

——1  MAWI and CAIDA projects [15][16].
. \‘ “J ' In this paper we will show our algorithm tested on
attacked and normal traces.
| The attacked traces represent traffic (TCP and
T we me e wo w0 0 &0 s 50 UDP packets) from March 20th (Witty) (Figure 4)
and March 25th (Slammer) (Figure 5).
The normal traces represent traffic from March 6th

Figure 3. Example dictionary atoms

_ 1 , and March 13th (Figures 6-7).
Okt = |LPy] . ; o (Actys Wetk) © The calculated values of Matching Pursuit Mean
el Projection for our test traces (normal and attacked)
LPyis alist of atoms grouped by centered atém,; are presented in Tables 1-2.
is mean of local distances from centered atdfy,, ) In tables 1 Matching Pursuit Mean Projection val-
to the atomsA,.;) which are strongly correlated with ues for TCP packets are presented. In tables 2 Match-
Aciy- ing Pursuit Mean Projection values for UDP packets

Centroid W, ;) represents atomd.; which be-  are given, respectively.
longs to the set € LP; ;. List of atomsL P}, ; should

be selected according to the Equation 10:
Table 1. Mean Projection values calculated for test TCP

max o (Aci), Weery) < min o (Ae), Wen@D)  traces

i€LPy "~ teD\LPy,
In the proposed DS solution1D real Gabor base TCP Trace MP
{lig]ct[fg] (Equation 11) was used to build dictionary 25.03.2004 (Slamméezd

20.03.2004 (Witty) 667
6.03.2004 453
where: 13.03.2004 373

(12)

%) cos(2mE(t — u) + 1)

y,5.6,6(t) = Cus.6,60(

[

\/-g o _ Decision block of our system is based on the Match-
Cus¢,6 - 1S @ normalizing constant used to achievejng pyrsuit Mean Projection values. As presented in
atom unit energy, Figure 1 we calculate differend®i f f between exam-

In order to create overcomplete setid? base func-  ined and normal traces stored in a reference database.
tions dictionary D was built by varying subsequent |t the value Dif f is larger than a certain threshald
atom parameters: Frequengyand phasep, Position  oyr application signalizes the attack/anomaly.

u, Scales [13]. In the experiments shown here, in the case of Worm

Base functions dictionarp was created with using attacks, our application was set to= 30%, which
10 different scales (dyadic scales) and different  means that if Matching Pursuit Mean Projection dif-

at) =

frequencies. o fers more than 30% from the reference normal traces

In Figure 3 example atoms from dictionady are  the attack should be detected.

presented. As presented in Tables 1-2 mean projection values
_ differ significantly and our IDS application success-

5. Experiments and Results fully detects Witty and Slammer worms. In our exper-

iments we can report 100% worm detection for TCP
In our experiments we decided to detect worm at-and UDP packets with no false alarms. However, so far
tacks. We tested our algorithms on normal and atwe tested our method on a limited number of traces.
tacked traces to evaluate if our method is capable ofVe decided to use known and benchmark traces and
detecting known worms. worms first. Now we extensively test our method with
Similarly to the work by Dainotti et al. [14] we a larger number of real-networks anonimized traces
tested the efficiency of our algorithms on Slammer andas well as with the generated traffic traces.
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Figure 4. Traces attacked by Witty worm from March 20th - TGRtY and UDP (right).
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Figure 5. Traces attacked by Slammer worm from March 25th P Tiéft) and UDP (right).
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Figure 7. Normal trace from March 13th - TCP (left) and UDRylt).
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Table 2. Mean Projection values calculated for test UDPjection differs significantly for normal and attacked

traces
UDP Trace MP
25.03.2004 (Slammerg2
20.03.2004 (Witty) |127
6.03.2004 32
13.03.2004 40
Open
IMP
S
($)
DeC|_S|on Signal
engine processing
IDS
. Real
time IDS Operator

I

Figure 8. IDS decision block diagram

Stop reaction
Trigger reaction

6. Practical Usability of the Proposed Method

Signal-based anomaly detection type IDS will be

traces [17]. Hereby we verified that Matching Pursuit
Mean Projection ADS approach successfully detects
Slammer and Witty worms.

The major contributions of this paper is a novel al-
gorithm for detecting anomalies based on signal de-
composition. In the classification/decision module we
proposed to use developed matching pursuit features
such as mean projection. We tested and evaluated the
presented features and showed that experimental re-
sults proved the effectiveness of our method.

The proposed Matching Pursuit signal based algo-
rithm applied for anomaly detection IDS will be used
as detection/decision module in the INTERSECTION
Project security-resiliency framework for heteroge-
neous networks.
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