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Abstract: The most common solution for implementing acces¥rol into a dynamic group is to use a group key
unknown to all but the users in the group. The prkey (i.e., session key) is updated for everyisaghroughout
the lifetime of the group with the procedure of gwokey distribution. In this paper, we propose augr key
distribution scheme with self-healing property teatibles users in a dynamic group to establishoseksys over an
unreliable network with constrained bandwidth reses. To achieve this, our scheme also has th¢elingroup
membership property that there exists an upper damthe number of users in the group. Through titglend
analysis, we show that our scheme has a bettezdfiabetween storage and communication overheasb@pared

to previous work. In addition, we propose a variahtthe scheme which enables key recovery fromnglei
broadcast message.
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periodically), such retransmissions could paralyze
1. Introduction the group manager and deplete the communication

resources of the network, especially of the

Secure group communication requires that all resource-constrained WSN. Furthermore, in a hostile

the members in the group share a commorenvironment, redundant messages like the above
cryptographic key (i.e., the group key) distributgd  retransmissions would jeopardize the network with
the group manager. Many approaches of securés exposure to adversarial attacks of traffic gsial
group communication (e.g., [1, 2, 3, 4, 5, 6, 7]) To address secure group communication in
depend on a reliable channel to distribute keys — aunreliable networks, Staddon et al. [9] recently
issue which has received much attention thus farpresented a new concept of group key distribution,
When it comes to an unreliable setting (e.g., acalled self-healing. The core idea of self-heakey
wireless sensor network or WSN [8]), however, adistribution is that group members are capable of
message that contains the group key might neverecovering session keys on their own, without
reach some or all of the group members. Requiringequesting additional transmissions from the group
that each of such members communicate with thenanager. According to [9], for a lost key distriloat
group manager for a retransmission of the lostbroadcast which contains the current session key, a
message would pose a non-negligible burden on thaeser can recover the lost key by combining
network. In particular, when the group is large andinformation from any key distribution broadcast
dynamic (i.e., users may join or leave the grouppreceding the lost broadcast with information from
any key distribution broadcast following it, as don
as the user is a group member in the sessions
corresponding to these three broadcasts. Since [9],
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many self-healing key distribution schemes havestorage and communication overhead and gave some
been proposed in the literature [10, 11, 12, 13, 14constructions built upon the technique. Blundolet a
15, 16, 17, 18, 19, 20]. [11] modified previous definitions, gave new lower
The main contribution of this paper is that we bounds, showed some problems in previous
propose a novel self-healing key distribution sceem constructions and proposed some efficient
with limited group membership property, which constructions. Also, Blundo et al. [27] analyzed
specifies that a secure communication group isprevious definitions and showed that no protocal ca
restricted to have less than members, wherg is achieve some of them. Furthermore, they proposed a
a scheme parameter. Our design motivation is that inew definition, gave lower bounds on it and
is necessary to restrict the maximum number ofproposed some constructions under the definition.
members in the group whose underlying network isSaez [12] generalized previous definitions from
bandwidth-constrained (e.g., a WSN). That is, ananother perspective, gave some lower bounds and
excessive number of members would pose goroposed a general construction. Hong and Kang [13]
significant communication burden on the network. proposed a self-healing scheme which optimizes the
Furthermore, it is also necessary to limit the grou storage overhead according to the lower bounds
membership when considering quality of servicegiven in [11]. Li et al. [14] proposed a self-heaii
(QoS) in certain applications of such networks.(e.g scheme for local group key management in WSNSs,
wireless multimedia sensor networks [21]). providing group header migration capability.
The remainder of the paper is organized asSchemes in [15, 16, 17, 18, 19, 20] all use one-way
follows. In Section 2, we describe related work onhash functions on either personal secrets or sessio
self-healing group key distribution. In Sectiorma: keys to further reduce the storage and
define a security model our proposed scheme igommunication overhead under their respective
based on. In Section 4, we present our self-healingecurity models.
key distribution scheme with specified properties.
Section 5, we give a comparison between our3 Security Model
scheme and some previous schemes. In Section 6,
we give a slightly modified variant of our scheme  In a group key distribution scheme, a group
with a new property. In Section 7, we conclude thismanager seeks to establish a common key (i.e., the

paper and give our future work. session key) among all the group members, through
a broadcast, at the beginning of each session. A
2 Related Work session can either be a fixed interval of time or a

period during which the group membership (i.e.,

Broadcast encryption is originated by Berkovits user join or leave activities) goes unchanged. Eenc
in [22] and then formally defined by Fiat and Naor when the fixed amount of time elapses or a user
in [23]. Since then, a number of approaches havgoins or leaves the group, the group manager has to
been proposed [1, 2, 3, 4, 5, 6, 7]. However,tadl t initiate a new session by establishing a new sessio
above approaches assume that the underlyingey among the group members. When distributing
network is reliable. session keys to the group members, we consider the

Wong and Lam [24] and Perrig et al. [25] have self-healing property which states that a usehiae
considered a setting which is subject to packed.los sequential sessions can recover the session key for
In [24], error correction techniqgues have beenthe intermediate session when the user only regeive
employed to generate information about previousbroadcasts for the other two sessions from thepgrou
group keys. In [25], short hints for updated groupmanager. Furthermore, the scheme also has the
keys are attached to subsequent data packets.durnievocation property that any collusion of users
et al. [26] provides the key recovery property thatcan get no information they are not entitled to,
recovers a session key using the previous andefuturwhere t is a scheme parameter.
session keys. Without loss of generality, we consider a setting

Motivated by [24] and [25], Staddon et al. where there is a group manager GM and a set of
introduced the concept of self-healing key users, sayu ={u,..,U} . All of our operations
dIStI’IbUtIOH', 'VthCh is quite similar to [26], W@th take place in a finite fieldr, , where q is a prime
formal definitions, lower bounds to the required d
resources and some constructions. Liu et al. [10]2r9€r thann. Each userU;, stores a personal
generalized the definitions in [9], developed aelov secret§ O F (i.e., § can be represented as a set
personal key distribution technique incurring lessof elements ofF,). We assume that the maximum
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number of sessions of the group communication isSecrecy).

m. For each session , where 1< j<m, GM sends
the session keyKJ. , through a broadcasBj , to the 1.

group members. We denote the set of users that are
group members in session by G;. Thus, for any

user U, 0G,, K, is determined fromB, and S.

In the following, we give our definitions based
on those in [10]. We used to denote the entropy

Let t,icf{,....,n} and jO{,...,m}

Suppose a key distribution schenme.

D guaranteest -wise forward secrecy if for
any set X OU, where |X|<t, and all the users
in X are revoked before and in sessignthe

members in X together can get no
information about K, , even with the

knowledge of session keys before session

function of

information theory [28] in our

definitions.

Definition 1 (Session Key Distribution).

Let

tiof,...,n} and jOf,...,m.

Thatis, H(K; [B....B, {0 K. K)=HK).
2. D guaranteest -wise backward secrecy if for
any setY O U, where |Y|<t, and all the users

in Y join the group after sessiorj, the

1. D is a session key distribution scheme if the members inY together can get no information
following are true: about K, , even with the knowledge of session

a) For any userU,0G,, K, is determined keys after session | That s,
from B, and S. Thatis, H(K,|B,$)=0. H(K; 1By .By {Shyoy Kioyooo K) = HK).

b) No information aboutK; can be learned
from either _broadcasts or personal secretsy Sdf-healing Key Didribution  with
alone. That is, Revocation
HK 1S....§)= H(K | B..., B)= HK).

c) For any setXxOU, [Xkt and U, OX In this section, we present our self-healing key
the uncertainty of users inX to glsthutlonDs?h'(ime 1nglt -revrc])catlon capablllg :
determine S is at leastb bits. That is, ased on Letinition 1. Dur scheme assumes that a

secure communication group has a maximum
HE {Shoe B... B2 D number of t-1 group members. Information about
2. D has t-revocation capability if given any set the group membership in any session can be known

X OU, where |X|<t, the group manager can to parties outside the group. For any sessjanwe

generate a broadcasBj, such that for any user use G, and R to denote the set of non-revoked

U,0X, U, can recoverK,, but the revoked users in session and the set of revoked users in

users in X cannot. That is,H(K, |B,,§)=0  session j, respectively, wherdG,|<t, |R|<t. We

and H(K; |B, ,{S},,x) = H K) . assume that our self-healing key distribution is

3. D is self-healing if the following are true for restricted tom sessions. We note that the technique

any j, 1<j,<j<j,sm:

a) For any userU, who is a member in
session j,, j and j,, the session key
K, is determined from the two sets
{B,S and {B, S} That
H(K,|B;.B,,$)=0.

b) For any two disjoint setsX and Y,
where [ XUY|<t, and no users ixUY
are members in sessionj , the set
{B,...B At U B ... B Buh
contains no information about the session
key K, . That is,

HIG B B{Suat U B RIS < BK

is,

Definition 2 ('t -wise Forward and Backward

in [9] that extends the lifetime to go beyond $m$
sessions is also applicable to ours, which we do no
discuss in this paper.

Construction. Self-healing session key distribution

scheme witht -revocation capability.

1. (Setup) Lett be a positive integer. The group
manager GM randomly chooses t-degree
polynomials from F,[x] , which are denoted as

{s(%},4.n- GM also randomly chooses
session keys,{K},, ., from F and m
t -degree polynomials,{p,(®},, , , from
F,[X. For eachp,(x), where 1< j<m, GM
computes q,(x) =K - p(® . Each useru,
gets its personal secre§ ={ S(), q()},...
from GM through the secure communication
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channel between them. Theorem 1. Our scheme is an unconditionally
2. (Broadcast) In session, G, ={U,...U }, secure, self-healing key distribution scheme with

where |Gj| =w <t, GM choosest-w, values,

t -revocation capability.

{t}ia. s, » from the same field that user IDs Proof. We will show that our scheme satisfies all the
(i.e., {r},. . ) come from, such that none of conditions required by Definition 1.

1.

these values is used as a user ID. GM then
computes at -degree polynomial,®, (x), from
F,[X, such that® (x)=p(X+g(P+ s( X,
where g;(% =(x=1)--(x={, )(X= 1) (x={,) .
Consequently, GM broadcasts the following
message: B ={®(J+O  ¥.., D [ J+D (X D( R .
Specifically, we have thaB, ={®,(%} , where
j<3.

3. (Session Key Recovery) When a non-revoked
user, U, 0G, , receives the broadcast, for
session j from GM, U, recovers the
polynomial ®,(x), evaluates®,(x) at point
i, recovers the share, (i) by the following
equation: p;()=®;({)-g;()-s ()=, ()-5 (),
and computes the session k&y = p, (i) +q, (i) .

U, then storesK; to replaceq(i) since the
latter is no longer necessary.

4. (Group Member Addition) When GM wants to
add a new user, say, , to the group starting
from sessionj, it computes{s(V, q( ¥}, ..
and gives {s(V, q( V., to U, as its
personal secret, through the secure
communication channel between them.

Note that in our scheme, we do not require that
the sets of revoked users change monotonically, tha
is, R OR, for 1<j, <j,<m. Hence, a user that
Is revoked in session, can rejoin the group in a
later sessionj, . It is guaranteed that in any session
j,» where j <j<j,, the user cannot recover the
corresponding session kel , if the user is not a
member in session .

i

5. Analysis

5.1 Security 2.

Our scheme has the properties of unconditional
security, self-healing, t -revocation capability,
t -wise forward and backward secrecy, as shown in
Theorem 1 and 2.

Let us first prove thatD is a session key
distribution scheme.
a) A non-revoked usewm, 00G, recovers the

session keyK; during the Session Key
Recovery phase in our scheme. Thus, it
follows that H(K, |B,$)=0.

b) Since the session kex, and its share
p,(x (hence, q;(x) ) are randomly
chosen fromF, and F,[X, respectively,

K, cannot be determined only by

broadcast messages or personal secrets.
Thus, it follows that

HK 1S, §)= HK | B,.., B)= HK).
c) For any setXxOU, |X|<t andU,OX,

we show that the coalition oX knows
nothing abouts,. Assume thatu, joins

the group starting from session. First,

after receiving all the broadcast messages
{B,...B} , we have

{s(Vy=d(y-q(¥y- H )}i:j m ot Each
p(x) is randomly chosen fronF[x, in
order to determine eaclp (v), we must
have at leastt+1 points on eachp (X)
to recover p (x) first. Since the coalition
of X only has at most points on each
p(X) , it cannot determine anyp,(v) .
Second, for the same reasqm(V} ..,

cannot be determined by the coalition of
X, either. Thus, we have the following
derivation:

H(S {Sh., B-v B
=H({s(V, q( \)}i:j,___ml{ gu,m B.. B
=H{P(Y (Vs n{ S0 B B
=H{ P, 9V}, )
=2(m- j+1)logq.
Let XOU, |X|st, users in X are all
revoked in sessionj. For any non-revoked
user U, 00X, GM can generate a broadcaB

as described in the Broadcast phase, such that
U, can recover the session key, and any
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revoked user inX cannot. Thus, it follows
that H(K, |B,,$)=0. For the coalition ofX,

it knows at mostt points on g;(x and
nothing on p,(x) before B,. After B,, we
have {p,(i) =®(i) -g,(i) -5 (N, - Since
the coalition knows at most points on s; (¥
and nothing on{g,(i)}, . , it cannot get any
in turn the
that

and
it follows

information about p,;(x)

session key K, Thus,

H(K; 1B {S},0) = HK) .
3. Letus prove thatD is self-healing.

a) From the Session Key Recovery phase,

any userU, that is a member in session
j, and j,, where 1<j <j,<m, can

recover the polynomials
{®.(R, Py (R, @ 4(X,@; (3} from
the broadcastsB, and B, . For any

session j, where j, <j<j, and U, 0G,,
U, recovers the  session key
K, = p, () +g, () =®, (i) =5, () +q, (i) . Thus,
it follows that H(K, |B, ,B,,$)=0.

For any two disjoint setsX and Y,
where [ XUY|<t and no users inxUY
are members in sessionj , the set
{B,...B,.{S},»¢ contains at mostx|
points on s(X , the
{B,.... B.,{S}, contains at mostY|
points on s (¥, thus we have at most
points on /(X XUy After
recovering the polynomial®,(x) from

B. and B. , we have

I 2

P,(XN=® (H-g(R-s( x. Since s;(X
cannot be recovered by no more than
points on it and g,(¥) cannot be

recovered due to the unknowm} , ,.,

b)

and set

in

in the Broadcast phasey,(x) cannot be
determined either. Thus, it follows that
HKIB...B{Sua U B.. RIS < HK

[

Theorem 2. Our scheme achievets-wise forward
and backward secrecy.

1. Let XOU, |X|st, all the users inX are
revoked before and in session. Along with
all the broadcast messag€s,..., B} , the

members in X together have at most
points on s, (¥ which requires at least+1

points to determine, so they get no information
about the session kex;. Moreover, since

each session key is independently chosen from
F,. the set{K} _, ,, contains no information

about K, Thus, it follows that

H(K, |Bl""'Bm!{S}U‘DX' Koo Ko) = HK).

2. Let YOU, |Y|<t, all the users inY join the
group after sessionj . Along with all the
broadcast messag€s, ..., B} , the members
in Y together have nothing os, (X, so they
get no information about the session key .

Moreover, since each session key is
independently chosen fromF, , the set

{K}5 .. » contains no information abouk .
Thus, it follows that
HK; 1By By Sty o Kiuw s K) = HOK).

O

5.2 Efficiency

Once a new user, say,, joins the group
starting from sessionj, U, stores the personal
secret form- j+1 sessions,S ={g ¥ A %5 n>
which occupies 2(m- j+1)logg memory space.
After receiving the broadcast messagg, where
1<j<j'sm and U,0G, , U, recovers the
session keyK, and storesK; to replaceq;(v).

Thus, the total storage overhead in each group
member is 2(m- j+1)logg (at most 2mlogq).

A broadcast message in the Broadcast phase of
our scheme consists of -1 t-degree polynomials,
so the broadcast message size(tis1)(j—1)logq
(at most (t+1)(m-1)logq).

5.3 Comparison

In this subsection, we give a simple comparison
of our scheme with four existing self-healing
schemes in [9, 10, 11, 13]. Table 1 summarizes the
comparison among these five self-healing schemes.
We use C3 to denote Construction 3 in [9], anddS3 t

Proof. We will show that the scheme satisfies all thedenote Scheme 3 in [10], etc.

conditions required by Definition 2.
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Table 1. Comparison among selected self-healinglisyibution schemes in sessiof.

Schemes M ember ship Member Revocation Sorage Overhead Communication Over head
C3 of [9] unbounded t [(m- j+1)*+1]logq [m(t+1)* +t]log q
S3 of [10] unbounded t 2(m- j+1)logq [(m+ j+1)t+ m+1]log q
S2 of [11] unbounded t (m-j+1)logq (2tj+j-1logq
C1 of [13] unbounded t (m-j+1)logq (t+1)(j —Dlogq
Our scheme t-1 unbounded 2(m- j+1)logq (t+1)(j -1logg

Our scheme has the unique property of revokingscheme.
any number of users during the lifetime of the secu The construction of this new scheme is almost
group communication, while restricting the group the same as that of our previous one, except that w
membership to be less than As we explained need to modify the broadcast message format in the
before, by requiring an upper bound of the groupBroadcast phase in our previous scheme to realize
membership, our scheme saves limitedkey recovery from a single broadcast message. More
communication  bandwidth and  guaranteesspecifically, for a specific session, B, needs to
reasonable QoS by configuring the parameter pe modified as follows:
according to QoS requirements of the secure grougs. ={o (%, d,(3,...® (3, D (3} .
communication. : ’ :
From Table 1, it is easy to see that our schem

has the least communication overhead among th%
five schemes. Although C1 of [13] achieves theD L )

9 efinition 1:
same least communication overhead, the result does
not include the communication overhead for Definition 3. For anv session< i < and an
broadcasting the revoked user IDs, due to the neaso T y ) B J_‘m’ ) y
given in [13]. Hence, our scheme is a bit moreYSer U,, that is a member in sessidn the session
efficient than C1 of [13] in terms of broadcast key K, is determined byB, and § . Thus,
message size. As for storage overhead, our schemﬁ(KI 1B,,S)=0.
occupies more memory space than S2 of [11] and
Cl.Of [13]. This IS mainly because_ Fhat in order to Along the same line of Theorem 1, we have the
satisfy the requirement of Definition 1.1c, our followina th )

o : . g theorem:

scheme divides each session key into two separate

shares (i.e.,K;=p()+q(® for 1<jsm) 10 penem 3 The new scheme presented in this
further mask the session key. However, the othekection is an unconditionally secure, self-heakieg
two schemes do not satisfy this security requirémengistribution scheme witht -revocation capability.
When individually compared with S2 of [11], we

can see that our scheme requires twice the memory The storage and communication overhead of the

space and about half the broadcast message Sizgew scheme is the same as that of our previous
When considering the trade off between storage andcheme in Section 4.

communication overhead, this efficiency difference
makes our scheme outperform S2 of [11] in an .
energy sensitive setting (e.g, a WSN) where/- COnclusion and FutureWork

communication operations consume more energy |5 this paper, we propose an unconditionally

From a formal point of view, the self-healing
roperty of the new scheme conforms to the
ollowing definition which replaces 1a and 3a in

than storage ones. secure self-healing key distribution scheme with
t -revocation capability for unreliable networks with
6. Key Recovery from a Single Broadcast limited communication resources (e.g., WSNs). Our

scheme saves communication bandwidth and
rf|uarantees QoS by restricting the group membership
0 be less thart while allowing for revoking any

In this section, we give a slightly modified
variant of the scheme described in Section 4, whic

enables a user to recover all the previous SeSSiOHumber of users. Through analysis, we show that
Eﬁﬁz:ﬁr T)?SZI(;T:ST m@gg; Ies aargergbecr)so;éyt’%/ t ur scheme has a better tradeoff between storabe an

ge, _app W mmunication overhead than some previous work.
broadcast messages required in our previous

In the future, we will further improve our
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