Salesian Journal on Information Systems
n. 16 (2015) pp. 71-81

. . ’ TRILHA PRINCIPAL ‘ . .

SISTEMAS DE INFORMACAO.

http:/mww.fsma.edu.br/si/sistemas.h

Qualitative Characterization of the Facebook
Information Security Strategies

Silmara Ferreira LopésGlivia Angélica Rodrigues Barbdsalarcelo Werneck Barbosa
'Computer Science and Exact Sciences Institute — Rin@s
’Computer Science Department — CEFET Minas
silmara.lopes@sga.pucminas.br, gliviabarbosa@desbdetmg.br, mwerneck@pucminas.br

Abstract—Hyperconnectivity due to online social meairks
exposed security issues on data stored in theseesys This article
presents an analysis on how online social netwodesigners have
been communicating information security aspects ahigh these
systems’ interfaces. This analysis was made usihg Semiotic
Inspection Method on Facebook since it is largelgad in Brazil
and all over the world. Results showed that thesemajor concern
with security information properties. Neverthelegsvas possible to
identify interface problems that could compromisesas and
understanding of such security properties.

Index terms - Semiotic Inspection Method. Social twerks.
Information Security

I. INTRODUCTION

According to the Communications and Informatioinformation exposition is still potentially huge.

Technologies Study Center [6], given the large adea in
technology, we have instantaneous access to infaima
Coupled to this easiness, come several threawckattand
crimes, which may cause huge moral, financial amdne
physical damage to organizations and people. Thasdies
also point out to a continuous growth along the Jesrs of
the number of information security incidents.

Albesher e Alhussain [1] present studies that stiav
research performed in the Field of Information 3iguis
more focused on technological and mathematicalcas@nd
little has been written on the social aspects dbrmation
Security. Organizations have technology towards gloial and
create policies, norms and procedures that arenitally
correct but are essentially incomplete, given thaly do not
deal correctly with the human relations involvelipwaing for
attacks such as Social Engineering.

Social networks are a social structure made ofgmers
or organizations, connected by one or several typks
relationships that share values and common godf Hn
online social network, on the other hand, is afptat that
offers a communication and digital interaction spaxra set of
persons with similar needs and interests [11].

Online social networks are web based applicatibas t
people use to connect to other people with whory diere
common interests, both personal and professionalerd)
publish contents in the application in order to afed
connections and share personal news, interests o#met

contents. These can be done in the form of simeks;
photos or videos.

People use social networks to find jobs, new custem
or get in touch with distant friends or family. Exples of
online social networks include Linkedin, Facebo®kyitter
and YouTube. Online social networks usually offdédiional
applications that extend their functionality, suah games or
quizzes, which are usually developed by partnerd e
potentially incur in security risks [17], when thdgr instance,
ask for information from your account in order tmyide the
functionality. Situations like this can cause afieoinvasion
of information leaks. Given the growth of online cid
networks, the problem due to the vulnerability eowsity and
information privacy issues becomes stronger. Patson

Cases such as the Playstation network penetration i
2011 allow us to assume that any online applicétian stores
information online can become a target of attadksthis
paper we will focus only on online social networksit this
does not mean that the concepts presented herendaire
extensible to other network types.

Social media companies such as Facebook, Google and

Twitter usually have their own privacy policies ttrale the
usage of client data and the conduct of third parth their
networks when dealing with personal data [4]. Nthaless,
the social networks themselves do not make it cideat their
privacy policies are, putting the user in risk,pagnted out by
a study made by the Brazilian Institute for Consume
Protection [14]. In an analysis made on the mogtufa
social networks in Brazil, including Facebook [#e study
showed that even though the network does not cHargits
services, users are compelled to input their peison
information without being aware of what will be dowith it
and tend to accept use conditions.

In a certain way, this is similar to what a physgt@are
does, which allows us to say that both situatiores résky.
Nevertheless, in the case of social networks thaehef the
exposure is potentially bigger, given that the infation is
shared in a faster and more agile way. Besides social
network it may be difficult to pinpoint the originf an
information leak, among other problems inherent it®
architecture and conception.
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Security and privacy when dealing with social v the interface problems related to the presentatfosecurity
sites are fundamentally behavioral and not teclgiokd issues.
issues. The more information a person posts, thee mo
information is available for undue use or for mialis
purposes. Publishing photos, videos or audio films take to
the loss of individual privacy [17].

The remainder of this work is organized as follows.
Section 2 presents the related works. Section 8ribes the
methodological procedures adopted, as well ashéerétical
framework. Section 4 presents the appreciation loé t
The main responsible for privacy and security is thFacebook information security proposal, as well the
user himself. Information posted may propagate argkcurity breaches identified in this paper, andtiSec5
something that could be a joke among friends caadsessed describes conclusions and future works.
by other persons and used against the user nowtbe ifuture
[18]. Nevertheless, even though this is mainly tmeer's
responsibility , the technological solution must feof
mechanisms for the user himself to protect the ritgcof his
own information [36][37].

Il. RELATED WORKS

There are ways to protect the privacy, control Eggu
relationships status and other information andgatee lists
of friends in order to limit undue access. The gtpdrformed

In the last years, the popularity of social netvgoHas by Yuksel, Yuksel and Zaim [33] provides an impletagion
grown immensely [9], [15]. Nevertheless, socialwwks do Of a web solution to protect information privacyid solution
not attract users of good faith, but also thosbaaf intentions helps users to automatically categorize a great bennof
[15]. Hence, protecting privacy, sharing informatiand friends into classification lists. The main premisehis paper
application in online social networks or in thedrmtet are very is that users tend to present the same informaticall their

important problems [33].

This is such an important need that recently Fagiebo
has announced new privacy configurations. In spft¢hese
great advances, researchers and specialists centrariticize
those configurations, for they need to be improwtl
simplified [33].

On the other hand the topic of information secuitity
online social networks has not received the duentidn in
academic research, as shown by Albuquerque an@<sSEjt
who performed an analysis of the Brazilian publaad on
information security in scientific journals from @9 up to
2013. The research showed that few of the analjaeuhals
published papers on information security in the 3 years
and that those papers usually focus on the impoetaof
norms and standards for information security

Given this context, there are doubts about howdtta
provided by the users will be manipulated. Thisgrap based
on the premise that those doubts may be relateéntéoface
problems, given that the interface and interactit@signer
might not be able to correctly communicate hisritims to
the users. Hence, persons that use the Facebodksoaee
previous knowledge and some type of experience wi
software and web systems interfaces in order tcectly use
the software.

Hence, this work consists in analyzing how th
designer communicates through the system interféee
information security properties inside the Facebaucial
network. In order to achieve this, we used the {fatdle
Semiotic Inspection Method [22], and based on tbsults
found, we presented the way the properties commtioit is
made to the user, as well as the strategies addptethe
designer and the potential security problems tbatdcafflict
the users during their interaction with the system.

The results of this analysis and characterizatian c
guide the improvement and/or the development ofitiois
that improve information security in social netk®r given
that they identify the strategies used by Facelmukidentify

i

friends in a social group and hence, social cirgdes/ide a
way to categorize friends and establish security privacy
policies. The approach is based on the constructi@visual
graph of social groups and in the establishmergatities to
protect personal information. This approach suggst set of
lists of friends that should be created and how ¢heent
friends should be divided into those lists.

The work by Ngeno et al. [19] replicated a smadllsc
research that focused in users with a high dedrkeawledge
and interest in IT and in the expression of theeds and
requirements. Using a series of interviews, sonmersusvere
invited to report their experiences with socialwatk sites.
Based on the answers given, it could be seen that
interviewees wish for more transparency, trust angacy
within Facebook. The authors of this research cémnéhe
conclusion that the interviewees are conscious@firoblems
and in a certain way accept Facebook securitylpna®

The work in [38] analyzed how pharmacy students

performed their privacy configuration before anteatbeing
aware of Facebook security policies. The work shbweat
after knowing the policy, the students opted forfesa
nfigurations and that publicizing the policy hadositive
pact on these students’ behavior.

The research performed by Dhami et al. [9] intenided
understand the impact of safety, trust and privesgcerns

§hen sharing information on social network sitessing

online forms, empirical data was collected from 2B@rs in
Facebook from different age groups during a 4 mqmthod.

The findings from this research suggest that aofathat

affected trust in Facebook was the safety chariatiter it

provided and an individual belief that accessing FHacebook
through the Internet is safe. It was also realited there is a
strong correlation between the users’ perceivedapyi and
their perceived trust.

The work by Albesher and Alhussain [1] intended to
improve the protection of users’ personal sensitifermation
at social network sites. The work discussed in iQaer
privacy configuration issues, security issues dmddtparty
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application within Facebook. The results of thegrdpghlight
the need for regular reviews of the privacy configions.

The work by Binden et al. [4] highlights the impante
of configuring in an appropriate way the privac
configurations. Since more and more users arengal@ss
attention to the privacy configurations, it is revaended to
change the standard configurations in social netsvéo the
safest possible in order to avoid leaking persarfatmation.

Yy

to do it and why. Here, therefore, is the systeat #s a
consequence | develop to you, which you can orldhaser
this way, in order to perform a series of goalsaasated with
this vision (of mine)”.

made by signs. A sign is everything that means Hunmgp to
someone [21]. SemEng identifies three types of ssign
metalinguistic, static and dynamic. Metalinguissigns are
those that refer to other interface signs and aexl by the

There are also some papers that discuss attacksdisigners to communicate to users the meaningsidodie

social networks such as those by Hasib [13], Malagigadi
and Gull [17] or even by Zilpelwar, Bedi and Wadlia4].
Most papers in this area present attacks to ontioeial
networks and show that privacy of user informatira big
concern in those networks, even if, in generalsehgapers do
not present useful solutions to protect informatinivacy
[33]. Besides, none of them tried to evaluate hiosvnetwork
designer communicates the security related infdonab its
users.

Ill. METHODOLOGY AND THEORETICAL FRAMEWORK

system and how to use them (for instance, docurtientand
help system). Static signs are those that exphesstate of the
system. They can be interpreted just by lookinthatinterface
(for instance, buttons that allow closing or mirging a
window, icon of a folder in the workspace or a mgng
glass drawing in the research field at a browsdrg dynamic
signs, from their part, express the behavior ofsystem and
can only be perceived as the user interacts wittffat
instance, an exclusion button becomes enabled wheselect
an e-mail in Outlook).

SIM is a method based in SemEng [31] for the

Considering our goal, we looked to investigate thevaluation of interactive systems. SIM analyzesitterface

following research question:*How does the designer
communicate through the system interface the irdtiom
security properties in Facebook social network?”

The methodology used to answer
consisted in a qualitative approach, divided imto steps. The
first one looked to investigate which the securiptions
communicated in the Facebook interface are. Thenskstep
looked to investigate which the relationship betwethe
possibilities offered by the designer of this sboiegtwork and
the information security pillars is (described iac8on 11IB).
In order to perform the above mentioned analysesuged the
Semiotic Inspection Method (SIM) [22], which willeb
described in the next section.

A. Semiotic Inspection Method

this questio

from the point of view of the designer metacommatian
message emission. The goal of SIM is to identifthdre are
communication breaches (that is, problems) andltavahe
ﬂvaluators to rebuild the designer metamessagechwis
composed by signs that are the interface elements.

In order to evaluate an interface, SIM proposetepss
that must be followed by the evaluator: (1) inspmeciof the
metalinguistic signs; (2) inspection of the stasigns; (3)
inspection of the dynamic signs; (4) contrast anthgare
between the messages identified in each of theeatems and
(5) appreciate the quality of the metacommunication

The inspection of the metalinguistic sign consafta
step defined in the SIM that is used in our methogyy The
inspection is performed by experts in order tofydtie actual

The Semiotic Inspection Method (SIM) is based a thexplicit information on the system, which are nestricted to

Theory of Semiotic Engineering (SemEng) [31] andais
theory that explains the Human Computer Interactid@l). It

allows us to understand the phenomena involveldrdesign,
usage and evaluation of an interactive system [82mEng
offers explanations for the phenomena that occurthie

design, usage and evaluation of an interactiveesysand
focuses on the communication process between thigroe

and the user through the system interface.

the help system, are clear and sufficient for tser to
understand the system. According to the proponehtthis
method, this phase is extremely important becaugn e
though users do not usually use these instructbfisst, they
might be useful when questions arise during theragtion
between users and system.

In the three initial steps, the evaluator must nstwict
the metamessage from the designer. The use oftlifghpasis

In SemEng, the system interface is seen as amirestamentioned in the beginning of this topic is suggésas a

of metacommunication (that is, the communicatiotween
the designer and the user), where it is commurdctiethe
user through this interface the designer view or \ighthe
target of this interface and which problems he salve by
interacting with it. The message that the desigrarsmits to
the user is known as the metamessage and is vooisy the
user as he interacts with the interface. AccordimgSouza
[31], the interface of a system is a message fitoendesigner
to the user, whose content is:

“This is my interpretation on Who you are and | erstood
about what you want or need to do, which ways doprefer

template. At the fourth step, an analysis of
metacommunication messages generated in the psesiep
is made. Finally, at the last step we perform aalw@ation of
the communicability of the inspected system.

SIM was adopted for the evaluation proposed here

because even though the method was originally seghdo
evaluate the communicability of systems, a liten@treview
performed by Reis and Prates [25] showed that riteshod
also allows the identification of design strategies
communicated in a system interface whose goal isdeease
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the potential specific usage qualities and/or pridge (like
sociability or privacy) [24][3].

In this sense, the work performed by Coutinho, é¥rat
and Chaimowicz [8], identifies sound strategies fmme
orientation through the use of SIM. On the othendhahe
work performed by Barbosa, Santos and Pereirag48tl 5IM
to identify sociability strategies in social netksr The
authors Silva and Oliveira [30] used SIM to identifarketing
strategies in hotel sites and, finally, the workfpened by
Silva and Barbosa [29] adopts this method to cherae
gamification strategies in education mobile appiarss.

» Availability corresponds to the fact that the
information is accessible at the moment an indigidu
or organization needs it;

» Confidentiality is related to the degree of
information protection according to the degree of
secrecy associated with its content;

» Authenticity may be related to an identification
process, a way to guarantee that the involved paets
exactly who they claim to be;

» Finally, legality is associated to the respecteafal

These works justify using SIM because they show the ~ aspects, such as laws, norms and policies.

application of this method in similar contextspaling for the

extrapolation for the case under study. was communicated in the interface. We did not start
All these evidences justify using SIM in thespecifically from them, but analyzed the interfageorder to

identification of security strategies communicatatl the Verify whether or not they were present at thealawtwork.

Notice that these aspects were analyzed based ah wh

Facebook interface. Based on this analysis, thisides from
this social network designers were compared wittusey

strategies available in the literature in order verify if

Facebook contemplates the minimum security requérgm
In order to better understand strategies, the rsedtion
describes concepts related to information secuaisyyell as
properties that are necessary for it.

B. Information Security and Security Strategies

Information security can be understood as a set
practices and measures, all
information and data, having as a common goal
preservation of its integrity, confidentiality aralailability
[16]. Information security can be defined as a klenlge area
dedicated to protect information assets againstithioaized
access, undue changes or information unavailabilihe set
of these three problems forms what we are calleqysty and
will be analyzed using the SIM method.

We can also define security as a practice adopied
make an environment safe (activity, action or pples
preservation), of multidisciplinary character, maifea set of
methodologies and applications that intend to distab
security control (for instance, authentication hawization and
auditing) of the elements that make up a commuicicat
network and/or manipulate information [28].

intended to duly ptrotec
th

Among the aspects observed by Information Secigity
the privacy of user data, which some authors, siscBémola
[28], see as part of confidentiality. Privacy canunderstood
as the information set about the individual which imay
decide to keep under his control or communicate;jdiley
who will be the recipient, when, where and undericivh
conditions he will communicate, without being ldgalbliged
to do so [5].

These concepts take on specific nuances in online
cial networks. Concerning integrity, most socgiatworks
low only the account owner used to authenticate the
séystem may alter or delete data. These permissiamsot be

S
0
a
passed on to other network users, making it dilififar a non
authorized change of data to happen. This way,then
concept of integrity, there is not a large conckom most
mechanisms of access control in social networksutalkie
modification or exclusion of data from a user mdiean
unauthorized users, because to do so it would bessary to
know the login and the password of the user acconrgdrder
tb authenticate into the system and make the uodméu
changes [27]. These problems may be extrapolatednto
access to data within computer systems, but thesfoé this
work relies solely on social networks.

On the issue of confidentiality of the personal
information stored in the users’ profiles, mostwaks use a
mechanism based on the relationship level betwhernuser

Every piece of information is an asset and eacktassnd the person who wants to access the data. Ire som

has a unique value to the organization and/or iddal and
hence, must be duly protected against several typHweats
to keep its integrity, availability, confidentialitauthenticity
and legality, those being the information proper{2g].

In this context of protection and preservation oﬁ

information, it is necessary to understand the nmeaof a
security system and which pillars and principlesdguits
implementation. According to Sémola [28], infornoati
security can be implemented by a set of five priggras
follows:

e Integrity, which is related to how we protect

information against undue, change, either accidlemta
in purpose;

networks, such as Facebook, the relationship lsvdivided
in, for instance, All, Friends of Friends, Friends
personalized list. The data can also be marked riagte,
being accessible only to the account owner. Thishaeism is
ery popular, because it provides a good balantedes
exibility and ease of use and can capture a etavel of
trust that a user has with those that belong taéiigork [27].

Sharing great amounts of information (includingttex
photos and any other type of content) brings sgcluand
privacy problems for social network users [33]. The
information privacy issue has received growing reite.
Close to 25% of the Americans consider themselvetims
because the privacy of their information has beelated [9].
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A valid discussion is whether people who share &
large amount of information really Y& an expectation of
privacy. It must be understood that the goal of this wortoi
evaluate what the tool offersniterms of protection ar
security of the data so that the user can easityddewhich
level of protection he wants for his informatione\égree the
there is a human component in the issue, but tbes do!
preclude the technology to play its part ielping the user.

This concept can be seen explicitly{88], where students in a

Pharmacy college began to use better the secl
configurations after they got to knothe corresponding
policies.

Many persons beyond your friends and colleague:
interested in information that you post in social nekgo
Identity thieves, information thieves, stalkers aadporation:
are seeking a competitive advantage using soctatamks to
gather information on the consumers. In this sdenare have
the violation of property authenticity, that is, the emittertiod
information is not who he claims to be. In the sasnenario
we can also have violations of other propertiesshsas
legality, because information usagfeouldbe according to the
applicable laws, egulations, licenses and contract. We
even have a violation of the availability, becaurgermation
may not always be available to use when the awbdruser:
need it [28].

Organizations that operate on social networks
gathering a multitude of data on their users, bodt
personalize their services and to sell it to adsers, a:
announces in the Facebook own data p [12]. The concern
about information leak and security and privacyabhes ha
grown in thesocial networks environme [15].

Some people could argue that nobody reads thesk
agreement and that this would give rights to Fackbim what
amounts to a tacit authorization. This is an irdéng point
and the discussion here is whethes tisi explicit and clear i
the user interface. We understand that there igferehce in
not doing because of ignorance and not doing whéang
aware of the configurations, but opting not to ttsem. This
works focuses only in the first case.

In the next section we present the main resultcour
investigation.

IV. ANALYSIS AND DISCUSSION OF THEFACEBOOK SECURITY
PROPOSAL

In this section we will presenan analysis of the
Facebook Interface performed using SIM, indicatitige
designer proposal for informion security in this socii
network, as well as the strategies he ado

The evaluation was performed in a period of ningsi
(from September 6th, 2014 to September 15th, 2G4
conducted by the two authors of this pajOne of them had
already performed other interface evaluations otia
software using the method here proposid

The scope was limited to the Brazilian ven in
Portuguese and the following task&) perform login using
password; (2yisualize a content in the time lii (3) visualize
a picture; (4xomment on the content ofpost (5) publishing

a post in the time line(6) configure account privacy; (7)
configure account security ar(8) talk using the chat.

The choice of scenarios was made because thes
directly related to the information security prapes in
Facebook. Figures 1, 2 and 3 preselahead show examples
of the inspected signs. It important to point out that we
highlighted in each figure the interface aspect thake i
evident what will be presented as the designer rigc
proposal.

In order to appreciate the metalinguistic signs,
analyzed the system help, -topics login, password, privacy
and personal data. Figure 1 shows an example ©
metalinguisting sign inspected in the Facebook wisientains
instructions to the user on how to remove a markinga
picture or publication in which he was mark

The static signs weranalyzed based on the elements
that make the timeline, the newsfeed, the photaalbthe
privacy configuration and the exchange on instapssage
between users (chat). Figure 2 shows an examplan
inspected static sign that contains interface ehts that
indicate the possibility of publishing a commenigtypre of
marking a user in a specific plac

Como faco para remover uma marcacao de uma foto ou publicagao em gue fui marcado?

Col storia. cligue em # e selecione DenunciarfRemover marcacao no menu
ir & e 0a que pi iblicou para retirada.

ode optar por rem

T a mart

Vocé também pode remover marcagbes de diversas fotos de uma vez so

1. acesse o Registro de atividades
2. Cligue em Fotos na coluna a esquerda
3. Selecione as fotos das quais vocé deseja remover as marcagdes

4. Clique em Denunciar/Remover marcagao na parte superior da pagina

5. Clique em Desmarcar tudo para confirmar

om o qual ela tor compartilhada em o

Fig. 1. Evignce of the evaluation of a metalinguistic s

| |=/ Status Foto _g Local E_Il Evento cotidiano

Mo que vocé estd pensando?

Fig. 2. Evieence of the evaluation of a static si

Finaly, the dynamic signs were appreciated thro
the interaction with the resources proposed for tertt
sharing, user communication and privacy configora
Figure 3 shows an example of a dynamic sign inggeat
Facebook that allosvthe user to chancthe visibility of a
published content.
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Status | Adicisnar fotos fvedeo

Se ndo pudsr se destacar pely talento, venga pelo esfargo

Pubbco

Aunaigos

Fig. 3. Evidence of evaluation of a dynamic sign.

The results found with the application of SIM athe t
juxtaposition of the three metamessages correspgrdi the
evaluation of dynamic, static and metalinguistimbypls in a
final message will be presented in the next section

A. Facebook Information Security Proposal

Out of these pieces of information, the designer
demands only that the user provides an unique ifglierg
name to represent him.

For the interaction among members to happen, the
Facebook designer offers a tool to search anddogatsons
and another to recommend friends. In order to begin
friendship with another member, the owner of thefifg has
two options: (1) send a friendship request to someaho
may or may not accept it; (2) accept the friendsteiguest
from another member. In order to organize the fiethe user
has in its profile, the designer offers the podisybto group
them into lists or even to specify some possiblgree of
kinship.

The main resources offered for interaction and ewint
sharing between the owner of the profile and hisnfis are
the newsfeed (or mural), instant messages (or,ahahts and
groups. The user can publish content both in higsfeed
and/or in his friend’s newsfeed, as long as he tm
permission to do so. Sharing can be done throughiteage
and/or video. Besides, it is possible to includéorimation
such as data, location or even to mark friends.

Once we identified the metamessage from Facebook to
its users, and considering the information secuityperties,
it was possible to verify that the designer addressecurity
aspects in its interface, with the goal to supposdafe social
interaction among its members.

Among the designer decisions connected with sggurit

Based on the inspection to identify the systen¥€ can highlight the control over the shared cangghibition
metamessage, we verified that the purpose of Fakebdn the user profile. The visibility of the newsfepdblications,

designer is to offer to its users a space whei® pbssible to
share contents (such as texts, videos, messagesnages)
and interact with other people.

as well as that of the personal information, isamzbntrol of
the profile owner. He must decide whether this eohtis
public, restricted to friends, private (visible ptid himself) or
personalized. This way, if the published contentas private,

The system has policies and use terms that, asteelpo his friends can like, comment or even share it wither

by the designer himself in a metamessage, shoulfbltwev

persons. It is important to point out that the usan control

because: diven that Facebook offers people around the worlgnly what is visible through his profile, and nat Visible

the power to publish their own stories, see theldvttrough
the eyes of many others and connect and share wéretigey
are. The conversation that occurs inside Faceboalnd the
opinions expressed here — reflects the diversityeaiple that
use it. In order to balance the needs and the @#isr of a
global population, Facebook protects the expressibat
adheres to the community standards described snghge”.

through his friends’ profiles.

Another relevant decision on security is the pabib
to accept or refuse friendship requests, whichvallthe user
to control who has access to his profile. This doatshappen
in other networks, such as Google+ and Twitter.ebaok
also allows the user to configure permissions awarkings
and publications made by third parties in a profitethis case,

Any person who has an e-mail and accepts the termggfore the publication is shown in the newsfeed, phofile

and policies is allowed to create an account irebaok and
start to use its services. By creating a profitee tiser can
make available information on: (1) Work and eduarati(2)
Residence; (3) Relationship (that is, if you amgkd, have a
boyfriend/girlfriend, is engaged, married or sepeay (4)
Family (that is, which of your family members ara i
Facebook and which is your degree of relationship them);
(5) Contacts (that is, e-mail and telephone numpearsong
other information, such as favorite TV shows, senmgevies
and books. Besides, it is possible to publish aagenwhose
goal is to visually identify the profile owner.

owner decides whether or not the content shouldigible.
Nevertheless, even if the user does not authorize t
exhibition, the content can be seen in the prafiléhe person
who created it.

It should also be noticed that Facebook also allows
denouncing content so that it becomes excludedvéore
Nevertheless, given the need for human analysks,tithe
between the publication and the solution of theuderation is
enough for the information to propagate online.

Finally, in terms of availability and with the goaf
insuring a good relationship between users who keepuch
through Facebook, the designer notifies each merabeut
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updates that happen in his problem. For instandegenwa Figure 4 shows an example of strategy implementatio
friendship request or a message is sent to the mermbeven, identified as D2 in Table 1, which is related toe th
when someone shares, comments or likes his newstieed Authenticity property of information security. Thdesigner
user receives a notification in real time so thathHas the decision is related to the authenticity propertgeaese the user
opportunity to offer a feedback to the person ayugrthat can verify and identify who is sending the frienigstequests.
interacted with him (for instance, answer a messége a
content or accept a friendship request).

Once we identified the Facebook designer proposal i
terms of security, in the next section we preskatstrategies
adopted to promote this property in the system.

Solicitagdes de amizade Encontrar amigos - Configuracoes

B. Identified Information Security Strategies

Based on the Facebook security proposal identified
with SIM, it was possible to realize that the desiguses
strategies that consider the

information securitijlans

—
Excluir solicitagdo
=
| [r—

S — P

presented in Section IlIB. Table 1 presents thentified

strategies that are aligned with the security priogse Fig. 4. Evidence of the D2 designer decision.
presented above, as well as the designer decigpmist out

by SIM), which make clear those decisions in Faoc&bVe

should point out that in some cases the same gjragdlects

different designer decisions. Next, we will presesutme

examples of how those strategies were implemented i

Facebook.

TABLE1

INFORMATION SECURITY STRATEGIESIN FACEBOOK

Information Security
Strategy/Property

Designer Decision

Justification in the contexirdbrmation security

E1 — Autenticity

D1 - Login and password tg
access Facebook

Identifies the user who is using Facebook. Gueemthat the user is really who he
claims to be. For instance, that the user is tleevamo created the account and has access
authorization (but not necessarily who he claimiseian his profile).

D2 — Approve friendship request.

Guarantees touber the possibility of choosing with whom He wishe have a
relationship (that is, communicate/exchange infdiond in the social network. This
way, the user can verify the source and the retiped the contents that will be
shared/visualized at his profile.

E2 — Confidenciality

D3 - Definiton of conte
visibility/privacy in the profile.

t Guarantees to the user control on who has accdss fmersonal information and to his
shared contents. In other words, the user defihes degree of secrecy of each
information

E3 — Availability D4 - Notification of profile| Makes available in real time notifications aboutiates that happened in the user profile
updates in real time. (for instance, friendship requests, mural publaad). This decision allows the user to

provide a feedback to the person or group thataated with him.

E4 — Integrity D5 - Analyze third party Guarantees to the user the possibility of decidingis convenient or not to publish
markings before exhibiting them contents in his profile that were not originallybsuitted by him (for instance, shared by
in the user profile. a friend) and verifying before publication if thentent is intact (for instance, if it was

not altered or manipulated unduly).

E5 — Legality D6 - Denounce non propellows the user to denounce contents that do ntwvicthe Facebook usage, security or
content. privacy policies. This way, it is sought to guasnthat the content and behavior inside

the social network follow the norms and laws.
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Figure 5 shows an example of the implementation of
the strategy identified as D4 in Table 1, whichiékated to
the Availability property of information securityThis
figure shows how a user can visualize in real time
notifications about updates that happened in hiilpr
This way, the user can provide feedback to thegres
group that interacted with him.

Notificagdes

Marcar coma lida - Configuracies

Hoje & 0 aniversaro de |—

| ) (—; o oUtros 2 amigos fizeram
i aniversario em 16 de junho

fi

A t CONVIdOU vOCE para jogar
Criminal Case
- RERE
22
— publicou N0 Grupe | ——
P —— 2 11O

| &

Fig. 5. Evidence of the D4 designer decision.

Figure 6 shows an example of the implementation of
the strategy identified as D6 in Table 1, whicliakated to
the Legality property of information security. Frgu6
shows how the user can denounce contents that tdo no
follow the usage, security and/or privacy Facebpolicies.
This way, it is sought to guarantee that the cdnterd
behavior inside the social network is guided bymm®m=nd
laws. Figure 6 also makes it evident that therethis
possibility of deciding, either by direct requestr o
recommendation, if the user wishes to keep theacbrih
his network or not.

+ Seguindo Mensagem e

Ver amizade

Fotos Mais -
Cutucar
¥iicD Denunciar
Bloquear

Fig. 6. Evidence of the D6 designer decision.

Once we finished this step of strategy identificati
it was possible to verify that the designer offezsources
that foster and make it possible to establish mftdion
security between Facebook members and that forgties
he adopts some security strategies (for instarmopepties)
considered as relevant in the context of interfarogect for
systems who intend to foster a computer mediateihlso
interaction in a secure way.

As we previously pointed out, the main goal of this
work is to characterize the security strategiesroamicated
in the Facebook interface. Nevertheless, in a
complementary work, we sought to identify the ptgn
problems (ruptures) that could be experienced kyusers
concerning security. In the next section theseltesare
summarized and discussed.

C. Ruptures Found

In this section we will describe the main ruptures
(RP) found by SIM and discuss the potential imps=ath
one of them may have in the security of the user in
Facebook. It is important to point out that theusngnts
used to explain the possible problems were basdd6j
which discusses the impact of online systems dsgcuri
breaches.

RP1. Lack of clarity for access to security
configurations. There is a section in Facebook called
“How to connect” which has a set of questions diyec
connected to security and privacy configurationgntg,
the current section name is not consistent withgtlnestions
content, given that it does not suggest that is space it is
possible to find information concerning safety
configurations. This rupture can cause an impacttten
users’ security because by not realizing that thevark
offers resources that help in these configuratities, user
may not perform a configuration or solve a doultdtesl to
the security in Facebook and hence become vulreiabl
this social network, which could possible cause a
confidentiality or even integrity breach.

RP2. Using ambiguous terms. The designer uses
ambiguous terms to express the same concepts in the
Portuguese version of the system. One exampléisf t
ambiguity is the use of “Privacy Policy” to accessurity
configurations, which can be considered a broadem t
than the one used. These ambiguities may hindeven
make impossible to identify and use the resourvadiable
in Facebook to configure security aspects of thisvouek,
maybe causing confidentiality breaches.

RP3. Excessive number of steps to access help on
security configurations. In case the user has doubts and
needs to access the Facebook help to get informatio
network security, he faces an excessive humbetepkso
get to the desired information (at least 7 clickR)is is a
problem because it violates a basic principle eérfiace
usability, the recognition instead of memorizatj@0][23].

In this case the user needs to memorize the patitdess
information and because it is so long, it may renihe
search non viable, compromising the correct use of
configurations, in the case the doubts remain.

RP4. Limitation of the content visibility options.
Even though Facebook offers a mechanism for the tase
configure the visibility of the content show in hisofile
(for instance, text, photos and videos publishedhim
newsfeed), there is no explicit way to control tantent
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exhibited in a friend’s newsfeed, in the case tustent
mentions another user. This decision causes ancimga
security, given that a person can be exposed byhano
even if not intentionally, causing a breach of cderftiality

of his personal information.

RP5. Restriction of denunciation only to users
who have a Facebook account. Facebook offers the
possibility of denouncing profiles that do not respits
usage rules (for instance, fake profiles). Nevéesd® in the
case of a fake profile, this denunciation is restd to users
who have a Facebook account. This happens becaase e
though Facebook makes available instructions tamualece
a fake account through the help page "Como faca par
denunciar uma conta falsa?"
(https:/iwww.facebook.com/help/167722253287296), e th
options listed are visible only to users loggeatf(iis, those
who have an account) into Facebook. In other wafdke
user who had his profile falsified accesses thevebo
mentioned page from this false page, even thoughale
see the page, the denunciation option is not adaildn
this case, there can be the undue use of nameaaadrdm
a person who has its name used to create a fatsrirzc
and does not have an account in Facebook.

V. FINAL CONCLUSIONS ANDFUTURE WORKS

In this paper, the research question consisted in
analyzing how the designer communicates the infaoma
security properties inside the context of a saoéivork.

In this context, it was possible to come to the
conclusion that, according to the final metamessaige
Facebook designer sought to improve informatiorusgc
in this system, incorporating in its interface in
complementary way, the properties considered as the
“security pillars”. Nevertheless, some propertierevmade
more evident (for instance, confidentiality) thahers. For
instance, it is not possible to identify informatidhat
allows the user to find easily the Facebook usageg, and
hence the Legality property is little, if ever, éqed.

Hence, we can see that in a social network, for
instance, for the designer it would be more impurt®
keep the confidentiality than the availability, kthts does
not indicate that he does not addresses it, buhgeit does
not devotes more resources to make it evident.

In terms of contribution, in spite of presentingase
study within Facebook, the appreciation performed i
relevant both in practical terms as well in
scientific/methodological terms for the areas ofnidm
Computer Interaction (HCI) and Information Security

In practical terms, the results contribute to the
improvement and/or development of solutions thairowe
the information security in social networks. That a
consequence of the fact that this paper offersreppetive
on information security strategies communicatedthe
Facebook interface which can also be adopted irroth
networks.

In scientific/methodological terms, the resultsnfro
SIM reinforce the method applicability, because if
theoretical foundations, to identify design strésg
communicated in the interface who intend to improve
certain usage qualities (in this case, informasiecourity).

It should be noted at this moment that it impossibl
to come to the conclusion whether Facebook is gwatbt
in relation to its criteria. The scope of this wddcused in
presenting what exists in term of resources andlenas
from the point of view of an expert in interactioBven
though this analysis is important and necessaaglldatvs us
to identify evidence that must be confirmed through
triangulation made with studies with users. Henee
understand that the conclusion should be made afitdy
this study, as predicted to be included in theriisiudies.

As a proposal to future works, we pretend to
evaluate under the user point of view, through the
Communicability Evaluation Method (CEM), which iset
perception about the information security propsrtand
whether Facebook strategies support the userssiaspect.

Besides, another point to investigate is
possibility to identify interface signs that allows to
classify the information security possibilities eféd by the
online social networks. This would help in the pitjand
the evaluation of other networks, such as Instagkdemce,
we will be able to demonstrate that our approach is
applicable to several social networks, and not jast
peculiarity of Facebook.

the
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