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ABSTRACT

The most significant merit of the RPPM algorithmhat when the algorithm terminates, the algoritiuarantees
that the constructed attack graph is correct wipecified level of confidence. We carry out sintiolas on the RPPM
algorithm and show that the RPPM algorithm can gnigre the correctness of the constructed attagkhguader 1)
different probabilities that a router marks theaeitt packets, and 2) different structures of thevodt graph. The RPPM
algorithm provides an autonomous way for the oegiPPM algorithm to determine its termination, dnid a promising
mean to enhance the reliability of the PPM alganitiAs attackers use automated methods to inflidespread damage on
vulnerable systems connected to the network, itdem®me painfully clear that traditional manual Imoels of protection
do not suffice. This paper discusses an intrusicgvgntion approach, intrusion detection, resporssed on active

networks that helps to provide rapid response toerability advisories.
KEYWORDS: Structured Network, Secure Data Sharing, Securke®ac
INTRODUCTION

We design a new probabilistic packet marking teétmo -- P3M in this article. Comparing with the digonal
PPM technologies, our first contribution is a neaylpad (called as P3M payload below) carrying roatédress and path
identification to avoid influencing the normal rung of recombining packets and QoS mechanism. Guord
contribution is a new path identification schemesdsh on router addresses and hash algorithm. Theofugmth
identification makes our probabilistic packet magkiechnology P3M simple when victim computes Dxttack paths.

And path identification also could be used by otietwork security equipment.
PACKET MARKING PROCEDURE

The packet marking procedure aims at encoding eedge of the attack graph, and the routers encoee
information in three marking fields of an attackcket: the start, the end, and the distance fieldse(ein Savage ET
alohas discussed the design of the marking fieldghe following, we describe how a packet stdahesinformation about

an edge in the attack graph, and the pseudo cathe girocedure in is given in Figure 1 for refeeenc

When a packet arrives at a router, the router deters how the packet can be processed based amdama
number x (line number 1 in the pseudo code). IExsinaller than the predefined marking probability, gthe router
chooses to start encoding an edge. The routetleetstart field of the incoming packet to the rostaddress and resets

the distance field of that packet to zero.
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Then, the router forwards the packet to the nextero When the packet arrives at the next routeryouter again

chooses if it should start encoding another edge.

For example, for this time, the router choosestaatart encoding a new edge. Then, the routerdigitover that
the previous router has started marking an edgmuse the distance field of the packet is zeronteaadly, the router sets
the end field of the packet to the router’s addrdssertheless, the router increments the distéiete of the packet by

one so as to indicate the end of the encoding.

Now, the start and the end fields together encodedge of the attack graph. For this encoded emlge teceived
by the victim, successive routers should choosdmetart encoding an edge, that is, the case mghe pseudo code,
because a packet can encode only one edge. Fuditeravery successive router will increment thennca be applied
under this multiple-attacker environment.

Packet Marking Procedure(Packet )

. Let z be a random number in [0...1)

2 I r < py, then

3. write router’s address into w.start and 0 into w.distance
4. else

5. Ifw.distance =0 then

b, write router’s address into w.end

7. end If

8. increment w.distance by one

9. end If

Figure 1: The Pseudo Code of the Packet Marking Paedure of the PPM Algorithm

Figure 2: A 14-Router Binary-Tree Network the UpperBound Equation
ROUTER MAINTENANCE

The assumption that every router has only one auggmute toward the victim This change may cabseattack
packets to take more than one path toward to @i and the routers in the onstructed graph naasehmore than one

outgoing edge.

Problem of Multiple Victim Routes
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Originally, without considering routers that haveltiple victim routes, the arrival of a new encodeibe will
add only a new node and a new edge to the constrgraph (note that it is the worst-case execiga@mario). However,

when we allow a router to have multiple victim resitthe arrival of a marked packet that encodesiaatlge can result in
two different scenarios:

* Anew node is added that is, one node plus one a«dde

* No new node is added, which means that the new ealggects two existing nodes.
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Figure 3: When the Routers Have More than One Victnh Route, the RPPM Algorithm Cannot
Guarantee the Correctness of the Constructed Graptvhen the Confidence Level is Larger than 0.59

The Simulation Environment

The testing network is a random-tree network wilmbdes: one victim plus inner outers. Howeves time, we
allow the routers in the testing network to haverenthan one victim route. Again, the marking prdligbis set to a
random numbering [0.1:0.9], a ditch value see #mesfor all routers.

THE SIMULATION RESULTS

Figure 3 shows the simulation results for bothaherage-case and the worst-case executions. Finshees of
the trace back confidence level, the successfakratf both execution modes are still over the lnotioe. However, the
successful rate of the worst-case execution falevi the bottom line when the trace back confiddeeel goes beyond
0.54, where a she successful rate of the averaggeeoa@cution falls below the bottom line when thed back confidence
level goes beyond 0.59. One can conclude that Bid Blgorithm cannot provide a guarantee of the esgftl rate in

reconstructing the attack graph when the routevs haultiple outgoing routes toward the victim.
Formulating an Extra Set of Extended Graphs

The new set of extended graphs is defined as fellow
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Figure 4: An lllustration of the Extended Graph with the Support of Multiple Victim Routes
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Figure 5: With the Support for Multiple Victim Rout es, the RPPM Algorithm Can
Provide the Guarantee of the Correctness of the Catructed Graph

Simulation: Support for Multiple Victim Routes

Shown in Figure 5. In this figure, the PPM algamtltan guarantee the correctness of the constrygtgzh,
again, with the support of multiple victim routdgchnically speaking, the introduction of the exted of extended graphs

actually increases the value of the TPN. As the TiRikeases, the successful rate therefore increases

TPN GENERATION

PrlCi = Cipa) as the probability that the rectified graph red¢ardion procedure proceeds from st@ie

We
to stateCi+1 , with the TPN set tdi , and we name this probability the state-chamgpbability fromCi to Cipl . In other
words, it is the probability that the victim recesva new edge before the number of collected mar&ekiets is larger than
the TPNTIi. Since the probability that the PPM algorithnattineturns a correct constructed graph is equivadtenhe
probability that the RPPM algorithm makes a traosiof n - 1 steps from stat€l to Cn , mathematically, we have the

following:

n—1

Pleonstructed graph is correct) = H PA(C; = i)

i=l

Then, our claim is correct, given that the prodhfcthe state-change probabilities from stagdsto Cn should be

greater than P A and is given by
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[] 2o — o) = P
g 1

For the sake of further presentation, we transfimenabove equation as follows:

i—1

. r — )
Pr(Ci — Cin) > o—,  where X,y = [T7(c — G
=1

(8)

Xi-1 in (8) is the product of the state-change pbiliiees of the past states of the rectified grapbonstruction
procedure, and we named it the accumulated stategehprobability at statéi .

Termination Packet Number Derivation

According to the previous section, we know that TN at each connected state can be found by (@ghvws
expressed in terms of the state-change probabititythis section, we derive the TPN by deriving ttate-change

probability with the following steps:

» To recall, the state-change probability is the piolity that the constructed graph of st&lieevolves into the
constructed graph of sta@+1. Hence, the first step in calculating the sEtange probability is to find all the

graphs that could possibly be the next construgtagh, and we name this set of graphs the extegdgxhs.

* Inthe second step, for each extended g@aghwe find the probability that the current consted graph becomes
the extended grapBe . As a matter of fact, the above probabilityhis state-change probability fro@i to Ci+1,
conditioned that the extended gra@h is the next constructed graph, and we name hkisconditional state-
change probability.

* From the conditional state-change probability, @ae find the state-change probability (and, thhs, TPN)
through the definition of the condition probabilityevertheless, because the calculation of thet &N violates
the basic assumptions of the traceback problemyplper-bounded TPN would alternatively be derivat the
relationship between the exact TPN and the uppended TPN will be presented.
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Figure 6: An lllustration of the Concept of the Extended Graph
RE-CONSTRUCTION PATH

The computational burden lies mainly on the procedef path reconstruction. Reducing the total nunfe

marked packets required for path reconstructiahasefore critical. First attempt to find the optima@arking probability,

Impact Factor(JCC): 1.9586- This article can be dowloaded from www.impactjournals.us |




[ 34 Anil V Turukmane & S. K. Yadav

then to enhance the marking mechanism, and firakyudy the possibility of “reducing” the pathrigth.

Denote k as the number of attack paths to themvigtiFor path (1 <=j <= k), the number of routers between the
attack source and v is dj. LE&; (m) be the marking probability of routefl <= i <= @) along path, andTﬂf (v) be the
marking probability of router i along path j penaed by v.Pj (v) may be diferent fromP’ (m) e.g., for PP\ (m) =

and'ﬂ (v) = p(2- pf{ . Denote Nj as the number of packets traversingcpfmath j, and i as the number of packets
marked by theth router along path j and received by v. In otherds, those packets initially marked by therouter but

are remarked by any subsequent router are not etunto MJ" (v) Denote M as the number of packets marked by any

router along path j and received by v. Clearly,eékpectations o’? j and M are respectively.

E[M] Nl (v),
(1)
and
E[M)) I[Z ,-u;] Z E[M')
P | fom ]
N, X p(re).
o 2)
The Number of Marked Packets for Path Reconstructin
* The expected values of the total number of markekets along path |
In PPM, p‘[l] =p(l - p] . From (2) we obtain
EM)|=N, Zp[ij—*u - (1-p)").
3)

» Probability of receiving at least one marked padkat each routerin PPM, since each router condmetking
independently, therefore

PIMY 2 1M 2 1 MY 2 1)

=P{M > 1}P(M’ > 1} P{M > 1},
| 4)
That is,
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PiM! = 1:M? = 1;--- ;M7 = 1}
— ﬁ(l — P{Ar = 0})
= ﬁfl — [T = P,
i=1 (5)
Since p(v) < pi(v) < < pf"_l(r),
1-11 —;;j.(r}:'\" <l-[1-p)]" <
<l-|l —pf"(lf]]"'f.
‘ (6)
Combining with (5), we obtain
P{M! = LM = 13- My > 1}
< (1= [ =pf(@)]")”
= (1—[1—p]")".
)

Inequality (7) holds for any p (0 < p < 1). On tither hand, the maximum value of (5) can be obthimetaking

the derivative of (5) with respect
to p, resulting in
L
o= dj ®)
Thus, the maximum value of (5) can be reached)iig(8atisfied.

CONCLUSIONS

In this work, we have shown that there are somélpros in PPM algorithm: the overwritten problenmited
marking field, low accuracy and so on. Dynamic @tgibistic packet marking has solved these probleyngsing dynamic
probability and fragment-reassembly. Meanwhilengsihe expected number of required marked pack&X Bs the
termination condition is not sufficient Path recwustion is the fundamental goal of packet markifgduced false
positives. High false positives are actively sugpesl due to the above improvementfe&iveness to handle large-scale

DDoS attacks which is dominant in today’s Internet.
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