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Abstract

The current Internet protocol, version 4, known as IPv4, poses several problems such as
impending exhaustion of its address space, configuration and complexities due to rapid
growth of the Internet and emerging new technologies. As a result, IETF developed the next
generation IP, called IPv6, to not only eliminate the shortcomings of IPV4 but also deliver
new features and services. Transition technologies were developed to support the transition
from the IPv4-based Internet to IPv6-based Internet. This paper discusses the 6to4
mechanism, a powerful IPv6 transition tool that will allow both traditional IPv4-based
Internet end-user sites and new IPv6- only Internet sites to utilize IPv6 and operate
successfully over the existing IPv4-based Internet routing infrastructure. This paper also
outlines the security issues brought about by the connectivity and interoperability of IPv6 to
IPv4 domains particularly the 6to4 mechanisms.

1. Introduction

The current Internet Protocol, version 4, known as IPv4, has been developed to
support the Internet’s rapid growth during the 80s. IPv4 has been shown to be robust,
easily implemented and interoperable. It uses a 32-bit address space, in which can
accommodate about 4 billion unique addresses. Today, however, that amount is
insufficient, even more if we consider emerging new technologies such as 3G/4G
wireless devices and other wireless appliances [1]. The Internet has grown much bigger
than was anticipated before. Due to this, there are several problems such as impending
exhaustion of the IPv4 address space, configuration and complexities and poor security
at the IP level that must be considered.

Aware of the limitations of the current Internet infrastructure, IETF (Internet
Engineering Task Force (IETF) began developing a new IP protocol in the early 90s to
replace IPv4. The next generation Internet Protocol [2], first called as IPng and then as
IPv6, will use a 128-bit address space. It would support unique addresses well beyond
the trillions. It will not only eliminate the shortcomings of 1Pv4, but also deliver new
features and services. The development of IPv6 has been on how to do the transition
away from IPv4, and towards IPv6. The work on transition strategies, tools, and
mechanisms has been part of the basic IPv6 design effort from the beginning of its
development.

The design efforts resulted in a basic Transition Mechanisms specification for IPv6
hosts and routers [3] that specifies the use of a Dual IP layer providing complete
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support for both IPv4 and IPv6 in hosts and routers, and IPv6-over-IPv4 tunneling,
encapsulating IPv6 packets within IPv4 headers to carry them over IPv4 routing
infrastructures. These design concepts are greatly depended on for transition from the
traditional 1Pv4-based Internet to an IPv6-based Internet. IPv4 and IPv6 are anticipated
to coexist for many years during this transition.

One of the concerns to transition strategy planners is how to provide connectivity
between IPv6-enabled end-user sites when they do not yet have a reasonable choice of
Internet Service Provider (ISP) that provides native IPv6 transport services. Another
concern is that, IPv4 was created with no security in mind. Because of its end-to-end
model, IPv4 relies on the end-hosts to provide the appropriate security during
communication.

This study aims to discuss the connectivity between IPv6 to IPv4 routing domains as
well as the emphasis on their security-related functionality. This paper specifically
analyzes the 6to4 security issues in more detail and provides some enhancements to
security mechanisms.

2. IPv4 Security Issues

2.1. Hierarchical Mobile IPv6

Before studying IPv6, we need to understand some of the best known limitations of
its predecessor, IPv4. IPv4 was designed with no security in mind. Because of its end-
to-end model, IPv4 relies on the end-hosts to provide the appropriate security during
communication [4]. Today, the Internet continues to be completely transparent and no
security framework provides for resilient against threats such as:

» Denial of Service Attacks (DOS): it is a kind of attempt to make a computer
resource unavailable to its intended users by being flooded with a large amount of
illegitimate requests. An example of DOS attack that results from an architectural
vulnerability of IPv4 is the broadcast flooding attack or Smurf attack [5].

» Malicious code/program distribution: malicious code/program such as viruses and
worms can replicate themselves from one infected or compromised hosts to another.
IPv4’s small address space can facilitate malicious code distribution [5].

* Man-in-the-middle attacks (MITM): IPv4’s lack of suitable authentication
mechanisms may allow an attacker is able to read, insert and modify at will messages
between two hosts without either hosts knowing that their communication has been
compromised. ICM redirects can also be used to carry out this type of attacks [5][6].

« Fragmentation attacks: this type of attack uses many small fragmented ICMP
packets which when reassembled at the destination exceed the maximum allowable size
for an IP datagram which can cause the target system to crash, hang or even reboot [5].

 Port scanning and reconnaissance attacks: this attack is used to scan for multiple
listening ports on a single, multiple or an entire network hosts. Open ports can be used
to exploit the specific hosts further. Because of the small address space, port scanning
is easy in IPv4 architecture and can take a little more than 4 minutes [7].

« ARP Poison: Address Resolution Protocol (ARP) poison attack is to send fake, or
spoofed, ARP messages to a network. The aim is to associate the attacker’s MAC
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address with the IP address of another node. Any traffic meant for that IP address
would be mistakenly sent to the attacker instead [5].

However, many techniques or method had been developed to overcome the
abovementioned security concerns. For example, the use of IPSec to assist the use of
encrypted communication between hosts, but this is optional and continues to be the
major responsibility of the end hosts.

3. Connectivity of IPv6 to IPv4

The goal for a successful connectivity is to allow IPv6 and IPv4 hosts to interoperate.
Another goal is to allow IPv6 hosts and routers to be deployed in the Internet in a
highly diffuse and incremental fashion, with few interdependencies. Lastly, easy
transition for end- users, system administrators, and network operators is also aimed.

One way to provide IPv6 connectivity between end-user sites is to use IPv6-over-
IPv4 tunneling between them, similar to the technique currently used in the 6bone [5]
IPv6 testbed network. This requires complexity for both end-user sites, and the
networks providing the tunneling service, in creating, managing, and operating
manually configured tunnels. See Figure 1 for a manually configured tunnel. End-User
addresses are carried in the Global Domain Name System (DNS).
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Figure 1. Manually Configured Tunnel

The 6to4 transition mechanism, "Connection of IPv6 Domains via IPv4 Clouds
without Explicit Tunnels" [6], provides a solution to the complexity problem of using
manually configured tunnels by specifying a unique routing prefix for each end-user
site that carries an IPv4 tunnel endpoint address. 6to4 is a system that allows IPv6
packets to be transmitted over an IPv4 network without the need to configure
communication tunnels. Routings are also in place that allows 6to4 hosts to
communicate with hosts on the IPv6 environment. This is used when an end site or end
user wants to connect to the IPv6 environment using their existing IPv4 connection.
6to4 is especially significant during the initial phase of IPv6 deployment to full, native
IPv6 connectivity. However, it is intended only as transition mechanism and not
permanent.

When end-user site networks enable IPv6 in their local host and router systems, but
have no native IPv6 Internet service, connectivity to other IPv6 routing domains across
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a worldwide Internet must be accomplished another way, or the value of a connected
Internet is lost. Prior to the 6to4 transition mechanism, a site's network staff would have
to rely on the manual configuration of IPv6-over-IPv4 tunnels to accomplish this
connectivity.

This connectivity could be accomplished by arranging tunnels directly with each
IPv6 site to which connectivity is needed, but more typically is done by arranging a
tunnel into a larger IPv6 routing infrastructure that could guarantee connectivity to all
IPv6 end-user site networks. See Figure 2 for a 6to4 tunnel configuration.

IPwEf| Pd Host I1PwE P Host

IPvaliPv
Head Router

IPvailPeh
Beod Roister

Hormal [Pvdl Flows IPvE Cher [Pyl Flowe Mormal IPvd Flow

Figure 2. 6 to 4 Tunnel Configuration

The 6to4 transition mechanism provides a solution to the complexity problem of
building manually configured tunnels to an ISP by advertising a site's IPv4 tunnel
endpoint (to be used for a dynamic tunnel) in a special external routing prefix for that
site. Thus one site trying to reach another will discover the 6to4 tunnel endpoint from a
DNS name to address lookup and use a dynamically built tunnel from site to site for the
communication. The tunnels are transient in that there is no state maintained for them,
lasting only as long as a specific transaction uses the path. A 6to4 tunnel also bypasses
the need to establish a tunnel to a wide-area IPv6 routing infrastructure, such as the
6bone.

03| 418 17- 48 49 -64 65 - 128 bits
m §.—_| ¢-::>
] _ = -
- P 9-.'U< @ E-—F-’-
o | a5 mes £ o ;e w 5 0
g | = g Eg - =35
3| & = -] -~ =2
2|53 ESog =20 Sas
8 222
3| 8~ 23 81 ST Sag
2| =2 B« = = i
X | =8 =
5 ]

Figure 3. Prefix Format

Figure 3 shows the specification of a 48-bit external routing prefix in the IPv6
Aggregatable Global Unicast Address Format [10] that provides just enough space to
hold the 32 bits required for the 32-bit IPv4 tunnel endpoint address (V4ADDR in
Figure 3) makes this setup possible. Thus, this prefix has exactly the same format as
normal prefixes assigned according to the AGGR. Within the subscriber site it can be



International Journal of Advanced Science and Technology
Vol. 10, September, 2009

used exactly like any other valid IPv6 prefix, for instance, for automated address
assignment and discovery according to the normal IPv6 mechanisms for this.

The most interesting, and most complex, 6to4 scenario is that of sites with only 6to4
connectivity communicating with sites with only native IPv6 connectivity. This is
accomplished by the use of a 6to4 relay that supports both 6to4 and native IPv6
connectivity as shown in Figure 4. The 6to4 relay is nothing more than an IPv4/IPv6
dual-stack router.
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Figure 4. 6 to 4 Relay

The 6to4 relay advertises a route to 2002::/10 for itself into the native IPv6
infrastructure it is attached to. The native IPv6 network operators must filter out and
discard any 6to4 prefix advertisements longer than /16. In addition, the 6to4 relay may
advertise into its 6to4 connection whatever native IPv6 routes its policies allow, which
the 6to4 router at the 6to4-only site picks up with either a BGP4+ peering session, or
with a default route, to the 6to4 relay.

As such, it is expected that native IPv6 service providers will choose to operate 6to4
relays as a simple extension of their service. There are no special rules or exceptions to
6to4 as described here for this to happen because the 6to4 relay is simply operated as
part of an end-user site that belongs to the IPv6 ISP.

4. 1Psec

IPv4 offers support for IPSec but it is optional. By contrast, the RFC4301 mandates
for IPv6 to use IPSec in all nodes [6] [11]. IPSec consists of a set of cryptographic
protocols that provide for securing data communication and key exchange. IPSec uses
two wire-level protocols, Authentication Header (AH) and Encapsulating Security
Payload (ESP). The first protocol provides for authentication and data integrity. The
second protocol provides for authentication, data integrity, and confidentiality [11].

In IPv6 networks both the AH header and the ESP header are defined as extension
headers. Additionally, IPSec provides for a third suite of protocols for protocol
negotiation and key exchange management known as the Internet Key Exchange (IKE).
This protocol suite provides the initial functionality needed to establish and negotiating
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security parameters between endpoints. Also, it keeps track of this information to
guarantee that communication continues to be secure up to the end.

4.1. Authentication Header

Authentication header prevents IP packets from being tampered or altered. In a
typical IPv4 packet, the AH is part of the payload. When the AH protocol was
implemented, there was some concern about how to integrate it to the new IPv6 packet
format. The problem centered on the fact that IPv6 extension headers can change in
transit as information they contain is updated through the network. To solve this
problem, IPv6 AH was designed with flexibility in mind—the protocol authenticates
and does integrity check only on those fields in the IPv6 packet header that do not
change in transit. Also, in IPv6 packets, the AH is intelligently located at the end of the
header chain — but ahead of any ESP extension header or any higher level protocol such
as TCP/UDP [1].

The AH header protocol also provides optional protection against replay attacks. The
protocol uses its sequence number field as part of a sliding window mechanism that
prevents arbitrary packet delays and malicious replay [1] [12].

4.2. Encapsulating Security Payload

In addition to providing the same functionality the AH protocol provides —
authentication, data integrity, and replay protection — ESP also provides confidentiality.
In the ESP extension header, the security parameter index (SPI) field identifies what
group of security parameters the sender is using to secure communication. ESP supports
any number of encryption mechanisms. However, the protocol specifies DES-CBC as
its default. Also, ESP does not provide the same level of authentication available with
AH. While AH authenticates the whole IP header (in fact, only those fields that do not
change in transit), ESP authenticates only the information that follows it [1].

ESP provides data integrity by implementing an integrity check value (ICV) that is
part of the ESP header trailer — the authentication field. The ICV is computed once any
encryption is complete and it includes the whole ESP header/trailer — except for the
authentication field, of course. The ICV uses hash message authentication code
(HMAC) with SHA-1 and MD5 as the recommended cryptographic hash functions [12].

In IPv6 networks, both the AH header and the ESP header are defined as extension
headers. Additionally, IPSec provides for a third suite of protocols for protocol
negotiation and key exchange management known as the Internet Key Exchange (IKE).
This protocol suite provides the initial functionality needed to establish and negotiating
security parameters between endpoints. In addition it keeps track of this information to
ensure secure communication at all times.

5. 6 to 4 Security Issue

The 6to4 specification outlines a few security considerations and rules but is
ambiguous as to their exact requirement level. Furthermore, the description of the
considerations was rather short, and some of them have proven difficult to understand
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or impossible to implement. The characteristics of the 6to4 mechanism introduce four
main potential problems, as stated below:

1. The 6to4 routers are not able to identify whether relays are legitimate.
2. The 6to4 routers or relay security checks are wrong or impartially implemented.

3. The 6to4 architecture is used to participate in DoS or reflected DoS, making
another attack harder to trace.

4. The 6to4 relays are being subject to administrative abuse.

Even if the 6to4 system is properly implemented, it still poses security threats.
Following are some of the threats that can be performed:

- Denial-of-Service attacks
- Reflection Denial-of-Service attacks

- Service Theft, in which a malicious node/site/operator may make unauthorized
use of service

Additional security issues with 6to4 relays are due to the fact that 6to4 relays by
nature have a native IPv6 connection in addition to IPv4 and relay rather freely between
the two. Native IPv6 nodes anywhere can use the relay as a means to obscure their
identity when attacking. Attackers from IPv6 can attack IPv4 hosts with tunnelled
packets sending spoofed 6to4 packets via a relay to the IPv4 hosts. The relay can
obscure identity, if it relays any packets while not checking if the 6to4 address actually
matches the IPv4 host the packet comes from.

6. Conclusions

IPv6 represents a considerable improvement if compared to the old IPv4 protocol
stack. The new suite of protocols provides innumerable features that improve both the
overall functionality as well as some specific security functions. Transition
technologies always poses security threats, for instance most security related products
(firewall/IDS/IPS) have not been programmed to inspect IPv6 packets in depth thus can
allow malicious packets to pass through by taking advantage on the encapsulation of
IPSEC in IPv6.

The 6to4 mechanism allows isolated IPv6 routing domains to communicate with
other IPv6 routing domains, even in the total absence of native IPv6 service providers.
It is a powerful IPv6 transition tool that will allow both traditional 1Pv4-based Internet
end-user sites and new IPv6- only Internet sites to utilize IPv6 and operate successfully
over the existing IPv4-based Internet routing infrastructure.

Despite its attractiveness, this transition mechanism poses security issues where
malicious users can fully exploit. Therefore, there is a need to carefully study the
requirements for the transition and address the security related issues on their
implementation.
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