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Abstract—This case study aims to analyze the integration's

approaches and technologies among information systs and

services in an academic environment. It has beerde a study on
the integration history in the Federal University d Lavras. The

data had been gathered via questionnaires and docw@mntation

analysis. In this analysis, 4 distinct phases wespecified. Besides,
the advantages and disadvantages of each phase weiscussed.
The main contribution of this work is the analysisof different

integration approaches among information systems ah other

services.

Index Terms—Information Systems
Oriented Architecture, Web Services.

Integration, Service-

I.INTRODUCTION

integration using SOl is by using Web Services, ciwhi
represent a vision that encompasses distributegrgmuming
and resource availability strongly linked to theehmet [22].
Several technologies and standards, such as Si@bject
Access Protocol (SOAP), Representational State sfean
(REST) architecture and Java API for Web ServickEsX¢
WS"), offer support for the implementation of Web Sees
[3].

Using Web Services for systems integration is gpr@ach
that can also be used by academic institutions.tha
University of Acores (Portugal), a set Web Servicesvas
developed to optimize critical tasks that involirgahcial and
strategic information [4]. At the Federal Univeysif Pelotas
(UFPel - Brasil), a set of Web Services was alseliped to
maintain information consistent among systems amdices,
like the university restaurant, the Virtual Leagnin

oth public and private institutions, of all areasEnvironment and the institutional wireless netwfirk

and sizes, have information systems to help e = _ _
corporatétudy in this paper, has experienced a strong grawthe past

manage their processes. In

The Federal University of Lavras (UFLA), which isder

with different types of systems, both in the operal,
managerial and strategic levels [23]. With that, ddta is

enrolled in the University and around 1600 emplsyeerked
there [25]. This number will probably grow with tlceeation

shared even among systems that are not in the safid€W graduation programs [24].

administrative level. Thus, we can say that there tao
different types of integration: vertical (betweeystems in
different levels) and horizontal (between systemntha same
level).

There are several classifications for systemgmateon. For
instance, there are those that focus on the impitatien level
and others that focus on the organization and ritegsses.
“Centralized Information” [17] is an example of appch that
focuses on the implementation level and Business-to-

According to the Strategic Planning for Information
Technology 2011/2012 [8], until 2011, UFLA had 24
information systems being used by the Board of Manzent
of Information Technology (DGTI). Each one of thaystems
had specific characteristics concerning its goaadamic,
administrative and support), the specific datalmagaragement
system, the platforms and technologies used ieit®lopment
and were developed by different companies. In 2013
“family” of integrated information systems startdd be

Busines¢B2B) [13] is as example of approach that focuses deployed at the university. These systems are dpgdlwith

the organization and its processes.

No matter the chosen approach, one of the waiyddgrate
systems is by using Service Oriented Architectur&GA)
[19]. Using SOA for systems integration is call8drvice-
Oriented Integration (SOI) [12] and a way to pemiothis

technologies that are different from those curgefuthctioning
at the institution and this adds new challenges tue

1
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integration process. A. Classifications of Systems Integration
Besides the above mentioned software systems, the |nformation systems integration can be classifiéat,

university also offers network services, such amaé-and instance, by considering the level at which it \aglemented
wireless access to the whole academic communityicéle [17] or the organization and its processes [13].

there is also the need for integrating those sesvand systems Considering the implementation level, systems iratégn
to the university environment. can be classified as [17]:
This heterogeneous environment makes system
integration a great challenge. The main goal of gaper was «  Compound applicationgpplications integrated using
to perform a case study to analyze the integragtuations for an APf, which works as a connector among systems;
UFLA information systems, highlighting the advarg¢agand « Centralized Informationthis occurs when different
disadvantages of each solution used in order {o foéfill this systems access the same database, sharing the same
challenge in the best possible way. One of theritaritons of metadata;
this work is an analysis of different approachedntegrate « Enterprise Management Systemelosed systems
systems which may help IT professionals choose ntioge formed by independent internal modules. This
adequate approach to their scenario. integration is usually performed at the source code
This paper is organized as follows. Section 2 prssa level.
brief introduction on information systems. Sect®mpresents
the methodology and is followed by Section 4 whichsents When focusing on the organization, integration &&n

the results and finally, Section 5 will offer sos@nclusions.  classified as follows [13]:

[l. INFORMATION SYSTEMSINTEGRATION » Data Replication the integration happens at the
information level. Databases are distributed arut ke
up to date and synchronized;

* Business-to-Business (B2B) Integrati@xtrapolates
the organization limits. Represents the availabiit
functions from different organizations. Even though
other concepts may also be applied to B2B,
integration using external networks can rise new
issues for analysis [13];

» Service-Oriented Architecturethe systems offer
functions as services which, in the context of

Information systems have been widely used in tis¢ la
years and their usage tends to grow in a meanimgiulin the
next years [2]. The processing power aggregatethdobig
organizations has also grown as computers have niEco
smaller and less expensive [14]. Hence, public pridate
institutions of the most diverse areas, from lartgesmaller
ones, already have computers with information sgst® help
manage the business and automate the daily aesiVitB].

Using computers and information systems is more tha

simply automatizing operational level activitiesfdrmation computer science, means a ‘“well-defined and
technology (IT) has become a strategic tool, bezathe universally available function”.

company that uses IT in an effective way, integ@tiT

strategies to the business strategies, is able Htairo Even though thdoci are different, the taxonomies found
competitive advantages [15]. have some similarities [13][17]. For instance, #mproaches

There are many reasons that can make organizdtions “Business-to-Business (B2B) Integratioand “Compound
or develop systems integration solutions, includitigs  Applications may both use an information sharing API and,
following [7]: hence, perform a possible systems integration.

B. Service Oriented Architecture

~ Software architecture represents the structure that
includes all software components, its externallsible
« Allowing integration with stakeholders, expandingoroperties and the relationship among them [20}viSe-

the reach of the services; Oriented Architecture (SOA) has become one of thenm
tparadigms of distributed systems, including origima a
Rganch of Software Engineering called Service Safewv
Engineering [27].

SOA is a paradigm that seeks to organize and use
resources that might be under control of differ@whers, by
making available an uniform way to offer, discovimteract
and use the functionalities in order to achieve siziant

* Understanding the existing technology to flexilalit
and reduce the implementation cost of new services

e Integrating common information from differen
databases that may come from mergers, acquisitio
or legacy systems.

The integration of business systems is a complicttsk
that involves risks, as each organization has [ecific
characteristics and integration needs [17]. An oiggion
may perform the systems integration considerinfgihtfoci,
for instance, on the implementation level or on thg
organization and its processes.

Application Programming Interface
12
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desired effect [19]. This paradigm can offer seivbemefits, architecture used in the fourth phase of the UFlyAtem
such as the control of system growth, offer andgesaf integration history.
services in a global scale and cost reduction iopecation
between organizations [26]. Ill. METODOLOGY

Using SOA for integration, we achieve Service-O®eh  yFLA has a Board of Management of Information
Integration (SOI), whose main goal is to creatérdegration Technology (DGTI) to keep the infrastructure of qurer
among multiple systems, with little or no change it8  networks. DGTI is subdivided into five groups, osfewhich

implementations  [12]. This technique exposes dalf the Coordinating Body of Information Systems (C&hich
functionalities and processes to be consumed byyhems g responsible for the “definition, analysis, pragming,

that participate in the integration. There are mapproaches deployment, maintenance and documentation of the
for SOI with the focus on integrating existing 86 [12], jnformation systems for the Institutional admirgsive

among which we can highlight the following: organs”. Among the strategic goals of the DGTI radig with
. Services uses a service layer between the existing'® CS! responsibilities [8], we have: i) Improvamagement
services and the service consumers: at DGTI projects; ii) Integrate the institutionaiformation

o . _systems and iii) Improve the quality of softwareselepment
. Erocess Integranonmtegrates processes in a businesg,4 acquisition.
envwonmen';, .Squ?Stmg the Iljtegratloq on  small This work was performed at the CSI between Augunt
ﬁ]rt%(;\?esﬁzcs)n!mlde bigger ones, with ou without hum%‘ctober 2014, together with those professionals tra
’ directly responsible for the integration of systeansl services
» Data Integration refers to an approach that managewithin the university. This work was performed imee steps:
model complexity in different applications.
Step 1: Identification of the university software systems,
Web Services represent a way to implement SOlrinffe pointing out the technologies used, the softwastesys goals
a service interface that allows consumers to Iotenath the and their mutual dependencies;
service providers [5]. The most common implemeatatbf
web services are Simple Object Access Protocol (SCsnd Step 2: Case studies were performed through the applitatio
Representional State Transfer (REST), also merdioag Of questionnaires and documental research. The afotiis
solutions to integrate processes between orgaoizatj29]. study was to identify the integration approacheke t
SOAP is a protocol based on the Web Servicdgotivation behind their choice and the expectatiwitb their

Description Language (WSDL), which is based on X&hd USage, besides the discussion of the a_ldvan_tages and
describes the functionalities offered by a web isenj2g]. disadvantages of each approach. The questionnatetiie
SOAP offers a basic communication standard in widabh following eleven questions:

operation is represented by its terminal describethie XML

document sent in the requisition through a HypetTleansfer 1.Which were the first system integration needs & th
Protocol (HTTP) method, as used in REST [29]. university?

REST is an abstraction of the constituent princigheat
make theWorld Wide WelfWWW) scalable [29]. It allows for
the offer of services identified by abniform Resource ]
Identifier (URI), using the HTTP 1.0: GET, POST, DELETES- Which were the chosen approaches? What were tsenga
and PUT methods. The usage of these methods defiees for choosing them?
operation that will be performed: GET lists recor@OST 4. What were the expectations with the systems integra
inserts new records, DELETE removes records and PujT
updates a record [10]. An URI is an uniform wayidentify '
network resources and the most known type of URihés
Uniform Resource LocatiofURL) [29]. 6. Were the expectations met?

Given that REST is not a protocol as SOAP, but ap \was there a change (inclusion / exclusion) in tymtesns
architecture [10], the return value of the callsymbe that were integrated?
formatted according the application requirementsor F
instance, we can us@avascript Object Notation(JSON)
instead of XML. 9. Why the change in the integration strategy? Wheat the

The study on the classification methods for systems motivation behind it?
integration allowed us to identify the approache&edito 14 \what are the expectations with the new approach?

integrate information systems and network serviaesour )
institution. Besides, the concepts related to thevie- 11. What are the advantages and disadvantages of thentu

Oriented Architecture allowed us to understand the &PProaches?

2. Which systems and services were the first to begnated?
What was the necessary information for the intégn&t

What were the advantages and disadvantages fouhdse
approaches?

8. What are the systems currently integrated (2014)?

13
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The questionnaire was sent through e-mail to temt
responsible for the integration among systemseauttiversity.
At that time, this team included two employees. ibyirthe
analysis of the answers, they were personally vigered to
enlighten further their answers. The answers weoeped so
that it was possible to establish the chronologacder of the
facts and for the gathered information to be checke

Step 3: Analysis of the gathered information on the evaluti
of the systems integration at the university. Wefqrened a
discussion on the information found and suggestimese
made for possible improvement.

IV. RESULTS ANDDISCUSSION

In this section we present the software and sesvihat are
integrated and an analysis of the characteristitsthts
integration, discussing advantages, disadvantagesl a
technologies used.

A. Software and Services at the University

The University had until 2011, 24 different systeused in
the management of resources and services, noff alhizh
were integrated. The reason for this lack of irddgn was
mainly that some of those systems were only usédméome
departments. Hence, emphasis was given to thosewdra
already integrated or those under integration 2@&il4. These
systems were grouped according to their goal, l&sfe:

The administrative systems are:

e SIGRH: System used to all activities related to
personnel, such as vacations control, retirement
caculation, frequency control, public selections,
courses and functional evaluations;

« SIPAC: System that integrates all material and

maintenance requisitions, purchase management,
public purchases, properties, contract and
agreements.

The support systems are:

» CIN_Cadastro: Support system that controls the
photos on all personnel identification cards, email
from employees and researchers, electronic lock
control and other activities;

» SCIN: System used to open and manage requistions
to the IT support staff;

» RV3Acesso: System to control the Access to the
university restaurant, library and student housing;

« HCS: Digital frequency control system, also helps
manage fingerprints and frequency control;

» Vehicles: Control system for all the cars that doul
Access the campus. Used until 2010.

1. Academic: software systems whose main goal is to The graph with the need for data integration betwe
manage data on courses, subjects, professof¥stems can be seen in Figure 1. For instancéj @& system
students, research, student assistance and extendi§€ds data on Technical Employees stored in theRBIG
and cultural activities; system.

2. Administrative: systems whose main goal is to help
manage personnel and/or planning and managemer \
at the university; and CmilServants  pocpnican .

Civil Servants /—/

3. Support: systems used to manage users and Acce o yd

control. el SE”E‘PP\ Acado
The academic systems are: \ Community
. | /

» CPPD: System that calculated professors promotion I I 7| Rancesso

and which was used until 2011; N S‘i’”m - | /

) ) Undergrad
SIG: Academic control system. It is used by several Sludeg;s

Institutional I

Units Academic

Community
- 1

units for several purposes, including candidate J
convocation, student frequency control, curricular — —-Users— — —3| CIN_Cadastro l/ Other sort of
grids, teaching semesters, enrollment renewa | e
processes, grade registration and documents emissic A A \
] ] Outsourced | “SResearch 1 Academic
(such as student history and declarations); Employees \ Projects ™« Acatemic  Community
J/ Courses \ \ CWTUWIY '\

Pergamum: Integrated library system that can bd use Schnarstip

to managed the book inventory and other activities N
with the university library;

Pergamum

SIGAA: System that helps control research and
intellectual production. Starting in 2015, it Hasen

used also to control graduate courses and students. Figure. 1. Data flow between Integrated Systems
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Table | presents the softwares described above thir
implementation languages, the database managerysteis
(DBMS) they use and their platform. For instandee SIG

beginning of 2006 and beginning of 2009; 3) Phaspe?iod
between the beginning of 2009 and June/2014; aihd}e 3:
period between June/2014 and October/2014. Eaclsepha
presents different approaches to integration apdesents an

system was developed in PHP, uses MySQL as DBMSsandevolution in terms of security, scalability andxilglity of the

used through the Web. Actually, CSI developedredisystems
in PHP and licenses were bought to use Pergamurs, &id
RV3Acesso.

Besides these software, the University providesvok

service, such as e-mail (ZimBra Message System and

Collaboration Suite) and wireless network to theoleh
academic community. There is also a LOARstitutional
directory for user authentication.

The information systems and network services @stailed
in different servers with different operating syate(OS). For
instance, the Zimbra server uses the Linux Redd®tand the
LDAP is installed in a server with Fedora Linux. €Be
heterogeneous environment increased the difficoltythe
integration because each OS has specific and pypsgdfiterent
characteristics and configurations.

During this study, it was possible to identify t&yas in 7
different servers. Out of these servers, one ahtleerverl)
used RedHat OS, four of them (server3, server4esgrand
server7) use Fedora Linux and two (server2 andes@rwse
the Windows 2003 Server OS. These servers areifiddnin
Figures 3 and 4, together with the information exyst and
network servers that are installed on them.

The University systems and services share dataasiciser
names and e-mail addresses. All the systems demend,
different scale, on the data managed by CIN_CanlaSiG
and SIGRH.

TABLE |
SOFTWARE SYSTEMS AND THEIR RESPECTIVETECHNOLOGIES

System Language Database Platform
CPPD PHP MySQL Web
SIG PHP MySQL Web
Pergamum Delphi/Java SQL Server Desktop/Web
SIGAA Java PostgreSQL Web
SIGRF Javi PostgreSQ Wek
SIPAC Javi PostgreSQ Wek
CIN_Cadastr PHF MySQL Wek
SCIN PHF MySQL Wek
RV3Acesso - MySQL Desktop
HCS - MySQL Desktop
Veiculos PHP MySQL Web

B. Historical Analysis of the Inetgration Approaches

After analysing the answers to the questionnaie,could
group the facts in chronological order and iderfigfyr phases,
as shown in Figure 2: 1) Pre-Integration, the sdertzefore
the first integration in 2006; 2) Phase 1. periogtween

% https://www.zimbra.com/
4 LDAP: Open application protocol that allows for efdrchical
organization of network resources (http://www.eaide.com.br/termos/idap)

integration between systems and services.

October/2014
Phase 3
June/2014
F 3
Phase 2
2009
Phase 1

2006

Pre-Integration

Figure 2. Phases of the Systems Integration prdo@ss2006
to 2014.

1) Pre-Integration

Until the beginning of 2006, no systems were irdégd in
an automated way, that is, all the data transfexsvden
systems were made manually. Even the e-mail acsomete
created manually at the Zimbra server at the timighout
information such as address, department, positioeven the
user name. Hence, it was decided that there wa®a for the
creation of a single repository to share this imfation.

Therefore, the database BD-UF was creating usimg t
DBMS MySQL to centralize information such as loggamail,
name, address, telephone, student courses and ye@plo
places of work. After the creation of this databasen
institutional information systems (used only in ewfunits)
start to seek this updated information in the c@rtatabase.

2) Phase 1

The first integration step in the university begaith the
sharing of information among the CIN_Cadastro, SCIN
Veiculos, RV3Acesso, LDAP and Zimbra systems.

The shared information were: name, address, pasénd
place of work for all employees. The CIN_Cadastystam
manages users and the data from this system wglieated in
LDAP and used to create the institutional e-maitide
Zimbra.

The data for employees and students were reptidat¢he
RV3Acesso system that controlled access to theeusity
restaurant and the library. The SCIN and Veicules ased
replicate data in the databases to authenticate nzanthge
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users when they called support and drove theircleito
campus, respectively.

servidors

( SCIN J( Praec ][CIN_Cadastm)( Veiculos )

:

UDF's

servidord

Scripts PHP

Triggers S5H

servigorl

LDAP

zmprov

BD-RV3
Acesso

servidor3

servidor2

Figure 3. Initial integration among systems

The integration approach was based in the datalfasath
applications used MySQL, the integration was maglaguthe
tools from the DBMS itself, such as triggers, fioes,
procedures, views e events. For the RV3Acessormydtevas

version 5.0, this system had neither a communicaiiBl nor

the execution of remote commands, which causedt aflo
difficulty to the integration. As illustrated by dtire 3, the
script PHP invoked by the UDFs needs to establisbS#l

connection with the server where Zimbra was insthih order
to execute commands from the t@hprov This tool offered
the possibility of executing direct commands in B With

this chaining of operations, error detection andegxion

handling became a very complex task.Other systeris as
Pergamum were updated manually.

Using UDFs brought the feeling that the integmativas
instantaneous, because the updates were execused@ss a
trigger began. Even though this approach met ilsgdhe
UDFs were difficult to maintain because were prograed in
C and compiled inside the DBMS. Using them also enid
more difficult to find errors when they occurred.

3) Phase 2

After the first integrations, some things changéd new

management system (SIG) began to be developed and

progressively aggregated functionality from oldgsstems,
which were afterwards excluded from the integratidhis
system, as well as Pergamum, became part of thgratton.
Until June/2014, the systems patrticipating of titegration at

UFLA were: SIG, CIN_Cadastro, Pergamum, RV3Acesso,

Zimbra and LDAP.
With the arrival of SIG and its rapid growth, awngeries of
problems arose. The growing use of this system mhbde

used the engine Federateavhich shares data through thetables to be updated more frequently, increasiagitmber of

creation of virtual table that receives data friiva original
table, was used.

For the other systems that participated in thegration, the
approach was to use User-Defined Funcfiofi$DF). UDF
are functions developed in C and compiled inside DBMS
that can be used as native functions of MySQL. ¢shis
resource, it was possible to automate the datahgsdstes.
The moment the tables were updated, the triggdaseck to
them were automatically started and would then kevthe
UDF that would call
integration with other systems. Figure 3 shows agi@dim of
this initial integration.

PHP was chosen because the professionals thalogede
the initial integration mastered it. According teetinformation
gathered through the questionnaire, this was the @terion
for the adoption of PHP.

According to the approaches centered in the org#ion
and its processes [13], this approach could besifiled as

times the triggers were started and invoked the UDie
growing demand for UDF overloaded the system. Atttine,
one update took from 3 to 5 seconds to be propdgte
Zimbra and LDAP. These systems were integratedguain
chain of layers, making it more difficult to detgmbblems at
each step, besides being more sensitive to netwaioads.
The solution for this situation was to put the Si&abase
(BD-SIG) at a dedicated server. Once done, an asynous
copy of this database was configured at the samersef BD-

PHP scripts that performed th&JF, and queries and reports that required furthlecgssing

were directed to this copy. Hence, the productierver of
BD-SIG was less overloaded, decreasing the problethghe
UDF that were too slow when the BD-SIG was overézhd
Even when the problems with the UDF were dee@aan
alternative for them was still sought. At that memeCron (a
tool that allows for the scheduling the executidntasks in
UNIX-line operating systems) was deemed an intergst
alternative. The option for Cron brought advantage®asier

Data Replication because data is replicated in different base®nfiguration, usage and maintenance. The ca®HB scripts
(databases, LDAP and Zimbra) in an automatic psocebegan to me made directly, without resorting to WDFhe

executed by the PHP scripts.
Integration with Zimbra was very complicated. Urits

5 http:/dev.mysgl.com/doc/refman/5.5/en/federatedagie-engine.html
®  http:/dev.mysql.com/doc/refman/5.1/en/adding-ifl

disadvantage of this approach was that data ujnigite other
systems stopped being made instantaneously. Nelesth
this was not considered a problem, for the systgere update
in up to 10 minutes after the initial change wasqrened.

The approach using Cron was partially implemented.
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Critical systems, such as LDAP and Zimbra did neg this Hence, the integration architecture was reconceiv@ther
approach. Focusing on SIG, the integration in thigse integration technologies were studied to proposeneav
happened as follows (and as illustrated by Figiyre 4 approach that would fulfill the needs of high sbdlty and

maintainability. SOA was then a promising altervafi

1. A change in SIG triggers the data modificationht t bringing the possibility to create a new qualitiegration and
BD-SIG: with mechanisms that could be monitored.

2. Original BD-SIG has its data replicated to a copy o
the database in another server;

senverl

3. Triggersat the BD-SIG copy add the changes in the ssH )
update buffer of the BD-UF, a table that stores the sener mpm
updates that must be performed, containing data suc ——
as system and records of the data that is goirzgeto
propagated to other integrated systems; 5e cervers
4. An event of MySQL is triggered every 10 minutes at i
BD-UF to generate specific records for systems server

update, defining which system must be updated an |
on which record of BD-UF this change must be g
based;

5. Cron executes PHP scripts, each one of them rglatin
to a system that must be updated. The scriptshget t

BD-SIG

BD-SIG's
copy

data from the buffer table at BD-UF and propagate senvert servers

them to BD-Pergamum and BD-RV3Acesso; J,
6. PHP scripts are executed also from UDFs at BD-UF oDV o

to propagate the updates to LDAP and Zimbra. Aoess Pergamum

Even though the UDFs started to be less usedPliase 2
approach still used this technology to integratétical Figure 4. System integration between systems atrhersity
services, such as LDAP and Zimbra. Just like pHasthe at phase 2
phase 2 approach also reached its goal, which \Wwas t
integration of the university systems. Neverthelelse  This strategy intended to guarantee a signifieatigdvantage
addition of new systems to the integration suckt a&s done over the previous approach. Some decisions werentak

in this Phase still presented some complexitieshsas the security, programming language, service/providéati@nship,
development of the UDFs and their maintenance. protocol and approach:

Even with the partial substitution of UDFs by Crdhe
integration was neither scalable nor easy to mariltbere was
no clear policy or guideline on how to add new ey to the
integration. Monitoring the integration was possibbnly
through mechanisms programmed at the BD-UF, whéch s-
mail when there was a failure such as deadlockihghe
record generating procedure.

The growth of the university brought new and ebeger
demands and the addition of new systems to theetsity ' . e
environment was imminent, making the integratiortask perform. Besides this characteristic, we also thoug

which would become progressively more complex. about an implementation that limits the access to
1)Phase 3 services to authorized tokens, accessing from fpeci

IP addresses;

e Security: this is an item of the utmost importance,
given that the integration manipulates important
private data such as name, CPF (personal regibter i
passwords and addresses of thousands of people.
Hence, we needed a security mechanism that rastrict
the access only to authorized persons and systems.
Therefore, SOAP was chosen because the client
needs to know the operations that are authorized to

In phase 3, the UDFs continued to function inespit their « Programming Language: it was decided that the
limitations on performance and maintainability. T8ever OS integration architecture would be developed in PHP,
update where the BD-UF was installed, as well asvidrsion due to the familiarity of most of the staff withigh
update of the MySQL DBMS made the UDFs unstable, language, besides the fact that it has native amd n
because of the incompatibility between data types tb native modules that makes it easier to use SOAB. Th
names modification. With this instability, the edidy known language performance was not a criterion used to
problems with exception handling and error treatn@ose. choose it, given that it would not overload the
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database like the UDFs did; the integration at the university.

» Relationship Provider — Service: we discussed th
relationship in numerical aspects, in which the
following question was asked: “would it be more
interesting an approach that had a single Servir wi
multiple services or one with many services tha HES Provider
provided each few services?”. Our option was for a
architecture with many providers and few service
that would make it the system more scalable, iswgat
the integration per specific system. This optioruldo
also make it easier for integration maintenance
because when one server was down, no other wot
be affected,;

» Approach: with a vision centered on implementationfigure 5. System integration between systems atirthersity
we chose the “Composed Application” approach [17]t phase 3.
because the applications would be integrated using
SOAP, which is an API. As to the strategies, given
our focus on the organization and its processesjsh Besides, the interoperability brought by SOAPoals
the “Service Oriented Architecture” [13], because t helped integrate with external systems, that istesys that use
consumers (systems) of the integration were dedignéhe University's web services to access specifictfanalities.
to consume functionalities through services, whicfThis interoperability is an important feature, besmit allows
configures a Service Oriented Integration. the interconnection of software systems developedifferent
programming languages. For instance, a consumkgirilbdava
Based on these decisions, we came to the aralmiéectcan connect to services developed in PHP.
depicted in Figure 5. In order to organize the providers, we created two
This integration works in a similar way to the athecategories: public and private providers. This gatization
approaches, because the initial trigger is an gputathe SIG allows higher control in terms of security becayséate
or in systems connected to the BD-UF. Based on @&in providers are used only by the integration systants public
executes the service consumers that identify updatetheir providers provided data for systems outside thegimtion,
respective systems directly from the BD-UF buffablé. which allows us to isolate the private providerhisTisolation
These consumers invoke the update services thag Ibneir is interesting, because consumers of public sesvare not
systems up to date. aware of the existing private services and fordperational
All the activities performed by the service pmetis and the complexity is hidden from clients.
consumer are saved in a log table. This is nece$sarause In Figure 6, we can see that the private provider
there is a communication network between providemsl encapsulated by the public provider; the callstfe public
consumers that may fail. consumer first pass through the public provideobeibeing
In the Phase 3, some aspects of the integratiere w directed to the private provider.
facilitated. As an example, there was an updathefversion
of Zimbra that began to provide access to its fonstthrough
Web Services. Nevertheless, some complicationseasasch
as the addition of BD-SIPAC using the PostgreSQLM3B
different from the other DBMS used until that mormen
With the development of services and their consumnve
came to a basic framework base on which any newcseor
consumer can be developed. This fact creates a high
scalability, one of the essential and desired chtearistics for

Pergamum Provider
Japinodd dvan
dval

» Protocol: together with SOAP, we defined that th
service call return would be &davascript Object
Notation (JSON) object made of four atributes: 1)
ID: this would carry the message and the system ID
2) the message itself; 3) a type, like “SUCCESS’
‘DB ERROR”; and 4) a system attribute, that woulc
carry the name of the requested server;

—IQWIF

Zimbra
Consumer

RW3Acessn
Consumer

RV3Acesso Provider
13PIA0I RIGWIZ

-— -—
ﬂ RV3Acesse ﬁ Pergamum
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functionalities, similar to the calls for privatersices, but
= ! ! sending the token instead of the SID. As part i Work, we

M ' develop a management system to monitor the iniegrat
LDAP. auth{token) i mechanisms. This monitoring system includes a reaufr
service providers, tokens, token attachment tcalRsservices
and a dashboard with information on service exeouit the
last hours, comparison of service execution in ldst two
ISON message weeks and data from the last executions of eaclicser
JSON message § Three of the graphics present at the dashboariiesteated
T ! i in Figures 8, 9 and 10. Figure 8 presented thehjrapf the
management system that shows the number of seraitsefor
each system in the last 24 hours. For instanceyeset 18 and
19 hours of the day previous to the graphic vigadion, the
Pergamum provider had around 1300 service calfomeed
by its private consumer.

i
WS.changePassword(token, senha, uid)

JSON message carrying S0 U
T

i
LDAP .changePassword(SID,pw,uid) i

Figure 6. Call flow between a consumer and a pybliwider.

The calls between consumers and services are mabeee
steps (as shown in Figure 6):

. . . . . Requests in the last 24h
1. Consumer calls the authentication service sendig i

token;
2. Service verifies that the received token exists el 1000 - s,
originating IP is in the list of acceptable IPs&aocess

this specific token; 00
3. Consumer receives a message formatted in JSON. T /M

attributetype defines the message. If it is “SUCCESS” ? o 1on 2o 23 220 28m on 30 2 30 4n S s 7h o Sh 0n 130 120 130 190 25 16 17

the atributemessage iV be a string that must be the first

parameter in the next calls to the service in U88S g, re 8. Number of requests responded by eaclcegper
string is a Session ID (SID). Otherwise, the atigb hour.

message il be an explanatory message related to the

Requests

authentication problem. Figure 9 presents a pie chart that allows the eoispn
. between the number of calls from each system. Rstaice,
In Figure 7, we present the call flow and the metalues e tota) of calls from the Pergamum provider repr 55.2%
using the LDAP provider, exemplifying the use a# Bervices ¢ the calls total, while the total of accesseth® RV3Acesso
auth and changePasswordo authenticate and change theprovider represents 43.4%. These two systems émeriation
password. on employees and students at the university. Hemoenever
any data is inserted or changed in the data coratent
systems SIG-UFLA and Cin-Cadastro, it must be pgaped
| Consumer | | Provider | to them. This propagation is performed with catisni the
H private consumer to its provider, resulting in ghhhumber of
calls.
Figure 10 shows a graphic that allows for comjparigf the
proportion of failure and success of web serviagedor each
- —JSON message canying SID___ system. For instance, provider HCS had a 97.04%esscrate
! and a 2.86% failure rate when executing its sesvitgbe HCS
LDAP.changePassword(SID, senha,uid)_ | system manages employee data for frequency camrbthese
'J' failures indicate that the provider found some irgistency on
ae_ _ _ ____

LDAP. auth(token)

the data sent by the consumer.

In order to illustrate the importance of the dasdd during
the development of this work, the team that tale® of the
integration observed in the graphics a non expeateount of
service calls and could then investigate the cawugethis
behavior and correct it in an efficient and effeetivay.

= ———JSON mess

===

Figure 7. Call flow between consumer and provider.

The call to public services are made directly te t
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Proportion of Requests to Providers

ZIMBRA: 0.1 % \ i HCS: 1.3 %
’I._ ~ T LDAP.0.0%
RV3 ACESS0: 434 % ——__
PERGAMUM: 55.2 %
Il Hcs I LDAP PERGAMUM [l RV3 ACESSO
Il ZIMBRA

Figure 9. Global comparison between integratiorvioiers.

Percentage of Success and Error

M Success Error

Error and Success

=

LDAP

PERGAMUM

RV3
ACESSO

Figure 10. Graphic of a global comparison betwedegration
providers.

C. Comparative outline

In Table Il, we can see a comparative outlinetluf
approaches used in the studied phases, showiraglttatages
and disadvantages of each one of them. For instahee
approach "Data replication (Triggers, Functions
Procedures)" has the advantage of its instantaneaiuse, but
the disadvantage of depending on a DBMS technology.

All studied approaches have advantages and\distabes
and they must be understood based on the contexheof
university. This means that depending on the telcyies, the
amount of involved systems and services, an aphrowy be
more adequate than others. In the context of UFilfe
approach using SOAP and Web Services is the mesjuate,
because it allows more scalability and flexibiligiven the
expansion of the integrated software and netwonkices.

TABLEII
OUTLINE OF THE APPROACHES
Approach Advantages Disadvantages
Data replication Feeling  that it Depends on the technology
(Triggers, Functione happens of the database management
Procedure} instantaneously system.
Feeling that it
happens Depends on the technology
instantaneously andf the database management
UDF . X ‘ ; > i
integration with system; Fail  recovery;
Technologies Speed.

outside the DBMS.

Depends on the technology

Feeling that it of the database management
Master/Slave happens system and of the network.
instantaneously May generate inconsistent
records in different servers
CRON + Scripts PHP  Maintainability. _Updates are not
instantaneous.

Depends on the external

. Scalability; )
Web ®rvices Function isolation. network; Depends on
technolog
) Requests and responses in a
SOAP Welll—defmed standard format containing
services. . h
too much information
[I. CONCLUSION
The IT environment in medium and large-sized

organizations is complex due to the heterogenetatfopms
and their size. For the consistency of the dataipoéated by
those systems, the ideal is for them to be integratorking
as one.

In academic environments, the scenario is simaveral
systems are used with many different goals. In pliger, we
present a case study over the integration of systamd
services within a University, involving 11 systerasd 2
services. In this study, it was possible to idgndifintegration
phases, from the moment when there was no integradi the
beginning of 2006, to the development of an intégna

an@rchitecture and its implantation, in October/2014.

In phase 3, a service oriented architecture wag ks for
the integration of the university systems. Togetith this
architecture, a monitoring and management interféare
services and integration permissions was developed.

This study of the history of the integration at tiv@versity
allowed us to understand better its evolutionjrital needs,
the advantages and disadvantages of each of thpteallo
solutions. This understanding may help avoid adgpti
approaches that were proven to be inefficient enabntext of
information systems and network services integnatid the
university.

The integration of systems and services, especially
academic environments, is very interesting, becauskeals
with administrative  systems (personnel
purchases, public biddings, stock control), acadesystems
(course and student management, enrollment,

20

management,

dodumen



Garcia, C. M.; Abilio, R.; Malheiros, N. / Revisiie Sistemas de Informag¢édo da FSMA n. 15 (2015) pi22

emission, student history, research projects) amtivork
services (e-mail, centralized authentication, \eissl network)
that are part of the daily life at the universithesides

[14] Intel. Computadores ficaram 61% mais baratos nos ultim@sados.
<Disponivel em: http://newsroom.intel.com/docs/DC323>.
Acessado em 26/08/20%2013)

[15] Laurindo, F. J. B.; Shimizu, T.; Carvalho, M. M. & Rabechini Jr, R.

integrating with non institutional systems.

As future work, we suggest:

(1]

(2]

(3]
(4]

(5]

(6]

(7]

(8]

9]

[10]

[11]

[12]

(13]

(16]

. . : 17

» Deeper study on security aspects in Web Serwces;[ ]

e Identification of points common to education[181
institutions, in order to provide a standard for
integration in this sort of environment;

O papel da tecnologia da informagdo (Tl) na estgié das
organizagGesGestédo & Produgao, SciELO Brad|,160-179. (2001)
Marin, H. d. F. Sistemas de informag&o em saldesideragdes gerais.
Journal of Health Informaticg, (2010)

Martins, V. M. M. Integracdo de Sistemas de Informagéo:
Perspectivas, normas e abordagendniversidade do Minho -
Guimaraes - PortugaR005)

Nascimento, A. M.; Luft, M. C. M. S.; Araujo, G. B. & Dacorso, A.

L. R. Implantacdo de Sistemas de Informacdo em uma seieret
estadual

Revista Pensamento Contemporaneo em Administr&c&6;82 (2011)

e Proposal for meeting the Federal Government's &9]
Ping’ interoperability standards.;

* Proposal for integration with Federal Government'&0]
structuring  systems, such as: SIAPE, SIGEPE;y;
Comprasnet.
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