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Abstract— This paper presents a number of research
initiatives related to innovative and cut-edge teahologies for
Cloud Computing. These are chiefly inthe fields
of (i) environment security, (ii) quality assurance (iii) service
composition, and (iv) system management. We preden
technologies for intrusion detection; a SLA perspgtive
in security management; customer security concernsa Cloud-
based solution for eHealth; experimental assessmewf routing
for grid and cloud; simulator improvements to validate the green
cloud computing approach, and; a framework to radio layer
operation in cognitive networks.

Index Terms—Management and Security, Cloud Computing
Grid Computing, Cognitive Networks

I. INTRODUCTION

Service Level Agreements for SecuritySec-SLAS). In this
paper, we makan overview on the subject and elaborate on
the difficulties related to defining security mesri and
monitoring mechanisms. We concluded by analyzing th
applicability of Sec-SLA for Cloud Computing envinoent.
Another paper in the same research topic, [5] iiyates the
Security Concernsin Cloud Computing.

In the field of service composition, in [6] weoposed a
framework for Cloud Computing eHealth creating an
architecture for Cloud-based Sensor Networks desigto
integrate existing medical equipments in healthiturtsons. In
this environment, the information is collected, ggssed and
becomes available in the Cloud. It encompasseadtiens of
expert systems, which may require extensively msiog for
data analysis, and ubiquitous interfaces

In the field of system management, in [7] we radd the

LOUD computing technology imposes novel challertges Problems of system management considering Rioeiting
service development and management. The inherdpfoblem. We conclude by presenting an experimental

features of vastly distributed processing open remwment,
and multi-user/multi-functional solutions requirenovative,
cutting-edge system management technologies. fnpéper,
we present a number of research initiatives beimglacted in
our group related to these technologies, chieflihanfields of
(i) environment security, (i) quality assurancéi) (service
composition, and (iv) system management.

Our group has a long record of research on enwviesnal
security. In [1] we challenged the methods &ecurity of

assessment of routing for grid and cloud.

In the same field, we propose bregrated Solution for
Cloud Computing Management based on organization
model [8]. We intend to develop new mechanismsGogen
Cloud computing, which aims at a processing inftestre
that combines flexibility, quality of services, améduced
energy utilization.

Finally, in [9] we introduced anethod to classify the
Spectrum Band Occupation based on cognitive netwosk

Input Validation in current Cloud-based Web Services, andVe present a list of functionalities that ensuferimation and

propose a framework for new method of input valaat In
[2], we dispute the efficiency of currehttrusion Detection

operations need
avoidance, power

to upper
allocation,

layers perform interfexrenc
sensing control, spatt

Systems and present a novel intrusion detection metho&haracterization, spectrum selection and recordtipm. We
Moreover, we demonstrate how the proposed methatnderscored the radio configuration features thatralevant

overcomes the current limitations through the daiaof the
typical attacks on host computers and networksaddition,
we present a solution where audit data is colleftenh the
middleware and two intrusion detection techniquesagplied
[3].

Our research in the field of quality assurarecexemplified
by the description in [4], where we present ouraesh on

to achieve cognitive network goals.
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This paper is structured in sections, where esettion
discusses a specific issue, explaining its conthawing our
proposals to tackle with its main issues and catioty with
some general remarks and specific work that mustdme in
the field. We close the paper with a specific caosidns
section, in order to complete the mental pictureoiar reader.

Il. SECURITY FRAMEWORK FORINPUT VALIDATION

A. Scope and Context

Input manipulation attacks, such as Cross Sitdpting
(XSS), are becoming one of the most common attagkinst
Web Applications and Web Services securitysing firewalls
and other security mechanisms is not effective resgai
application-level attacks, thus new methods ofesyssecurity
are required.

In [1], we proposed dramework to securing applications.

against input manipulation attacks. The mechaniffero a

reusable approach by the use of XML files and a XML

Schema for security parameters specification.

The input manipulation attack typically occum®n the
application interface and could be used to expliie
Application Server. It allows the attacker to ascdatabases,
files and system configurations. This kind of dttais
generally well known. However, the widespread uszfgé/eb
Services is leading to inventive (and previouslyjknown)
methods of input manipulation attacks [10].

We highlight that using SSL and firewalls is nofeefive

against application-level attackdence, the work referenced

proposes a framework for securing applications regjanput
manipulation attacks using a reusable approach.

B. Proposalsand Solutions

Attacks to Web Applications and Web Servicescamamon
due to incorrect or non-input validation. The laddfkthorough
input validation could result in different kinds aftack, the
most common of which are defined bellow:

. Cross Site Scripting (XSS): consists of executin

scripts on Web pages through the exploration ofcootectly
validated fields or URL.

. SQL injection: consists of the execution of SQI_I

commands through the manipulation of the URL vdeisior
fields.

. Hidden field manipulation: manipulation of hidden

fields in order to explore some vulnerability.

. Buffer Overflows: sending messages bigger tham ﬂiNeb

maximum allowed in order to execute arbitrary comdsa
The proposed framework has the primary objectbfe

validating the user inputs before the Applicatidarts to

execute. It consists of a XML Schema, a XML fileserver

mechanism for input validation and the front-englegation,

whose functions are the following:

. The XML Schema defines the valid XML specificati

for the framework;

. The XML file defines the valid inputs for the rdoed

Application fields;

. The server mechanism is called to validate uber

inputs according to the XML specifications;
. The front-end application is represented by any
application which uses the framework for validatinguts.

When the user sends a request for an Applicati@ninput
Validation mechanism receives the Request and shieclany
inconsistence according to the pre-defined XML Inpu
Validation specification. If the inputs sent arelida the
request is passed to the Web Application, othervitse user
receives an error response.

The framework can be used with already develapedew
applications. When using the framework with already
developed application, the developer must adapt the
application methods for calling the mechanism tdidede
inputs after receiving them.

On the other hand, when using the framework waighw
applications, the developer can define the apptinanethods
calling the mechanism every time an input is resgiv
This framework has some important charactessticworks
in the server-side — which means that any inpunftioe Client
will be validated before being processed.

Some developers usually perform the input ihaion in
the client-side, but this is not correct and sedweeause the
validation can be bypassed.

Another important characteristic of the framekwis that it
uses a single validation mechanism for the entyrstem,
allowing for many applications from the same seteeuse the
same mechanism, fostering reuse and systems stiiwatam.

The framework is also XML based, what simplifidse
application maintenance: if any changes are nepgstae
developer just needs to change the XML applicdilen

This proposed framework addresses the big pnoblenput
Validation. Using it, Web Applications and Web Sees will
be secured against the various types of input méatipn
attacks

C. Conclusions and Future Works

This work presents the following major contribut:
An independent specification of Security for Ibpu
validation, through the use of a separated XML file
A very reliable framework for validating user irp in
the server side instead of in the client side, @sguhat all
inputs will be validated before processing;

. A reusable approach with the implementation & th
Validator mechanism;
. An architecture that could be used for Web

Applications or Web Services; and
An experiment result that present how easy iind
Applications with Security flaws related to tlaek of
input validation.

This study could be extended with the implementatib a
system for input attacks detection and responseinftance,
blocking the attacker access to the Web Application

IIl.  INTRUSIONDETECTION FORCOMPUTATION GRIDS

A. Scope and Context

Current intrusion detection technology is lirditan
providing protection against the intrusions thaymmlate the



Westphall, C. B.; Westphall, C. M., Koch, F. Lagt/ Revista de Sistemas de Informacao da FSMA& (2011) pp. 8-21

security of computational grids. We present thebfmm of
grid intrusion detection, describe the requiremeiita system
to detect them, propose a grid intrusion deteati@thod, and
show how it overcomes the limitations by integrgtithe
detection of the typical host computer and netwattacks
with the detection of grid-specific attacks and rusehavior
anomalies. This integration is evaluated with aecstsidy that
makes use of simulations and a prototype implenienta

Computational grids are emerging as tools tilifate
the secure sharing of resources
environments [11]. Security is one of the mostllehging
aspects of grid computing and Intrusion Detectigst&ns
(IDS) have an important role in grid security magragnt.
IDSs are responsible for the detection of intrusioin
information systems and the responses to them|lysalart
notifications sent to the security managers.

Intrusions can be characterized as unauthorized byse script

external parties or abuse of the system by insidEypical
host-based IDSs and network-based IDSs can beydplo a
grid environment to improve its security. Howevehey
cannot properly detect grid intrusions. The débecof these
intrusions poses new challenges and current imnusdétection
technology is limited in providing protection agstithem. In

user accesses the grid, GIDS Schedulers cotimiltiser
profile stored in a database and, depending the
demanded computing power for audit data analysibmgt
one or more Analyzer jobs to nodes with availaldeputing
resources. The jobs) exchange data with the daalaorder
to analyze user behavior and update the profil@he
Analyzers are also responsible for correlatirgdtored audit
data to identify grid attacks.

To show how the GIDS example satisfies the coverage
in heterogmsneaequirement, consider a scenario where it protecsd where

an intruder wants to penetrate and follows thesjgsst

(1) The intruder launches a buffer overflow elttagainst
an operating system (OS) process running on angrit. The
attack is successful and he is then able to exeadigrary
code.

(2) Now with OS root privileges, he runs exploit
and impersonates a user with grid ileges,
gaining facilitated access to several nodes.

(3) Continuing the malicious activity, he ussseral
grid nodes to run a distributed application.

(4) The application launches a coordinated netwdékial-
of-service (DoS) attack against an external targe

The first step characterizes a (d) host intrusietectable by

[2] we describe a grid intrusion detection methdthtt HIDS. Supposing it's not detected, the intrudenceeds to

overcomes the limitations.

B. Proposalsand Solutions

For intrusion detection in computational
recommend a method in which grid-based intrusitatection
systems (GIDS) is a high-level component that adgi
functionality of lower-level Host-IDS (HIDS) and eork-
IDS (NIDS) provided through inter-IDS communicatiorhis
makes possible the reuse of intrusion detectiortwsoé
already available, avoiding re-implementation afdtionality.

GIDS integration with the lower level componentstlig
method’s core. In this method, to achieve the ddssecurity
level for the grid, HIDS and/or NIDS are installat certain
grid nodes and network domains and work iatesgl with
GIDS sending relevant information for the dé&t: of
intrusions.

In order to achieve the maximum security level,hegad
node and grid network domain must have a lowerl V8
installed. In this case, all NIDS located in eactd gnetwork
domain capture network audit data and look for quolt
anomalies and attack trails existent in networkpts

In addition to that, each grid node has a HIDSailtetl that
collects and examines host audit data to identifgence left
by attacks and resource usage anomalies causeddlyukers.
GIDS uses the audit data shared by the lower-lHd8k to
identify grid attacks and to compare the behavfagra users
with their previously built historical profiles. Ehgrid security
manager is alerted whenever an intrusion ieadetl by
GIDS or an alert is (iii) sent by the lower-levBISs.

The organization of HIDS and NIDS components
illustrative and the audit information they sharghwGIDS
Agents is stored in Grid Information Databasesergvtime a

the second step, which characterizes a (c)atatk and a
consequent (a) unauthorized access, both detedighBDS.
If not stopped at that point, the intruder getshi® third step,

gridse W\ here GIDS compares his behavior with the historicafile

of the user he impersonated to identify (b) masuslf

somehow GIDS fails to identify a behavior wmmady, in

the fourth step NIDS is responsible to detect (e DoS

attack trails. In conclusion, in this scenartbe GIDS

example covers (a), (b), (¢), and (d) intros, satisfying
the requirement of (x) coverage. The system exaniple
designed to distribute the detection problem amatsg
components in order to achieve (y) scalability asidce it

benefits from the grid by consuming its computingsources,
it achieves (z) grid compatibility.

C. Conclusions and Future Works

The purpose of this work is to descridwe approach
that overcomes the weaknesses of the avaiallgions to
the grid intrusion detection problem. As discusttedcurrent
technology is limited in detecting all the kinds atfacks that
may violate the security of a grid. TypicBSs cannot

properly identify grid-specific attacks and gridusers
misusing resources.
The available GIDS architectures also lack gution

against grid attacks and typical computer host aetivork
attacks. We listed basic requirements that need Ue
satisfied by a GIDS: coverage, scalability, agdd
compatibility. Related works on the subject afdgintrusion
detection describe solutions which try to achisealability
ignd grid compatibility, but lack in achievingomplete
coverage protection against the possible igtidsions.
We described a grid intrusion detection method hictv

10
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GIDS is a high-level component that works in aregnated compatibility with heterogeneous hosts, communicati
manner with lower-level IDSs (NIDS and HIDS).héh, mechanisms, and permission control over the system
assuming that integrating the IDSs was feasibke,showed maintenance and updates since these features @ioaltyn
with an example that this method can be used tsfgdahe cloud computing, the problem becomes simpler, aseh
basic GIDS requirements. features are supported by cloud computing middlewand
We presented mechanisms to integrate GIDS witlet- our effort can be focused only on implementing usitn
level IDSs. The use of standard protocols antndds was detection as a grid service.
focused: IDMEF, IDXP, RUR, and syslog. The casedytu An attack against a cloud computing system carilet $or
performed with a simulated grid environment d¢galuate a network-based IDS, since node communication lsisl
the mechanisms was described. It demonstratet the encrypted, and invisible to a host-based IDS, sioksl
integration of lower-level IDSs with a GIDSing IDMEF computing attacks not necessarily affect a nod&soD the
messaging is possible and useful to detect theignidsions, user registry but in cloud computing middlewareves will
although a complete case study involving all thgesyof grid focus in this part. In this way, traditional IDS ncet
intrusions was not performed, since signaturealtiges of appropriately identify suspicious activities in aoud
grid-specific attacks have not been made abhl to the computing.
scientific community yet. Research topics to bestdered for The work described in [3] presents an IDS archibecfor
future work are the distributed GIDS architecturattwas left cloud computing environment called CCIDS - Could
as an idea, the impact that a grid-wide intrusidetection Computing Intrusion Detection System - which inttgs low-
service has on a grid’'s performance, and -gpiecific level detection, such as network and host detectmidentify
attacks, including languages and tools for thenipulation. attacks in the environment.
Also, other requirements could be considered fdp%;1Isuch

. B. Proposalsand Solutions
as accuracy, fault tolerance, timeliness, amtbp®ance.

Could computing is distributed computing in esseand
hence we suggest that intrusion detection andlét$ system
for this environment should be distributed and @vafive. In
A. Scope and Context our solution, each node is responsible for ideimifyand

Providing security in a distributed system reesimore alerting the other nodes of local events that mepresent
than user authentication with passwords or digitatificates Security violations. These individual IDS will coenatively
and confidentiality in data transmission. Rigoraasitrol of Participate in the cloud computing intrusion deett sharing
the executed tasks is needed in order to prevefitiows of information between the cloud computing intrusio
users from breaking grid policies, to identify tinge of stolen detection service and the elements that realizardiitecture.
passwords, and, also, to make possible the raitiien of 1hese elements are described below:
known attacks. In this work, a solution for griddanloud - Node is a grid entity which contains resourcebese
computing intrusion detection is presented in whickiit data 'esources are accessed homogeneously through fble gr
is collected from the middleware and two intrusitetection Middleware, which also is responsible for contngliaccess
techniques are applied. Analysis for anomaly diecis control policies and supporting a service-oriented
performed to verify if user actions correspond toown €nvironment;
behavior profiles and knowledge analysis is perfinto - Service provides its functionality in the envinoent
verify security policy violations and known attaglatterns. through the middleware, which facilitates, for arste,
This approach was evaluated and its resulting peeoce in COmmunication.
regards to false positives, false negatives, amdpatational - Event auditor is the key piece in the system dsd
cost are discussed. responsible for capturing data from various soyrsesh as

Because of their distributed nature, cloud computinthe log system, service and node messages.

environments are a great target for intruders ngliio explore - IDS Service analyzes data captured by the auditut
possible vulnerabilities existent in the servicesviled by applies detection techniques based on user behandr
them and, consequently, by impersonating legitimages, can knowledge of previous attacks. In the event of tect®n, it

use the abundant resources inappropriately. Antiaddl Uses the communication means provided by the migdteto
security measure that can be of great value in systems is send alerts to other nodes. Therefore, cloud cangattacks

the employment of Intrusion Detection Systems (IO§) are detectable. The middleware has also the task of
investigate configurations, logs, network traffiand user Synchronizing the known attacks database and trer us

actions to detect typical attack behavior. behavior database. _
An IDS must be distributed in order to work in @ud - Storage Service holds the data needed by theS®&8ice

computing environment. In this manner, each node 8 perform analysis. It is important for all nodeshave access
monitored by a part of the intrusion detection eystand, 0 the same data and a grid environment is respiensor
when an attack occurs, an alert is sent to ther oibées in the Virtualizing the homogeneous environment in a foansnt
environment. To achieve this distribution, we need/@y SO that this database is unique.

IV. INTRUSIONDETECTION FORGRID AND CLOUD

11
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C. Conclusions and Future Works

Agreementsor just Sec-SLAs not as a brand new technique,

In this work we have described a cloud computinut as a new design for the traditional Service elev

intrusion detection system capable of identifyingkmown
attacks, such as malicious usage through behawiation,
and known attacks, with the help of a rule dataltlaaedefines
typical attacks.

Our solution is an IDS service that captures adaia from
a log and a communication system part of grid nadedire
increasing the level of security in each node, a#l as the
cloud computing.

Two techniques were applied to achieve a higheellef
security, intensively monitoring for possible madigs actions.
Behavior-based intrusion detection was done witlfieed-
forward artificial neural network to recognize gatts of user
behavior and indicate abnormal activity.

The prototype implementing this solution was dentraitdy
accurate, with a low rate of false positives aridefaegatives.
Knowledge-based detection was added to the soltbic@ase
the identification of trails from already known aks. These
attacks are previously defined with a set of rulleat we
presented as a contribution to the field.

In order to perform the required analysis for istoun
detection, we described a system for capturingtalata from
a log system and messages exchange between gréd.niod
contrast to previous related work, this informatismretrieved
from the middleware, instead of lower-level systesush as
the operating systems or network. The architectwas
evaluated for feasibility with a prototype. We fauout the
processing cost is low and the performance isfaat@y for a
real-time implementation. The individual analysisrfpormed
in each node reduces the complexity and the volingata in
comparison to previous solutions where the audif da
concentrated in single points.
synchronization,
concerns in this work, since cloud computing presgidervices
with these features.

V. SLAIN SECURITY MANAGEMENT FORCLOUD COMPUTING

A. Scope and Context

One of the network and services management @mubls
security, either in preventing attacks and usingymatational
mechanisms to protect data and systems or in ashngtive
matters, which involves not just what needs to bategted,
but also what security service levels will be deted. This
work explores Service Level Agreements for Secunityjust
Sec-SLAs. Is tried to provide an overview on thbjsct, the
difficulties faced during the security metrics aéfon process
and the Sec-SLA monitoring, as well as an analysithe Sec-
SLA role in new paradigms like cloud computing.

Control systems and data security are importananig
computer system. This demand can be covered bytirggea
new devices or techniques and by making some awkus in
traditional ways of storing and controlling systeamsl data. In
this sense, this work studieSecurity Service Level

Communication
and homogenization of resourcesewe

Agreements or SLAs. Instead of considering traddi
service levels like network throughput or delay, égample, it
considers just service levels related to security.

To meet these security services levels, a set ofirgg
metrics needs to be defined and monitored. Defirthegse
metrics is not a trivial task, but great researffbreis being
done to facilitate the process.

Service level security requirements or demandsudel
cryptography, data packet filtering, redundancyhafdware
and software and so on.

After this conversion, we get the second task ieffective
Sec-SLA: monitoring if the metrics agreed are beingt. It
was proposed an architecture for monitoring andtrodimg
these agreements, called Sec-Mon. This work explSezvice
Level Agreements for Security or just Sec-SLAs. Wieto
provide an overview on the subject and the diffieglfaced to
define security metrics to be used in such cordraxg also to
outline its important role in new scenarios, likéoud
computing.

B. Proposalsand Solutions

Changes occurred in the traditional distributechputing
paradigm lead to the need of enforcements in thaittonal
SLAs. The more recent is the notion of “computingthe
cloud”, whose popular designation is cloud compyutin

There is no clear consensus on what exactly cloud
computing is, but several authors outline the fhet it is a
new distributed computing and business paradignat th
provides computing power, software and storage erah a
distributed data center infrastructure on demaralivered
over the Internet. The key words in the previounid@®n are
on demand. Services delivered in such conditioesahd
considerable effort in the process of defining siégiservice
levels.

The definition of security metrics, as well asntsnitoring,
has to be done also on demand. The negotiatioheofSLA
will have to be agile, in order to not affect theing of
services, as one of the greatest appeals of cloogbating is
to allow unexpected demands to be met more quickly.

The security problem in cloud computing raises many
guestions, especially from customers, who neechtterstand
the risks associated when migrating services toctbed, as
well as to know what are the ways available to em¢hat the
security of such data will be maintained.

Several recent work in cloud computing cites the
importance of negotiating SLAs. For instance, Thieu@
Security Alliance[12], whose formal debut was made at RSA
Conference 2009 releasing a white paper entitledurg
Guidance for Critical Areas of Focus in Cloud Conminpg,
points the fact that more consideration should ibergto the
content of the SLA, considering its ‘auditabilityh [13] is
pointed that to become a viable alternative to éhterprise,
cloud computing infrastructures need to providdlstaervice
level for business process. It is also pointed tlmatcloud

12
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computing environments SLAs are typically providedbasic
platform services (e.g., system uptime, networlodghput)
[13]."

Due to its nature, cloud computing has severalsygeaises,
i.e., one might be computing in the cloud when tingaa
datasheet in Google Docs, as well as when hirisgreer in a
data center to any enterprise purpose. Some cloogbating
categorization was done, trying to differentiateesih use
possibilities, according to the main objectives use. The
categories more indicated in cloud computing relaterk are
the three following, reproduced in this sectionelikhe
definition given in[14]

C. Conclusions and Future Works

A Sec-SLA is a formal negotiated document thatraefiin,
specially, a quantitative way what service leveldl Wwe
delivered from the provider to the customer. Ineottwvords,
the Sec-SLA deals with the “what”, not the “how".
Nevertheless, by defining good security metrics thew”
could be better visualized.

Usually the IT team faces lots of options in tedbgwal
solutions and having a clear and documented uradwetisty of
what are the security requirements certainly wdéth. One
of the main advantages of a Sec-SLA, beyond thal lege, is
the possibility of a better understanding of howusiy is
being accomplished.

It was also possible to notice that many reseascheing
done focusing on the security metric subject. Fuately,
security metrics are of great concern in more ard@s
network and services management and much of thet efibne
to improve their definition and measurability ifid in a Sec-
SLA context.

Proposed architectures like Sec-Mon represent aoritant
subsidy in the search for ways to monitoring andtiadling
the Sec-SLA. The Sec-Mon architecture is independéra
specific technology and even that in the momentitef

especially considering a public cloud and we coaelthat
data confidentiality, integrity and availabilityeathe biggest
ones.

Despite of the fact that industry big players li&®ogle,
Amazon, SalesForce, Microsoft and others have mtsdand
services under the umbrella of ‘cloud computingijotd
ready’ or other similar denomination, there is ransensus
about what exactly cloud computing is. Below we liso
definitions made by researchers:

“A Cloud is a type of parallel and distributed ®yst
consisting of a collection of inter-connected ardualized
computers that are dynamically provisioned and eoresl as
one or more unified computing resources based ovicee
level agreements established through negotiatiowdan the
service provider and consumers [15].”

“A model for enabling convenient, on-demand network
access to a shared pool of configurable computasgurces
(e.g., networks, servers, storage, applications, services)
that can be rapidly provisioned and released withimal
management effort or service provider interactiosy [’

From these definitions, it is possible to noticattlsome
characteristics are clearly repeated. It is a navagigm, not
just a distributed computing paradigm, but als@a business
paradigm. It is intended to provide computing poveeiftware
and storage and even a distributed data centasinficture on
demand.

In order to make these characteristics viable, dclou
computing makes use of existing technologies, sash
virtualization, distributed computing, grid commgj utility
computing and Internet. However, even those ingiubtg
players have products and services available as als
definition of what are the basic cloud computinglertying
technologies, a customer intending to better unaedsand
profit from this new paradigm faces several consern
especially the ones related to security.

Considering the customer point of view, we have enad

construction was not considered the cloud computingensive research to obtain what are the main riggcu

paradigm, it could easily be adapted to providermsed being
deployed in a cloud environment.

As final remarks, we point out that a researchrsdesign
security metrics according to the cloud computiagegory,
aiming to help the need for dynamic negotiatiorSet-SLAs
in the cloud is in place. It is a great challengeduse the
paradigm is still evolving, as well as the underdtag of what
are the security challenges that it brings.

VI. COSTUMERSECURITY IN CLOUD COMPUTING

A. Scope and Context

There is no consensus on the exact definitiorclofid
computing, but some characteristics are clearlgatgd. It is a
new distributed computing and business paradigmprdvides
computing power, software and storage and evestdhidited
data center infrastructure on demand. In [4], wegtigate the
main security concerns faced by the customersatetrying
to better understand or profit from this new pagadi

problems pointed in the available literature foroud
computing security, aiming to list and discuss tmere
recurrent ones.

B. Proposalsand Solutions

Many cloud computing security problems are stiltlear.
Being cloud computing such a recent computing pgradit
is natural that many aspects remain uncovered \&ketiee
paradigm itself is being more developed and undedst

According to [17], there are three main customers’
concerns:

- Vulnerability to attack: critical business infoation and
IT resources are outside the customers firewall.

- Standard security practices: customers want to
confident that such practices are being followedsivbf those
practices require disclosure and inspection, wHedds to
another concern as a customer: will my data behénsame
virtual hardware and network resources with othestamers,
being susceptible to disclosure in someone elssjseiction?

be
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- Being subject to state or national data-storages Irelated
to privacy or record keeping: European Union (Ef;
example, has privacy regulations that do not pemsnine
personal data to be transmitted outside the EUhéncloud,
data can be stored anywhere in the world; it isortgnt to
attend such regulations.

In June 2008, the Gartner Group released a reptittee
“Assessing the Security Risks of Cloud Computind7]|
According to this report, widely commented and it the
Internet, before jumping into the cloud, the custorshould
know its unique security risks, considering spégiaeven
security conditions during the process of choosingloud
provider. These unique security risks are:

» Privileged user access: outsourcing means allowi

controlS! e al _ : : _
h computing is a still evolving paradigm, some neveusity

outsourced services to bypass internal
including personnel controls. With this in mindet

customer has to obtain as more information as plessi

about how the possible future provider hires peapig
what kind of controls their accesses have.
* Regulatory Compliance:

certifications, the customer probably should na iis
services for non trivial tasks. Customers havelw@gs
remember that, unless stated or agreed otherieg,
are responsible for their own data.

» Data location: when using the cloud, the custom

probably will not know where their data will be #d.

Thus, it is recommended checking if the providelt wi )
commit to store and process data in specifisUPiect

jurisdictions and if a contractual commitment otndlé
of the customer will be made by the provider.

» Data segregation: customers should check whatrie do
to separate different customers’ provider data, wue
the fact that, in a cloud, the environment is stiare

Using cryptography, for example, is effective, loiat

not solve all the problems. It must be checked &lso
the cryptographic schemes are designed and tegted b
specialists, because cryptographic accidents destab

make data unusable.

» Recovery: the provider capacity of restoring théren
system and how long it would take should be checkes
by the customer. Any provider that does not repdica

its data or infrastructure is prone to total falsir
* Investigative support: In order to have confideitita
inappropriate or illegal activities will be possito be

investigated, the customer needs a formal commitmefUtomate this process by using
from the provider. This commitment should statechhi
kind of investigation will be possible and also egv
evidence that similar support was already donehiey t
provider. Otherwise, the customer almost can be su

that such investigations will be impossible.
e Long-term viability: if happens that

if the cloud computing
provider is not subject of external audits and sgcu

the clou

to a substitute application.
Summarizing the Gartner's report, customers should
demand transparency and avoid providers that dooffet
clear information about security programs.

C. Conclusions and Future Works

Maybe the cloud will evolve and become the latge
information system we ever saw, having all sordafa and
dealing with all kind of information, all kind ofessitive
information. Hence, much research work is in pregréo
provide security for cloud computing, especiallgasling do
data confidentiality, integrity and availability.

The general belief, including ours, is that theyéaradoption
r&LCIO“d computing relies on how secure it is dmat security
ould be addressed since the very beginning. Ghagrcloud

concerns may appear during the definition process,the
concerns highlighted in the present survey probablly not
change.

There are, however, a lot of good research and work
progress aiming to mitigate or to solve the segus$ues and
to turn the cloud computing horizon less cloudy.chm these
researches are government initiatives, like theidtlsecurity

t group from US National Institute of Standards aedhhology

(NIST) and industry initiatives, like the Cloud Cpuating
epecurity Alliance. Having data confidentiality, egrity and
availability a strong legal side, some legal orgations like
Strafford Publications are organizing events toculs the
like a Teleconference entitled “Cloud Cotirm:
Managing the Legal Risks”, showing that other areapgond
information technology are watching cloud computmgwing
adoption more closely. Such initiatives bring adeges for
the customer that can have more qualified backgtounen
analyzing the available cloud computing solutioosntigrate
his services to a cloud.

VII. CLoub COMPUTING FORHEALTH CARE

A. Scope and Context

Existing processes for patients' vital data emlbn
quire a great deal of labor work to collect, inpnd analyze
the information. These processes are usually slodvearor-
prone, introducing a latency that prevents reaétiohata
accessibility. This scenario restrains the clinidegnostics
and monitoring capabilities. In [5] we propose dugon to
“sensors” attachezkisting
medical equipments that are interconnected to exgha
service. The proposal is based on the conceptstitity u
computing and wireless sensor networks. The inftona
ecomes available in the “cloud” from where it che
processed by expert systems and/or distributed edical

dstaff. The proof-of-concept design applies commodit

computing provider be acquired or goes broke, th%omputing integrated to legacy medical devicesyemg cost-

customer needs to know if the data will still be®

available and in a format that will allow being iorted

ffectiveness and simple integration.
Telemedicine allows remote diagnoses and monitoahg
patients. It guarantees agility, safety, and rdligin modern
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health-care institutions. There are several
associated to automation in this sort of environmeiz:
heterogeneity of devices, protocols,
interfaces; the requirement for flexible, impaa€fr
deployment; the requirement for easy to configwasy to
manage, scalable and, if possible, self-adjustysgesns, and
others.

We focus on the problem of patients’ vital datalexiion,
distribution, and processing. We suggest that atigelutions
based on manual note taking are slow, time congynand
labor resource intensive. Besides, it imposes astaclke to
real-time data access that curbs the ability ohicdl
diagnostics and monitoring.

We present a solution to automate this process fredside
data collection to information distribution and m@e access
by medical staff. Our solution is based on conceptsireless
sensor networks and utility computing. “Sensor® attached
to existing medical equipments that are inter-cotet to
exchange services; these are integrated to théutimt's
computing network infrastructure. The informatioacbmes
available in the “cloud”, from where it can be peesed by
expert systems and/or distributed to medical $taffinalysis.
We argue that these technologies provide desifabteres for
automation in telemedicine environment.

B. Proposals and Solutions

Our proposal is a system to automate the prooéss

collecting patient's vital data via a network ofnsers

chg#len medical system.

» Computer resources available in the cloud anearsible

and programgmirto (iii) organize, index, and make the data acbéssiand;

distribute the data to (iv) medical staff.

At this level of abstraction, there is no need pecfy
“what” elements are available in the cloud (logidakign) or
to care for performance and scalability (physicaign). It
suffices to say that the “cloud” provides the staddnterfaces
for application integration.

C. Conclusions and Future Works

In short, our solution delivers an integratekreedicine
service that automates the process from data toledo
information deliver as a computing utility. Theree sseveral
practical advantages in this implementation, such i
provides always-on, real-time data collecting; limenates
manual collecting work and possibility of typingens, and; it
eases the deployment process, as wireless netwonk@ans
no need for cabling or other physical setup.

From the software engineering perspective, the gseg
design promotes re-usability through the use oftaadard
services implemented and deployed by using a Piatls a
Service (PaaS). In addition, it leverages otherslthe&are
institutions to use services through a SoftwareaaService
(SaaS) model without investments on hardware otwsoé
licenses.

Moreover, we suggest that this project contributes
scientific and social fields. On the scientificlfiethe project

connected to legacy medical devices, and; delives t generates new knowledge and applications for wtilit

information to the medical center's “cloud” for sdge,
processing, and distribution.

At the patient's bedside, there are sensor nodéshvetne
loaded with software to collects, encode, and translata
through wireless communication channels to be dtofde
Exchange Service acts like a broker between lawdlramote
services. It is responsible to receive collect deden sensors
and to dispatch it to appropriate storage servigsted on
cloud. It also receives requests from content serto retrieve
data from the Cloud Service, whose functionality tigo
folded: (1) it is responsible to provide services dtore
collected data; and (2) it provides a platformderelopment,
testing and deployment of applications needed bylicaé
staff. Mobile and stationary devices interacts eigiplications
using Content Service. This service acts like aoftiavhere
medical staff devices can access all availablaiinédion.

There are several practical advantages in
implementation, such as:

« it provides always-on, real-time data collecting;

it eliminates manual collecting work and posé#ipilof
typing errors; and

« it facilitated the deployment process,
networking means no need for cabling or other miaysetup.

The proposed architecture covers the several eksnien
current systems, such as:

e Sensors attached to legacy medical devices replae
necessity of (i) manual data gathering and (iipdattering on

computing, cloud computing, sensor networks and il@ob
computing. These areas are being extensively eaglby the
academic community and the developments from trogept
will address some of the outstanding questions.rdtee
many lines of research involved in this developmsenth as:
information systems, system modeling, networkingybite
service development, service management, compoégtio
security and quality of service (Qo0S).

In addition, there is a contribution to the sodield, as the
proposed service helps to improve the quality ofdiced
assistance delivery, especially in needy commuiti¢ is
difficult to gather medical staff with varying expise in a
single place, and it is even more challenging @bémedical
assistance to remote patients located in remotemtonities.
In addition, expert medical staff has restrictedetiand cannot
monitor patients or collect additional data fronti@ats at

thizedside. Thus, the proposal presents an innovatimeion

that addresses problems of integration, such ascalestaff
from one institution being able to monitor patieldsated at
another. It also helps with releasing support staffkload that
can use of saved time to focus on assistance.lyidale to its

as wirelespragmatic approach the project results in a cdettfe

solution to address the requirements for moderioizabf
health-care system in developing countries.

As future works, we intend to validate the propasa real
world setup to assess the benefits of the solutidarge scale
scenarios. In addition, we intent to implement salvservices
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enhancements of security and management with sttenaof
thirty-party infrastructure service provider.

composed of some components, responsible for nromtthe
data sent by the managed elements and others dteofehe
autonomic grid, analyze them, plan actions accgrdiintheir
objectives and implement these actions, thus airtges high
degree of autonomy.
A. Scope and Context The number of mobile devices is constantly changivigch
Grid and Cloud computing technologies are beipglied can result in big changes in the overall system: fe
as an affordable method to cluster computationalvgpo interconnection among the devices, it is essettideep the
together. These structures aim to support senp@dications routing table consistent. The Routing Table Managgm
by grouping devices and shared resources in onge larcomponent has the goal of detecting routing incesties,
computational unit. However, the management coniiylex but it cannot directly manipulate the routing taldlae latter is

VIIl. ROUTING FORGRID AND CLOUD COMPUTING

grows proportionally to the number of resourcesnei done by the grid’s routing algorithm.

integrated. This work claims to address the probleoif
management, considering the routing problem in réiqudar
context. An experimental assessment of routinggfid and
cloud is presented. In addition, it introduces aopiof-
concept implementation and case study scenarios.

According to IBM, traditionally, networks and mamagent
systems are manually controlled processes whichaddmne
or more human operators to manage all the compatiagms
aspects. In this environment, the operator is giyoimtegrated
to the management process and his task is to exémutlevel
system calls to solve imminent problems. Even thotlgs
kind of management, which keeps a human into tisteny,
was appropriate in the past, it cannot cope withdeno
systems.

The need to connect many heterogeneous systeme isfo
the main necessities of grid and cloud computingpducing
new levels of complexity. Even though it is a coexpl
environment, the configuration and management isedoy
humans. This characteristic makes this task slavaasubject
of decision making problems. Even administratooesrcan
occur at this task. In order to avoid this problarsolution is

The system proposed here implements two
algorithms: one is based on the direct interconoeawith a
neighbor node, and the other is based on the oreasction
among all nodes.

In grids, every element has its own routing talhatt
contains the destination (node name) and a metrecdistance
until the next element in hops). On the first aitjon, each
node connects to the neighbor node only. Thus;ahte to the
neighbor node becomes a default route (gatewathetmther
elements in the grid. For example, when an elemamnis to
request a service, it sends a request to the gatema the
gateway is responsible for forwarding the requedhé others
nodes connected to it. This process is repeated it
destination receives the request.

The other algorithm is a little different. As arelent joins
the grid, all the other elements add a direct rootg (metric
1). This makes the whole grid to be seen as a @imgraph.
The propagation of the information about a nod&ifg or
leaving the grid is coordinated by this same atbariin an
autonomic way. When all the nodes discover the ltzpo
changes, we have reached the convergence.

needed in which the management does not need humarTo this point, this work described the theory updrich the

intervention. Observing this scenario, a questionerges:

proposed system was based, the architecture deitsls

How to manage efficiently and in an automated way @mponents and interactions, and the routing alyos. To

heterogeneous and complex environment, like griclard?
In order to answer this question the work in [{dgowses an

test it, we have implemented it on Grid-M [18]. Angpthe
main benefits of the Grid-M middleware are: it {gea source,

experimental assessment of routing for grid andudlo it is easy to deal with small devices, it has arfdly API and it

computing that supports autonomic computing paradighe
system has self-management properties, and redefime
human operator's responsibilities, where their ggpee is
used to define general objectives and polices tarabthe
system instead of placing them in a decision magiogjtion.

B. Proposals and Solutions

is portable [18].

C. Conclusions and Future Works

In [7] we have proposed an experimental assadsofe
routing for grid and cloud computing. The converggetime
of the algorithm based on the direct interconnectio the
neighbor node is really small and almost constakd.

The piece that allows for the system to be dalleexpected, the response time of the algorithm basedhe

autonomic is the autonomic manager. Through theitorimg
of managed elements and their external environmig,
autonomic manager is able to build and executespfan
implementation, based on the analysis of sent fnmddion.
Therefore, the autonomic manager is responsiblerisuring

restrict connection to the neighbor node is lontiem the
other one. The big question to be answered was: tdanake
a heterogeneous environment and with huge comp)ditie
grid and cloud computing, not being managed mapuatich
is inefficient? The solution proposal is the creatiof

self-management, achieved when all its sub-areadf- (s autonomic elements acting as intelligent agenisaloie of feel

configuration, self-regeneration, self-optimizati@and self-
protection) are guaranteed.
For this purpose, this work suggests that the nmemiagy

the environment where they are and act the sanm@ding to
pre-defined policies.
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IX. MANAGEMENT FORGREENCLOUD COMPUTING

A. Scope and Context

Green cloud computing aims at a processingstrinature
that combines flexibility, quality of services, amdduced
energy utilization. In order to achieve this objest the
management solution must regulate the internaingsttto
address the pressing issue of data center overspning
related to the need to match the peak demand idrctimtext,
we propose an integrated solution for environmeatyices

B. Proposalsand Solutions

To achieve our objectives we propose an org#aiza
theory model for integrated management of a grdendc
computing environment. It works based on organizati
models that regulate the behavior of autonomouspooents
(agents) that view the environmental elements, oiktw
devices (e.g. switches, cards and ports) and sepraviders
(e.g. processing servers, load distribution sesyictask
processors and temperature reduction services)eXxample,
the management system is able to turn off unuseéwonle

and network management based on organization model gevices and servers, turning off the environmestadport
autonomous agent components. This work introdu¢®s typjts. This is reactive to characteristics of thedicted system
system management model, analyses the system's/ibeha |5ad. The controlling elements are able to cootdirfeetween
describes the operation principles, and presentasa study tphemselves aiming at a higher-level system’s objece.g. to
scenario and some results. We extended CloudSgimtalate keep overall energy utilization and SLA compliameetrics.
the organization model approach and implemented thegyr research advances the state of the art asvillf) it
migration and reallocation policies using this imyed version jntroduces an organization theory model for intezpa
to validate our management solution. management of the green clouds based on the cenoépt
The goal of green computing is to seamlessly imgr organization models, network management, and bt
management of computing devices and environmergal fcomputing; (ii) it analyses the network and systetehavior
control mechanisms to provide quality of serviaghustness, gng operational principles; (iii) it validates theroposal
and energy efficiency. The challenge in green cloamiputing demonstrating the system’s added-value in a casdy st
is to minimize resource usage and still satisfy liguaof  gcenario: (iv) it improves a simulator (the CloutSi
service requirements and robustness. The problem fligmework) to validate the green cloud computing
summarized as follows. The load prediction modets imanagement approach.
traditional architectures and cloud computing eswinents We propose techniques to automatically detect thation
are based on the analysis of historical data anwadd of gata centers. We modeled the system using NOKW),
increments from business models. This informaticakes it pgejiefs (BL) and Plan Rules (PR), inferring that weuld
possible to pre-allocate resources. However, loadligtion eeq (NM) to reduce energy consumption, reducedsés of
models are challenged (and frequently broken) wheRe cloud and maintain a minimalist structure, base a (PR)
unexpected peaks of demand occur. minimum of SLA violations and reduction of changesthe
Approaches to dealing with the problems of loaddt®n  enyironment, not forgetting parameter settings (BE)time
models include the following: (i) allow for a mangof on-line  yrovisioning of virtual machines. Based on theséniions
resources, i.e., over-provision resources; (ijtum on idle 5ng responsibilities, the agents’ sensors respormre m
resources; (iii) to temporarily use external resesr on- appropriately to balance the environment. Let'ssier three
demand (i.e., federated clouds), and others. Edcthese ggpjices (i.e. web service, backup, remote boot)ning
approaches has its advantages and disadvantages. concurrently and whose charge distribution appearse
In [8] we propose a solution based on integrateghymplementary. Their high peaks (i.e., variatiorwofkload)
environment, services and network management toatqtes: happen at different times. Based on inferences fxtvh BL
(i) equitable load distribution through technigug® virtual g9 PR agents would monitor the system and determin
machines; (ii) predictive resource allocation med#irough 5ctions dynamically. In this proposal the agentseh&wo
historical load analysis and pro-active allocatioethods; (i)  5g|utions to the adequacy of servers and virtualhines: at a
aggregate energy management of network devices; (ime before the peak, migrate the virtual machimeatmore
integrated control over the environmental suppaitsywhich  opust server or turn it off. Thus the system woatd more
represent the larger share of energy consumption. dynamically and autonomically, according to thedefened
The objectives are the following: (i) to provideXibility of requirements. Our environment is simply all theiations of
the system configuration that allows for the eagyoduction \yorkload (input), allocating and distributing sems
of new elements in the managed environment and t'(‘f%oving/relocating) to the reduced use of resoulsystem

configuration processing distribution among sersjic@i) to output), searching environmental sustainability.
provide a level of availability that keeps to highstandard

SLA compliance rates and which contributes to sy&te
stability and security; (iii) to reduce cost in batapital and
operational costs (CAPEX and OPEX) to support th&ress
predicates, and thus promote the acceptabilithefproposed
method; (iv) to provide sustainability by using meds to
reduce energy utilization and carbon emission foaty

C. Conclusionsand Future Works

In [8] we proposed an organization theory mofisl
resource management of Green Clouds and demomsttete
the proposed solution delivers both reliability and
sustainability, contributing to our goals of optainig energy
utilization and reducing carbon emission.
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Concepts related to cloud computing and green cloud-configurability where the first one is the alyilto sense the

computing were presented. We also described thelastion
employed in the practical part of the experiments ae-
tailed improvements undertaken on it to validate tireen
cloud computing approach. The simulator we usedalted
CloudSim and was developed at the University oftidalne
in Australia. The improvements we implemented eeltd
services-based interaction and policies for migratand re-
location of virtual machines, which are based omstey
monitoring and control.

Tests were realized to prove the validity of thetesn by
utilizing CloudSim simulator from the University of
Melbourne in Australia. We have implemented improeats
related to services-based interaction. We impleetent
migration policies and relocation of virtual macdén by
monitoring and controlling the system. There wagauction
in migration (45% on average considering a dayirafigtion)
as well as the number of SLA violations, found leglucing
the number of lost requests (7.34% on average derisg a
day of simulation). Moreover, the approach simetifithe
management model,
resources (connecting / disconnecting machines)eadh
element, reducing energy consumption.

X. RADIO LAYER OPERATION INCOGNITIVE NETWORKS

A. Scope and Context

In [9], we present a schema to classify theadigansed as
well as to classify the spectrum band occupatiaoiing to
signals sensed. We also present a list of fundittes that
ensure information and operations need to uppeersay
perform interference avoidance, power allocatioansing
control, spectrum characterization, spectrum selectnd
reconfiguration. With this list, we highlight theadio
configuration features that are relevant to achiewgnitive
network goals. Finally, we evaluate the expresgiviff
proposed schema to hit the main cognitive netwarklgyand
we conclude that our propose is relevant to cogmitiadio
research once it define de minimum behavior
responsibilities to cognitive radio layer.

spectrum and identify spectrum holes or white spdicat are
unused portions of spectrum as well as infer ornzeg
interference in PU transmissions. The second wbidit re-
configurability, which means the ability of CR allmg
change in its operating parameters like channahstnission
power, sensing threshold and any other in ordeadsure
connectivity and minimum PU interference. In thisriy we
consider spectrum band and channel as synonymaasi$e
of we do not need to consider specificities likedulations
that work with more than one channel, yet whichs thi

framework includes the possibility of treating thes
modulations.
There are two types of spectrum awareness, passide

active. Besides this classification, some autholassidy
awareness according to response time and topobglow or
rapid and distributed or centralized, respectiveRhese
concepts are important once we want to situatgooyvosal as
a schema for active and rapid awareness, allonemgalized
or distributed topology. In fact, it effectively remes the

in which it is possible to managmectrum where the device is inserted, suppliesa@dr

classification of the signal sensed and can eahilye its state
(signal and channel rating) with other partner devi Finally,

we can say that our method is adequate to perfpeotaim

sensing, spectrum decision, spectrum sharing aedtrspn

mobility.

B. Proposalsand Solutions

Spectrum sensing - to achieve it, the cognitivéoraalst be
able to perform PU detection, sensing control aimd,
cooperative mode, cooperation. We can find thegeirement
in a more detailed form, where some important &dsliare
presented in order to achieve the best sensing stath as
define the observation time, bandwidth awarenestabéish a
sensing threshold for the sensing method and sigrabise
awareness. Even so, all related works present tide
detection methods: matched filter detection, enefgtection
and feature detection.

and Spectrum management (or decision) - requires thiaim

aspects to be successful [19]: spectrum charaatinig

The increase in use of wireless networks led thed ussPectrum selection and reconfiguration, where itlsé donsists

Federal Communications Commission (FCC) to publish
report showing that problem of spectrum shortagaifact, a
problem of spectrum using. So, an effort has besmducted
in order to that unlicensed (secondary) users comskl the
spectrum already assigned to licensed (primaryjsuse this
way, concept of cognitive networks was created andt of
other concepts have been suggested and consolidedadd
this concept. Cognitive networks address the problef
spectrum occupation without or with the minimunenférence
in the primary user (PU) communication and, inghee way,
cognitive radio (CR) is defined formally as soonA ”
'‘Cognitive Radio’ is a radio that can change itgngmitter
parameters based on interactions with the envirohnme
which it operates”.

To reach this aim we must assure cognitive capwpkild

of information collection about the channel regagdone (or
more) aspects. Spectrum selection is performed sffiectrum
characterization, where once channels properlsifies, it is
necessary to select the appropriated band accotaliggality
of service (QoS) parameters, being a common Qo&per
the interference level over PU transmissions. H@wewther
parameters where requirements like to maximize odlisgy
opportunities and to minimize delay in locatingidlie channel
are presented, besides classical network requitsmea
maximize throughput and to minimize delay. Finatlye last
aspect of spectrum management is re-configurapiityich
carries the needs of channel selection, modulatelaction,
bandwidth setting, observation time setting, trassion time
setting and power setting.
Spectrum sharing - stems from the need in prevgntin
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multiple CR networks colliding in spectrum overlapp networks.

portion. According to [19], this concept is detdileand For future works, we will focus our efforts on thesearch
subdivided in intra-network spectrum sharing anderin challenges to describes optimization of cooperatemsing as
network spectrum sharing, where the first can beiezed a need for improvement of the cognitive networks.

through its own transmission process. HowevertHersecond

one, there is none infrastructure to perform spetctsharing XI.  CONCLUSIONS

with other CR users. Nevertheless, the CR must have|, this paper we presented some of the major dauitins
mechanisms to be able to: resource allocation, r&Han o work group has offered in the last few years.
allocation, power allocation and smart spectrumessC The work “A Security Framework for Input Validation
(random access, time slotted, hybrid). All thesecepts are presents the following major contributions: An ipeedent
properly explained in [19]. For our work, the omlgcessary gpecification of Security for Input validation, ¢ugh the use
concept the reader must keep in mind is that ofiplelCR  f 5 separated XML file; A very reliable framewarilidating
sharing a spectrum range each other (and with ¢ P the yser- inputs in the server-side instead ohéndlient- side,
Despite of there are not requirements at CR lehel sensing assuring that all inputs will be validated beforeqessing; A

mode must be expressive enough to differ a PU rmasson
and a secondary user (SU) transmission.

Spectrum mobility - gives rise a new type of hamdtofCR
network [19], the so-called spectrum handoff, thegans the
transfer of connection to another unused spectrand bThis
transfer occurs in three situations: PU detectmmnection
lost due to mobility of users involved in commurttica or
spectrum band can not meet QoS requirements.

reusable approach with the implementation of thdiddtor
mechanism; The proposed architecture could be fosed/eb
Applications or Web Services; and An experimentiitethat
present how easy is to find Web Applications witlc&ity
flaws related to the lack of input validation.

The work “Intrusion Detection for Computational @57
described a grid intrusion detection method in W&DS is a
high-level component that works in an integratedhmaat with

Thus, for this work we understand that the proposegyer-level IDSs (NIDS and HIDS). Then, assumitigat

framework must be able to offer the following feat PU

detection; channel classification; channel selectibandwidth
setting; modulation selection; observation time tisgt

transmission time setting; power setting; establiskensing
threshold; signal-to-noise awareness; quality ofectéon

awareness; and bandwidth awareness. Because tteesbea
requirements needed to achieve the follow othewirements:

sensing control; cooperation; spectrum charactéviza
spectrum selection; reconfiguration; intra-netwaectrum
sharing; inter-network spectrum sharing; and spectr
handoff.

C. Conclusions and Future Works

In this we reviewed the evolution of cognitivadios and
networks as well as presented a framework compbged
schema for sensing signal and classify the spectauset of
relevant operations to cognitive decision making anset of
states to control the cognitive radio.

The set of operations defined by us are the maamatipns
that CR must turn available for upper layers, ailhgy
implementation of: interference avoidance, powéocaltion,
sensing control, spectrum characterization, specselection
and reconfiguration.

Furthermore, the set of state presented is considte
ensure the awareness need for upper layers invhke
operations available in cognitive radio.

Our approach benefits the cognitive network rededrg
treating the behavior definition of an importanegs in the
cognitive networks: the cognitive radio. Also, withis
definition we make a contribution to define the icathyer
responsibilities. This is an important contributismce the
search by a cross-layer architecture has hampehed
distribution of responsibilities by the layers obguitive

integrating the IDSs was feasible, we showed witlexample
that this method can be used to satisfy the baddSG
requirements. We presented mechanisms to inte@Hbs

with lower-level IDSs. The use of standard protecand
formats was focused. The case study performedh va

simulated grid environment to evaluate the hmasms
was described. It demonstrated that the integratf lower-

level IDSs with a GIDS using IDMEF messagisg
possible and useful to detect the grid intrusions.

The work “Intrusion Detection for Grid and Cloud
Computing” presents an IDS service that capturebt alata
from a log and a communication system part of grid
middleware increasing the level of security in eachle, as
well as the cloud computing. Two techniques werngliagd to
achieve a higher level of security, intensively itaming for
possible malicious actions. Behavior-based intrusietection
was done with a feed-forward artificial neural netk to
recognize patterns of user behavior and indicateoral
activity. The prototype implementing this solutiowas
demonstrably accurate, with a low rate of falseitpes and
false negatives. Knowledge-based detection wasdati¢he
solution to ease the identification of trails fraineady known
attacks. These attacks are previously defined avitht of rules
{hat we presented as a contribution to the fietdp&rform the
required analysis for intrusion detection, we dibsd a
system for capturing audit data from a log systend a
messages exchange between grid nodes.

The work “A SLA Perspective in Security Managemfamt
Cloud Computing” presents a Sec-SLA that is a fdrma
negotiated document that defines in, speciallyuantjtative

ay what service levels will be delivered from fivevider to
the customer. In other words, the Sec-SLA deald lie
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“what”, not the “how”. However, by defining good ceity
metrics the “how” could be better visualized. Usuahe 1T
team faces lots of options in technological sohgicand
having a clear and documented understanding of atgathe
security requirements certainly would help. Onetted main

advantages of a Sec-SLA, beyond the legal one,hés tConcepts

possibility of a better understanding of how sdguis being
accomplished.

The work “Customer Security Concerns
Computing” presents the larger adoption of cloudhpoting
relies on how secure it is and that security shbelédddressed
since the very beginning. Being cloud computing tél s
evolving paradigm, some new security concerns ngpear
during the definition process, but the concerndiliggted in
the present survey probably will not change. There,
however, a lot of good research and work in pragaming
to mitigate or to solve the security issues antlito the cloud
computing horizon less cloudy. Among these researdre
government initiatives, like the cloud security gpofrom US
National Institute of Standards and Technology (NI&nd
industry initiatives, like the Cloud Computing Setu
Alliance. Having data confidentiality, integrity éiavailability
a strong legal side, some legal organizations Hkeafford
Publications are organizing events to discuss ubgest, like a
Teleconference entitled “Cloud Computing: Managitige
Legal Risks”, showing that other areas beyond mfdion
technology are watching cloud computing growing fbm
more closely. Such initiatives bring advantages foe

customer that can have more qualified backgrounénwh

analyzing the available cloud computing solutiomartigrate
his services to a cloud.

The work “A Cloud Computing Solution for PatienData
Collection in Health Care Institutions” presentsiategrated
telemedicine service that automates the process fiata
collecting to information deliver as a computingityt There
are several practical advantages in this implentientasuch
as: it provides always-on, real-time data collagtinit
eliminates manual collecting work and possibilitly tgping
errors, and; it eases the deployment process, asless
networking means no need for cabling or other mlaysetup.

The work “Experimental Assessment of Routing foridGr [5]

and Cloud” proposed an experimental assessmernubing
for grid and cloud computing. The convergence tiofiche
algorithm based on the direct interconnection ® rikighbor
node is really small and almost constant. As exgkcthe
response time of the algorithm based on the résoitnection
to the neighbor node is longer than the other die big
question to be answered was: How to make a heteeogs
environment and with huge complexity, like grid acldud
computing, not being managed manually, which ifitient?
The solution proposal is the creation of autonoelements
acting as intelligent agents, capable of feel theirenment
where they are and act the same according to gireede
policies.

The work “Simulator Improvements to Validate thee&m

Cloud Computing Approach” proposed an organizatiwory
model for resource management of Green Clouds and
demonstrated that the proposed solution deliversh bo
reliability and sustainability, contributing to ouwgoals of
optimizing energy utilization and reducing carbamission.
related to cloud computing and green cloud
computing were presented. We also described theladion
employed in the practical part of the experiments ae-

in Cloudailed improvements undertaken on it to validate green

cloud computing approach. The simulator we usedaited
CloudSim and was developed at the University oftidatne
in Australia. The improvements we implemented eel&d
services-based interaction and policies for migratand re-
location of virtual machines, which are based osteawn
monitoring and control.

The work “A framework to Radio Layer Operation in
Cognitive Networks” reviewed the evolution of caoiye
radios and networks. It presented a framework caepdy a
schema for sensing signal and classify the spectauset of
relevant operations to cognitive decision makind anset of
states to control the cognitive radio. Our apprdaehefits the
cognitive network research by treating the behadifinition
of an important piece in the cognitive networks ttognitive
radio. Also, with this definition we make a contriton to
define the radio layer responsibilities. This is iarportant
contribution since the search by a cross-layeritcture has
hampered the distribution of responsibilities bg tayers of
cognitive networks.
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