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Abstract— Due to the increasing complexity and heterogengit
of networks and services, many efforts have been iato develop
intelligent techniques for management. Network intkigent
management is a key technology for operating large
heterogeneous data transmission networks. This pappresents a
proposal for an architecture that integrates managment object
specifications and the knowledge of expert systemd/e present a
new approach named Integrated Expert Management, fo
learning objects based on expert management rulesxa describe
the design and implementation of an integrated intégent
management platform based on OSI and Internet managment
models. The main contributions of our approach ishe integration
of both expert system and managed models, so we aaake use of
them to construct more flexible intelligent managerant network.
The prototype SONAP (Software for Network Assistantand
Performance) is accuracy-aware since it can contr@nd manage
a network. We have tested our system on real data tthe fault
diagnostic in a telecommunication system of a powattility. The
results validate the model and show a significantmiprovement
with respect to the number of rules and the error ate in others
systems.

Keywords. Network Management, OSI, Internet, SNMP,

CMIP, MIB, Expert Systems.

I. INTRODUCTION

URRENT communications networks support a
demand of services for which traditional model
network management is inadequate. The network neamnegt

(Open Systems Interconnection) and Internet managem
frameworks specifications language has been addedl a
investigated in this study. We also added a newpgmty
named RULE, which gathers important aspects ofatis and
the knowledge base of the embedded expert system.

By integrating the knowledge base in resources
specifications, expert system becomes empowergutaeide
fault diagnosis for the network, a capability tbah assist civil
engineering trainees, inspectorate staff and psafeal.
SONAP (Software for Network Assistant and Perforoggris
a prototype implemented through this proposal as/stem
based on integrated expert management rules.

In this study we will examine management networ&luding
concepts, approaches and management models. Thenillw
face up to problems in OSI and Internet Managerivtodels.
Our paper starts with specific applications andksan expert
systems in similar fields. We will describe impaotttaspects to
normalizing knowledge in order to describe a ingagr
environment for OSI and Internet network management
respectively. Next section summarizes the perfoomanf
SONAP (Simple Object Access Protocol) and the tesilthe
research. We will analyze the practical applicatiwinour
intelligent integrated system. Finally we outlifie tconclusion
and future works.

large
of

II. NETWORK MANAGEMENT
There are several organizations which have devdlope

has evolved from local systems with autonomouservices, protocols and architectures for netwoskagement,
administration, to heterogeneous management aegrated figure 1.
management. The traditional expert management uses
management knowledge and information separatelj2[1[3] COMPUTER
[4]. It is necessary to develop new models, whitferanore NETWORK
possibilities detailed in the next sections. Henee propose a [ I \
new evolution called Integrated Intelligent Managein INTERNET OSI TMN
We propose a technique which integrates Experte8yst () 30) ()

completely within the MIB (Management Informatiorad)
[5]. The main purpose of our work is integratingtto
elements. This task is achieved by integrating Kedge base
of expert system within the management informatisad to
manage a network. For this purpose, an extensio® $if

Fig.1. Network management models

The most important organizations are:

» 1SO was the first which started, as part of its ©pe
Systems Interconnection (OSI) program [6], the
development of architecture for network
management.
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« Telecommunication Management Network (TMN)properties, as seen by management according goéts. In

developed by the organization
Telecommunication Union (ITU).

calledOSI and TMN systems, management information arctute

is based on an object-oriented approach, and

+ Internet Model by the Internet Engineering Taskgent/manager concepts are of paramount importdigcee

Force (IEFT).

These organizations have developed
architecture, which is a greatly expanded paradifgm
communication networks. The main features of
client/server architecture are [7]:

- Manager or Manager Role: In the network managémen

model a manager is a unit that provides informatmmisers,
issues requests to devices in a network, receessonses to
the requests and receives notifications.

- Agent or Agent Role: An agent is a unit that &tpof a
device in the network that monitors and maintatasus about
that device. It can act and respond to requests &onanager.

- Network Management Protocols: Managers and agents

require some form of communication to issue thefjuests
and responses.
Protocol) is the protocol used to issue requests rageive
responses in a management model Internet. CMIP {@om
Management Information Protocol) is the protocoédisn

management model ISO and TMN.

- Management Information Base (MIB): In additionbteing
able to pass information back and forth, manager agent
need to agree on and understand what informaticeive in
any exchange. This information changes for eacle tgp
agent. The collection of this information is knowas
management information base. A manager normallyaias
management information what describes each typageht
which manager is capable of managing. This infoionat
typically includes 1SO and Internet MIB definitionfor
managed objects and agents.

A. Management Information

This is the information associated with a managbpbat
that is operated on by OSI and Internet Manageimeriocols
to control and monitor that object.
information resides in the MIB which can be seema &ind of
database. The content of this database is not af sednaged
objects themselves, but information that is assediawith

client/server

the
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Fig.2. Managed object boundary

SNMP  (Simple Network Managementinternet management model does not use OOP (Object-

Oriented Programming) such as it is used by OSlahdchat
is the reason for its simplicity. Technically, dgfions contain
objects, specified with ASN.1 (Abstract Syntax Nimta One)
macros. ASN.1 is a language for describing strectur
information, which is widely used in the specificat of
communication protocols. The language allows aaklfr
complex structures to be built up in a uniform wagm
simpler components. ASN.1 describes the relevdatrimation
and its structure at a high level and need not beéuly
concerned with how it is represented while in titans

Nowadays, we are studying a way to integrate theerx
knowledge in the management Internet model. Thasgurces
specifications can only be groups of scalar vaestznd cells
tables. In spite of not being an Object OrientedgPamming
model, we can use the tables as classes, whelleusdtr are
table columns and every file contains an instarfde class.
So, as in OSI, every object has an associated @Bbjett
Identifier).

The management

An essential part of the definition of an intelligenanaged
object is the relation between their properties myathagement

PROBLEMS INOSIAND INTERNETMANAGEMENT MODELS

the

managed objects. The information aspects of systes@owledge of resource, because this connectioatisiodeled
management model deal with resources that are beitiga general way. Unfortunately, the knowledge @naged
managed. These resources are viewed as ‘managedtsdbj objects is defined using programming languageschvtib not

[8]. The managed object concept is refined in a memor
additional standards, which are called Structure
Management Information (SMI) standards.

A managed object is a view of a resource whichuliget to
management, such as a layer entity, a connectiam dem of
physical communications equipment. Thus, a manadpgeict
is the abstraction of the real resource represgniis

give often information about knowledge base of apeet
@ystem, increase the possibility of different ilgeint
implementations that are not compatible. In ordeathieve
consistent, clear, concise, and unambiguous spatitns, a
formal methodology has to be used.

OSlI and Internet management models are faced esitbral
handicaps to improve integrated intelligent manag@m
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- Management models explain how individual managemeinteract with these new objects.

operations should be performed. However,
management standards do not specify any sequenehidh
intelligent operations should be performed to sdapecific
management problems.

- OSI and Internet management is rather complicé@eth
models have introduced several new concepts, whigh
sometimes difficult to comprehend, making diffictdt build
intelligent platforms that work with them.

The solution is the inclusion of formal
descriptions in regular RULE-templates, as we délelop in
the next sections. The combination of Internet aD8lI

the curren - A common set of network management knowledge base

on standards.

- A broad top-down view of the integrated multi-den
network and structured list of network managemedrjeais
which contain some set of expert rules for the atien.

This structure also provides a wider range of aleitin, in
order to facilitate the coexistence of knowledgenagement
models, allowing different levels of modeling comty and

knowledgeorganizing the knowledge management of the managed

objects.

management demands use of different network maremgem

protocols running with different levels of
complexity. Also, CMIP requires use of full OSI ckawhile
SNMP runs with the lower layers of stack. CMIP &NMP
have been designed to scale as network growsheeability
to perform as “manager” or “agent”.

After this analysis of management elements that
common to OSI an Internet models, we will descrie
research about the integration of knowledge manageimto
MIB of OSI and Internet management models. Butt,fivge
discuss important aspects on knowledge normalizatio

IV. IMPORTANTASPECTS TONORMALIZING KNOWLEDGE

modeling

V.INTEGRATE ENVIRONMENT FOROSINETWORK
MANAGEMENT

This section focuses on the syntax and semantictheof
language GDMO (Guidelines for the Definition of Mayed
Objects) and the extension GDMO+ which is discussetis

aper.

According to OSI Management Information Model, the
management view of a managed object is visibldatobject
boundary. Managed object can be viewed as mediatareen
network management interface and hardware in evetwork
and is modeled by attributes, actions and notificat These
three elements can usually represent a certain gfathe
internal state of an element: attributes are mashaggect

Simple measures which solve all the above mentionetharacteristics, actions invoke functions which evice can

problems are difficult to find. Therefore, this wgrroposes an
alternative approach in which a designer considezemplete
set of requirements from the outset. The basic et there
is no difference between the knowledge design oExuert

system and the design of management resourcesingbies

that it should be possible to model both in teridna single set
of architectural concepts and rules [9].

In order to face the problem that concepts usedument
management architectures are not always propefilyadk this
study proposes the usage of architectural coneeptsules of
the Reference Models. As compared to another mottedse
rules and concepts have been clearly identified eaml be
applied in a consistent way.

This work demonstrates that it is possible to useai
coherent way concepts and rules defined by Referbtudels
(OSI and Internet) to model knowledge managemenfadt,
the model presented can be seen as an extensioSloénd

perform, while notifications are spontaneous messagnitted
if a specific event occurs.

Similar managed objects are grouped together ten for
Managed Object Classes, which can inherit their
characteristics from other classes and add newrf=sat

In order to allow deployment of equipment from eifnt
vendors, OSI framework defines the GDMO languagd.[1
GDMO has been standardized by ITU (International
Telecommunication Union) in ITU-T X.722 and is naidely
used to specify interfaces between different corepts of
TMN architecture [11].

This section introduces a framework for the in@uasbf
formal Knowledge Management descriptions into GDMO
specifications. An object-oriented logic programgiianguage
is presented, which can be used in conjunction with
framework to specify knowledge management of a meda
object.

Internet models or a replacement of OSI and Interne At this point, the management views are the ptigseior

management frameworks.

This
Among them:

- The ability to manage knowledge of the expertesys on
different network management system, without o\ating
management applications.

- The flexibility to define new objects that comtaall
knowledge without notifying the system requiremertits

characteristics of the object.

integrated framework has numerous advantages.- Attributes, which are the properties or charastes of

the object.
- Operations, which are performed on the object.
- Behaviour, which is exhibited in response to agiens.
- Notifications, which are emitted by the object.
A. OS Extension to Integrate the Knowledge Management
To improve the quality of the descriptions and ithgulting
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implementations, a formal method for specifying Wiexge is
desirable. Thus formal knowledge descriptions mialeasier
an engineer to understand the complete informatiodel and
to derive a valid, consistent, and compatible impatation
from it.

The appearance of managed objects can be formally

described using the language GDMO [12], which defim
number of so-called templates that describes aioeaspect
of a real device in networks. The elements thasteai the
moment form GDMO standard do not make a referendbe
knowledge base of an expert system. To solve tigemtainty,
it will be necessary to make changes on the temptdt

GDMO standard. Hence, we present an extension dfiGD
management
requirements. This paper focuses on a framework and

standard, to accommodate the intelligent
language for formalizing knowledge management dietsons
and combining them with existing GDMO definitionas

depicted in figure 3.

Real Device

Management Interface

T~

Managed Object

Hardware

Specification Select Controls

Agent

Knowledge Definition

Management

Network Status
Displays

Fig. 3. Integration of knowledge management anduees
properties in one single specification.

We describe how to achieve this goal using a neension
called GDMO+. This extension presents a new elerceltd
RULE, which defines the knowledge base of the mamet
expert system. This RULE-template groups the kndgde
base are supplied by an expert in a specific manage
dominion. It allows storage of knowledge managenierthe
definition of the resources that form the systenictvimust be
managed.

Before considering a concrete language for spewifyi

managed object's knowledge, a methodology for cambi
formal descriptions with GDMO+ definitions is presed. The
methodology is independent of the language usedcandbe
combined with other approaches for formalizing kfeage. It
is based on the notion of events and supports tijeco
oriented features of GDMO+ [13], as shown in figdre

1
b} Knowledge is integrated into
GDMO standard.

{ EXPERT SYSTEM

a) Knowledge is NOT integrated into
GDMO standard.

EXPERT SYSTEM
- Managed Ohject Class
Definition
Template

GDMO
Managed Ohject Class

Definition

ETemplatE / \\ GDMO //

Fig.4. Extension of GDMO+

N\

The knowledge representation is included in the GBM
definitions through the combination of knowledge sda
descriptions and GDMO definitions. Management krealge
is introduced in GDMO+ which defines a number ofvne
templates that contain certain aspects of the éxpérs. A
rule is an expression such as:

“If the ant ecedent is true for facts in
a list of facts, then it can carry out the
actions specified in consequent”.

This template allows the normalized definition dfet
specifications in the expert rule to which it idated. This
template allows a particular managed object clashave
properties that provide a normalized knowledge of a
management dominion [14]. The structure of the RULE
template is shown here:

<class-label> MANAGED OBJECT CLASS
[DERIVED FROM <class-label> [,<class-label}]*
[CHARACTERIZED BY <package-label>
[,<packédgbel]*;]
[CONDITIONAL PACKAGES
<package-label> PRESENT IF condition;
,<package-label>] PRESENT IF condition]*;]
[RULES <rule-label> [,<rule-label>]*;]
REGISTERED AS object-identifier;

This template allows a particular managed objeas<lto
have properties that provide a normalized knowledfea
management dominion. The structure of the RULE tateps
shown here:

<rule-label> RULE
[PRIORITY <priority> ;]
[BEHAVIOUR <behaviour-label>
[,<behaviour-label>]*;]
[IF occurred-event-pattern [,occurred-eventgrai*]

13
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[THEN  sentence [, sentence]* ;]
REGISTERED AS object-identifier;

The first element in a template definition is hehddt
consists of two sections: <rule-label> is a uniqu
characterizing name, which is the name of the mamagt
expert rule; and RULE a key word indicates the tyde
template, in our case a definition template anccifipations
for the management expert rule.

After the head, the clause BEHAVIOUR is used toerst
the semantics of previously defined templatese#cdibes the
behaviour of the rule. This element is common tbept

MIB’s or adding a new MIB.
Due to these inconveniences, it is questionabletheneéd Sl
management will reach the dominant market positiwt has

8riginally been anticipated. Simple measures tbhtesall the

above mentioned problems are difficult to find. \3&n used
CMIP over TCP/IP (CMOT), which is network managemen
using ISO CMIP to manage IP-based networks. CMCihelg

a network management architecture that uses teenkttonal
Organization for  Standardization's (ISO) Common
Management Information Services/Common Management
Information Protocol (CMIS/CMIP) in the Internetgfl This

templates of the GDMO standard. Clause PRIORIT¥rchitecture provides a means by which controlranditoring

represents the priority of the rule, that is, tideo in which
competing rules will be executed. The key word dRtains all
the events that must be true to activate a rules&hevents
must be defined in the Notification template. Tleewrence
of these events is necessary for the activatioth®frule and
the execution of their associated actions. Thermt&ey word
THEN gives details of the operations performed wtienrule
is executed. Those operations must be previoudinatkin
the Action template. These are actions and diagntied the
management platform makes as an answer to netwahis
occurred. Finally REGISTERED AS is an object-idéati A
clause identifies the location of the expert rute the ISO
Registration Tree.

VI. INTEGRATEENVIRONMENT FORINTERNETNETWORK

MANAGEMENT

information can be exchanged between a manager aand
remote network element.

A. Internet Extension to

Management

The MIB-II is the most important and probably blksbown
MIB; it contains all the variables to control thejor Internet
protocols: IP, ICMP, UDP, TCP, EGP and SNMP. The
structure of this MIB is simple; all managementiables that
belong to the same protocol are grouped togethéthiwa
protocol group there is hardly any additional stiue that
helps understanding the various variables withé gnoup.

Soon after definition of the MIB-II, other MIBs wer
defined. Some of these standardized MIB's are FIRDIM,
X.25, X.500 Directory Monitoring, etc. Next to the

Integrate the Knowledge

Internet management can be compared to OSI managemstandardized MIBs there are also a large numbentfrprise

model. In fact, Internet management uses manyeo€dmcepts
that existed in OSI. As a result, the remarks thate made
above are, to some extent, also applicable to Hater
management [15]. However, as opposed to OSI maragem
Internet management uses only a small part of n@negt
functions for exchange of management information.

Note that objects in Internet and OSI are differémiernet
objects are similar to attributes in an OSI managgéct, and
an Internet object group can be described welhaanalogous
OSI management object class. In Internet, an olijetike a
variable found in programming languages; it hagrdaax and
semantics. Each object can have one or more oingeinces,
each of which, in turn, has one or more values.

An interesting difference between Internet and @&Sthe
Internet management model takes more pragmatic @fain
The principal features of their architecture arefthllowing:

- The cost of adding network management to existing

systems is minimal.
All
manageable with SNMP.
protocol only defines how management informaticousth be
exchanged, it does not define which managementrirEtion
exists. Such information is defined by MIB standard

- It should be relatively easy to extend the manzege
capabilities of existing systems, by extending thésting

systems connected to the network should be
It should be noted that SNMP

specifics MIBs.

The managed objects are defined in the Management
Information Base (MIB). These objects must folloveexrtain
set of rules as mentioned in the Structure of Manamt
Information (SMI) such that an object defined bg % group
is compatible with the definition of the objecttine Y group.

This standard extends that specification by doctimgn
the knowledge management in SMIv2 format. Theseiggo
are defined to provide a means of assighing manabgstt,
and a method to know what objects can be managed by
implementers of managed agents. We propose the
incorporation of an extension of the MIB 1l namedBMI+.

We add a new group named RULES, figure 5.

MIB-1l+

INTERFACES (2 / SNMF’ (1)
AT (3 TRASMISSION (10
CMOP (@)
ICMF' )] EGF &)

TCP &) UDP (7)

Fig. 5. MIB-II+ Objects group
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This group is introduced as a textual conventiorthis
MIB IlI+ document. Group RULES contains all the adpe
related with the expert management.

For two systems to communicate, each one must stzchet
the data sent from the other, using the propenhtasyin the
application and the presentation layer. This caadigeved by
using a language that has the same syntax and sesnan

In the application layer, we use abstract syntaiichvstates
only how data are arranged and what meaning theg. l@ne
of the possible abstract syntaxes is ASN.1.

Between the application layer and the presentdtiger, a
local set of rules can be used to transform dataeker the
syntax of the data transferred between presentaitities
must be understood by each end. This is known aassfer
syntax. So, abstract syntax and transfer syntaxhagetiated
at the beginning, during association time.

One kind of transfer syntax is Basic Encoding RUBESR.
BER state manages how data must be transferrduetother
presentation entity. The local syntax can be pudelyendent
on the local protocols used, in this case SNMP.urgigé
illustrates the concept of abstract syntax andsfeansyntax.

1212 (Concise MIB Definitions). RFC 1155 versisrused to
define objects in MIB-I. RFC 1212 version includimgore
information and is used to defined objects in MIBMext
definition shows OBJEC-TYPE macro in RFC 1212.

These can be enhanced by including formal deseriptiln
this case, the specifications formal parts and kivewledge
must be distinguishable. An easy solution is theasstion by
keywords.

VII. PRACTICAL APPLICATION OF THEINTELLIGENT
INTEGRATION

To show the viability of our proposal, we proceedstudy
and build an expert system, so that the correspgndi
knowledge base starts to belong to the normalizfmirhation
proprieties defined by the managed resources.Harwe use
an expert system developed for the management déta
network which belongs of an electrical company. The
definitions of the employed resources and the dxper
knowledge base use an unique specification. Tonddfiese

We point at ITU-T Recommendations X.208 and X.eg@pPecifications we will use the syntax and rulesestigated

documentation where standardized ways and stepkeftoe
data types and data values are described.

2 - Abstract Syntax
Application v

Entity

Application
Entity

4
b

(ASN.1)

Local Syntax Local Syntax

Presentation Bhstractsyntay

_ | Presentation
Entity

Entity

»

(ASN.1)

Fig. 6. Abstract Syntax Notation and Basic EncgdRules

Data types and data values are also referred &s tgpd
values, respectively. We broadly classify the ASKLUilt-in
types as follows: simple types, structured typaggeéd types
and subtypes.

To define an expert rule we use the modules difirs.
Modules definitions are primarily used for groupid$N.1
definitions. We introduced
denominated Expert Rule to definition the new gré&gLE
existing in MIB |lI+. They also help in using typefthitions

in ASN.1 a new concep

above.

We present a rule-based expert system appliedetdatlt
diagnosis in a real telecommunication network, Whielongs
to the University of Seville. The current managetmand
control of the network is based on SONAP systemchvivas
developed by the Electronic Technology Departménthe
University of Seville. The knowledge base of thystem is
integrated in the specifications of the resourcefg for that
purpose our GDMO+ proposal. These new specification
contain management information of managed resounoes
include also the set of expert rules that provittesknowledge
base of the expert system.

A. Related Work

Part of network long-distance traffic is controlldy a
wireless system distributed throughout the netwdgkpert
systems are part of the system dedicated to thegeament of
communications system. It has been used a Sun Bl&a@e
Workstation to program the expert system. The tasul
expert system has about 200 rules. SONAP is amsigie for
'&ntelligent decision-making and diagnostic reasgnin
controlled by its own integrated expert system. $®Ns the
first production software written and integrated.

defined in the other places by making use IMPORT an B. The System Features

EXPORT mechanisms. Modules are analogous to fumtio

SONAP operations, uses a supervision system called

C language or subroutines in PASCAL. There are teoduControl Centre (CC), figure 7.

definitions in the definitions of managed objecasdes in
standards and other documents. The macro used Bs M
definition in SNMP was defined in RFC 1155 draftr(@8ture
of Management Information) and later extended & RFC
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Information
Reception

Execution of
A ctions

Station 1

Stationn

Fig. 7: Control Center system

This system can monitor, in real time, the mairapaeters
of the network, making use of the information sigxgblby a
Supervisory Control And Data Acquisition (SCADAdred
by a Control Centre (CC) placed on the main CSHdlngj,
and Remote Terminal Units (RTUs) installed intofetiént

ART*Enterprise. The knowledge base contains baticsand
dynamic information and knowledge about differeetwork
resources and common failures. The knowledge basmiro
system can be extended by adding new higher leNde$ and
facts. To this purpose we can employ user interface

- The user interface: It controls the inferenceim@gand
manages system input and output. The user intexdaaaur
tool contains a preprocessor for parsing GDMO+ i§igation
files, a set of input and output handling routiteesnanage the
system. Also, the wuser interface components allow
administrators to inspect the definitions of mamaget object
classes interactively. The user interface allowdiragl new
expert management rules in the managed objectsititafi

D. A Management Expert Rule

Next paragraph shows an example of expert rules
integration in the GDMO+ proposed standard. It ki a
Managed Objects Class: radioTransceptorCTR190, hwhic
comes out the properties corresponding to the raditsceiver
devices. This class includes all the specifications

stations. The use of a SCADA system is due to thsbrresponding to the resource.

management limitations of network communicationiponent.

The CC allows the operator to acquire informatialarms
or digital and analogical parameters of measuigistered on
each RTU. Starting from the supplied informatiorne t
operator is able to undertake actions through t@eirCorder
to solve the failures that could appear or to serndchnician
to repair the stations equipment [17].

C. The System Architecture

Our tool has three major components:

- The inference engine: This is the processing thit
solves any faced problems by making logical infeesnon the
given facts and rules stored in the knowledge blaseur tool
we used the ART*Enterprise, an expert system sfidie
experience with SONAP is that ART*Enterprise is seful
tool for developing expert systems. ART*Enterprise an

radioTrasnceptorCTR190 MANAGED OBJECT CLASS
DERIVED FROM “rec.X721":top;
CHARACTERIZED BY transceptorPackage;
RULES powerErrorCTR190, linkCTR190

REGISTERED AS {nm-MobjectClass 1};

X721 recommendation is applicable to the develogroén
OSI managed object class specifications and previgmeric
definitions that support OSI systems managementtifums.
DERIVE clause allows use these definitions in stadd
specifications of object classes, attributes, iatifons and
action types. The most important properties that cem
indicate are the two expert rules that have besocieted with
the defined class by means of the RULES clause. tioe
rules are defined by using the RULE template. Whene are

advanced applications development tool, designed fgiarms in the network, the integrated expert systeakes a

developers offering a variety of advance charesties: a
procedural programming object-oriented languagejeat®
supporting  multiple  inheritance, encapsulation
polymorphism, etc. Moreover, it is packaged withGaJl
builder, version control facilities, and an ability link to data
repositories in most proprietary DBMS formats fewveloping
client-server applications. By using an existingheal
purpose tool, we were able to build a standard exttensible
plattorm  with  proven performance and
ART*Enterprise offers cross-platform support for sho
operating systems, i.e., we can develop on ondoptatand
deliver to others.

- The knowledge base: This is a collection of ekpeles
and facts expressed in the ARTScript programmimguage

quality.

study of the events produced. After an analysise th
management actions in the expert rules are exectltedrule

angowerErrorCTR190 is in charge of detecting failuiesthe

power supply of the device.

powerErrorCTR190 RULE
PRIORITY 3;
BEHAVIOUR powerErrorCTR190Behaviour;
IF (?date ? ?local 7_F_ALIM_2 ?remote ALARM)
THEN (“Severity:" PRIORITY),
(“Diagnostic: It damages in the electriedeng
of the &at ?local),
(“Recommendation:
To revise the electric coectimn”, ?local);
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REGISTERED AS {nm-rule 1};

E. Prototype Validation

Validation is essential to the decision-making ssscof
SONAP and its continued use. Validation constitutes
inherent part
development for SONAP, and is intrinsically relatexd the
development cycle [18]. In this section, we compatelligent
agent performance with the traditional managedathjee by
evaluating the traffic around the management agem

response time in retrieving variables and knowled

management. To verify the system, we feed it witlagbitrary
amount of alarms at random. SONAP has been vatidaith

respect to the following aspects: system validatising test
cases, validation by studied cases, validationnsgdiuman
experts, validation against tough cases and vaidain site.
The result of this analysis is included in Table 1.

3 g @
[ c < £ 5 c S
Es8 558 88 & B 8% ggd
S = g g'&: S 25 - 8 E 03: 5 8 ; Q
<= =2 I< o < T =
== o * i a = £ ©
100 1 99,00 61 0,321 Sec. 312,2345
200 7 96,50 132 1,001 Sec. 298,3346
400 21 94,75 321 1,986 Sec. 245,866
600 43 92,83 523 2,456 Sec. 199,433
800 77 90,38 678 7,142 Sec. 123,4582

Tablel: Prototype testing results

We compared our results with those we had obtaivitu
the traditional system. Note that the response timeld vary
depending on both the agent and the fault type.

System/Real-time, 28/09/2012 10:29:34 - 28/09/2012 11:05:02

s

spuoy

10:30 10:35 10:45 0:55 10:55

10:55
Time Proceeding time
W sONAP
[ Traditional ES

Fig.8. Performance SONAP & traditional Expert Sgste

11:05

Figure 8 shows a sample plot of these parametatsatas
collected as a part of the experiment, which shtved the
speed of the SONAP system improves the proceeitmgand
the average of a traditional expert system.

From these result we can conclude the expert sybgsn
produced excellent results which, after extensigkltesting,
prove that expert system is capable of filtering2e92f
produced alarms with a precision of 97% in locatimgm, and

of the knowledge based expert syste

performs satisfactorily about 91% rate of succeseal cases.

VIIl. CONCLUSIONS

In this paper, we showed possibilities to apply and
ir(}ltegrated the artificial intelligence techniquas metwork
management and supervision, using 1ISO and Interetetork
management models. We have seen that the current
management systems are not able to solve quediiooght
up in the initial part of this work. Until now, thmanaged
%bjects are not able to use the knowledge provideshe

nowledge base, which collects the management tipesa
and control of a management domain. The manageetctsbj
are not able to use the given knowledge by the letiye base
of the expert systems. The point is to solve theetii problem
to undertake an intelligent integrated manageméfd. offer
an original contribution to include expert rules the
specifications of the network features, a new Irettg
Management Expert System, an extension of star@aidO
denominated GDMO+ and MIB II+.

A language for formalizing the knowledge base dpsons
of the expert systems in OSI and Internet teleconications
management network framework is introduced in plaiger. A
few questions arises when a language is designed ieen
discussed. As well, a general framework for thdussion of
formal knowledge management in MIB specificatioas been
presented. The proposed model is used to specifyalty the
knowledge from the expert. An expert system hasnbee
implemented and used to manage the specificatidnheo
language used by the simulation environment. This
demonstrates that expert systems are capable tifyspiee
knowledge of a reasonably sized information modelarge
amount of knowledge could be described in a sunwig
short and easy way to understand. The specificatiothe
SONAP information model showed that a large parthef
knowledge management was specified in a rather riaipe
manner.

Our research has demonstrated a useful and inteyest
modular approach in the development of a knowledgse
integrated in expert system, which can be quite gglw in
tackling the huge and enormously wide subject agmibsis of
common problems in management network. It is sugdebat
future work should aim to further development thistotype
system, adding more modules based on the framework
provided by SONAP. In that sense, more in-depthwtedge
and specialized subjects may be captured; in pdaticthe
followings are of great interest: Development ofdasign
module, possibly a large system, to identify speafeas as
accounting  management, configuration = management,
performance management and security management.
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