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Summary. This article is devoded to investigation 
of generalized model of threats for Internet-banking 

systems, which is based on interrelation of operation 
risks and information security risks.
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In the context of the global development of the 
market economy and increased competition it has 
become popular to use a relatively new tool for the 
management of bank accounts of Internet banking.

The development of Internet banking attack con-
cepts, means and methods for their implementation 
is conditioned by growth of the number of Internet 
users at an exponential rate in the world and clients 
of Internet banking systems. The solutions that are 
currently used in those systems cannot fully ensure 
their protection during attacks.

The purpose of this paper is to analyze the pos-
sible sources of threats to information security in 
Internet banking systems, and based on that, to im-
prove generalized threat model for further evaluation 
of security of the mentioned systems in the perfor-
mance of bank payments as well as to develop the 
methodological risk assessment systems related to 
information security risks that are available in Inter-
net banking systems.

The aim of the article is to study the interrelation 
between operational risks and information security 
risks in the Internet banking system and based on 
this interrelation to improve the generalized threat 
model for Internet banking systems.

In order to develop a methodological system to 
assess risks related to information security risks (IT-
risks) that exist in Internet banking systems, the pri-
ority is to build the threat model. The threat model in 
Internet banking system is generalized information 
on detailed analysis of potential threats, determina-
tion of their characteristics, mechanisms and im-
pacts.

In order to build such a model, the Internet bank-
ing system is considered as the one that consists of 
geographically dispersed clients, the web server of 
the bank, the bank’s application server, the bank’s 
core banking server and “Client-Bank” server and 
ensure the functioning of Internet banking system.

It was defined as the interrelationship of opera-
tional risk and information security risk. On the ba-
sis of the mentioned interrelationship the model of 
threats to Internet banking systems was built.

An integral part in improving the construction 
of a threat model for IB systems is the model of the 
likely offender, which should be adequate to the real 
offender of this type of system, it was considered 
some categories of possible infringers of IT security 
systems.
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