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ABSTRACT 
 
Addressing security in early stages of web service 
development has always been a major engineering trend. 
However, to assure security of web services it is required 
to perform security evaluation in a rigorous and tangible 
manner. The results of such an evaluation if performed in 
early stages of the development process can be used to 
improve the quality of the target web service. On the 
other hand, it is impossible to remove all of the security 
faults during the security analysis of web services. As a 
result, absolute security is never possible to achieve and a 
security failure may occur during the execution of web 
service. To avoid security failures, a measurable level of 
fault tolerance is required to be achieved through partial 
satisfaction of security goals. Thus any proposed 
measurement technique must care for this partiality. Even 
though there are some approaches toward assessing the 
security of web services but still there is no precise model 
for evaluation of security goal satisfaction specifically 
during the requirement engineering phase. This paper 
introduces a Security Measurement Model (SMM) for 
evaluating the Degree of Security (DS) in security 
requirements of web services by taking into consideration 
partial satisfaction of security goals. The proposed model 
evaluates overall security of the target service through 
measuring the security in Security Requirement Model 
(SRM) of the service. The proposed SMM also takes into 
account cost, technical ability, impact and flexibility as 
the key features of security evaluation. 
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1 INTRODUCTION 
  
Security has always been a vital concern in 
development of web services. However, current 
software development methods are almost neglectful 
of engineering of security into the system analysis 
and particularly requirement elicitation process [1]. 
Even though, some researchers attempted to 
integrate security analysis into the requirement 
phase, it is not clearly specified yet how to 
accomplish this spontaneously during the 
requirements engineering process [2]. On one hand, 
it is not always possible to fully mitigate the 
vulnerabilities or threats within the service and on 
the other hand, existence of faults in the service may 
ultimately lead to a security failure. In order to avoid 
security failure of the target web service requires 
being flexible and tolerant in the presence of 
security faults [3]. To facilitate this it is needed to 
care for fault tolerance in security requirements of 
the target web service. In the paper [4], we have 
presented a goal-based approach to address fault 
tolerance into the security requirements of the 
security critical systems. The method contributes to 
a flexible model for requirements of security 
important systems. Based on this model we have 
constructed a security requirement model for web 
services. Our intend in the current work is to help 
security analyzers assess Overall Degree of Security 
(ODS) in the target service by explicitly factoring 
the security factors such as impact, technical ability, 
cost and flexibility of the security countermeasures 
introduced by security requirement model of the 
target web service. For this reason, we divide the 
applied security mitigations into four categories as 
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described in [4] to support evaluation of the degree 
of security of security goals with respect to the cost, 
flexibility, technical ability and impact of the 
security goals as countermeasures to security threats. 
Hence, a SMM has been introduced to address 
assessment of security in security requirements of 
web services. Integration of it into the SRM makes 
the proposed models amenable to analysis and 
alteration at the requirement engineering time. In our 
previous work [4] we have introduced some 
mitigation techniques to mitigate security faults and 
lastly make a flexible model for a given system 
specification. In this paper we also care for 
measuring partial satisfaction of security goals we 
have proposed in [4] to address fault tolerance in the 
security specification of the system. This paper has 
three main contributions. Firstly, it presents a model 
for evaluation of degree of security in security 
requirements of web service. Secondly, it introduces 
a method for calculation of degree of security for all 
of the security goals and consequently for the SRM 
of the web service by explicitly factoring the 
security goal attributes and also characteristics of 
logical model of SRM [4] into the evaluation 
process.  

The validity of our approach is demonstrated 
through applying it to SRM of a typical online 
money transfer service (MTS), a service that offers 
money transfer to the beneficiary accounts. The 
remainder of the paper is organized as follows. 
Section 2 discusses related works. Section 3 presents 
our measurement model and introduces MTS as our 
running application. Section 4 describes the DS 
attributes and section 5 gives the details of 
evaluating the security for MTS. Finally, in Section 
6, we conclude this paper and discuss future work. 
 
2 RELATED WORKS 
 
With development and utilization of web services, 
many researchers concern about the security of web 
services which leads to different evaluation models 
and frameworks from different perspectives. In [5] 
Zhang has proposed integrated security framework 
based on authentication, authorization, integrity  
and confidentiality factors besides integration of 
these mechanism to have more secure web services. 

Some researchers put forward the improvement of 
web service technologies, for instance, paper [6] 
focus on enhancing security of web services WSDL 
file and they proposed model for encrypting WSDL 
document to handle its security problems. 
Moreover, Li Jiang et al. in their work [7] state that 
mainly research in the area of web service concern 
on the security of web service rather than evaluation 
of its secureness, they proposed evaluation model 
which is based on STRIDE model that determine 
whether or not web service is secure. Gonzalez et 
al., in paper [8], offered sets of metrics to assess e-
commerce website requirements in terms of security 
and usability by means of human computer 
interaction, their proposed evaluation model is 
based on GQM approach. Furthermore, in [9], 
author has proposed a secure measurement model 
that introduces different categories of security 
measurements and their corresponding factors in 
order to detect potential security defects. Wei Fu et 
al., in their work [10], developed web service 
security analysis tools that look through the source 
code and generates the dependency graph and 
through that it identifies unsafe methods and the 
spread of them which helps to make these methods 
invisible to outer users after web service being 
published.  

Authors of [11] have proposed client transparent 
fault tolerance model for web serve which will 
recognize server errors and redirect requests to 
reserved backup server in order to reduce the 
service failures. Santos at el. [12] proposed fault 
tolerance infrastructure that adds an extra layer 
acting as proxy between client requests and service 
provider’s response to ensure client transparent 
faults tolerance. In paper [13] also the author has 
cared for uncertainty factors in the environment 
through partial satisfaction of goals in self-adaptive 
systems. Web services are required to operate with 
high level of security and dependability. Several 
studies proposed web service strategies in order 
address this issue. Merideth et al. [14] introduced 
“Thema” which is Byzantine Fault-Tolerance 
middleware system in order to execute the 
Byzantine Fault-Tolerance by capturing all requests 
and responses. 
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Figure 1. OBS’ conceptual model in terms of use cases and misuse cases. 

3 THE PROPOSED MEASUREMENT MODEL 
 
3.1 Running Application 
 
To illustrate the validity of our approach, we applied 
it to a case study provided in [15] describing an 
Online Banking System (OBS) as a security critical 
system (SCS). We have focused on the Money 
Transfer Service (MTS) in OBS. 
OBS provides some standard banking services 
including money transfer service over the internet. 
The bank accounts are a tempting target for 
hackers. For this reason, MTS transactions must be 
protected to keep financial losses to a minimum. 
The availability of MTS is as important as the 
confidentiality and integrity. The MTS also has a 
server which should be protected from any possible 
misuse. In addition to that, an attacker may exploit 
the MTS’ internal communication network to 
threaten the transactions. 
MTS in addition should prevent unauthorized online 
access to the service. Thus, it supports user 
authentication by checking the user name and 
password. However, the attacker still can guess 
either user name or password but it is supposed to 
be difficult. MTS must offer reasonable assurance 
that their customers’ accounts are secure. The main 
threat that concerns MTS is that an attacker will 
transfer money out of customers’ accounts.  

MTS as a web service relies on security concepts to 
work properly. Therefore, 1) maintaining integrity, 
2) achieving a high level of confidentiality and 3) 
maintaining OBS available to the users, as the key 
features of security [3] are extremely important.  
 
3.2 Methodology 
 
Our proposed approach contains several steps. For a 
given security requirement model, first of all the 
security goals and requirements will be categorized 
in terms of the mitigation technique they are refined 
by. Afterward, the DS will be calculated for each 
security goal (requirement) based on its 
corresponding category attributes and formula. Note 
that all goals and requirements would be elicited 
from SRM of the target web service. The SRM is 
formally described with respect to the existing 
service requirement artifacts like attack trees [16] or 
use case and misuse case [17] diagrams. SRM is a 
tree-like model with “AND-OR” relations among 
security goals. Therefore, after calculating the 
degree of security for all of the security 
requirements so called leaves, the calculation will be 
propagated to the higher levels of the SRM based on 
the logical relation among security goals and also 
considering the mitigation technique the goal has 
refined through. In the last step, the Overall degree 
of security of the SRM will be calculated for the 
target web service.  
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3.3 Model Description 
 
The SRM is supposed to reflect the security goals of 
the web service based on the use case model of the 
system illustrated in figure 1. Every security goal in 
SRM is refined through application of one of the 
four mitigation techniques mentioned in [18]. Based 
on the mitigation technique used to refine the goal, 
calculation of DS and attributes to be considered for 
this calculation may differ. On the other hand, some 
attributes should be taken into consideration to 
assess the goal either individually or as a part of 
SRM with respect to the category of mitigation it 
belongs to. These attributes include technical ability, 
impact, cost-of-implementation and flexibility of 
goal in the presence of security faults. TABLE 1 
describes the proposed SMM in terms of these 
categories and attributes. 
 
Table 1. Categories and Attributes in Proposed SMM  
 

Mitigation Technique Attributes 

Add low level sub 
goals (ALG) 

Cost of implementation (C) 
Technical Ability of goal (T) 
Impact of goal (I) 
Flexibility of goal (F) 

Relaxation (RLX) 

Sum of DSs of descendants (S) 
Production of DSs of 
descendants (P) 
Flexibility of goal (F) 

Add High Level Goal 
(AHG) 

Sum of DSs of descendants (S) 
Production of DSs of 
descendants (M) 
Flexibility of goal (F) 

No refinement (NF) - 

 
For each goal in the SRM the DS values will be 
calculated based on the equation (1). Finally, the 
Overall Degree of Security (ODS) for the SRM of 
target web service will be calculated based on 
equation (2). 
 
DS: Degree of security 
𝐷𝑖: Technical ability of goal i 
𝐼𝑖: Impact of goal i 
𝐶𝑖: Cost of implementation of goal i 
𝐷𝑖: Flexibility of goal i 
 

 

 
 
∀𝑔𝑜𝑎𝑙 𝑔𝑖 ∶  𝑂𝑂𝑖 
 

=

⎩
⎪
⎪
⎪
⎨

⎪
⎪
⎪
⎧

 0.5 × (0.01 ×
𝐷𝑖 × 𝐼𝑖
𝐶𝑖

+ 𝐷𝑖) ��

0 ≤ 𝐷𝑖 ≤ 1
1 ≤ 𝐶𝑖 ≤ 100
0 ≤ 𝐼𝑖 ≤ 100

0 ≤ 𝐷𝑖 ≤ 1   

 ,𝑔𝑖 𝑖𝑠 𝑙𝑒𝑎𝑓 

0.5 × (𝐷𝑖 + � 𝑂𝑂𝑘 ) ,𝑔𝑖 𝑖𝑠 𝑂𝑅 − 𝑁𝑜𝑑𝑒
𝑎𝑙𝑙 𝑑𝑒𝑠𝑐𝑒𝑛𝑑𝑎𝑛𝑡𝑠 𝑘

0.5 × (𝐷𝑖 + � 𝑂𝑂𝑘  ) ,𝑔𝑖 𝑖𝑠 𝐴𝑁𝑂 −𝑁𝑜𝑑𝑒
𝑎𝑙𝑙 𝑑𝑒𝑠𝑐𝑒𝑛𝑑𝑎𝑛𝑡𝑠 𝑘

 

 
(1) 

 

4  SECURITYATTRIBUTES 
 
In this section, the attributes taken into account for 
calculation of DS for each goal and also for the ODS 
will be discussed. 
 
4.1 Technical ability (T) 
 
Technical ability as one of the attributes for 
calculation of DS reveals the ease of implementing 
the goal in the following stages of the development 
in terms of complexity of the goal and existence of 
professions in the development team. In fact the 
Technical ability can be calculated using equation 
(3). Technical complexity of the implementation in 
the equation (3) also can be calculated based on any 
acceptable method for calculation the program 
complexity. However, since it is required to 
calculate the complexity in the requirement 
engineering stage for our proposed measurement 
model, using the  techniques like Albresht [18] 
which are capable of calculationg the complexity in 
the early stages of development are adviced. 
Nonetheless any method or technique capable of 

𝑂𝑂𝑂 =
∑ 𝐷𝐷𝑖𝑛
𝑖=1  × 𝑆𝑆𝑆𝑖
∑ 𝑆𝑆𝑆𝑖𝑛
𝑖=1

, 0 < 𝑆𝑆𝑆𝑖 ≤ 100 

ODS: Overall Degree of security 
𝐷𝐷𝐷𝐷𝑖: Degree of security of goal i  
𝑆𝑆𝑆𝑖: Severity of the threat which is mitigated 
by goal i 
 

 
(2) 
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doing this calculation based on the SRM is 
applicable. Technical ability as given in equation 
(3) is a number between zero and one.  
 
𝐷𝑖: Technical ability of Goal i 
𝐷𝐶𝐼𝑖: Technical Complexity of Implementation of 
goal i 
 

𝐷𝑖 =
1

𝐷𝐶𝐼𝑖
, 1 < 𝐷𝐶𝐼𝑖 ≤ 100   

(3) 
 
4.2 Impact (I) 
 
Impact is another attribute for calculating the DS of 
security goals in requirement model of the web 
service. This attribute reflects the efficiency of the 
mitigation constructed by the security goal. On the 
other words, it describes to which extent the security 
goal is able to mitigate the corresponding security 
threat. This parameter takes a value between zero 
and one hundred which will be specified by the 
security expert. Security expert can either be a 
member of the development team or an external 
security expert.  
 
4.3 Cost of Implementation (C) 
 
Cost is one of the main factors for evaluation the 
security requirements. Sometimes a security 
requirement can make a great contribution to the 
security of the service but the cost of 
implementation does not allow the development 
team to implement it. On one hand cost of 
development is one of the key features of web 
service market. So less development cost contributes 
to more profit and keeping abreast of the technology 
changes in the web market. On the other hand the 
extent to which the security is critical for a web 
service specifies the amount of budget which can be 
spent on security enhancements. The value for cost 
will be specified by development team. This can be 
used for calculation of DSs.  
 
4.4 Flexibility (F) 
 
Since it is not always possible to completely satisfy 
the goals, sometimes we need to accept the partial 
goal satisfaction [12]. We address this partiality in 
terms of the relaxed attributes in RELAX 

statements. Accordingly, we benefit from fuzzy 
temporal logic as a semantic for our applied syntax 
to take the security faults into account during the RE 
process [18]. This way we can integrate the fault 
tolerance into the target system’s SRM. If partial 
satisfaction of the security goal is acceptable, we 
RELAX the goal. We apply this technique when 
threats can be partially mitigated. In this case, we 
add flexibility by explicitly factoring the security 
faults into the SRM. This contributes to a fault 
tolerant model for the target system which can resist 
in the presence of unavoidable security faults.  
According to the proposed model, we calculate the 
flexibility for each goal based on the category it 
belongs to. Basically, flexibility of the goal depends 
on the mitigation technique it has been derived by. 
Calculations of flexibility for all of the categories 
are given in equation (4). As it is depicted in 
equation (4), measuring the  DS at the proposed 
SMM , takes the fuzziness of RELAX statements 
into account by incorporating the membership  
function of corresponding fuzzy set into account for 
calculation of flexibility of the goal. This will be 
applied only on goals belonging to the RLX set.  
 
 
𝐷𝑖: Flexibility of goal i 
𝑔𝑖: Goal i 
 

𝐷𝑖 = �
0.2    ,𝑔𝑖 ∈ 𝐴𝐻𝐺 

 𝑀 ( ∆(𝑔𝑖) − 𝑂𝑃𝐷𝑖)
0.1 ,𝑔𝑖 ∈ 𝐴𝐿𝐺

 ,𝑔𝑖 ∈ 𝑅𝐿𝑋   

 
𝑅𝐿𝑋 =  {𝑔𝑖|𝑅𝑆𝐿𝐴𝑋 − 𝑎𝑡𝑖𝑜𝑛 𝑖𝑠 𝑢𝑠𝑒𝑑 𝑡𝑜 𝑑𝑒𝑟𝑖𝑣𝑒 𝑔𝑖} 
 
∆(𝑔𝑖) =  ∑ ∆𝑘(𝑔𝑖)

𝑘𝑎𝑙𝑙 𝑘 𝑚𝑒𝑠𝑢𝑟𝑒𝑚𝑒𝑛𝑡𝑠   
 
∆𝑘(𝑔𝑖)
=   𝑀𝑒𝑎𝑠𝑢𝑟𝑒𝑑 𝑣𝑎𝑙𝑢𝑒 𝑓𝑜𝑟 𝑔𝑜𝑎𝑙 𝑖 𝑖𝑛 𝑘𝑡ℎ  𝑚𝑒𝑎𝑠𝑢𝑟𝑒𝑚𝑒𝑛𝑡  
In the presence of security faults 
 
 
𝑂𝑃𝐷𝑖 = 𝑂𝑝𝑡𝑖𝑚𝑎𝑙 𝑆𝑎𝑙𝑢𝑒 𝑓𝑜𝑟 𝑂𝑎𝑡𝑖𝑠𝑓𝑎𝑐𝑡𝑖𝑜𝑛 𝑜𝑓 𝑔𝑜𝑎𝑙 𝑔𝑖 
| 𝑀(∆𝑘(𝑔𝑖) − 𝑂𝑃𝐷𝑖) = 1,  𝑖𝑓 ∆𝑘(𝑔𝑖) =  𝑂𝑃𝐷𝑖  
 

𝑀 (𝑥) = 𝑀𝑒𝑚𝑏𝑒𝑟𝑠ℎ𝑖𝑝𝐷𝑢𝑛𝑐𝑡𝑖𝑜𝑛 𝑜𝑓 𝑓𝑢𝑧𝑧𝑦 𝑠𝑒𝑡 𝑜𝑓 𝑂 
 | 𝑀(𝑥) → 𝑂 ,𝑀(0) =  1 

 
𝑂 =  { (𝑥𝑖 ,𝑀(𝑥𝑖 ))|𝑀(𝑥𝑖)  ∈  [0,1]  , 𝑥 ∈ ℝ} 
 

(4) 
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Figure 2. SRM for MTS. (Junction points represent AND-relations while their absence means OR-relation) 

A fuzzy set is a set whose elements have degrees of 
membership. Fuzzy set theory permits the gradual 
measuring of membership of elements in a fuzzy set, 
which is described using the membership function 
𝑀 (𝑂, 𝑥) in the range of real numbers [0, 1]. In other 
words, a fuzzy set is a pair (A, x) where S is a set 
and 𝑀(𝐴, 𝑥) → [0,1]  captures the degree of 
membership of A degree of membership of  
 
5 APPLYING THE PROPOSED SMM TO MTS 
 
In this section we apply the proposed SMM to the 
MTS through the following steps. 
  
5.1 Step 1: Categorization of All Goals 
 
Step 1 is to categorize the security goals in SRM 
based on the mitigation technique they have been 
derived by. As we discussed before we have four 
different mitigation techniques. By the end of the 
categorization process, no requirement will go under 
the category of the NF. This is because no 

requirement is derived by NF mitigation. An excerpt 
of the SRM for MTS is given in figure 2. The top-
level security goal is to protect the MTS against 
possible attacks (i.e., Protect [MTS]). MTS is 
developed through several steps. Firstly we initiate 
the SRM with refinement of the top-level goal to 
protect the service. As a web service MTS also 
should be reliable and available to users. From 
identified assets we can specify the systems security 
goals in the highest-level of the SRM to protect the 
assets. The SRM may include other security 
requirements too. But in this paper we only 
concentrate on one of these goals (R1) to apply the 
proposed SMM on. At level two of the SRM we also 
have reduced the goals to only R1.1. This means for 
instance to maintain security of bank accounts (R1) 
in SRM includes other security goals which we have 
eliminated them to simplify the model for applying 
our proposed SMM. To categorize the goals in SRM 
we look into formal specification of SRM to find 
about the mitigation technique the goal is introduced 
by.  Otherwise it might be difficult and subjective to 
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categorize some of the goals as high level or low 
level goals. Normally high level goals are the goals 
which adding them to the model leads to radical 
changes on the behavior of the target service. 
Consider the situation in which the ID and Password 
are guessed by the attacker and the MTS cannot 
tolerate this security violence. In this case, we have 
to add redundant behavior in terms of high level 
security goal(s) to tolerate the threat. As it’s depicted 
in figure 2, we may add supplementary 
authentication mechanisms like challenge response 
as high-level security goals to avoid unauthorized 
access to accounts in case of violation of R1.1.3.2.  
However, this new goals represent new behavior and 
the closer to the top-level goal they are, the greater 
the cost of implementation would be. The new goal 
is OR-ed with the other high level goals. As it is 
shown, the definition of high or low is comparative. 
Better said, we call a goal as a high-level goal when 
adding it to the system’s SRM will cause radical 
changes in the specification of the original security 
requirement model. We have listed the categorized 
security goals of SRM in Table 2 as follows. As it is 
depicted in the table 2, we only have one RELAXed 
[19] requirement (R.1.1.3.2) for the target web 
service.  
 
Table 2. Categorized Security Goals of MTS 
 

Category Goal / Requirement 

Add low level sub 
goals (ALG) 

R1.1.3.2.1.1.1, 
R1.1.3.2.1.1.2, 
R1.1.3.2.1.2.1, 
R1.1.3.2.2.1.1, 
R1.1.3.2.2.2.1 

Relaxation (RLX) R1.1.3.2 

Add High Level 
Goal 
(AHG) 
 
 

R1  
R1.1 
R1.1.3, R1.1.4 
R1.1.3.2.1, R1.1.3.2.2 
R1.1.3.2.1.1, R1.1.3.2.1.2, 
R1.1.3.2.2.1, R1.1.3.2.2.2 

No refinement (NF) -  
 
5.2 Step 2: Calculation of DS for Category ALG 
 
In this step we calculate the DS for the low level 
requirements (leaves) in SRM. The calculations are 
performed based on equation (1) and listed in the 

table 3 as follows. For example degree of security 
for the low level goal of  R1.1.3.2.2.1.1 which brings 
about to limitation of number of password trials, is 
equal to 0.122 which is the highest among the other 
low level goals in SRM. Although enforcing 
encryption contributes to an acceptable level of 
mitigation but due to the comparatively low 
technical ability and high cost can contribute only to 
0.0535 of DS which is the lowest among all DS’s in 
Table 3. 
  
Table 3. Calculation of Ds for Category ALG 
 
Requirement C T I F DS 
R1.1.3.2.1.1.1 30 0.7 90 0.1 0.06050 
R1.1.3.2.1.1.2 50 0.5 70 0.1 0.05350 
R1.1.3.2.1.2.1 5 0.9 30 0.1 0.07700 

R1.1.3.2.2.1.1 5 0.9 80 0.1 0.12200 

R1.1.3.2.2.2.1 5 0.9 60 0.1 0.10400 

R1.1.4 20 0.9 90 0.1 0.07025 

 
5.3 Step3: Calculation of DS for Categories AHG 
and RLX 
 
In this step we calculate the DS for high level 
requirements in SRM. The calculations are 
performed based on equation (1) and listed in the 
table 4 as follows. In order to calculate the DS for 
AHG goals, we need to firstly calculate the DS for 
ALG goals as we did in Step 2. Then we propagate 
the calculated values into the higher levels of the 
SRM and recalculate the higher level goals’ DS by 
factoring the flexibility factor into the calculation. 
The flexibility factor as we described in section 3 
will be calculated based on equation (4). 

Concomitantly with calculation of DOF for high 
level goals, we calculate the DS for RELAXed 
goals. As we discussed before and based on equation 
(4), measuring the  DS for RELAXed goals in 
proposed SMM , takes the fuzziness of RELAX 
statements into account by incorporating the 
membership  function of corresponding fuzzy set 
into account for calculation of flexibility of the goal. 
This will be applied only on goals belonging to the 
RLX category. How to propagate the calculated DS 
to higher levels of the model depends on the relation 
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among nodes in logical model of SRM. If the node 
in SRM (goal) is OR node, then the DS for that node 
will be calculated based on sum of the descending 
nodes. Otherwise if it is AND node, the DS will be 
calculated based on production of the descending 
nodes.  
 
Table 4. Calculation of DS for Categories AHG and RLX 
 
Category  Requirement S P F DS 
 
 AHG 
 

R1  0.28087 - 0.2 0.24043 
R1.1 0.36174 - 0.2 0.28089 
R1.1.3 0.52347 - 0.2 0.36174 
R1.1.3.2.1 0.24019 - 0.2 0.22006 
R1.1.3.2.2 0.31300 - 0.2 0.25650 
R1.1.3.2.1.1  - 0.00324 0.2 0.10162 
R1.1.3.2.1.2 0.07700 - 0.2 0.13850 
R1.1.3.2.2.1 0.12200 - 0.2 0.16100 
R1.1.3.2.2.2 0.10400 - 0.2 0.15200 

RLX R1.1.3.2 - 0.05645 0.85 0.45322 
 
We have RELAXed [19] the goal R1.1.3.2 in by 
assigning the RELAX statement of ‘as many as 
possible’ to the ‘relaxed’ attribute of the requirement 
R1.1.3.2. So, R1.1.3.2 will be described as follows:  
 
“R1.1.3.2: OBS shall generally avoid [ID and 
Password to Guess] as close as possible to 
hardToGuess” 
  
The value ‘hardToGuess’ is a constant value 
representing the optimum value for difficulty of 
guessing password and ID. ‘hardToGuess’ is the 
optimum value not definitely the maximum value. 
On the other words, difficulty of guessing ID and 
password might be less than the maximum value 
while it’s still optimal. This is explained in terms of 
fuzzy nature of RELAX semantic: 
 
“AG ((Δ (avoid ID and Password to Guess) – 
hardToGuess) ∈ S)”  
 
Where S is a fuzzy set whose membership function 
has value 1 at zero (m (0) = 1) and decreases 
continuously around zero. “Δ (avoid ID and 
Password to Guess)” represents the hardness of 
guessing the ID and password which will be 
compared to ‘hardToGuess’. It means although we 
cannot accurately measure the difficulty of guessing 

the ID and password for OBS, the system model 
should use the capabilities of security resources for 
providing a best effort at protecting ID and password 
from attacker. In order to calculate the DS for 
RELAXed goal of R1.1.3.2, we need to both 
calculate the DS for its descendants and 
consequently calculate the S or P parameters and 
also the flexibility of the goal. To calculate the 
flexibility of the goal for R1.1.3.2 we need to 
calculate the membership of the value 
( ∆(𝑅1.1.3.2 ) − ℎ𝑎𝑟𝑑𝐷𝑜𝐺𝑢𝑒𝑠)  as 
𝑀 ( ∆(𝑅1.1.3.2 ) − ℎ𝑎𝑟𝑑𝐷𝑜𝐺𝑢𝑒𝑠)  based on the 
equation (4). We consider ℎ𝑎𝑟𝑑𝐷𝑜𝐺𝑢𝑒𝑠 = 50  for 
R1.1.3.2 which means the optimum difficulty value 
to guess ID and password is equal to 50. Through 
checking the MTS model against goal R1.1.3.2 of 
MTS captured by SRM and in the presence of 
security faults, we can calculate the ∆(𝑅1.1.3.2) for 
a specific number of running the model checker.  In 
our running example we consider ∆(𝑅1.1.3.2) = 35  
for R1.1.3.2.  So we need to calculate the 𝑀 ( −15)  
based on the membership function. We define the 
membership function for satisfaction of goal 
R1.1.3.2 in equation (5) as follows: 
 

𝑀 � ∆(𝑅1.1.3.2 ) − ℎ𝑎𝑟𝑑𝐷𝑜𝐺𝑢𝑒𝑠� = 1 − �∆(𝑅1.1.3.2 )−50
100

�   

(5) 
From the equation (5) we have:  𝑀 (35 ) = 0.85  so 
the value for flexibility of R1.1.3.2 will be equal to 
0.85 according to the equation (4). Consequently we 
can calculate the DS for the R1.1.3.2 after 
propagation of previously calculated DS values for 
its descendants. The results are listed in Table 4. As 
you can see in the Table 4, for AND nodes in the 
SRM we propagate the production of descendants so 
the S attribute which is sum of the DSs of 
descendant nodes is left blank in the table. For OR 
nodes also the P attributes are left blank because we 
propagate the sum of DSs of descendants to 
calculate. If there is only one child for a node in the 
logical model of SRM, we can consider it either as 
an OR node or an AND node. In our running 
example we considered those as OR nodes. The 
example for this kind of node in SRM of MTS is 
R1.1.3.   
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Step 4: Calculation of ODS for the MTS 
 
In this step we calculate the overall degree of 
security for the target web service of MTS. The 
calculation is performed based on equation (2) as 
follows. As you can see in the equation (2), in order 
to calculate the ODS for the SRM, we need to 
identify the severity of faults the security goals in 
SRM mitigate. In our running example (MTS) we 
assume the severity of faults as is listed in Table 5. 
Severity of faults are assumed to be specified by 
security experts and ranged from zero to one 
hundred. Based on the results in Table 5 we can 
calculate the ODS as follows:   
 

𝑂𝑂𝑂 =
∑ 𝑂𝐷𝐷𝑖𝑛
𝑖=1  × 𝑂𝑆𝑆𝑖
∑ 𝑂𝑆𝑆𝑖𝑛
𝑖=1

=  
195.11327

1035
≅ 0.189 

The total degree of security for the MTS is 
approximately equal to 0.189 which means if we 
develop the target web service for MTS based on the 
specification given by SRM and current model of 
the system, the MTS will be able to tolerate the 
security threats to the extent of 0.189. The higher the 
ODS is the more tolerant the target web service 
would be in the presence of security faults.  
  
Table 5. Calculation of ODS  
 

Category  Requirement DS SEV DS×SEV 

 
 AHG 
 

R1  0.24043 100 24.04340 
R1.1 0.28089 80 22.46945 
R1.1.3 0.36174 75 27.13022 
R1.1.3.2.1 0.22006 65 14.30385 
R1.1.3.2.2 0.25650 65 16.67250 
R1.1.3.2.1.1  0.10162 65 6.60520 
R1.1.3.2.1.2 0.13850 40 5.54000 
R1.1.3.2.2.1 0.16100 65 10.46500 
R1.1.3.2.2.2 0.15200 40 6.08000 

RLX R1.1.3.2 0.45322 70 31.72558 

ALG 

R1.1.3.2.1.1.1 0.06050 65 3.93250 
R1.1.3.2.1.1.2 0.05350 65 3.47750 
R1.1.3.2.1.2.1 0.07700 40 3.08000 
R1.1.3.2.2.1.1 0.12200 65 7.93000 
R1.1.3.2.2.2.1 0.10400 65 6.76000 
R1.1.4 0.07025 70 4.91750 

 

 

Figure 3 presents all the process required from 
categorization of all the goals to calculation of 
overall degree of security for the money transfer 
system. 
 

 
 

Figure 3. Steps required for calculation of ODS 

6 CONCLUSION AND FUTURE WORKS 
 
In this work we proposed a measurement model for 
evaluating security in security requirement model of 
the web services. Our proposed approach takes the 
security requirement model of the system as the 
input and measures degree of security in security 
requirements based on mitigation techniques they 
are refined through. The proposed model also takes 
into consideration attributes such as cost, technical 
ability, impact and flexibility of the security 
countermeasures to measures security of the target 
service. Consequently the overall degree of security 
can be calculated and the evaluation results can 
used to improve the security of the web service. To 
demonstrate the validity of our model, we have 
applied it to a typical money transfer service as our 
running application.  
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