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ABSTRACT

These days, Signature based Network Intrusion BeteSystems (NIDS), which apply a set of rulesdentify
hostile traffic in network segments are quickly aftl in order to prevent systems against new a&tddie objective of an
attacker is to find out new evasion techniquesdy anseen. Unfortunately, majority of the existteghniques are based
on the ambiguities of the network protocols. Asault of the emergence of the new evasion techgjgNEDS system
may fail to give the correct results. The centd&la of our paper is to develop a network basedsitn detection system
based on Apriori algorithm and other approaches dtinck detection and test the input thus produbgdthe
Apriori algorithm with the well known snort intrusi detection system, once candidate sets for degedifferent attacks
are generated. These candidates in turn will beguhas inputs to the snort intrusion detectionesystor detecting

different attacks.
KEYWORDS: NIDS, Evasion, Apriori Algorithm, AdaBoost Algohin, Snort

INTRODUCTION
OVERVIEW OF NETWORK INTRUSION DETECTION SYSTEM

Information Technologies have become a critical ponent of global economy in the last few years.
Their protection against hostile actions determihesv fast information society and communicationdl wivolve.
Security measures are normally classified as: prtéxes detective, corrective and recovery. The noastvenient are the
first, but their cost is the highest and they dbassure to disable the risk totally, so it is prable to distribute resources
over all the techniques. Thus, a calleeimeter Defense should be performed, in which different protectioarriers
(preventive, detective, corrective and recoverysinhe placed into the IT systems. There is an asing public demand

to develop systems that can guard against diffaatks that are attempted by hackers.

One security system which falls into this categ@ryhe Intrusion Detection System (IDS). Intrusidatection
Systems are software or hardware tools that autoatigt scan and monitor events that take place tomputer or a
network, looking for evidence of intrusion [1] Ardetwork Intrusion Detection Systems (NIDS) just lgpa network
traffic captured on the network segment where #reyinstalled. These systems can be broadly diedsifto two major

categories depending on the analysis techniquEd®these are mainly:

* Anomaly-Based IDS

Anomaly-based IDS works on a performance baseliasedd on normal network traffic evaluations.

Impact Factor(JCC): 1.3268 - This article can be denloaded from www.impactjournals.us |




[ 130 Rutuja R. Patil & P. R. Devale |

It samples current network traffic activity to thiaseline in order to detect whether or not itihiy baseline parameters.

Data mining techniques can be used for intrusidadi®n efficiently.

* Signature-Based IDS

Network traffic is examined for preconfigured anégetermined attack patterns known as signatureswidely
available, it uses known patterns as it is easgnfdement but they cannot detect attacks for witi¢tas no signature and
they are also prone to false positives since they cammonly based on regular expressions and striatching.
Since they are based on pattern match, signatweally don't work that great against attacks wighf-snodifying
behavior. Signature based NIDS are effective atdiely attacks they are prepared for (they maytéadetect zero-day
attacks until their signatures become updated) Fitiation causes attackers to focus their efforfimding evasions over

the signatures of these systems.

An evasion can be defined as any technique thatfiee@ detectable attack into any other form idesrto avoid
being detected. The overall idea is to perform saimenges to cause that the NIDS does not processritire attack
packet, remaining so undetected. NIDS normally iarepnjunction with firewalls, one of the first jglstives to deal with
when someone is trying to attack a system. Thatié@mphat attackers try to develop sophisticatesthtiéques to avoid
being detected. In general, NIDS do not give réaletinformation about what is happening, but they hklerts.
Human security auditors are then who have to apathpse alerts searching for hostile activity. Hé tNIDS gives

erroneous information, auditor can be distractedlvaould not be able to focus their efforts in thalrattack.

Currently, proposed evasive techniques are basachbiguities present in transport and network lgyetocols
(mainly TCP and IP) [1]. Those ambiguities provdket different systems interpret the protocols idifferent way.
An attacker attempting to evade NIDS detectionmandify the transmitted packets in such a way teatllinto a situation
where a system has different information than agrotime. When using NIDS, an evasion can appeheifNiDS and the

monitored endpoint interpret protocols in a diffgrevay, so the information processed is differarthoth systems.

Researching in an evasive techniques is, along thithdiscovery and detection of new kind of attadke
principal tool to improve the effectiveness of tR&iDS. Currently, the fast adaptation of the NIDSaiagt new attacks
provokes that attackers try to perform evasivenapies (more stealthy and hard to detect) instéatirectly exploiting
those new attacks. Thus, a security administratoiot aware to have been evaded until posterienfic analysis of the
compromised system, when probably the damage has Hene. That is the main motivation of our worlhose

primordial objective is to discover new forms offlN8 evasive techniques.

IDEA OF PROJECT

In this paper work we focus on misuse detectionthese types of techniques generally attack sigestare
collected and stored in a database in the sameawajrus protection software does in order to detex related attacks.
Signature based NIDS are effective at detectingck#t for what they are prepared. Firewalls do ratmally block
packets, but make aware about the intrusion al@his. situation causes attackers to focus theireffo finding evasions
over the signatures of these systems. The oveledl of intruder is to perform some changes to cauasions that the
NIDS does not process the entire attack packetgtwieémains undetected. An evasion succeeds if ibeepsing of the

packets generates a different representation ofatvedata in the NIDS and in the end systems. Datdained in TCP
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segments can encapsulate some attacks, but if HB& lrocesses those segments are processed diffeflenm the

endpoint, it will not be able to detect those dtsac

The aim of this paper is to look for new evasivehteques by analyzing NIDS behavior. In this metffiost we
build NIDS using C4.5 algorithm. Publicly availabtiataset KDD-99 is given to it. AdaBoost ALGORITHfdr
supervised learning where labeling of dataset ieedws normal or attack is applied. Modified Aprialgorithm generates

rules which are checked on snort for evasion. \eatiser methods like Genetic Algorithm to compareresults.
ARCHITECTURE OF THE SYSTEM

In this method, publicly available dataset KDD-WHBich contain information about attacks is useds Hiven as
input to C4.5 algorithm using Weka tool. Weka ttlimplementation of various classifying and cluistg algorithm.

C4.5 algorithm gives output as a tree.

After applying adaboost algorithm on output of G4Hat contains steps like data labeling, traintegting, where
Data labeling will contain identification normal drattack packets. +1 meaning attack packet andednmg normal
packet. Training phase will contain initializatiohparameters. Testing phase will contain realtifieation attack packets
and classifying each detected attack under itsgoaye(Such as Dos attack, probe attack, U2R att&H,attack).

Detection result and false alarm rate will thendjsplayed.

Modified apriori algorithm, which contain proces$ areation of rules for detecting attacks is thesedi
After creating these rules we pass these ruleqidot.sSnort is an open source IDS. Now this methalt detect the
packets in the network. Also it evades the packgtshanging the rules. Detection output will gairetl in a text file.

The workflow is depicted in the following block diam.

| C45 Based Tres |

Labsling

| Apriori Algo

' | N/W Architecture

Snort

| Ewasion or Dection |

Rasults

Figure 1: Architecture of NIDS System
INTRUSION DETECTION DATA
Attack types fall into four main categories namely

* Probing: Surveillance and other probing
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+ DoS: Denial of service
» U2S: Unauthorized access to local super user (root)leges and
* R2L: Unauthorized access from a remote machine.

Probing

Probing is a class of attacks where an attackenss@ network to gather information or find known
vulnerabilities. An attacker with a map of machiaesl services that are available on a network sarthe information to
look for exploits. There are different types of Ipes: some of them abuse the computer’s legitinggtifes; some of them
use social engineering techniques. This class tatkd is the most commonly heard and requires litthy technical

expertise.
Denial of Service Attacks

Denial of Service (DoS) is a class of attacks wrerattacker makes some computing or memory resdorc
busy or too full to handle legitimate requestsstdenying legitimate users access to a machinegeTdre different ways
to launch DoS attacks: by abusing the computerstinege features; by targeting the implementatidmsgs;
or by exploiting the system’s misconfigurations.Dattacks are classified based on the servicesathattacker renders

unavailable to legitimate users.
User to Root Attacks

User to root (U2R) exploits are a class of attagkere an attacker starts out with access to a rarses account
on the system and is able to exploit vulnerabtitygain root access to the system. Most commorpéggh this class of

attacks are regular buffer overflows, which areseauby regular programming mistakes and environ@&sumptions.
Remote to User Attacks

A remote to user (R2L) attack is a class of attagkere an attacker sends packets to a machineaowetwork,
then exploits machine’s vulnerability to illegalgain local access as a user. There are differgstpf R2U attacks;

the most common attack in this class is done usingal engineering.

INTRUSION DETECTION DATASETS
KDD Cup’99 Data Set

The data set used to perform the experiment isntdleen KDD Cup '99[8][9], which is widely accepteab a
benchmark dataset and referred by many researctiéfd. of KDD Cup’99” from KDD Cup '99 data set wakosen to
evaluate rules and testing data sets to detectisiotr. The entire KDD Cup '99 data set contains fdatures.

Connections are labeled as normal or attacksrfdl4 main categories.
» DOS: Denial Of Service
e Probe: E.g. Port scanning
* U2R: Unauthorized access to root privileges

* R2L: Unauthorized remote login to machine.
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In this dataset there are 3 groups of featuresicBesntent based, time based features.

o Training set Consists 5 million connections

0 10% training set - 494,021 connections

0 Test set have - 311,029 connections

0 Test data has attack types that are not preséne ittaining data. Problem is more realistic

o Train set contains 22 attack types

0 Test data contains additional 17 new attack typastielong to one of four main categories.
Weka

Weka is a collection of machine learning algorithfos data mining tasks. Weka contains tools foradat
pre-processing, classification, regression, clusgerassociation rules, and visualization. It isoalwell-suited for
developing new machine learning schemes. WEKA otsisiof Explorer, Experimenter, Knowledge flow,

Simple Command Line Interface, Java interface.

ALGORITHMS USED
C4.5 Algorithm

C4.5 is an algorithm used to generate a decisiea tteveloped by Ross Quinlan. C4.5 is an extensfon
Quinlan's earlier ID3 algorithm. The decision trgemerated by C4.5 can be used for classificatiod, for this reason,

C4.5 is often referred to as a statistical classifi

C4.5 builds decision trees from a set of trainiagadn the same way as ID3, using the conceptfofrimation
entropy. The training data is a set §ss. of already classified samples. Each sampi®; %,,.. is a vector where
X1,X0,.. represent attributes or features of the samplee training data is augmented with a vector (c.

Where g,c,,.. represent the class to which each sample bglong

At each node of the tree, C4.5 chooses one attribluthe data that most effectively splits its gesamples into
subsets enriched in one class or the other. Iterimm is the normalized information gain (diffecenin entropy) that
results from choosing an attribute for splitting thata. The attribute with the highest normalizefrimation gain is

chosen to make the decision. The C4.5 algorithm teeourses on the smaller sub lists
This algorithm has a few base cases.

* All the samples in the list belong to the same <IA&hen this happens, it simply creates a leaf rfod¢he

decision tree saying to choose that class.

« None of the features provide any information géinthis case, C4.5 creates a decision node highehe tree

using the expected value of the class.

< Instance of previously-unseen class encounteredinA@4.5 creates a decision node higher up tleeuseg the

expected value.
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ADABOOST ALGORITHM

AdaBoost, short for Adaptive Boosting, is a machlearning algorithm, formulated by Yoav Freund and
Robert Schapire. It is a meta-algorithm, and camd®el in conjunction with many other learning alfpons to improve
their performance. AdaBoost is adaptive in the setat subsequent classifiers built are tweakefawor of those
instances misclassified by previous classifiersaBabst is sensitive to noisy data and outlierssdéme problems,

however, it can be less susceptible to the ovieditpbroblem than most learning algorithms.

The classifiers it uses can be weak (i.e., displaybstantial error rate), but as long as theifopmance is not
random (resulting in an error rate of 0.5 for bjnelassification), they will improve the final mdd&ven classifiers with
an error rate higher than would be expected fromaredom classifier will be useful, since they wilhve negative

coefficients in the final linear combination of stifiers and hence behave like their inverses.

AdaBoost generates and calls a new weak classifierach of a series of rounds t=1,.., T. For eaah a
distribution of weights Pis updated that indicates the importance of examjh the data set for the classification.
On each round, the weights of each incorrectly sifiesl example are increased, and the weights oh earrectly
classified example are decreased, so the new fidasBicuses on the examples which have so faresludorrect

classification.

THE APRIORI ALGORITHM

Basics
The Apriori Algorithm is an influential algorithmof mining frequent itemsets for Boolean associatides.
Key Concepts
Frequent Item Sets:The sets of item which has minimum support.
Apriori Property: Any subset of frequent itemset must be frequent.
Join Operation: To find Lk, a set of candidate k-itemsets is gatext by joining Lk-1 with itself.
The Apriori Algorithm in a Nutshell.
Find the Frequent Item Sets:the sets of items that have minimum support.
A subset of a frequent item set must also be aifeitem set.
i.e., if {AB} is a frequent item set, bottA} and {B} should be a frequent item set.
Iteratively find frequent item sets with cardinglitom 1 tok (k-item se}.
Use the frequent item sets to generate associaties.
LITERATURE REVIEW

With respect to our paper topic “Network Intrusidetection Evading System” we have gone througlofaig
documentation of the work done in this field in thast. Some of the highlighted work is presentetha subsection

below.
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INSERTION, EVASION AND DENIAL OF SERVICE: ELUDING N ETWORK INTRUSION DETECTION
SYSTEM

The concept of evasion was first proposed by Ptawak Newsham [2]. In this seminal paper, the asgthor
highlighted the existence of some ambiguities | TICP and IP protocols, which allow different sysdeto implement
them in a different way. An evasion succeeds whiEdSNgnore packets which are going to be processeithe endpoints
or vice versa. For example, TCP does not specifatveihould be done with TCP packets containing aonepus
checksum field. Implementations of the TCP protazani ignore, accept or reject those packets. Awishio Figure 1, an

evasion could succeed if the NIDS implementatiothefTCP protocol differs from the endpoint impleragion.

AT NO TA K MIDS preprocessor | ATMOTACK
>Bad-checksumpacke*.

A Endpoint preprocessor

AT NO TA CK ! ¥ ATTACK

Figure 2: Example of Evasion in this Example, the NDS Preprocessor Accepts
the Packet Containing a Bad Checksum Field, Whilehie Endpoint Does Not,
So the Final Structure after the Preprocessing Phaswill be Different

FRAGROUTE

Fragroute intercepts, modifies, and rewrites egedc destined for a specified host, implemegtmost of the
attacks (D. Son (2002) Fragroute [Online]. httpaiiw monkey.org/~dugsong/fragroute/) [4]. It featueesimple ruleset
language to delay, duplicate, drop, fragment, @gerprint, reorder, segment, source-route, or atisermonkey with all
outbound packets destined for a target host, witlimal support for randomized or probabilistic belea. This tool was
written in good faith to aid in the testing of netk intrusion detection systems, firewalls, andi®asCP/IP stack

behavior.

A TOOL FOR OFFLINE AND LIVE TESTING OF EVASION RESI LIENCE IN NETWORK INTRUSION
DETECTION SYSTEMS

In this paper [5] a framework is created for tegtthe degree to which network intrusion detectigatems
(NIDS) detect and handle evasion attacks. Thisopype system, idsprobe, takes as input a packee taad from it
constructs a configurable set of variant trace$ imaoduce different forms of ambiguities that clead to evasions.
Test harness then uses these variant traces ir @ithoffline configuration, in which the NIDS umdest reads traffic
from the traces directly, or a live setup, in whakthor employs replay technology to feed traffiera physical network
past a NIDS reading directly from a network integfaand to potentially live victim machines. Sumyneeports of the
differences in NIDS output tell the analyst to whdégree the NIDS's results vary, reflecting seriSés to

(and possible detections of) different evasions
PROTOCOL SCRUBBING

This paper [6] present design and implementatioprofocol scrubbers which are active interposedhaeism

for transparently removing packets from protocgkls in real-time. The contribution of this work ike identification of
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transport scrubbing as a mechanism that enablesvpasID to operate correctly, the design and imqatation of high
performance half-duplex TCP/IP scrubber, and tleatoon of TCP/IP stack fingerprint scrubber. Thansport scrubber
converts ambiguous network flows in well-behavealvBl that are interpreted identically at all doweatn endpoints.
The fingerprint scrubber removes clues about tkatithy of an end host’s operation system to sudaltgsand completely

block the known scans.
DETECTING EVASION ATTACKS AT HIGH SPEEDS WITHOUT RE ASSEMBLY

This paper [7] suggests breaking with signaturexgisin approach called Split-Detect. Author focustiom
simplest form of signature, an exact string magetd start by splitting the signature into piecegsdBing so the attacker is
either forced to include at least one piece complein a packet, or to display potentially abnorntshavior
(e.g., several small TCP fragments or out-of-ongckets) that cause the attacker’s flow to be thdeto a slow path.
Author proved that under certain assumptions tth&ese can detect all byte-string evasions. It stsw using real traces
that the processing and storage requirements @fsttfieme can be 10% of that required by a conveitl®S, allowing
reasonable cost implementations at 20 Gbps. Wiechanges required by Split-Detect may be a bagiadoption, this

paper exposes the assumptions that must be chémgedid normalization and reassembly in the fashp
ACTIVE MAPPING: RESISTING NIDS EVASION WITHOUT ALTE RING TRAFFIC

A critical problem faced by a Network Intrusion Betion System (NIDS) is that of ambiguity. The NID&not
always determine what traffic reaches a given hosthow that host will interpret the traffic, anttagkers may exploit
this ambiguity to avoid detection or cause mislegdalarms. This paper [8] present a lightweightusoh, Active
Mapping, which eliminates TCP/IP-based ambiguityaiNIDS' analysis with minimal runtime cost. Actilapping
efficiently builds profiles of the network topolognd the TCP/IP policies of hosts on the networkilRS may then use
the host profiles to disambiguate the interpretatib the network traffic on a per-host basis. AetMapping avoids the
semantic and performance problems of traffic noizatibn, in which traffic streams are modified tamove ambiguities.
Author developed a prototype implementation of ¥etiMapping and modified a NIDS to use the Active
Mapping-generated profile database in our testghdwfound wide variation across operating systen@P/IP stack

policies in real-world tests (about 6,700 hostagarscoring the need for this sort of disambigunatio
REVERSE ENGINEERING OF NETWORK SIGNATURES

This paper [9] describes a reverse engineeringgsoand a reverse engineering tool that are usadalyze the
way signatures are matched by network-based iotnudetection systems. The reverse engineering gsaceolves the
dynamic analysis of the sensor binary when itiimgated with legitimate and malicious input. Theabysis results are
then used to guide the selection of appropriatsiemaechniques from a set of alternatives. Thalteef the analysis are
used to either generate variations of attacksetatle detection or produce non-malicious traffet thver-stimulates the
sensor. This shows that security through obscuditgs not work. That is, keeping the signaturesesedoes not

necessarily increase the resistance of a syst@wetgion and over-stimulation attacks.
SNORT — LIGHTWEIGHT INTRUSION DETECTION FOR NETWORK S

Snort fills an important ““ecological niche" irethealm of network security: a cross-platform, tighight network

intrusion detection tool that can be deployed taitow small TCP/IP networks and detect a wide \graf suspicious
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network traffic as well as outright attacks. It gaovide administrators with enough data to makermed decisions on
the proper course of action in the face of suspiiactivity. Snort can also be deployed rapidljiltgpotential holes in a
network's security coverage, such as when a neawkagémerges and commercial security vendors avetsloelease new
attack recognition signatures. This paper [10] uses the background of Snort and its rules-basdfictcollection

engine, as well as new and different applicatiohene it can be very useful as a part of an integraietwork security

infrastructure.

EVOLVING HIGH-SPEED, EASY-TO-UNDERSTAND NETWORK INT RUSION DETECTION RULES
WITH GENETIC PROGRAMMING

An ever-present problem in intrusion detection temtbgy is how to construct the patterns of
(good, bad or anomalous) behavior upon which annenlgave to make decisions regarding the naturthefactivity
observed in a system. This has traditionally beenaf the central areas of research in the field, most of the solutions
proposed so far have relied in one way or anotipemusome form of data mining—with the exception,cofirse, of
human-constructed patterns. In this paper [11],ewplore the use of Genetic Programming (GP) fohsaiqpurpose.
Here author shows that GP can offer at least tweartdges over other classical mechanisms: it caduge very
lightweight detection rules (something of extrenmaportance for high speed networks or resource-tainsd
applications) and the simplicity of the patternsgated allows to easily understanding the senmwfiche underlying

attack.

MODELING INTRUSION DETECTION SYSTEMS USING LINEAR G ENETIC PROGRAMMING
APPROACH

This paper [12] investigates the suitability ofelar genetic programming (LGP) technique to modétieft
intrusion detection systems, while comparing itsfiggenance with artificial neural networks and sugpector machines.
Due to increasing incidents of cyber attacks andlding effective intrusion detection systems (ID%se essential for
protecting information systems security, and yeeihains an elusive goal and a great challengealteinvestigate key
feature identification for building efficient andfective IDSs. Through a variety of comparative esiments, it is found
that, with appropriately chosen population sizeygoam size, crossover rate and mutation rate, fligeaetic programs
could outperform support vector machines and nensdlorks in terms of detection accuracy. Using fesgtures gives

notable performance in terms of detection accusa¢iewever the difference in accuracy tends torballsn a few cases.
MODELING INTRUSION DETECTION SYSTEM USING HYBRID IN TELLIGENT SYSTEMS

This paper [13] presents two hybrid approachesnfodeling IDS. Decision trees (DT) and support vecto
machines (SVM) are combined as a hierarchical dyimtelligent system model (DT-SVM) and an ensenggproach
combining the base classifiers. The hybrid intrasitetection model combines the individual basestiass and other
hybrid machine learning paradigms to maximize d&iac accuracy and minimize computational complexity

Empirical results illustrate that the proposed iylsystems provide more accurate intrusion detecjstems.
A FAST APRIORI IMPLEMENTATION

The efficiency of frequent item set mining algonith is determined mainly by three factors: the waydidates

are generated, the data structure that is usedtt@ndmplementation details. Most papers focus am fitst factor,
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some describe the underlying data structures, roptementation details are almost always neglectbdés paper shows
that the effect of implementation can be more irguatrthan the selection of the algorithm. Ideas fs®m to be quite
promising may turn out to be ineffective if we deisd to the implementation level. Author theoreticadnd
experimentally analyzes APRIORI which is the mosttablished algorithm for frequent itemset mining.
Several implementations of the algorithm have hmérforward in the last decade. Although they amplementations of
the very same algorithm, they display large diffi;ess in running time and memory need. This pap} diescribes an
implementation of APRIORI. Author analyzes, themadty and experimentally, the principal data stane of our
solution. This data structure is the main factortle efficiency of implementation. Author also mets a simple

modification of APRIORI that appears to be faskanrt the original algorithm.
CONCLUSIONS

This paper provides a new method that efficienthpiioves the task of finding out new forms of evasiy
analysing NIDS behaviour thus allowing system adshiators to be warned before the attackers coxfdo# them.
The aim of evasion is not to break the NIDS syskeinto understand and learn different ways of erasif system and
make system more robust. Here in this paper weeptesproof of concept showing how to perform détecand evasion

in NIDS using publicly available datasets KDD-99.
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