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ABSTRACT

Cloud Computing is a model for delivering infornmatitechnology services in which resources areenetd from
The Internet through web based tools and applicgfioather than direct connection to the server r@sturces are
provided as long as connected to the web. Cloudptiting has become a viable business and technalogioposition
because of the significant reduction in both irthasture and operational costs that it offers wbempared to traditional
IT services. As cloud computing is increasing ibpylarity, concerns are being raised about therggdssues associated

with the adoption of the new model.

Data Security is one of the most critical aspents icloud computing environment due to the seritsitiand
importance of information stored in the cloud. Deg¢aides in resources not in the purview of dataeswr one which
could be accessed by cloud administrators deperafiignplementation. This paper discuss about thiews data security
threats and challenges that are to be considerécc@mter measures to be taken by organizationréeafmving their

information into the cloud.
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INTRODUCTION

Cloud Computing is an emerging technological dgweient that leverages the Internet to provide urieded
distributed computing service based on servicenteik architecture and virtualisation. Cloud Compyitis a subscription
based service where you can obtain networked stospgce and computer resources. The cloud malmsssible to

access information anytime from anywhere.

Cloud computing is named so because the informatioich is being accessed is available in the cland the
user need not be in a specific place to accessfingnation. You only need to buy the amount ofate space, computing
resource, software etc that you will use, a busiren purchase more resources or reduce their riptixst as their

business grows or as they find they need lessge@pace.
CLOUD COMPUTING FRAMEWORK

According to IEEE “Cloud Computing is a paradigmwhich information are permanently stored in sesveamn
the Internet and cached temporarily on clients thelude desktops, entertainment centers, tablepatens, notebooks,

wall computers, hand-held devices, sensors, manitta.”
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ESSENTIAL CHARACTERISTICS

On-Demand Self-Service:This means that cloud services can be used aswaed required without prior
subscription. A consumer can unilaterally upgraegfdde computing capabilities, such as server titatg storage and

network storage, automatically as and when needibwt requiring human interaction with each seevicovider.

Ubiquitous Network Access: The cloud offers infinite network access to vastastructure and computing
resources such as storage facility, memory, procesmsting etc. The available resources can bessed over the

Internet through standard mechanisms.

Resource PoolingThe cloud uses shared pool of resources whiabcetéd at various parts of world, making the
cloud location-independent. The providers servetipial clients, customers or tenants with differphi/sical and virtual

resources dynamically assigned and reassigneddisgdp the customer demand.

Rapid Elasticity: The computing capabilities can be elastically gresil and released, in some cases
automatically, with demand. But to the consumeg, ¢hpabilities available for provisioning often eppto be unlimited

and can be changed in any quantity at any time.

Measured Service: The cloud services are controlled and monitored thg cloud service provider.
Measured service is crucial for billing, resourcetimization, access control, capacity planning aothers.

This also provides transparency for both the prewahd the consumer of the utilized service.
SERVICE MODELS

Software as a Service(SaaSEloud based applications or software run on distamputers in the cloud that are

owned and operated by others and that connecettsu®mputers via Internet usually by a web browse

Platform as a Service(PaaS)Platform as a Service provides a cloud based emvient with everything required
to support the complete life cycle of building addlivering web based(cloud) applications, withohé tcost and

complexity of buying and managing the underlyingdweare, software, provisioning and hosting.

Infrastructure as a Service(laaS): Infrastructure as a Service provides companief witmputing resources

including servers, networking, storage and datéreespace on a pay-per-use basis.
DEPLOYMENT MODELS

Private Cloud: Private cloud is owned and operated by a singlapeamy that controls the way virtualised

resources and automated services are customisagsaddy various lines of business and constitgentps.

Community Cloud: Community cloud is a multi-tenant infrastructurattis shared among several organizations
from a specific group with common computing consern

Public Cloud: Public clouds are owned and operated by compahisuse them to offer rapid access to

affordable computing resources to other organimatar individuals.

Hybrid Cloud: Hybrid cloud uses a private cloud foundation camehi with strategic use of public cloud
services. A cloud computing environment in whichoaganization provides and manages some resourdesuise and has

others provided externally.
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Figure 1: Cloud Computing Framework

RISKS TO CLOUD COMPUTING

In cloud computing the service provider providesorgces such as software, platform and infrastrectu
The user information/data also resides in the cldin risk with this type of service is that theadean be abused, stolen,
distributed, compromised or harmed. There is norajutae that the user's data will not be sold tocdmpetitor.
Other risks include privacy, data protection, owshgs, location and lack of reliable audit standémddata security

procedure of most cloud service providers.
Privacy Issues

Privacy is difficult to achieve using traditionalformation security systems, and so is one of Hadlenging area
of Cloud Computing. Cloud computing has significamplications for the privacy of personal infornmati as well as
maintaining the confidentiality of business and govment information. In public cloud various semsitinformation are
given to the hands of a third party service provigdbose cloud infrastructure may not have propgulaions and could
propagate through geographical borders that impath legal and regulatory requirements of the imfation being
propagated or stored. Cloud users must be awatteeatontract they sign with service provider andudth be informed

about the service provider's privacy and secunfggjines and practices.
Data Ownership and Content Disclosure Issues

Another issue which is to be considered before atigg to cloud is data ownership of the informatiesiding
on the cloud. Once the data is put to the cloutipnty the privacy is lost, the data ownership #melright of data content
disclosure is also lost. Cloud users must protettivnark(TOP SECRET, SECRET, CONFIDENTIAL, RESTREL,

PROTECT) their information and explicitly specifyetownership of information in the service contract
Data Confidentiality

The confidentiality of a system is guaranteed if gtevents unauthorized gathering of information.
Cryptographic techniques and access controls baisesfrong authentication are normally used to ptatenfidentiality.
The data in a cloud computing system is very oftenmotion due to the system’s dynamic and open reatu
A cloud provider must be able to store this data @erver of its own choice in order to optimizeiitfrastructure capacity
and ensure the necessary performance. These preaassusually outside the customer’s sphere hfein€e and can lead

to confidentiality problems, for instance, if thatd crosses territorial borders or is stored @sa $ecure system.
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Data Location

Another major concern about cloud computing isdh&a location. Cloud computing offers high degréeata
mobility. After the data is handed over to the dquovider, the data owner have no control ovelldbation of data in the
cloud. Where does the data reside that has beetedrdy data owners? The countries legal proteactidinnot be

applicable to the data once it is moved outsidecthentry. A foreign government may be able to astles data.

If that country has laws that you are comfortabithywdata may be physically stored in database witier
company's data. To achieve regulatory compliandbencloud, it requires effort from both users atwud provider, the
users know about the information requirements aaml @communicate that clearly to the cloud provided ¢he cloud

provider is transparent and willing to provide riegory rules required to protect the assets.
Data Breaches

A malicious hacker can extract private cryptograpkeys if the multi-tenant service provider databés not
designed properly, a single flaw in one client'pla@ation could allow to get not just client's ddmat every other client’s

data as well. You can encrypt the data to redugéntipact but if the encryption key is lost, youtadwill be lost.
Control Issues

Cloud especially public cloud is highly uncontrblle. In order to control cloud services and pradicise of
legal, regulatory, compliance and certification ghiges are recommended which is quite difficult t@aintain.

The location-independency makes it more difficalathieve regulatory security compliance.
Service Traffic Hijacking

If an attacker gain access to user's credentiasattacker can monitor user activities, manipuleser data and
can return falsified information and can redirdirt to illegitimate sites. The user's account iicome new base for the

attacker. To prevent this protect the credent&lsjd sharing of credentials between users andcesrv
Insecure Interfaces and APIs

Administrators rely on interfaces for cloud prowising, management, orchestration and monitoring/d®id are
integral to security and availability of generabwd services. Organizations and Third parties baiidthese interfaces
injecting add-on services. This increase risk gsoization may be required to exchange the crealent the third party.
An organization must properly understand the ingtlans associated with cloud provisioning, manageme

orchestration and monitoring.
Denial of Service

The organizations are dependent on 24/7 availphbilitone or more services. A cloud provider usesuai
machines that run on physical hosts which are shasources. These resources which include netagdystems can be
overloaded in certain situations. If one customsdarget of attack it is possible that unrelatestamer is also affected by
the same attack. The cloud provider must protestorners from such attacks. The customer must becavfdhe potential

and take steps to provide assurances that theicesrare not adversely affected.
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Shared Technology Vulnerability

Vulnerability is prominent factor of risk. It isehprobability that an asset will be unable to tetbie actions of a
threat agent. Shared technology delivers the sesvia a highly scalable fashion. But in some caseslerlying
components were not designed to offer strong iemlatapabilities for a multi-tenant deployment. @loproviders must
have in-depth defense strategy that includes coenpstorage and network security enforcement anditoring.
Strong compartmentalization should be used to endat individual customers do not impact otheatgs on the shared

infrastructure.
Regulatory and Legislative Issues

A company is responsible for any accounting orrfeial wrongdoings, even if these are the resuthwél party,
cloud service provider. If the company fails, ittlee responsibility of the service provider to emeswvegulatory and
legislative compliance. A cloud service provideores the data in various geographical locationsethuce costs and
improve reliability. There should be guidance onatvitorporate institutions can put in the cloud amdat not.

The easiest way is to look for providers who areaaly compliant themselves.
Forensic Evidence Issues

In cloud when a crime occurs what information canldgally accepted as forensic evidence? If infeionais
gathered from a public cloud how authentic is tbampared with when similar information is gathefesim private
cloud.? With pretrial discovery and e-discoverychmid provider is the data custodian and useneslawful data owner,

who should provide pretrial evidence to the cond who is responsible to discovery and litigatiabjscts.?

Since copies of information is stored in the clowdijch is the authentic copy of information thaagmissible in
a court of law.? Different cloud deployment modeidyides different level of security, privacy sastmandatory that cloud
users must evaluate the security, privacy, legdl ragulatory requirements of their information befehoosing a cloud

model and cloud service provider.
Auditing Issues

Auditing is done so as to evaluate policies, pcasti operations and technical controls of an orgdioin to assess
compliance, detection, protection and securityrfeies. Regular security audits are required. Praaetudits are required
to assess whether the security controls and proesdarevent this protect the credentials, avoidiseof credentials
between are functioning properly and whether thesy adequate to secure the organization's assetdla®y reactive
audits are done when an incident occurs. Auditiegusty requirements are difficult and challengiimg cloud
environment. One method is the cloud provider makescustomers aware of the audit process andreliffdevels of

audit coverage. By this approach the trust betvedeund service provider and customer can be achieved
Business Continuity and Disaster Recovery Issues

Cloud computing is dynamic and provides ubiquitonsdemand network access to a wide range of stmred
of resources. Information in the cloud could bewvailable due to natural disaster or deliberateckttaUsers must be
concerned about the information stored in the cloDibud providers rent infrastructure from otheoud providers.

If one service provider is down there is high cletiat other service provider suffers same losestimg wider range of

Impact Factor(JCC): 1.3268 - This article can be denloaded from www.impactjournals.us |




[ 106 Lekshmy D. Kumar & B. R. Shankar |

cloud users. So the cloud users must understandishster recovery procedures. Moreover user meisiviare of the

service provider's business continuity plans andtidr recovery is built as an abstraction to gkfa of its services.
Security Policy Issues

Another major concern is whose security policiesegos the cloud, the user's or the cloud serviowiger's.
Obviously it is the provider's polices which spgdifie service level agreement. But what happettsifservice policy of
cloud provider is not acceptable by the user, beedloe agreement may be missing some policies whéhser thinks is
essential for achieving the security requiremeatsteir data. To ensure that the data in the clsymtoperly maintained
the data users must carry out due diligence omptbeider, must appropriately classify the informatito determine their
security and regulatory compliance requirementsstrreonsider viability of each cloud model in redatito their
information assets requirements and also conshderdturn of investment of the cloud in relationthe security of the
information.

CONCLUSIONS

Cloud Computing is a technology that offers ungakedl distributed computing resources at affordable
infrastructure and operating costs. But cloud mexgucareful and vigilant attention from both usard providers due to the
inherent risks associated with the technology. ifi@thl security mechanisms may not work well iowd environments
because of its underlying complex architecture. Elmv, new security measures are required that aak well with
cloud architecture.
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