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ABSTRACT

Effective and efficient security providing for amsgnsor network is one of the major goal for conepldata
communication. But wireless sensor provides a B@ant computation and communication in the wirslegetwork.
During data communication another major aspectte she energy for reduce the communication coata Becrecy is
one of the most important key concept during traasion and reception. Generally a data secrecy taiaB1two major
task-key establish and encryption of message. &fotlr parameter is equally likely important focsee, reliable and low

cost data communication. Therefore ESESP provivebeést way for best data communication.
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INTRODUCTION

A sensor node is an electronic device capable of monitorptysical or environmental conditions like
temperature, sound, pressure etc. A wireless semsanrk composed of lots of sensor nodes perfagyraome processing
with gathering sensory information and communiaatiith the other connected nodes in the networktarmboperatively
pass their data through the network to a main iogatA sensor node should be small in size, consartieemely low

energy, operate in high volumetric densities, teraamous and operate unattended, and be adaptikie @mvironment.

In ESESP protocol wireless sensor networks ardkstiad for low cost, low energy and operate irhhignsities
with adaptive environment. But the major issue dtaklished a best network is to infrastructure riteeworks path and
weight according to energy distribution. Withoutvimg the energy distribution it is impossible ftretsensor device to
transmit the data from one node to another. ESES8®d®es an example of six wireless sensor nodear&svhaving some

coordinates. But for maintain the adjacency pathdifktras algorithm follows for shortest one.

Security is the major aspect of data communicdtorall types of network. It is equally likely imp@ant issue for
wireless senor network for secure data transmis&@ESP gives the best way to solve the security mliable data

communication. For optimum security any securitytpcol can be used as it used the RC4 algorithm.

For the best transmission of data communicatigntost important issue to manage the energy atitin so that
it would be cost effective. For that ESESP provitles best policy to reduce the utilization ava#abhergy of each and
every sensor nodes so that they can conserve #rgyefor future if needed. So simply ESESP is #tedt and very cost

efficient protocol for wireless sensor network pding these features.
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General Algorithm for ESESP

At the Transceiver End
Step 1:Initialization the Sensor nodes in the wirelegssse network
Step 2:Find the adjacency matix for possible path froragilole nodes
Step 3:Initialization the flag status set and reset retipely to n nodes
Step 4:Declare the energy of each packet to respectiveosenodes
Step 5:For massage=set, flag status=reset;

Continue encryption of key in each eanitil reached destination.

Step 6:Calculate energy level in each node
Step 7:Send encrypted message using RC4 algorithm

At the Receiver End
Step 1:Receive the encrypted message
Step 2: Decrypt the message with decrypted key using R@arithm
Step 3:Calculate energy level after receiving
Step 4:Flag status cheked and verified
Step 5:Stop.

Practical Implementation of ESESP

Figure 1(a) shows the sensor network containingitkeensor devices connected with a directed gréipd blue
color represent the each node an empty node odalirdtion of the nodes.»” shows the direction from source to
destination address of sensor networks. Red cajoifisant of digit represent the flag status ohser networks before

transmitting the data transmission.

On the other hand the figure 1(b) shows the shiopth from source 1 to destination 4 via possiglesor nodes
i.e. the path is #2->3->4. And after transmitting the data the processedescare represented with colour green.
For finding the shortest path the disktras algamiie used. Now the major goal is to provide thausgc RC4 algorithm is

used for cryptographic technique which is discusssitbw.

Figure 1: (a) Beforerdnsmission Data (b) Node 1 to 4 Data Tinamission
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Message Encryption

Message security is one of the major goal of thistqrol. ESESP protocol initially used the concept

RC4 algorithm or algorithm of swapping. Followintes shows the steps of RC4 algorithm.

RC4A uses two state arrays S1 and S2 and two isdéxedt?2. Each timd is incremented then
* The basic RC4 algorithm is performed using S1tdnbut in the last step, Si fr S1 1] is looked up in S2.

 Second, the operation is repeated (without incréimghagain) on S2 ant®, and the output is S1
[S2 [I] + S22]].

Thus, the algorithm is:

=0

*  11=0;

«  12=:0;
While |
i=:i+1;
t1=t1+S1 [i];

swap the values of S1 [i] and S1 [t1]

return S2 [S1 [i] + S1 [t1]];

t2=:t2+S2 [i];

swap values of S2 [i] and S2 [t2]

return S1 [S2 [i] + S2 [t2]];

end while;

After Implementing Algorithm the message encrypfiollows:

Table 1

Plain Text Encrypted Text
Hello how are you What are you doing???
This is a test notepad. This notepad is used tahegprogram )
This is program made by me.. in this program wesHat/ X £<B cHEPOPNNtuE£ADI UN_oa28AA CA uleRéAzZ
many thinggs. | calfIDJIE mA N AR TOTSYIEHTY AdljD YU TAO
This program contains three modules. Hello howyate..
What are you doing??

Energy Saving Technique Using Flag

In this protocol for optimum security dynamic kegceyption technique is being used means each aadyev
sensor devices changes their keys using energyt iSan important aspect to save energy but notg®aing on the
dynamic key establishment. The concept of flagaselt reset removes this limitation. Following shdwsv these become

an effective method.
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Table 2
Sensor Nodes 1 2 3 4 5 6 Total Cost
Cost of key | Cost of key| Cost of key | Cost of key| Cost of key | Cost of key
No Flag but . X . . X . .
message encryption | encryption encryption | encryption | encryption | encryption Encryptllon
carries and loss of | and loss of| and loss of | and loss of| and loss of | and loss of| Cost= 6 times
energy energy energy energy energy energy
Flag Key encryption
containing no 1 0 1 0 1 0 y _ yp
cost=3 times
message
Flag Flag=0 Flag=0 Flag=1 Flag=0 Flag=1 Flag=0 Frz?dgog?hi to
containing Encryption | Encryption Encryption | Encryption | Encryption | Encryption .
~ ~ ” e _ - o ~ encryption cost
message cost=0 cost=0 cost=positive cost=0 cost=positive cost=0 of key= 2times

Energy Calculation: For energy saving technique we have to calculadritial energy with final energy into

each sensor devices so that we can reduce theyelmgrtis protocol. Using this protocol for aboweample the energy

levels are:
Table 3
Sensor | Energy after | Sensor| Energy after | Energy
Nodes | 1% Packed | Nodes | 2" Packed Loss
1 1977 1 1954 23
2 1992 2 1949 43
3 1957 3 1949 8
4 1977 4 1954 23
5 2000 5 2000 0
6 2000 6 2000 0
RESULTS
The result is shown after implementing the ESESfogol.
an Form1 ==h x| |

Sensor Nodes: E:\My Thesis\Input! | Browse...
Adjacency: E:\My Thesis‘Input] Browse |

[ Show Graph

EnterFile E:\My ThesishinputFiles\lr | Browse..

hello how are you... What are you doing 777 -
This is & test notepad. this notepad is used to test |
the program..
thls is program made by me..inthis programwe ~ ~
Encrypted Texdt
;{-_"qum “Spn Mt -
~ | Eabily gaeAl CAIDERE EzleaThTDAE" wA
Energy after packet & AR To T S¥IERT Y adIT Thuchi TRU -
number 1 oz 2564 TLi 00 R f} i '
;:T:II?};; £| Encrypted Text at Destination:
F->1957 f<BoHe T “Spntd -
4-31977 L f.‘mEJlUN aaBAA CAIDEREAZILATRTDGE mA
52000 o PR TS T S¥ICERT Y 3d BTk TRU il
E-=2000 D=9aRAT] ichl 1R 73
Decrypted Text:
IES:.E:I_E;EF prckl hello how are you... What are you doing 777 -
1-=1954 This is & test notepad. this notepad is used to test o
0_+1049 the program.. 1
Black numbers are node nos 751949 this is program made by me.. in this program we
Red numbers are flag values 4 .anca T lhave lot manv thinaas.
Green nodes show path between sounce and destination
Figure 2
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CONCLUSIONS

ESESP protocol is the optimum solution for simutams problem arises in wireless sensor network fgétbt
utilization of energy using message encryption éple with shortest path. It complies the releyasgsibilities for sensor

devices in wireless sensor network.
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