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ABSTRACT

This paper about Prioritization which is esserfiialmission-critical application with an assortmefitvoice and
data services crowding the network. It is importanbhave Prioritization of mission- and time-créidraffic for optimum
utilization of bandwidth for high-value apps andimt@nance of quality of service (QoS) levels. Wethmmunications
convergence becoming a reality today, businessessckinges on protecting business-critical netvi@Kic. In such a
scenario, management of bandwidth resources hasdsseimed as most crucial in the development afesséul WAN.
With a significant increase in the volume of datfic, this research realizes the importance o6Q@olicy management,
of which bandwidth management forms a part. In tbgearch we developed a computer program whidhwistored on
a computer readable medium of computer system,cthiisputer program will operate when manage linkdwadth is
executed to manage link band width in a commurdcatietwork having a plurality of routing deviceslsé in this
application the reservation factor is used for cengating unusual traffic, especially in jammingtthee not captured by
the standard CAC algorithm.
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INTRODUCTION

Driving the need for bandwidth managing in ente@rtommunication networks because network conveegen
Band width management has an important role to jlayilitary application there are also commer@eénarios for net
work band management. [1] In the near past, ensephad a private TDM-based voice network, and®vork to the
Internet, and a multi-protocol LAN. Today, all datetworks are converging on IP transport becausapplications have
diverted towards being IP-based. Now, network itaff highly diverse and each traffic type has ueigequirements in

terms of the main factor, bandwidth, delay, jiteend availability.

With the explosive growth of the Internet, mosttloé network traffic today is IP-based. Besidesraheas been
an increase in the number of networked applicatlikesERP, data mining and multimedia, which aregieat need for
bandwidth. Also, high-value applications like VadiRd the need for centralized delivery of appliaa&ias a service over
the WAN demand optimum use of limited bandwidthorgses [2]. Probably bandwidth is the second migtificant
parameter that affects QoS of an enterprise netveortt bandwidth management is the key to ensutestied user and/or

application receives appropriate and optimum treatm
DIFFERENT APPLICATION PERFORMANCE

Different applications have different requiremefads bandwidth, sensitivity (delay, jitter, and 1pss shown in
table 1.
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Table 1: Different Requirements for Bandwidth, Senagivity

Performance Dimensions
Sensitivi

Application Bandwidth| Delay jitter Los$
VolP Low High | High| Med
Video Conferencing High Highl High Med
Streaming Video on Demand High Med Med Med
Streaming Audio Low Med| Med Med
e-Business (Web browsing) Med Med Lgw High
Email Low Low | Low | High
File Transfer Med Low| Low High

Effective implementation of bandwidth managemenjuies prioritization of business-critical requirents and

an analysis of network parameters.

The need for high availability and predictable parfance for business-critical applications combinéith the
demand for voice and video services, mandates rdiffmted handling of network traffic. QoS managemis a
continuous cycle, which involves monitoring in orde gain visibility into network operations, cogiiring or adjusting

policies critical to application performance, andaanating multiple service levels across any nekwopology.

We are in need to build flexible, rules-based Qoficies that filter traffic (voice versus criticdhta versus junk
Web traffic), guarantee bandwidth (for example,ceoiraffic gets 35 percent of the bandwidth), antbee end-to-end
service levels (such as low latency queuing andgestion control for voice traffic or fast responsme for

ERP applications).
INFORMATION REQUIREMENT FOR C4 SYSTEM

C4 system include the following major component®&rminal device, transmission media, switches androl
data are from different sources, from a C4 systewh through situation reports from senior, subortdire or lateral
commands needs to interpreted and correctly apflide for use and variable only in so far as fitabutes to knowledge

and understanding.

War fighters understand things best in terms ohsder images, a clear image of their commandet&nirand of
local situation can allow subordinates to seizeittigative. In this regards QoS technique for baitith management
plays a critical role in processing, flow and gtyalData quality for many information sources iparfect and susceptible

to distortion and deception.

The seven criteria help characterize informatioaligpy The flow of information must be nearly instaneous
vertically and horizontally within the organizatistructure. All level of command must be able toniediately pull the
information they need. The function of the C4 sysis to support, collect, transport, process, dissate and protect.

The fundamental objective of C4 system a-produfmrtefb-exploit total force capabilities c- Infortizn fusion.
C4 SYSTEM PRINCIPAL

The foundation for C4 is the continuous, unintetedpflow and processing of information in suppdrivarrior
planner, decision, and execution. Users must ha&esystem that is interoperable, flexible, respamsiand mobile
disciplined, survivable and sustainable. Informatioust be made accessible, general the value ofmation increases

with the number of users [3].



Applying Quality of Service Technique for Bandwidth Management in Jamming Environment System 59

Table 2: Different C4 System Principle

*ACCURACY-Information that conveys the time situaii
*RELEVANCE -Information that applies to the missjdask, or situation at hand
*TIMELINESS -Information that is available in tinte make decision
*USABILITY-Information that is common, easily und#ood format and display
*COMPLETENESS -All necessary information requirgddecision makers
*BREVITY -Information that has only the level of @ required

*SECURITY -Information that is common easily undersd format and displays

CURRENT QUALITY OF SERVICE TECHNIQUE

Cisco Works QoS Policy Manager version 3.0: QPM &nbines traffic monitoring with configuration of
differentiated services across the IP infrastrugtiny leveraging the Cisco 10S. Software and CiSatalyst Operating
System QoS mechanisms built into LAN and WAN switghand routing equipment. The product providestre¢ined
QoS analysis and policy control for voice/video&aetworks, enables network-wide content-basedrdifitiated services,
and campus-to-WAN automated QoS configuration agplayment. Nortel Network’'s Passport 8600 Routivgt&h:
It delivers end-to-end delivery of differentiated®levels. It is based on technology branded egplessification (XC).
XC enables network managers to identify and classiffic based on a wide range of criteria, anglppolicies
(for example, security and priority) to the netwaraffic based on these classifications. EnteraBygedition Family of
Switch Routers: It delivers QoS by integrating wspeed Layer 4 switching with policy-based trafflassification and
prioritization. All the way to Layer 4, it allowsadffic to be identified, classified, and priorittz@t the application level.
Prioritization policies can encompass the entirewvoek, groups of users, or specific host-to-hosplaation flows.
Detailed instrumentation measures bandwidth utibrefor each Layer 4 flow, allowing real-time netsk base lining and

fine-grained accounting. This functionality is maghesy to use by its Java-based network managewinase.

USED TECHNIQUES AND MECHANISMS

There different types of techniques such as Quetieahniques, Strict Priority, Weighted Fair Queu{gFQ),
Rate Limiting, Traffic Classification, and MarkinQueuing Techniques. Now network vendors integrat@mon QoS
gueuing mechanisms into their routers and switcléese mechanisms are: strict priority, and weiglgér queuing.
Strict Priority: This mechanism assures higheriigs of throughput, but at the expense of loweoriies (starvation).
For example, during heavy loads, low-priority ti@f€tan be dropped to preserve throughput of thé-piprity traffic.
Weighted Fair Queuing (WFQ):

This mechanism distributes priority throughput amotihe four priorities based on weights specified as
percentages. This policy is best for normal Inteema enterprise traffic models. Rate Limiting Fsedandwidth policing
is possible with rate limiting. Rate limiting all@vthe user to set up a committed access rate (GARRffic that has been
classified. Each IP flow can be rate limited at ithygut. Bandwidth is allocated on a per flow ba#fishe IP flow exceeds

the bandwidth limit then the arriving packet iheit dropped or assigned to a lower priority.
Traffic Classification

This helps to recognize packets moving across wanktas part of an application or flow. This is dohy
inspecting the packets as they cross the networkyoaccepting marks for traffic that have alreader classified.
Classification is the most important part of QoS amsome environments can be the most difficepsiAs applications
advance, classification becomes more complex. kample, VolIP traffic might need higher priority &m enterprise, and

classification will make sure that VolIP traffic nig® on no matter what happens.
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Marking

This technique uses information culled from thessification stage to inform other network equipmbeatv to

handle individual packets. This is usually donértserting tags, such as 802.11p or differentiatrdise code points.
THE CONNECTION ADMISSION CONTROL ALGORITHM

Figure 1 shows a network communication. At thetstenen the connection request is generated, the CAC
function at this time is to compromise between ¢hmpeting goals of maximizing band width utilizatiand delivering
request of quality of service in order to decideetiler or not to accept the request for connect@C should accept
connection if and only if there are sufficient resmes available to satisfy the quality of servieguirement of the

requested new connection, as well as those dfi@lexkisting connection, if not it should not accept
C4 REQUIREMENT FOR GOOD QUALITY OF SERVICE LEVEL

Bandwidth management is a concept about classifyinticing, and metering the traffic entering yowatwork.
This is where queues management and schedulinguftyaffic becomes important. To be able to preuwitifferentiated
QoS levels, network infrastructure must have soomedmental capabilities. [4] A network, and moredsfically the
network devices, must be able to: a-Classify déffertraffic types, such as video, audio or datathab each class can be

given distinct and appropriate treatment. b-Piimgimission- and time-critical traffic.
THE COMPUTER PROGRAM

The flow chart for the computer program is showrfigure 1, a computer program which will be stoda
computer readable medium of computer system widrafz when manage link bandwidth is executed toagmrink
band-width in a communication network having a ality of routing devices. The flow chart of thisogram is shown in
figure 1. Each of the plurality of routing deviaar fsupporting process from a plurality of servitasses, the program has
the following programmable codes for request fanr@xtion path across the network to establish comgation from a
sending process to receiving device, in the conmegtath each device being connected to the nex liyk having an
associated band- width, programmable code to amsignplurality of reservation factor to each onehef plurality of
service classes, and programmable code to perfazon@aection admission control process for one ngutievice on the
connection path at least, including identifying ervice class associated with the sending procesds sefecting a
reservation factor from the plurality of reservatfactors associated with the identified servi@sslof the sending process
for assignment to the sending process, the amolmivailable link band-width reserved for the semdiprocess is
determined by the reservation factor. The compptegram can be implemented as a computer produaisie with a
computer system. Moreover such instructions castbeed in any memory device or may be transmittgdiding any

communication technology.

Demand connecti
i required bandwidth
L st Refuse connectio requey
Apply CAC algorithm SESBEry
L
Apply reservation factor
Al Accept comnection path [+~ traic Schedu tunning
Choose required bandwidth pool

. I— .
Figure 1: The Flow Chart for Request Connection
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THE RESERVATION FACTOR

The amount of link band width reserved for the seggprocess in computer program represent a podfoa
band width pool assigned to the service class @sdcwith the sending process, for the reservdaator the computer
program compromise and take care of program codeide reservation factor to tune a traffic schedtde affecting
actual quality of service to the sending proce$stle reservation factor is used to overbook lakd width, under book
link bandwidth, adding to that the reservation daés determined off-line and a function of usagistics due to one of
the sending process at least, net work policy &stabent, and link utilization, moreover this ressgion factor can be

determined on-line.

THE DESCRIPTION OF THE NEW TECHNIQUE

e General Design Consideration

A general design consideration is that to havepitheritization of mission and time critical traffior optimum
utilization of bandwidth and keep QoS level. Defdagdn the operational procedure associated wihctimnection there
may be different approaches to constructing theriidation scheme. An example of intraswitch hdfdesign is shown
in [6]. Here we consider one design example usifgrence [7]. The implementation can manage linkdbaidth
according to the application, such as asynchrot@msfer mode (ATM), internet protocol (IP), andrfre relay (FR),
which are different in usage, tariffs, user pratett So for these systems different application balong to different or

similar quality of service and a different reseiwatfactor.

A specific example for an ATM- based reservatiootda using hybrid pools. Each router the equivalent
bandwidth (EBW) for each incoming connection usihg connections traffic parameters, buffer sizd,loss ratio, etc.
[8]using one prior art actual CAC algorithm. Theeevation factor is calculated by an intelligenpayach to link band
width management in a CAC algorithm, when connectéxjuest is received (CAC) tries to balance thepmiing goals of

maximizing band width utilizing and delivering rexpi QoS.
e Decide Whether or not to Accept the Connection

In order to decide whether or not to accept thenection such that constant bit rat (CBR) received
BW=CAC EBWI/CBR reservation factor. Variable bit @ateal time (VBR-rt) reserved BW= CAC EBW/ VBR-rt
reservation factor, variable bit rate non real tif¥BR-nrt) reserved BW=CAC EBW/VBR-nrt reservatidactor.
Unspecified bit rate (UBR) reserved BW=CAC EBW/UB&servation factor. Assuming all connection foregiservice
category is similar for 1-a given band width eqdaMb/sec. 2-assume two pools of 60%, 40%. 3-poabhsists of
3 CBR, 2 VBR-1t, 0 VBR-nrt, 0 UBR, and pool 2 castsiof 0 CBR, 0 VBR-rt, 2 VBR-nrt, 1 UBR, assume talculated
EBR (calculated by each router) for each connectwe:- For CBR connection =.1 X Mb/sec. For VBR-rt
connection=.2XMb/sec. For VBR-nrt connection=.4 X/Mkec. For UBR connection =.6 X Mb/sec. Finallyeafpplying
a CAC algorithm (not shown) the edge device apptiesappropriate reservation factor may be assurse@BR=1,
VBR-rt=5, VBR-nrt = 10, and URT=20.

For this specific example numbers, the followingervation for band width are made of each connectio
(EBW/Reservation Factor). CBR=.1X/1=.1X Mb/sec, HBR.2X/5=.04X Mb/sec, VBR-nrt=.4 X /10=.04XMb/sec,
UBR=.6 X / 20=.03X Mb/sec.

The remaining band width available is pool 1 isX3(8 times 0.1)-(2times. 04 X)=0.22 X Mb/sec, pdblis
0.4X-(2 times 0.04)-(1 times. 03 X)=0.29 X Mb/sec.
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CONCLUSIONS

In networks dynamic bandwidth reconfiguration astablishment of routs with quality of service ane most
important features. Many approaches are usedettfmigue mentioned in this paper with previous meetd soft ware
can be integrated into hardware, like other produbave integrated all the above-mentioned mechmnisto hardware.
Now, with most of producer re-inventing network ragament, presenting the case for policy-based mktmwanagement,
a whole array of bandwidth management tools are ln@iwg integrated into switches and routers. Algith content-rich
media, both static and real-time, all across ensFmetworks, this application-aware hardware waubke deployment
of QoS and management of bandwidth much easieoriffgnic determination and or computer simulatioa aormally
used to demonstrate the feasibility of the techamidthe continuation of this research is to evaltiaeoverall performance
of the transmission and evaluate the performanae dgnamic environment were network condition clesngffect thee
available bandwidth.

ACKNOWLEDGEMENTS

The author wishes to acknowledge the assistancswgpmbrt of Dr. Ramy Guirguis for his great helpl aupport

while preparing this work.
REFERENCES

1. Ramy Guirguis and Samy Mahmoud “Traffic charactgion and Transmission of Uncontrolled Multilayered
MPEG-4 Video over ATM/ABR Service”, accepted forhfioation at the ¥ Canadian Conference on Broadband

Research, Ottawa, November 1999.

2. Ramy Guirguis and Samy Mahmoud “A rate request Maigm for the transmition of real time MEPG-4 video
over ATM/ABR networks.” submitted to"8international conference on telecommunication esyst modeling
and analysis, Nashville, Mach 2000.

3. Doctrine for command, control, communication, andmputer (C4) system support to join operation,
30 May 1995, Department of the Navy USA.

4. Perro, Harry G, et al “call admission control sclesm A review’. IEEE communication magazine,
vol. 34, No.11, pp.89-91, November 1996.

5. Shiomoto, Kohei, et al “Overview of Measurement dshsconnection admittance control method in

ATM networks”, IEEE communication surveys: quarter 1999, pp.2-13.
6. Jon W. Mark and Weihua Zhuang, “wireless commurocaand networks” 2003.

7. Donald Fedyk, Pillel Jamoussi, Sameh Rabie, Ramiyg@is “application aware resource reservation ialtm
service networks” USA patent No 7,154,851P1, Deaar2 2006.

8. Rahim, Mohammed A, et al, “call admission contrigjogithm in ATM network: Performance comparison and

research directions” Early draft, September 199BY/AMM Research Group.



