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ABSTRACT

research focuses on the scientific search for a solution to the problem
associated with the imperfection of the existing approach to the management
information systems in the business of Industry 4.0, expressed in the fact that this
approach does not fully ensure the agility of the business and does not make it
possible to fully disclose its potential in terms of improving product quality. The
research aims to identify a perspective on improving the management information
systems to support the quality and agility of Industry 4.0 business. Using
international statistics for 2022, the authors developed an econometric model using
regression analysis to explain the important role of management information
systems in ensuring the quality and agility of Industry 4.0 business. Based on this
model, the authors conclude that the use of big data and analytics and knowledge
transfer has a strong positive impact on the agility of companies and cyber security,
more than the impact of management professionalism. The authors also prove that
the use of big data and analytics and knowledge transfer is determined not only by
the professionalism of management but also by digital competencies. The theoretical
significance of this research is that it revealed the prospect of improving the
management information systems to support the quality and agility of Industry 4.0
business through the transition to a new dataset approach to this management. The
practical significance of this research is expressed in the fact that the developed
dataset approach to the management information systems in the business of Industry
4.0 will make it possible to overcome the gap in the technological provision of the
management information systems and in the provision of quality and agility
management of Industry 4.0 business.

© 2023 Published by Faculty of Engineering

1. INTRODUCTION

Management information systems (MIS) are the core of
Industry 4.0 business because their market success is
entirely determined by the success of data collection,

storage reliability, and processing efficiency (Mardani
& Saberi, 2023). The root causes of the difference
between the Industry 4.0 business and the evolutionary
form of business that preceded it (belonging to Industry
3.0) is not just a much higher level of automation but a
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new type of automation — smart automation, as well as a
broad scope of automation that extends to all business
processes — production and management processes
(Nuttah et al., 2023).

The MIS in Industry 4.0 business largely determines the
quality of its products and its agility. The importance of
the MIS to the product quality of Industry 4.0 business
products is explained as follows. When developing
innovative products in Industry 4.0, it is necessary to
consider marketing information on market capacity, the
nature of competition, and the level of innovation
activity in the target market of the business, its market
share and competitive advantages, the current
competitiveness of the business’s products in the field
of quality, and consumer preferences in the field of
product quality (Yang et al., 2023).

The quality of innovative products developed in the
Industry 4.0 business depends on the timeliness of
collection, completeness, and reliability of the above
marketing information, as well as on the speed and
correctness of its processing. When planning and
organizing the production of products in the Industry
4.0 business, it is also important to consider the above
marketing information because it determines the
structure of the business offer on the target market and
its reputation in terms of the quality of sold products
(Musti & Baporikar, 2023).

In internal product quality control in the Industry 4.0
business, it is necessary to collect and record all
available information relevant to quality, including
compliance with the requirements of technological
processes in the production of products, equipment
breakdowns, and the quality of raw materials, inputs,
and components. It is also important to collect feedback
from workers on why products of a certain quality are
being produced and how they can be improved.

When marketing products in the Industry 4.0 business, it
is important to carry out external quality control and
collect customer feedback. Information about the
perceived quality of products and quality revealed in the
process of their consumption is important to optimize
the further planning and the organization of production
in Business 4.0, as well as to create and implement
innovations aimed at improving product quality.

The great impact of MIS on the agility of Business 4.0
is due to the following. On the one hand, interpreting
business agility as unchanged and having a strong
position in the target market of Industry 4.0, it should be
noted that the achievement of this state requires reliable
information support and protection of the business-
owned information from competitors. In doing so, the
MIS are themselves a source of business agility.
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On the other hand, defining business agility as the
extent to which a business supports and actively
implements the Sustainable Development Goals
(SDGs), the importance of information support in this
process should be emphasized. This support includes
corporate accounting of achievements in SDG
implementation, collection of statistics on potential
factors to determine the cause-and-effect relationships
of SDGs implementation, as well as the formation of
corporate reporting and its open publication to ensure
publicity of business successes in SDGs implementation
(Tang et al., 2023).

The problem lies in the imperfection of the existing
approach to information systems management in the
Industry 4.0 business. This approach does not fully
ensure the sustainability of this business and does not
make it possible to fully unlock its potential for
improving product quality. Due to the haphazard
(unrelated data they contain) and hybrid format
(combination of data on different electronic and paper
media), the MIS provides insufficient support for
quality and agility management in the Industry 4.0
business.

There is a gap in the technological provision of the MIS
and the management of quality and business
sustainability in Industry 4.0. While quality and agility
management is done through forced automation based
on advanced technologies (e.g., robots), management of
information systems is done through limited and slowed
automation while maintaining large, labor-intensive
business operations of consciousness and use of
management information systems.

This research aims to provide a perspective on
improving information systems management to support
Industry 4.0 business quality and sustainability. The
novelty of this research lies in the fact that it offers an
innovative solution to the problem posed —to organize
the MIS through datasets. The scientific novelty of this
research is the development of a dataset approach to the
MIS to support the quality and agility of Industry 4.0
business.

After this introduction, the paper is followed by a
literature review. It explains the role of the MIS in
ensuring the quality and agility of Industry 4.0 business
and presents the provisions of the existing approach to
the MIS in Industry 4.0 business and the author’s
comments. The methods are then described, and the
research results are presented, which include the
following: (1) factor analysis of quality and agility in
the MIS of Industry 4.0 business; (2) scenarios of
changes in the quality and agility of Industry 4.0
business in Russia under alternative approaches to the
MIS; (3) dataset approach to the MIS in Industry 4.0
business.
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2. LITERATURE REVIEW

2.1. The role of management information systems in
ensuring the quality and agility of Industry 4.0
businesses

The MIS concept, forming the fundamental basis of this
research, is considerably developed and widely
presented in the available literature, for example, in the
works of Chatterjee et al. (2023), Jo and Park (2023),
and Osovtsev et al. (2018). The authors of published
works agree on the important role of the MIS in
ensuring the quality and agility of Industry 4.0 business,
which is as follows:

e Providing data on ongoing quantitative and
qualitative, objective, and  subjective
assessment of quality and agility (Handayani et
al., 2022);

e Information support for analytics of cause-
effect relationships of quality and agility
change (Hrabovskyi et al., 2022);

e Storing information on quality and agility
history (Arici et al., 2022);

e Information support for quality and agility
improvement through disclosure of their
priorities from the perspectives of different
stakeholders (Kusmantini et al., 2021);

e Gathering information on threats and
opportunities to improve quality and agility
(Cur¢ié et al., 2019);

e Information support for benchmarking and
analytics on quality and agility when
benchmarked against other players in the target
market (Jaouad & Bouchaib, 2023).

The difficulty in assessing quality and agility is that
they are complex categories, not all elements of which
can be quantified using standard statistical indicators.
The quality and agility of Industry 4.0 business is most
accurately and reliably characterized by the following
two indicators.

The first indicator is the flexibility of businesses, that is,
the agility of companies (Popkova et al., 2021;
Turginbayeva et al., 2020) because quality improvement
and business sustainability are achieved through
flexibility. Flexibility is especially important in Industry
4.0 due to the increased speed of scientific and
technological progress and innovative development.

The indicator is cyber security (Evstratov &
Berezhnova, 2013; Gupta et al., 2023) because it
reflects the quality of management information systems,
their resistance to adverse effects of the internal and
external environment, and the efficiency of their
organization, which determines the information support
of quality and agility management in Industry 4.0
business.

2.2. Existing approach to management information
systems in Industry 4.0 business

The provisions of the existing approach to the MIS in
Industry 4.0 business are sufficiently detailed in the
available scientific literature. First, it provides a
rationale for the established approach. The key factor
(source) of quality and agility in this approach is the
professionalism of management (Bogoviz et al., 2018).
Accordingly, the way to improve quality and agility is
to professionalize the manager as the subject of data
collection and processing (Bogoviz et al., 2020;
Napitupulu, 2023).

Second, the literature reveals the essence of the
considered approach. The organization scheme of
management information systems involves storing
mixed-form data on a variety of separate media
(Shrestha & Saratchandra, 2023; Stawowy et al., 2023).
The approach assumes intuitive managerial decision-
making with partial reliance on data from management
information systems (November et al., 2023; Trevisan
& Mouritsen, 2023).

Third, the available literature reflects the benefits of the
studied approach. The advantage of the approach for
data processing as a condition for business agility
(quality) is that managers are fully aware of the data as
they directly collect it, which speeds up analytics (Chen
et al., 2023; Curnin et al., 2023). The advantage of data
preservation (resilience) is the low risk of data leakage
due to the disparate nature of the data and the difficulty
of copying it from different media (Ameri et al., 2023;
Horikawa et al., 2023).

2.3. Critique of an existing approach, gaps in the
literature, research questions (RQs), and hypotheses

(H)

A critical look at the current approach to the MIS in
Industry 4.0 business from a quality and agility
perspective revealed the shortcomings of this approach.
These shortcomings include the increased burden on the
manager, charged with the responsibility of collecting,
systematizing, storing, and processing information. Due
to the increased workload, managers do not have
enough time for detailed data analysis, which slows the
process of developing managerial decisions or leads to
their intuitive adoption (Jo & Park, 2023).

Disadvantages of the current approach also include
incomplete automation. On the one hand, the approach
makes it possible to include digital data in management
information systems. On the other hand, it does not
require the mandatory submission of data in electronic
form. Because of this, the MIS is a collection of
heterogeneous data, the analytics of which is a complex
task that requires a long time to complete due to the lack
of unification (Paulus et al., 2023).
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Thus, these shortcomings prevent the MIS from
fulfilling its role in ensuring the quality and agility of
the Industry 4.0 business. The development of the MIS
is a resource-intensive management process. However,
these systems provide only limited benefits. In most
cases, reliance on the MIS is either difficult or
ineffective for management decision-making (Wang &
Yu, 2023).

A promising innovation in the MIS is datasets —
collections of information organized similarly to big
data, available for automated collection via the Internet
of Things (loT), and useful for smart analytics using
artificial intelligence (Al) (Popkova & Sergi, 2021,
2022). The advantages of using datasets in the MIS are
noted in the works of Ding et al. (2022) and
Roedenbeck and Poljsak-Rosinski (2022).

These benefits are related to using big data and analytics
as advanced automation tools for the MIS (Dellnitz,
2022) and improved knowledge transfer to improve the
efficiency of the MIS (Popkova, 2020). However, the
available literature does clearly explain how the use of
datasets in the MIS affects the quality and business
sustainability of Industry 4.0. This represents a gap in
the literature. The research questions (RQs) of this
research are as follows.

RQ:: How does using big data and analytics and
knowledge transfer affect corporate agility and
cybersecurity? The point of the question posed is to find
out what is more important for agility and quality in
Industry 4.0 business — datasets or management
professionalism. Based on Doganay et al. (2022) and
Voto (2022), which highlight the benefits of using
datasets in the MIS, this research proposes hypothesis
H, that the use of big data and analytics and knowledge
transfer has a strong positive impact on the agility of
companies and cyber security, more than the impact of
management professionalism.

Target results reflecting the quality and agility of
Industry 4.0 business

RQ,: How is the use of big data and analytics and
knowledge transfer defined? The point of this research
question is to understand what determines the success of
using datasets in the MIS. Based on Khakimova et al.
(2020) and Vanchukhina et al. (2022), which indicate
the importance of digital competencies in Industry 4.0,
this paper puts forward hypothesis H, that digital
competencies have a strong positive influence on the
use of big data and analytics and knowledge transfer,
more  than the influence of  management
professionalism.

To verify the hypotheses put forward in the research, the
authors carried out a factor analysis of quality and
agility in the MIS of Industry 4.0 business. The analysis
made it possible to compare the existing approach to
this management with the perspective and alternative
dataset approach.

3. MATERIALS AND METHODOLOGY

The research conducts a systemic analysis of MIS from
the perspective of quality and agility of Industry 4.0
business, pursuing the following three objectives. The
first task is to analyze quality and agility in the MIS of
Industry 4.0 business. The authors chose the method of
regression analysis for factor analysis because this
method makes it possible to establish the relationship of
indicators (as, for example, correlation analysis) and
determine the dependence of the resulting variables on
the factor variables.

That is, the advantage of the selected regression analysis
method over alternative methods is the ability to study
in depth and most accurately mathematically describe
the cause-and-effect relationships of quality and agility
in the MIS of Industry 4.0 business. The research model
is as follows (Figure 1).

______] R . —_
fmmmmmm L 7] Use of big data and analytics (Bgd) < Egrdn:igngrbf(gjdtls*
AC=,+byc *Bgd+ | : DI+ Deac?
+bacZ*Knt+bac3*prm | : _______
R T ] Knowledge transfer (Knt) [ — Knt=ay,+bu™
i ! *Drme+by *dts
1

Reliance on professional management (prm) —

Digital/Technological skills (dts) -

Figure 1. Research model.
Source: Developed and compiled by the authors.
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As shown in Figure 1, the paper defines four regression
relationships. The first one shows the dependence of
agility of companies (AC) as a resultant variable
reflecting the quality and agility of Industry 4.0 business
on such factor variables as the use of big data and
analytics (Bgd), knowledge transfer (Knt), and reliance
on professional management (prm) (World Economic
Forum, 2019). The regression equation is as follows:

AC=3,+by *Bgd+b, *Knt+b s *prm.

The second regression relationship shows the
dependence of cyber security (CS) as a resultant
variable reflecting the quality and agility of Industry 4.0
business on such factor variables as the use of big data
and analytics (Bgd), knowledge transfer (Knt), and
reliance on professional management (prm). The
regression equation is as follows:

CS=acsthe1 *Bgd+bespy*Knt+begs*prm.

The third regression relationship shows the dependence
of the use of big data and analytics (Bgd) on such factor
variables as reliance on professional management (prm)
and digital/technological skills (Dts). The regression
equation is as follows:

Bgd:abgd+bbgd1*prm+bbgdz*dts.

The fourth regression relationship shows the
dependence of knowledge transfer (Knt) on such factor
variables as reliance on professional management (prm)
and digital/technological skills (Dts). The regression
equation is as follows:

Knt=ayn+ Dy *Prm+byn*dts.

The source of statistics on the agility of companies,
knowledge transfer, cyber security, and
digital/technological skills is IMD (2022). The source of
data on reliance on professional management is the
World Economic Forum (2019). Data sources have not
been updated in recent years and are currently up to
date. The sample includes all 61 countries for which
statistical records are kept in the specified data sources.
The statistical basis for this research is shown in
Appendix.

Hypothesis Hj is recognized proven if the following
conditions are simultaneously met: b;>0, beg>bess,
bc52>0- bcsZ>bc53: bcsl>0, bCSl>bCS3! bcsz>0: and bcsl>bcs3-
Hypothesis H, is recognized proven if the following
conditions are simultaneously met: Dyg1>0, Dygar>bpga2,
Dint>0, and bpgar>Dinra-

The second task is to identify scenarios of changes in
the quality and agility of Industry 4.0 business in Russia
under alternative approaches to MIS. Based on the

research model (1) and the results of the regression
analysis, the authors drew up three alternative scenarios:

e Realistic scenario based on the existing
approach and assuming maximization of
management professionalism (reaching the ™
place in the world);

e Pessimistic scenario based on the dataset
approach with non-professional automation and
assuming that management professionalism in
Russia will remain at the level of 2022 (94"
place in the world) combined with
maximization of digital skills (reaching the ™
place in the world).;

e An optimistic scenario based on the dataset
approach to professional automation and
assuming the maximization of management
professionalism in Russia (bringing it to the ™
place in the world) and digital skills (bringing
it to the "™ place in the world).

Each scenario defines a characteristic change in the
quality and agility of Industry 4.0 business in Russia.

The third task is to propose recommendations for
improving the MIS in Industry 4.0 business. The
recommendations are aimed at scientific and
methodological support for realizing the optimistic
scenario. The recommendations are presented
systemically in the form of a dataset approach to the
MIS in Industry 4.0 business.

4. RESULTS

4.1. Factor analysis of quality and agility in the
MIS of Industry 4.0 business

To address the first research objective (to conduct factor
analysis of the quality and agility in the MIS of Industry
4.0 business), the authors conducted a regression
analysis of the collected statistics. The results obtained
are summarized in Tables 1-4.

The results obtained in Table 1 show that the agility of
companies of 79.33% is determined by the influence of
three  studied factors  (correlation  coefficient
r’=62.93%). Consequently, the selected factor variables
describe the resulting variable in sufficient detail. The
regression equation took the following form:

AC=5.8878+0.2876*Bgd+0.3965*Knt+0.1062*prm (1)

Equation (1) means that when the use of big data and
analytics increases by 1 place, the agility of companies
increases by 0.2876 places. When knowledge transfer
increases by 1 place, the agility of companies increases
by 0.3965 places. With the growth of reliance on
professional management by 1 place, the agility of
companies increases by 0.1062 places.
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Table 1. Factor analysis of agility of companies

Regression statistics

Multiple R 0.7933
R? 0.6293
Adjusted R? 0.6098
Standard error 11.1473

Observations 61

Variance analysis

df SS MS F Significance F
Regression 3 12026.4307 4008.8102 32.2607 2.5%10
Residual 57 7082.9792 124.2628
Total 60 19109.4098

. - Lower

Coefficients Standard error  t-statistics P-value 95% Upper 95%
Y-intercept 5.8878 3.1465 1.8712 0.0665 -0.4130 12.1886
Bgd 0.2876 0.1188 24212 0.0187 0.0497 0.5254
Knt 0.3965 0.1430 2.7724 0.0075 0.1101 0.6829
prm 0.1062 0.0603 1.7616 0.0835 -0.0145 0.2270

Source: Calculated and compiled by the authors.

Significance F=2.5*10", in connection with which
equation (1) corresponds to the significance level of
0.01. At a given significance level with 61 observations
(n=61) and 3 factor variables (m=3), that is, k;=m=3
and k,=n-m-1=61-3-1=57, Tabular F=4.1451. It was
exceeded by the Observed F=32.2607. Hence, Fisher’s
F-test is passed.

Table 2. Factor analysis of cyber security

With 60 degrees of freedom, Tabular t=2.6618 at 0.01
significance; Tabular t=2.0010 at 0.05 significance;
Tabular t=1.6706 at 0.1 significance. Considering this,
Student’s t-test is passed for the factor variable Knt at
the  significance  level 0.01  (Observed t-
statistics=2.7724), for the factor variable Bgd at the
significance level 0.05 (Observed t-statistics=2.4212),
and for the factor variable prm at the significance level
0.10 (Observed t-statistics=1.7616).

Regression statistics

Multiple R 0.8307
R? 0.6900
Adjusted R? 0.6737
Standard error 10.1472

Observations 61

Variance analysis

df SS MS F Significance F
Regression 3 13062.2245 4354.0748 42.2868 1.6*10
Residual 57 5869.0214 102.9653
Total 60 18931.2459

. .. Lower

Coefficients  Standard error t-statistics P-value 95% Upper 95%
Y-intercept 4.6207 2.8642 1.6133 0.1122 -1.1148 10.3562
Bgd 0.1991 0.1081 1.8417 0.0707 -0.0174 0.4156
Knt 0.6642 0.1302 5.1018 4*10°® 0.4035 0.9249
prm -0.0025 0.0549 -0.0463 0.9633 -0.1125 0.1074

Source: Calculated and compiled by the authors.

The results obtained in Table 2 show that 83.07% of
cyber security is determined by the influence of three
studied factors (correlation coefficient r’=69.00%).
Consequently, the selected factor variables describe the
resulting variable in sufficient detail. The regression
equation took the following form:

CS=4.6207+0.1991*Bgd+0.6642*Knt-0.0025*prm (2)
Equation (2) means that when the use of big data and
analytics increases by 1 place, cyber security increases

by 0.1991 places. When knowledge transfer increases
by 1 place, cyber security increases by 0.6642 places.
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When reliance on professional management increases
by 1 place, cyber security decreases by 0.0025 places.

Significance F=1.6*10"*; equation (2) corresponds to a
significance level of 0.01. At a given level of
significance with 61 observations (n=61) and 3 factor
variables (m=3), that is, k;=m=3 and k,=n-m-1=61-3-
1=57, Tabular F=4.1451. It was exceeded by the
Observed F=42.2868. Thus, Fisher’s F-test is passed.

With 60 degrees of freedom, Tabular t=2.6618 at 0.01
significance level and Tabular t=1.6706 at 0.1
significance level. Considering this, Student’s t-test is
passed for the factor variable Knt at the significance
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level of 0.01 (Observed t-statistics=5.1018) and for the
factor variable Bgd at the significance level of 0.1
(Observed t-statistics=1.8417). For the factor variable
prm, Student’s t-test is not passed.

The results obtained in Table 3 show that the use of big
data and analytics is by 72.41% determined by the
influence of the three studied factors (correlation
coefficient r’=52.43%). Consequently, the selected
factor variables describe the resulting variable in a

Table 3. Factor analysis of the use of big data and analytics

sufficiently complete and detailed manner. The
regression equation took the following form:

Bgd=8.5138+0.5543*prm+0.1327*dts A3)

Equation (3) means that when digital/technological
skills increase by 1 place, the use of big data and
analytics increases by 0.5543 places. When the use of
big data and analytics increases by 1 place, the use of
big data and analytics increases by 0.1327 places.

Regression statistics

Multiple R 0.7241
R? 0.5243
Adjusted R? 0.5078
Standard error 12.4167

Observations 61

Variance analysis

df SS MS F Significance F
Regression 2 9853.9059 4926.9530 31.9569 4.4%10T°
Residual 58 8942.1596 154.1752
Total 60 18796.0656

- . Lower

Coefficients Standard error t-statistics P-value 95% Upper 95%
Y-intercept 8.5138 3.3806 2.5184 0.0146 1.7468 15.2808
dts 0.5543 0.0973 5.6983 4.3*107 0.3596 0.7491
prm 0.1327 0.0521 2.5464 0.0136 0.0284 0.2370

Source: Calculated and compiled by the authors.

Significance F=4.4*10"°, in connection with which
equation (3) corresponds to the significance level of
0.01. At a given level of significance with 61
observations (n=61) and 3 factor variables (m=3), that
is, ki=m=2 and k,=n-m-1=61-2-1=58, Tabular
F=4.9910. It was exceeded by the Observed F=31.95609.
Thus, Fisher’s F-test is passed.

Table 4. Factor analysis of knowledge transfer

With 60 degrees of freedom, Tabular t=2.6618 at 0.01
significance level and Tabular t=2.0010 at 0.05
significance level. Considering this, Student’s t-test is
passed for the factor variable dts at the significance
level of 0.01 (Observed t-statistics=5.6983) and for the
factor variable prm at the significance level of 0.05
(Observed t-statistics=2.5464).

Regression statistics

Multiple R 0.8084
R? 0.6535
Adjusted R? 0.6415
Standard error 10.8620

Observations 61

Variance analysis

df SS MS F Significance F
Regression 2 12904.1355 6452.0678  54.6864 45%10™
Residual 58 6843.0120 117.9830
Total 60 19747.1475

. _— Lower

Coefficients Standard error t-statistics ~ P-value 95% Upper 95%
Y-intercept 6.3164 2.9573 2.1359 0.0369 0.3967 12.2361
dts 0.4128 0.0851 4.8502 9.6%10° 0.2424 0.5831
prm 0.2830 0.0456 6.2065 6.2*10° 0.1917 0.3742

Source: Calculated and compiled by the authors.

The results obtained in Table 4 show that 80.84% of
knowledge transfer is determined by the influence of the
three  studied factors  (correlation  coefficient
r’=65.35%). Consequently, the selected factor variables
describe the resulting variable in sufficient detail. The
regression equation took the following form:

Knt=86.3164+0.4128*prm+0.2830*dts 4
Equation (4) shows that when digital/technological

skills increase by 1 place, knowledge transfer increases
by 0.4128 places. When reliance on professional
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management increases by 1 place, knowledge transfer
increases by 0.2830 places.

Significance F=4.5*10", in connection with which
equation (4) corresponds to the significance level of
0.01. At a given level of significance with 61
observations (n=61) and 3 factor variables (m=2), that
is, ki=m=2 and k,=n-m-1=61-2-1=58, Tabular
F=4.9910. It was exceeded by the Observed F=54.6864.
Thus, Fisher’s F-test is passed.

With 60 degrees of freedom, Tabular t=2.6618.
Considering this, Student’s t-test is passed for both
factor variables dts at the significance level of 0.01.
Observed t-statistics=4.8502 for the variable dts and
Observed t-statistics=6.2065 for the variable prm.

Thus, all necessary conditions are met, and both
hypotheses (H; and H,) are proved. The results suggest

that the use of big data and analytics and knowledge
transfer has a strong positive impact on the agility of
companies and cyber security, more than the impact of
management professionalism (although it is also
important). Digital competencies have a strong positive
impact on the use of big data and analytics and
knowledge transfer, more than the impact of
management professionalism (although it is also
necessary).

4.2. Scenarios of changes in the quality and agility of
Industry 4.0 business in Russia under alternative
approaches to the MIS

To solve the second problem, relying on equations (1)-
(4), the authors determined the scenarios of changes in
the quality and agility of Industry 4.0 business in Russia
under alternative approaches to the MIS (Table 5).

Table 5. Scenarios of changes in the quality and agility of Industry 4.0 business in Russia under alternative approaches

to the MIS
Existing approach Dataset approach
Realistic scenario Pessimistic scenario Optimistic scenario
(=] (=] (=]
Baseline C\’ C\ 5
Indicators values in 8 @ =2 8 @ =) 8 @ =)
2022, place = < 2 = < £ = < £
g 59 g S o g S o
= e 3 3 g3 = g3
< = o < = = < ==
> [ > o > S
E E E
Dlg_ltaI/Te_chno- 49 49 ) 1 . 1 )
logical skills
Reliance on
professional 94 1 - 94 - 1 -
management
Use of big dataand | 3 34 882 1y 47.62 9 244.44
analytics (deterioration)
Knowledge transfer |56 46 21.74 58 -3.45 I 12 366.67
(deterioration)
- . -6.56
Agility of companies |57 47 21.28 61 (deterioration) 20 185.00
Cyber security 45 41 9.76 43 4.65 15 200.00

Source: Calculated and compiled by the authors.

As shown in Table 5, the realistic scenario builds on the
existing approach and assumes maximization of
management professionalism (to be ranked first in the
world compared to 94 in 2022). Meanwhile,
digital/techno-logical skills remain in 49" place as in
2022. This leads to a reduction in the use of big data and
analytics by 8.82%, improved knowledge transfer by
21.74%, agility of companies by 21.28%, and cyber
security by 9.76%.

The pessimistic scenario is realized by relying on the
dataset approach with non-professional automation and
assumes that management professionalism in Russia
will remain at the level of 2022 (94™ place) combined
with the maximization of digital skills (bringing it to the
fist place in the world). This leads to an increase in the
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use of big data and analytics by 47.62% and cyber
security by 4.65%, but a decrease in knowledge transfer
by 3.45% and agility of companies by 6.56%.

The optimistic scenario is realized with reliance on the
dataset approach to professional automation and
assumes maximization of management professionalism
in Russia (bringing it to the "™ place in the world) and
digital skills (bringing it to the "™ place in the world).
This provides growth in the use of big data and analytics
by 244.44% (up to 9" place), knowledge transfer by
366.67% (up to 12" place), agility of companies by
185% (up to 20™ place), and cyber security by 200% (up
to 15" place).
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4.3. Dataset approach to the MIS in Industry
4.0 business

To solve the third problem (i.e., to propose
recommendations for improving the MIS in the business
of Industry 4.0), the authors developed a dataset
approach to the MIS in Industry 4.0 business (Figure 2).

As shown in Figure 2, the dataset approach involves
automating the MIS in Industry 4.0 businesses based on
technologies such as Al, big data, and loT. In
accordance with the developed approach, the following
recommendations are offered to improve the MIS in
Industry 4.0 business:

e Organization of the MIS in the form of a
dataset, the features of which are that it is an
interactive information system, contains big
data, and all data in it are integrated;

e Automating Industry 4.0 business data
collection with smart business process

automation tools and transferring this data to
the dataset via 10T;

e Enabling and empowering employees with
digital competencies to apply, monitor, and
maintain smart business process automation
tools, exchange data with the market
environment, and transfer digital data from it to
the dataset;

e Diffusion of data contained in the dataset
among workers and managers;

e Smart analytics of Al dataset with subsequent
intelligent support of manager’s decision-
making;

e Interactive  manager access, checking,
controlling, and securing the dataset, sharing
data with the external environment, as well as
managing, monitoring, controlling, team
building, and collecting feedback from
employees.

Industry 4.0 business

1
1
1
1
| R e ———— - > Manager with digital competencies < .
P2 | data — intellectual support for
' 'Z 1 exchange management decision-
1o | A i
| S ' management, interactive access, making
= monitoring, team verification, control, and
: g | building, and prioritizing quality cybersecurity assurance
P controlling and sustainability Al
o !
= smart data analytics
8 |
| 1
L8 feedback . v
g ! digital
1§ | data data Dataset
i % ! exchange »( Employees with digital competencies ———————»
lE e----- - 1+ - e interactive
2 information system;
| E | o data e contains big data;
1 2 ! application, control, diffusion Il data s ’ q
P2 and maintenance * alldatais integrated.
I o
[—— |
i —% i data v
1= | exchange > Tools for smart automation of business
| 1
———————— > rocesses
| « P loT data
1

Figure 2. Dataset approach to the MIS in Industry 4.0 business.
Source: Compiled by the authors.

These recommendations provide scientific and
methodological support for realizing an optimistic
scenario (Table 5) of changes in the quality and agility
of Industry 4.0 business in Russia under alternative
approaches to the MIS.

5. DISCUSSION

This research contributes to the literature by developing
the MIS concept and reinforcing the scientific basis of

the works of Chatterjee et al. (2023), Jo and Park
(2023), and Osovtsev et al. (2018). The authors prove
hypothesis H; that the use of big data and analytics and
knowledge transfer has a strong positive impact on the
agility of companies and cyber security, more than the
impact of management professionalism.

The authors also confirmed Hypothesis H, that digital

competencies have a strong positive influence on the
use of big data and analytics and knowledge transfer,
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more than the influence of  management
professionalism. Taken together, this provided the basis
for the development of a dataset approach to MIS in
Industry 4.0 business, a comparative analysis of which
with the existing approach in terms of quality and
agility is made in Table 6.

As reflected in Table 6, the rationale for the proposed
dataset approach is based on the identified new key
factors (sources) of quality and agility. In contrast to
Bogoviz et al. (2018), these factors include not only
management professionalism but also big data and
analytics, as well as knowledge diffusion.

Table 6. Comparative analysis of approaches to the MIS in Industry 4.0 business from the perspectives of quality and

sustainability

Approach to the MIS in Industry 4.0 business

Criteria for comparing approaches

Existing approach

Dataset approach

2 Key factors (sources) of Only management professionalism Big data and its analytics, knowledge transfer,
‘g - quality and sustainability (Bogoviz et al., 2018). and management professionalism
S5 - -
® 3 On!y Increasing m_anageme.nt The development of digital competencies of the
< 5 - . professionalism as a single subject of . .
c g | Away toimprove quality . : manager (as a subject of data analysis) and
S ® A data collection and processing ; .
= and sustainability (Bogoviz et al., 2020; Napitupulu employees (as subjects of data collection,
@ g 5023) » Napituputd, particularly through 10T)
g Storing mixed-form data on multiple
S Organization of separate media (Shrestha & Combining data into a single interactive system
& information systems Saratchandra, 2023; Stawowy et al., of integrated big data — dataset
2 2023).
5 Intuitive decision-making by a
3 Management decision- manager with partial reliance on data | Intelligent decision support with full reliance on
§ making (November et al., 2023; Trevisan & data and dataset analytics results
i Mouritsen, 2023).
® Managers are fully aware of the data
f For data processing as they directly collect it, which Ability to automate big data processing with Al-
° § (quality) speeds up analytics (Chen et al., based smart dataset analytics
% o 2023; Curnin et al., 2023).
28 Low risk of data leakage due to data . . .
c o
g © For data security fragmentation and difficulty in Low risk of data Ieakage bY aggregating data_ Into
S - . . - - a common dataset, simplifying cybersecurity
< (agility) copying from different media (Ameri challenaes
et al., 2023; Horikawa et al., 2023). g

Source: Compiled by the authors.

In contrast to Bogoviz et al. (2020) and Napitupulu
(2023), it is substantiated that increasing managerial
professionalism is not the only available and sufficient
way to improve quality and sustainability; the
development of digital competencies is another equally
important way. As opposed to the sole collection and
processing of data by managers in the existing
approach, the new approach separates these functions:
the manager performs the data analysis and the workers
collect the data, particularly through IoT.

The essence of the dataset approach is as follows. In
contrast to Shrestha and Saratchandra, (2023) and
Stawowy et al. (2023), the organization of information
systems implies not storing mixed-form data on a
multitude of separate carriers (as in the existing
approach) but combining data into a single interactive
system of integrated big data — dataset.

In contrast to November et al. (2023) and Trevisan and
Mouritsen (2023), instead of intuitive decision-making
by a manager with partial reliance on data, practiced
with the existing approach, the dataset approach
provides intelligent decision-making support with full
reliance on data and the results of dataset analytics.
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The dataset approach to the MIS provides the following
benefits for the quality and agility of Industry 4.0
business. The first one is the benefit for data processing
(quality). In contrast to Chen et al. (2023) and Curnin et
al. (2023), the manager does not analyze the data but
implements the possibility of automated processing of
big data through Al-based smart dataset analytics.

The second benefit is data security (resilience). In
contrast to Ameri et al. (2023) and Horikawa et al.
(2023), low risk of data leakage is ensured in the dataset
approach not because of their disparate nature and
difficulty of copying from different media but because
they are combined into a common dataset, which
simplifies the task of ensuring cybersecurity.

Thus, this research supports the scientific discussion of
Ding et al. (2022), Doganay et al. (2022), Roedenbeck
and Poljsak-Rosinski (2022), and Voto (2022) on the
benefits of using datasets in the MIS. Additionally, it
continues the discussion of Khakimova et al. (2020) and
Vanchukhina et al. (2022) on the importance of digital
competencies in Industry 4.0 - the research
substantiates their key role in realizing the dataset
approach to the MIS.
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6. CONCLUSION

The key findings of the conducted research are as
follows. First, the important role of MIS in ensuring the
quality and agility of Industry 4.0 business is
substantiated. Based on international statistics for 2022,
the authors compiled an econometric model of the
impact of the MIS in Industry 4.0 business on the
quality and agility of this business.

Based on this model, the authors conclude that the use
of big data and analytics and knowledge transfer have a
strong positive impact on the agility of companies and
cyber security, more than the impact of management
professionalism. The authors also conclude that the use
of big data and analytics and knowledge transfer are
determined not only by the professionalism of
management but also by digital competencies.

The model is also used to quantify the benefits of
implementing the dataset approach in an optimistic
scenario involving professional automation of MIS:
maximizing management professionalism and digital
skills. These benefits include an increase in the use of
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Appendix
c Agility of Cyber | Use of big data | Knowledge Reliance on professional | Digital/Technological
ountry ; ; ] -
companies | security | and analytics transfer management skills
Argentina 57 61 41 56 68 57
Australia 39 31 30 29 6 39
Austria 14 4 44 14 18 40
Bahrain 30 11 32 25 31 13
Belgium 29 35 31 16 11 36
Botswana 60 51 49 53 49 55
Brazil 50 59 60 61 53 60
Bulgaria 62 53 54 57 106 26
Canada 18 12 4 15 16 14
Chile 26 42 45 52 39 31
China 22 10 5 20 51 12
Colombia 41 57 36 43 67 53
Croatia 45 44 51 59 127 32
Cyprus 54 36 48 44 120 29
Czech Republic 19 29 33 35 27 23
Denmark 1 14 6 4 4 5
Estonia 11 16 22 25 23 44
Finland 15 3 15 5 1 3
France 49 34 43 34 32 28
Germany 34 21 52 8 25 52
Greece 52 48 62 54 97 47
Hungary 55 47 57 38 93 54
Iceland 2 17 17 18 21 1
India 17 23 13 27 41 17
Indonesia 33 46 26 39 44 41
Ireland 6 37 18 13 9 34
Israel 24 8 8 12 22 19
Italy 38 40 47 36 107 49
Japan 63 45 63 49 12 62
Jordan 43 25 10 22 65 21
Kazakhstan 35 41 9 32 105 43
Korea Rep 16 28 34 30 54 46
Latvia 44 30 24 31 50 27
Lithuania 5 19 21 37 30 2
Luxembourg 30 24 46 24 15 38
Malaysia 42 33 29 27 17 37
Mexico 47 60 56 50 75 48
Netherlands 12 20 16 2 2 6
New Zealand 48 52 39 40 7 51
Norway 13 18 7 9 13 8
Peru 51 58 53 45 87 59
Philippines 40 54 38 47 28 42
Poland 36 55 50 55 88 61
Portugal 59 50 61 41 73 20
Qatar 23 1 3 11 29 11
Romania 56 32 37 58 99 22
Russia 57 45 31 56 94 49
Saudi Arabia 20 2 23 23 37 7
Singapore 10 6 11 6 3 9
Slovak Republic 28 43 42 60 63 35
Slovenia 27 26 35 42 46 25
South Africa 61 56 27 48 47 56
Spain 32 39 55 46 43 30
Sweden 7 13 14 3 8 4
Switzerland 9 15 25 1 5 18
Thailand 37 38 28 33 55 45
Turkey 46 49 40 51 78 50
UAE 8 5 20 21 24 16
United Kingdom 25 22 19 19 26 24
USA 21 27 1 7 10 10
Venezuela 53 63 58 62 82 63

Note: The values of all indicators are in localities and reflect the position of countries in the global ranking for 2022.
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