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Abstract: Achieving higher accuracy of spectrum sensing (SS) becomes a challenge in cognitive radio adhoc network 

(CRAN) due to presence of varied power levels, interference, multipath fading and hidden node problems. Cooperative 

sensing based SS address these challenges by making spectrum decision based on distributed sensing measurements 

from multiple nodes. A major problem in cooperative SS is that, false sensing measurements sent by compromised 

node can impact the spectrum access probability and network services. These false measurements also affect the 

channel utilization calculation and disrupt the QoS based routing protocols for cognitive radio (CR) networks. The 

compromised node can also compromise the privacy of SU by leaking communicated messages. In this work, we 

provide a cross layer QoS assured routing system for CRAN that is secure as well as protects privacy. The proposed 

solution solves the problems of false sensing measurements using Kolmogorov Smirnov test on spectrum 

measurements in both spatially and temporal contexts. Attacks on spectrum measurements are detected and filtered 

using sequential probability test. Cross layer interactions are used in decision on source rate control, multipath selection 

and adaptive queing to provide guaranteed QoS. The proposed solution is able to increase the spectrum sensing 

accuracy by at least 7.6% in presence of sensing attacks and increase packet delivery ratio by at least 4% compared to 

existing works. 
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1. Introduction 

CRAN is multi hop data forwarding network with 

spectrum owned by only certain primary user (PU) 

and rest of secondary users (SU) opportunistically 

share the spectrum of primary node when it is 

available. CRAN is able to solve the problem of 

limited spectrum availability in application like 

military communications, vehicular communications 

etc. Accurate sensing of primary user status is very 

important for achieving maximum spectrum 

utilization and throughput in CRAN. SS becomes a 

challenge in presence of interference, multipath 

fading, hidden node problems, shadowing effects etc 

[1]. Many solutions have been proposed to address 

these challenges [2]. Cooperative spectrum sensing 

[3] is one such approach in which decision on 

spectrum availability is based on sensing 

measurements from multiple nodes. Though 

cooperative SS is able to address the challenges in SS, 

it is insecure against spectrum sensing data 

falsification (SSDF) attack [4]. A compromised node 

can send false measurements to make the spectrum 

decision making erroneous. SSDF attack is very 

common in cognitive networks where PU is paid for 

sharing the spectrum. Many routing protocols are 

proposed for achieving a guaranteed quality of 

service (QoS) in CRAN’s. These protocols are based 

on prediction of channel availability. In presence of 

SSDF attack, prediction of channel availability 

becomes erroneous and QoS guaranteed routing fails. 

Compromised nodes can also leak messages 

communicated by SU. Towards this end it is 

necessary to ensure security and privacy in the QoS 

guaranteed routing protocol for CRAN’s.   
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In this work, a secure and privacy preserving QoS 

guaranteed routing protocol is proposed for CRAN. 

The proposed solution uses Kolmogorov Smirnov 

(KS) test to detect the node launching SSDF attack 

and filter its sensing measurements in spectrum 

decision process. Privacy of SU messages is 

preserved through Shamir secret sharing based data 

split and forwarding each split in different multi 

objective optimized QoS path. Following are the 

contributions of the proposed solution. 

 

• Identification of SSDF attackers by cumulative 

distribution of spectrum measurements both 

temporally and spatially using KS test.  A 

cooperative spectrum sensing scheme based on 

clustering topology is proposed. Spectrum energy 

measurements over time intervals are matched 

pair wise at fusion center of each cluster using KS 

test to detect false measurements and filter them 

from spectrum sensing decision process. By this 

way the proposed solution is able to filter the false 

measurements and increase the accuracy of 

spectrum sensing.   

• Reducing the false positives in malicious node 

identification using Sequential probability test 

(SPT). SPT is used to accommodate for 

transmission failures due to other reasons apart 

from spectrum availability. By this way, false 

positive in malicious cluster identification is 

reduced.  

• Privacy preserving multi objective QoS 

guaranteed routing in CRAN’s. The QoS is 

deteriorated in cognitive networks due to lack of 

control on data sending rate of nodes based on 

channel availability and congestion at channels. 

This is solved in the proposed solution through 

three novel schemes of source rate control, 

multipath selection and adaptive queing. The 

schemes are facilitated through cross layer 

interaction involving application, physical, 

transport and link layers. With these three novel 

schemes, the proposed solution is able to reduce 

the congestion and increase the packet delivery 

reliability.  

 

The rest of the paper is organized as follows. The 

survey on existing works related to spectrum sensing 

attacks and QoS guaranteed routing is presented in 

section 2. The research gaps are then identified and 

detailed. Section 3 presents the proposed cross layer 

solution to achieve guaranteed QoS. The results of the 

proposed solution and advantages of proposed 

solution compared to existing works are presented in 

section 4. The concluding remarks and future scope 

of work are presented in section 5. 

2. Related works 

In [5], proposed a witness based scheme to prevent 

malicious SU from sending false location information 

to get access to spectrum in database driven CR 

networks. The witness SU are initially selected by PU 

and these witness SU help to authenticate the location 

provided by any SU to claim spectrum access. 

Though this solution is not applicable to sensing 

based CR network, the concept of witness SU 

authenticating unknown SU’s can be used for SSDF 

detection. The author [6] proposed a modified 

delivery based scheme to detect malicious secondary 

users launching SSDF attack. Delivery of packet is 

attempted and based on the delivery status the 

decision of any SU is validated.  Authors also 

proposed a mathematical model to estimate the 

number of delivery attempts to be made to verify the 

integrity of SU. But delivery attempt failure to other 

reasons than PU availability is also considered as 

maliciousness of SU. This increases the false positive 

rate in this work. In [7] presented a scheme to detect 

collusive SSDF attacks. The similarity between the 

sensing measurements of two different SU is 

measured using XOR distance. The work is based on 

the assumption that colluding attacks have minimum 

XOR distance. By this observation, the colluding 

SSDF attackers are detected. The mechanism works 

only if all colluding attackers have their sensing time 

synchronized. In [8], proposed a trust fluctuation 

clustering analysis to suppress the collusive SSDF 

attackers. A binary clustering algorithm with 

similarity distance computation is proposed to group 

the SSDF attackers. But the method assumes all 

colluding attackers to behave in similar way and this 

approach cannot detect multiple groups of collusive 

attackers. The author’s [9] suggested a two level 

defense scheme called Feed Guard based to prevent 

collusive false feedback, considerd the concepts of 

feedback trust and I-C frequency correlation analysis. 

The method is built based on correlation between the 

current feedback data and historical sensing data. But 

false positives are higher in this method. In [10] 

proposed attacker punishment policy to mitigate the 

SSDF attacks. This work denies the data transmission 

schedule to detected attackers in proportion to the 

number of fake sensing reports they provide, by this 

way attackers are forced to remain normal. But even 

a compromised node’s only intention is to disrupt the 

network and doesn’t need any data transmission 

schedule, this scheme fails. The author [11] designed 

a linear weighted technique to get rid the effects of 
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SSDF attackers on the sensing decision. Based on the 

degree of result consistency and the degree of data 

divergence, a weight is given to each SU user. To 

distinguish between malicious and trustworthy sensor 

nodes, an adaptive reputation evaluation is introduced 

based on the weight. The model scores a SU based on 

correlating his sensing results to the data transmission 

results. But the scheme does not have provision to 

adjust for data transmission failure due to other 

reasons like receiver not available etc. In [12], 

proposed a shifting and evaluation trust management 

algorithm to secure against SSDF attackers. The 

attackers are detected by observing the sensing report 

over certain time slots. Genuine SU are rewarded with 

more transmission slots and malicious SU are 

punished. The solution works only for single PU. The 

author’s [13] presented an innovative trust 

management system to assess each SU node level of 

trust. The reputation of SU is based on numerous 

elements like history based trust, active factor, 

incentive factor and consistency factor. Malicious 

users are excluded from the decision-making process 

and filtered based on reputation. The technique 

doesn't take collusion among malicious nodes for 

launching SSDF attack. In [14], suggested a 

correlation-based strategy to find SSDF attackers. To 

identify any unusual SUs, the sensing decisions of 

each SU are compared to those of other SUs. To 

categorise the outliers, a box-whisker plot is utilised. 

However the scheme works for only one PU. In [15] 

the author suggested a QoS routing protocol that 

would choose a unique channel at each hop and route 

according to the needs of the service. The work 

considered delay and SU-PU interference are 

recognized as the QoS metrics. Under SSDF attack 

the SU-PU interference calculation becomes 

erroneous and this effects the efficiency of QoS 

routing protocols. In [16], the author proposed a 

method to exclude malicious SU from sensing 

decision. Credit value is calculated for SU and SU 

with credit less than a threshold are filtered out from 

the sensing decision. But the approach works for only 

PU. In [17], presented a double adaptive thresholding 

technique to identify malicious users. Fair chance is 

provided to doubtful users by using double adaptive 

threshold test. Any user who fails this test and creates 

suspicion is labelled as malicious user. Dempster-

Shafer evidence theory is used at fusion center to 

integrate the results of legitimate users. Double 

adaptive thresholding does not work under collusion 

attack. The author’s [18] computed the credibility of 

SU based on past behavior, entropy of reported data 

and SNR. However the approach is not scalable. The 

time complexity for credibility calculation grows 

exponential with increase in number of nodes. In [19], 

employed differential evolution (DE) to mitigate the 

impact of SSDF attack. Threshold for spectrum 

decision is made dynamic by learning it from 

optimum coefficient vector using (DE). The decision 

fusion from SU is done as weighted fusion with 

weights based on creditability. But the mechanism 

does not consider collusive attack. In [20], proposed 

a multi hop routing protocol for CRAN. The QoS is 

ensured by spectrum maximization scheme in which 

SU collaborates and transmit in the regions of PU 

activity. But collaboration becomes a challenge in 

presence of SSDF attack. In [21] the author proposed 

a mechanism to improve the QoS in CRAN combing 

opportunistic geographic forwarding and network 

coding. Use of network coding reduces the number of 

effective transmission and thus improves the QoS. 

But the performance of the solution severely degrades 

in presence of SSDF attack. In [22], proposed a 

boosted tree algorithm to minimize the effects of 

SSDF in SS. Multiple classifiers are trained and 

ensemble of these classifiers is done to make the 

spectrum decision. But in presence of collusive SSDF 

attack, performance of boosted tree is poor. The 

author [23] used genetic algorithm to generate various 

combinations of malicious sensing data. Machine 

learning classifier is then trained with the generated 

sensing data to detect malicious users. A weighted 

fusion rule is followed for spectrum decision with 

weights allocated based on results of machine 

learning. The method does not consider the presence 

of multiple PU channels. In [24], proposed a secure 

and reliable routing in CRAN’s. Trust value of node 

and total delay through the node are considered as the 

criteria for next hop selection. To improve the 

reliability of the packet, LDPC code is used. In 

presence of SSDF attack, delay calculation becomes 

erroneous and thus the QoS of routing path is affected. 

The author [25] suggested a unique hybrid routing 

system based on on-demand clusters to boost packet 

delivery ratio (PDR) and decrease delay in CR 

networks. The nodes are divided into clusters based 

on spectrum availability, node power levels and node 

stability. Spectrum availability determination 

becomes challenging in presence of SSDF attack. In 

[28], exploited the cross layer design to create 

effective QoS routes in CR mobile adhoc networks. 

Cross layer feedback collected in terms of residual 

energy, PU usage etc are used to select the energy 

efficient routes.  In [29] the author presented a 

probabilistic multipath cognitive cross-layer routing. 

MAC layer collects spectrum hole information and 

passes to application layer to decide channel to use. 

In [30] a multi-metric cognitive routing protocol has 

been put forth by cross-layer prospect. Metrics 

collected at different layers are passed in cross layer 
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interconnect. But these works did not consider co-

operative SS, due to which their gains were limited. 

The author [31] proposed an imperfect spectrum 

sensing based multi hop clustering protocol for 

cognitive radio sensor networks.  The solution 

proposed in this work used energy based spectrum 

sensing similar to this paper work, but the scheme was 

not resilient to spectrum sensing attacks. The relays 

for routing were selected only based on spectrum 

availability without considering the collision and 

hence the packet reliability is lower. In [32], proposed 

a cross layer based generic routing framework to 

achieve higher throughput and lower delay in 

cognitive radio networks. The solution combined 

lower layers for time variant channel estimation. 

Based on the channel estimation, robust routing path 

with less PU interference and higher stability is 

selected. The channel estimation proposed in this 

work is not resilient against spectrum sensing attacks. 

The author [33] proposed stability based multipath 

routing protocol for cognitive radio networks. Unique 

sensing technique combining energy level with 

waveform detection is proposed for idle spectrum 

detection in this work. But the scheme is not resilient 

against spectrum sensing attacks. The routing is made 

robust by selecting of path with higher stability. Due 

to use of multipath, the overhead is higher and the 

approach did not consider congestion and its impact 

on QoS on the routing paths. The author [34] 

proposed a high probabilistic transmission efficiency 

multi hop routing protocol for CRN. Authors 

proposed a novel link metric to characterize the 

transmission efficiency. The routing path with higher 

link metric is then selected for routing. The link 

metric proposed in this work considered only 

transmission distance and channel rendezvous delay.  

It did not consider the collision on links. Also the 

spectrum sensing scheme used in this work is not 

resilient against attacks.  

From the survey, we find there is no QoS 

guaranteed routing protocols for CRAN addressing 

the problem of channel availability errors due to 

SSDF attack and mitigating the effects of SSDF 

attack on QoS of routing path. Also existing cross 

layer routing protocols have not considered 

cooperation based SS. Due to this there is higher false 

positive in SS and this distorts the QoS of the network. 

The proposed work addresses this problem. 

3. Proposed methodology 

The solution considered in this work is for 

clustered topology. The entire network is divided into 

M × M zones. The fusion centre (FC) for each zone is 

selected as a node close the zone's centre. In each 

cluster a node close a four corner are selected a 

spectrum monitoring nodes (MN). The spectrum 

monitoring nodes reports their measurements to the 

FC. FC makes the decision about availability of PU 

channel based on these measurements.  The major 

notations used in subsequent equations are 

documented in Table 4. 

FC makes the decision by averaging the square of 

individual measurements as below  

 

𝑀𝑖 =
1

𝑁𝑥
∑ |𝑚𝑖(𝑡)|2𝑁𝑥−1

𝑡=0    (1) 

 

In the above equation mi  individually 

measurement from nodes and Nx  is the number of 

measurement nodes. Each monitoring node sends the 

measurements to FC for analysis in a sequential 

manner. From the measurements sent by the 

monitoring nodes, an energy vector is created for 

observation in the FC. The SS at each monitoring 

node is a binary hypothesis test given as  

 

𝐻0: 𝑦𝑖(𝑡) = ƞ𝑖(𝑡) , 𝑤ℎ𝑒𝑛 𝑃𝑈 𝑖𝑠 𝑎𝑏𝑠𝑒𝑛𝑡 (2) 

 

𝐻1: 𝑦𝑖(𝑡) = ℎ𝑖𝑥(𝑡) + ƞ𝑖(𝑡) , 𝑤ℎ𝑒𝑛 𝑃𝑈 𝑖𝑠 𝑝𝑟𝑒𝑠𝑒𝑛𝑡
 (3) 

 

Where t=1,2,…Nx is the sample index. The total 

no. of received sample is denoted as  ƞ𝑖. 

 

ƞ𝑖 = 2BTs    (4) 

 

Where B is the predefined bandwidth and Ts is the 

sensing time. yi(t)  is the received signal at the 

monitoring nodei. x(t) is the transmitted signal by 

Primary user.  Each monitoring node sends it 

measurements yi(t)  to its FC through a dedicated 

channel in a sequential manner. The signal is received 

at cluster head as  

 

𝑚𝑖(𝑡) = √𝑃𝑇𝑖𝑔𝑖𝑦𝑖(𝑡) + Ф𝑖(𝑡)  (5) 

 

Where PTi is the transmit power of the CRU and gi is 

the amplitude gain. Фi(t) is the white Gaussian noise 

introduced in the transmission. At FC, the received 

signal is given as   

 

𝑚(𝑡|𝐻0) = √𝑃𝑇𝑖𝑔𝑖𝑦𝑖(𝑡) +  Ф𝑖(𝑡)           (6) 

 

𝑚𝑖(𝑡|𝐻1) = √𝑃𝑇𝑖𝑔𝑖ℎ𝑖𝑥(𝑡) +  √𝑃𝑇𝑖𝑔𝑖ƞ𝑖(𝑡)(𝑡) 

+ Ф𝑖(𝑡)(7) 
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Figure. 1 Architecture of proposed solution 

 

 
Figure. 2 Cross layer interaction in proposed solution 

 

 
Figure. 3 Source rate control 

 

The architecture of proposed solution is given in 

Fig. 1. The monitoring node in the clustered topology 

model can be compromised to send false sensing  

 

Table 1. Cases of false spectrum sensing 

Case 1 The measurement corresponding to PU 

present even though PU is not using the 

spectrum 

Case 2 The measurement corresponding to PU 

absent even though PU is using the spectrum    

Case 3 The measurement corresponding to PU 

present always  

Case 4 The measurement corresponding to PU 

absent always 

 

results. The false sensing results from the 

compromised node can be one of the following as in 

Table 1. 

In the proposed model, each FC makes sensing 

decision based on measurements from its monitoring 

nodes. The energy observed at each monitoring node 

over K intervals are treated as time series and 

matched pair to pair if they are drawn from same 

distribution using Kolmogorov Smirnov test [26]. To 

determine whether two sets of data are from the same 

distribution, a non-parametric test is used. The 

maximum absolute difference between the 

cumulative distribution functions of two time series, 

f(x) and r(x), is given as 

 

𝐷 = max
−∞≤𝑥≤+∞

|𝑓(𝑥) − 𝑟(𝑥)|  (8) 

 

The probability of similarity of two data samples as 

 

𝑝𝑟𝑜𝑏(𝐷) =  𝑄𝐾𝑆[(√𝑁𝑒 +  0.12 +  
0.11

√𝑁𝑒
)𝐷] (9) 

 

Where 

 

𝑁𝑒 =  
𝑁1𝑁2

𝑁1+𝑁2
                  (10) 

 

Where N1 is the no. of samples in series f(x) and N2 

is the number of samples in series r(x). 

QKS  is the Kolmogorov Smirnov probability 

distribution function given as  

 

𝑄𝐾𝑆(𝜆) = 2 ∑ (−1)𝑗−1𝑒−2𝑗2𝜆2∞
𝑗=1            (11) 

 

When λ = 0, QKS(λ) = 1 while λ = 1, QKS(λ) = 0. 

The probability of similarity prob(D) is close to 1 

when the cumulative distribution function of two 

time series resemble one other. In cases where the 

cumulative distribution function of two time series is 

different, the probability of resemblance prob(D) is 

nearly zero. By measuring QKS(λ)  for all 

combinations, the monitoring nodes in a zone are 

grouped in different clusters. Say there are M clusters, 

the fusion center jointly evaluates all monitoring 
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node in each cluster at once for their honesty. Each 

cluster is evaluated as below 

Spectrum available decision is based on the 

energy measurements of monitoring node in the 

cluster. 

 

• Transmission is attempted and spectrum 

availability decision is validated using SPT. SPT 

is used to accommodate for transmission failures 

due to other reasons apart from spectrum 

availability. By this way, false positive in 

malicious cluster identification is reduced.    

 

Sequential probability test tries to prove one of the 

following hypothesis 

H0: Cluster items are honest  

H1: Cluster items are malicious   

This work employs two thresholds A (higher) and B 

(lower) based on false positive rate α and false 

negative rate β to demonstrate the hypothesis as 

follows 

 

A = log
β

1−α
    (12) 

 

𝐵 = log
1−𝛽

𝛼
    (13) 

 

The tolerant value for α , β is set by the sink.  

The log probability for a node x for T tests is given as 

 

𝑃(𝑥) = log
∏ 𝑃1(𝑆𝑡)𝑇

𝑡=1

∏ 𝑃0(𝑆𝑡)𝑇
𝑡=1

   (14) 

 

Following observations can be made based on P(x). 

If P(x)<A, then hypothesis H0 can be accepted, 

and the test can be terminated for node x. 

If P(x)>B , hypothesis H1 can be accepted and the 

test may be halted for the cluster x.  In this case, FC 

marks all monitoring nodes as malicious.  

For A < 𝑃(x) < 𝐵  , both of the hypothesis 

cannot be confirmed at this time and cluster x 

requires additional testing. 

Fusion center drops the monitoring nodes from 

the malicious cluster in the process of sensing 

decision and uses only the monitoring nodes from 

legitimate cluster for fusion process.  

An on-demand cross layer QoS guaranteed 

privacy preserving routing is proposed in this work. 

The proposed protocol combines multiple metrics. 

The routing is solved as a multi objective 

optimization function that finds the route from any 

source to the sink node by simultaneously 

minimizing end to end delay, hop count and 

maximizing data rate at each hop. The data rate is 

maximized by selecting the best channel in each 

cluster.  

At each FC of the zone, the approximate number 

of hops to the sink node is calculated as  

 

𝑁ℎ =  
√(𝑥𝑟−𝑥𝑡)2+(𝑦𝑟−𝑦𝑡)2

𝑅
             (15) 

 

Where (xr, yr) is the location of the hop node (xt, yt)   

is the location of the sink and R is the communication 

range of the node. At each FC a preference factor 

(PF) is calculated as  

 

𝑃𝐹 =  𝑤1 ∗ 𝑞 +  𝑤2 ∗
1

𝑁ℎ
+  𝑤3 ∗ 𝑃𝑜            (16) 

 

Where w1, w2, w3  are the weights with w1 + w2 +
w3 = 1 

q is the channel quality value calculated as 

 

𝑞 =
𝐸𝑜𝑓𝑓

𝐸𝑜𝑓𝑓+𝐸𝑜𝑛
 ×

𝐸𝑜𝑓𝑓

𝑚𝑎𝑥𝑘=1…𝑀𝐸𝑜𝑓𝑓
            (17) 

 

Where maxk=1…MEoff  indicates the maximum 

expected channel OFF time on all possible channels 

between the node and the relay. A larger value of q 

indicates the channel quality is good. 

Nh is the approximate number of hops from node to 

sink.  

Po is the outrage probability of channel 

 

𝑃𝑜 = 1 − 𝑒𝑥𝑝 (−
𝛽𝑁𝑜𝑑𝛾

𝐺
)          (18) 

 

Where β is the received SNR, No is the mean of 

the AWGN, d is the distance between the cluster, G 

is the transmit power at source and γ is the path loss 

exponent 

Source node sends the data to its FC. FC node 

calculates the PF for its neighboring zones and select 

the zone with higher PF as the next hop which has not 

been used last time T times and forwards the packets 

to that zone. The process is repeated till the packet 

reaches sink.  

To ensure the privacy of the content transmitted 

from source to sink, the contents are split to N shares 

with T+1 as the minimum number of shares to 

reconstruct. Only T shares are allowed to pass 

through same next hop, due to which, it becomes 

difficult for any compromised node to reconstruct the 

content from the shares. Use of Shamir secret sharing 

also increases the reliability of content delivery as 

even if a minimal T+1 shares is delivered to sink, it 

is still possible to reconstruct the data at sink.  
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Table 2. Cross layer interconnect in proposed solution 

Layers Purpose 

Application layer 

and Physical layer  

Source rate control of   

application layer based on delay 

feedback from physical layer 

Physical layer and 

transport layer   

The number of shares to be 

propagated in paths is decided at 

transport layer based on feedback 

from physical layer.  

Application layer, 

physical layer and 

link layer   

The feedback from application 

and physical layer is used at link 

layer to make queing decision.   

 

The QoS is deteriorated in Cognitive networks 

due to lack of control on data sending rate of nodes 

based on channel availability and congestion at 

channels. This work uses cross layer interconnect 

information to solve this problem. The cross layer 

interconnect used in proposed solution is given in Fig. 

2. The cross layer interactions shown in Fig. 2, is 

explained in Table 2. 

The physical layer measures the round trip time 

(RTT) based on the MAC protocol feedback.  

The round trip time is an estimation of delay 

based on probability of distribution of delay (f) in 

both directions over a period of time. It is calculated 

as   

 

𝑅𝑇𝑇 =  

{
∑ 𝑓𝑖(𝑎). 𝑓𝑖(𝑏)∞

𝑖=0  , 𝑥 = 0

∑ 𝑓𝑖(𝑎). 𝑓2𝑥+𝑖(𝑏) + ∑ 𝑓𝑖(𝑏). 𝑓2𝑥+𝑖(𝑎), 𝑥 > 0∞
𝑖=0

∞
𝑖=0

     (19) 

 

Where a is forward direction and b is backward 

direction. The source rate of sending packets is split 

to multiple sending levels. The level is initially set as 

default level. The level is increased as the RTT is less 

than threshold value and decreased as the RTT goes 

above threshold value. By this way, pumping of 

packet at source level is controlled based on the 

network condition. As a result, QoS improves and the 

amount of packets lost in the network is decreased. 

Fig. 3 shows the source rate control flow. The data is 

split to T shares and forwarded in the proposed 

solution. The number of shares to split the number of 

paths to forward the T shares is ecided based on the 

channel availability predictions at the physical layer. 

In a period of time, when the physical layer 

predictions more than 70% channel availability 

without congestion, the data are split to only two 

shares and sent in single path. When channel 

availability prediction is less than 70% and more 

congestion is noticed, the data is split to 10 shares and 

scheduled on multiple paths. The Queue size at link  

 

Table 3. Simulation configuration 

Parameters Values 

Number of channels 4 

Channel available 

probability 

{0.7,0.3,0.6,0.8} 

Number of Pus per channel 16 

PU transmission range 250m 

Number of CR nodes 200  

Number of attackers 10 to 50 

CR node data rate 2 Mbps 

Buffer size 8 kb 

Sensing time 1ms 

Channel switching time 1ms 

Weight values w1=0.5 w2 = 0.3 

w3=0.2 

 

 
Figure. 4 Probability of detection of attack 

 

layer is adapted based on both sending rate and 

channel availability decision. When the channel 

availability is more than 70% and sending rate is less 

than manageable level (the level is configured by the 

administrators) the packets are queued. When 

channel availability is more than 70% and sending 

rate is less than manageable level, the sending rate is 

reduced by factor of 10% every time. By this way, the 

packets are not lost in the network and queued till the 

channel availability increases 

4. Results 

The proposed solution is implemented in NS2.24 

and the simulation is done with configuration given 

in Table 3. 

The performance of the proposed solution in 

detecting collusive SSDF attack is measured and 

compared against channel estimation method 

proposed in [32] and hybrid sensing technique 

proposed in [33] 

The probability of detection of attack is measured 

by varying attackers (10 to 50) for a fixed 200 CR 

nodes and the result is given in Fig. 4. 
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Figure. 5 False alarm probability 

 

The probability of detection of attack is higher is 

proposed solution. It is on average 11.08% higher 

compared to [32] and 21.08% higher compared to 

[33]. The probability of detection is higher in the 

proposed solution due to consideration of distribution 

function of energy measurements and clustering 

based on KS test results. Joint evaluation of 

monitoring nodes with SPT further improved the 

detection rate of attackers in the proposed solution.  

But in both spectrum sensing schemes of [32] and 

[33], there were no filtering mechanisms to detect 

attackers based on their spectrum measurements in 

both temporal and spatial context. They were able to 

detect attacks only when spectrum energy 

measurements crossed the threshold. 

The false alarm probability is measured by 

varying attackers (10 to 50) for a fixed 200 CR nodes 

and the result is given in Fig. 5. 

The false alarm probability is on average 56.57% 

lower compared to [32] and 98% lower compared to 

[33]. Use of both KS and SPT has reduced the false 

positives in the proposed solution. SPT 

accommodation for transmission failures other than 

spectrum availability in the proposed solution has 

reduced false positives compared to [32] and [33]. 

The false positives were higher in [32] and [33] as 

they relied only on instant spectrum energy 

measurements and did not correlate them in temporal 

and spatial context. But the proposed solution split 

the networks to clusters and correlated the spectrum 

energy measurements in both spatial and temporal 

context.  

The sensing accuracy of primary user status is 

measured for different number of attackers for a fixed 

200 CR nodes and the result is given in Fig. 6. 

The sensing accuracy is almost 7.6% higher 

compared to [32] and [33]. The sensing accuracy is 

higher in proposed solution due to the localization of 

decision at zone level and relying on multiple 

monitoring node’s measurement for fusion at zone  

 

 

Figure. 6 Sensing accuracy 

 

 

Figure. 7 Comparison of packet delivery ratio 

 

 

level. Sensing accuracy also increased in proposed 

solution, due to mitigation of false sensing 

measurements and attacks using a two stage filtering 

of KS and SPT tests.  

The routing performance of the proposed solution 

is compared against multi hop routing protocol 

proposed in [31], cross layer generic routing 

framework proposed in [32], stability based multi 

path routing protocol proposed in [33] and multi path 

routing protocol proposed by in [34]. The 

performance is compared in terms of  

 

• Packet delivery ratio  

• Probability of content deciphering by attacker 

 

The packet delivery ratio is measured by varying 

the number of attackers for a fixed 200 CR nodes and 

the result is given in Fig. 7. 

The packet delivery ratio is on average 10% 

higher in proposed solution compared to [32],8% 

higher compared to [33], 4% higher compared to [31] 

and [34]. The packet delivery ratio has increased in 

the proposed solution due to involvement of multiple 

metrics in next hop selection compared to single  
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Table 4. Notations used in equations 

Notations Description Equation number 

𝑚𝑖(t) Spectrum energy measurement made by a monitoring node i over time t 1 

𝑁𝑥 Number of monitoring nodes making the measurements 1 

ƞ𝑖 Number of samples used for measurement at monitoring node i 4 

f(x),  r(x) Two different samples of time series of measurements by two nearby nodes 8 

𝑄𝐾𝑆 Kolmogorov Smirnov probability distribution function 9,11 

A Upper threshold of false positive rate 12 

𝐵 Lower threshold of false negative rate 13 

𝑁ℎ Number of hops from a source node to sink node 15 

𝑃𝐹 Preference factor of the link 16 

𝑞 Channel quality 17 

𝑃𝑜 Packet outrage probability of a channel 18 

 

 

 
Figure. 8 Comparison of content deciphering probability 

 

 

metrics for route selection in existing works. [31] 

selected routing path only based on spectrum 

availability, [32] selected routing path only based on 

stability, [33] selected routing path only based on link 

stability and [34] selected routing path only based on 

transmission efficiency.   

The probability of content deciphering by 

attacker is measured for different number of attacker 

and the result is given in Fig. 8. 

The content deciphering probability in proposed 

solution is 34% lower compared to [32], 35% lower 

compared to [33], 36% lower compared to [31] and 

33% lower compared to [34]. The content 

deciphering probability is lower in proposed solution 

due to splitting of packets to shares and sending 

shares in different routes. This reduces the chance of 

attackers to capture minimal shares and using them to 

reconstruct the content. But in the existing works, 

though multi path routing is followed, the packets can 

be easily deciphered. 

5. Discussion 

The proposed solution performed better than 

existing works in three aspects of spectrum sensing, 

packet delivery ratio and content security. The 

spectrum sensing accuracy has increased in the 

proposed solution due to two stage filtering of attacks 

on sensing measurements using KS and SPT tests. 

The existing works lacked such protected and relied 

only on energy measurement threshold to detect false 

measurements. The second important advantage in 

the proposed solution is higher packet delivery ratio 

even at higher attack ratio. The packet delivery ratio 

has increased in the proposed solution due to source 

rate control based on network traffic characteristics 

and selection of more stable paths for routing. 

Though the existing works selected stable paths, they 

lacked source rate control. Due to it, the packet drops 

were higher when collisions occurred. The proposed 

solution also increased the security of contents by 

splitting packets according to Shamir share split 

mechanism. The packets were routed in paths in such 

a way that minimal share needed for reconstructing 

contents were never sent in single path. By this way 

attackers were not able to decipher contents. The 

existing works did not have such content protection 

mechanisms.  

6. Conclusion 

A secure and privacy preserving QoS guaranteed 

routing protocol is proposed in this work. Collusive 

and independent SSDF attackers are detected by 

clustering based on KS test statistics on the energy 

measurement of monitoring nodes.  Due to this false 

sensing measurements were filtered and the sensing 

accuracy increased by 7.6% compared to existing 

works. A multi criteria QoS guaranteed routing based 

on multiple metrics is used for next hop selection. In 
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addition source rate is controlled dynamically based 

on traffic characteristics. Due to this, the packet 

delivery ratio in the proposed solution increased by at 

least 4% compared to existing works. In addition, the 

proposed solution used Shamir secret sharing 

algorithm to ensure privacy and security against 

content deciphering attacks. The probability of 

attackers capturing packets and reconstructing 

contents is minimized. It is at least 23% lower 

compared to existing works. Thus the proposed 

solution performed well in all three aspects of sensing 

accuracy, packet delivery ratio and content security 

compared to existing works. 
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