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Abstract: This paper introduces a novel approach to enhance data security through the combination of the caesar 

cipher with triple pass encryption, utilizing the Krill herd optimization algorithm. The proposed method aims to 

safeguard sensitive information during transmission and storage by leveraging the strengths of both encryption 

techniques and optimizing the generation of random keys. In this approach, the caesar cipher adds an extra layer of 

security by shifting each character in the plaintext by a fixed number of positions. The triple pass encryption further 

reinforces the encryption process by applying the caesar cipher three times, each with a different shift value. To 

evaluate the effectiveness of this combined approach, it is compared against the basic caesar cipher and basic triple 

pass protocol. The experimental results demonstrate superior performance of the proposed method in terms of minimal 

processing time, 100% accuracy, and zero errors when compared to these traditional techniques. The Krill herd 

algorithm plays a crucial role in generating random keys and determining the optimal shift values for both the caesar 

cipher and triple pass encryption. The effectiveness of this combined approach is compared to existing techniques, and 

the experimental results demonstrate superior performance in terms of minimal processing time, 100% accuracy, and 

zero errors. This promising solution holds potential for enhancing data security across various domains, as the Krill 

Herd-based key generation significantly improves the randomness of encryption keys, thereby increasing their 

resilience against cryptographic attacks. 
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1. Introduction 

The exponential growth of internet 

communication has increased the demand for various 

types of cryptographic protocols to safeguard 

information transmitted over networks[1]. Various 

techniques, such as steganography, watermarking, 

and cryptography, can be applied to security. 

Cryptography is the technology of encoding 

information so that unauthorized parties cannot 

readily access it  [2]. Encryption is one of the primary 

cryptography processes, performed on the sender's 

side. The second major process, decryption, is 

performed on the recipient's side to restore the 

original data form. These two procedures are the 

primary cryptographic operations [3]. Encryption 

techniques have been developed to protect sensitive 

information from unauthorized access. However, 

traditional encryption methods, such as the Caesar 

cipher, have inherent limitations and vulnerabilities 

due to their simplicity and ease of cracking. To 

address these challenges, researchers have explored 

integrating advanced and secure encryption 

algorithms [4].  

Researchers, statisticians, and cryptologists have 

developed encryption algorithms, making them more 

complex and challenging to access to protect data in 

modern society. However, despite well-shielded data, 

there is always a possibility that third entities will 

decode the data. To mitigate this possibility, different 

encryption methodologies are introduced[5, 6]. A 

promising approach to enhancing data security is the 
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combination of the Caesar cipher with the Triple Pass 

Protocol. The Triple Pass Protocol eliminates the 

need for the sender to transmit encryption keys to the 

receiver. Instead, each participant utilizes their own 

private key for text encryption and decryption, 

making it significantly more challenging for 

adversaries to compromise the security of the 

transmitted data. This protocol involves 

encapsulating a plain text message within three layers 

of encoding, with each stage utilizing a different 

offset key for encryption and decryption [7]. The 

model supports both upper and lower case letters and 

primarily applies to text files [8]. 

To further fortify the security and robustness of 

the encryption process, optimization algorithms such 

as Krill herd optimization (KHO) have been 

considered. KHO is a population-based optimization 

technique inspired by the collective behavior of krill 

herds. By incorporating KHO into the encryption 

process, the selection of encryption keys can be 

optimized to enhance randomness and cryptographic 

strength [9]. The KHO algorithm mimics the 

movement and interaction of krill individuals within 

a swarm, iteratively searching for optimal key 

combinations that enhance the security of the 

encryption algorithm. 

The combined utilization of the Caesar cipher, 

triple pass protocol, and KHO-based key generation 

presents a comprehensive and advanced approach to 

data security. By encrypting a regular text message 

three times using this optimized model, the 

complexity of the encoded text is significantly 

increased, making it challenging to decipher the code 

and compromising the security of the data. While the 

Caesar cipher is one of the oldest encryption 

techniques, its simplicity and susceptibility to 

cracking have motivated the exploration of more 

secure alternatives [10, 11]. Efforts to enhance data 

safety have led to the development of various 

encryption algorithms. Protecting important data is 

crucial to prevent unauthorized access and potential 

harm to data owners. By combining Caesar 

encryption with the triple-pass protocol and 

incorporating KHO-based key generation algorithms, 

data can be more securely safeguarded, particularly 

for document files and text messages. This 

combination of encryption methodologies ensures the 

inclusion of the alphabet, numbers, and symbols, 

introducing greater confusion and complexity into 

the modified code development process [11, 12]. 

While newer encryption algorithms offer 

improved security, the Caesar cipher algorithm 

remains one of the fastest in terms of execution speed 

due to its simplicity. However, its vulnerability to 

cracking poses a significant concern. To enhance its 

safety features, this paper proposes the combination 

of the Caesar algorithm with the triple-pass protocol, 

fortified by the inclusion of KHO-based key 

generation [13]. This innovative approach aims to 

provide enhanced security and protection for data 

transmission and storage. The triple-pass protocol, 

initially introduced by scientist Adi Shamir in 1980, 

plays a pivotal role in this combined encryption 

scheme [14, 15]. The fundamental concept of the 

triple-pass protocol revolves around both the sender 

and receiver possessing their own private encryption 

and decryption keys. Each party independently uses 

their respective key to encode and decode the texts, 

eliminating the need for key exchange or distribution 

[16]. The protocol's name derives from the use of a 

three-way interchange during the initial protocol 

exchange, which serves to authenticate the sender and 

receiver [17]. 

In summary, this paper proposes an advanced 

encryption approach that combines the simplicity of 

the Caesar Cipher, the security of the triple-pass 

protocol, and the optimization capabilities of KHO-

based key generation. By leveraging these techniques, 

data security can be significantly enhanced, ensuring 

the confidentiality and integrity of sensitive 

information in the digital landscape. 

The study's key contributions can be summarized 

as follows: 

 

1. Enhanced data security: By integrating the 

strengths of the Caesar cipher and triple pass 

protocol, the proposed approach provides an 

additional layer of security to the encryption 

process. The successive application of the 

Caesar cipher with different shift values in the 

triple pass encryption method adds complexity 

to the ciphertext, making it more resistant to 

attacks. 

2. Optimal key generation: The Krill herd 

optimization algorithm is utilized to generate 

random and secure keys for the encryption 

process. KHO's ability to efficiently explore a 

large search space leads to the generation of 

highly randomized keys, enhancing the overall 

security and robustness of the encryption. 

3. Superior performance: Experimental 

evaluations demonstrate superior performance 

of the combined approach compared to current 

techniques. The optimized approach exhibits 

minimal processing time, 100% accuracy in 

decryption, and zero errors, indicating the 

effectiveness of the integration of KHO in 

improving efficiency and precision. 
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Figure. 1 The triple pass protocol's structure 

 

 
Figure. 2 Architecture of caser cipher classical 

 

4. Resilience against cryptographic attacks: The 

utilization of KHO for key generation 

significantly enhances the randomness of the 

encryption keys, making them more resilient 

against cryptographic attacks, including brute-

force and frequency analysis attacks. 

5. Practical application: The study's findings 

underscore the potential of optimization 

algorithms, like KHO, in significantly 

enhancing the security and robustness of 

encryption methodologies. The optimized 

approach presents a promising solution for 

securing sensitive data in various domains, 

offering practical implications for real-world 

data security applications. 

6. Exploration of optimization algorithms: The 

study highlights the impact of integrating KHO 

as an optimization algorithm for encryption. 

This opens up opportunities for further research 

and testing to explore additional optimization 

algorithms and evaluate their practical 

effectiveness in safeguarding data. 

2. Third pass protocol (TPP) methods 

Adi Shamir, a physicist, developed the three pass 

technique in 1980 [15, 16]. It is a category of 

procedures that enables the sender to send a secure 

encrypted message to the recipient, who can then 

decrypt it without the sender's key [17]. A current 

coding method is called three-pass. Each partner in a 

triple pass protocol has a private ciphering key and a 

private decoding key, which is its main idea [18]. The 

text's sender simply needs to convey the message to 

the recipient; the key, or important distributor, doesn't 

require distribution [17]. The goal of this work is to 

provide a method for ensuring text transmission 

security while using diverse algorithms without 

requiring key sharing between participants. Caesar 

cipher methods are used in the encryption and 

decryption processes. Results from the coding 

procedure are obtained as an encoded massage. As 

shown in Fig. 1 [18], the three-pass protocol process, 

the recipient of the text, and the Caesar cipher 

algorithm will all perform the encryption three times 

in succession. The recipient of the text and the sender 

will also perform the decryption three times in 

succession. 

3. Caser cipher classical methods 

This essay provides one of the more well-known 

replacement encryption techniques that has the same 

symmetry is the Caesar cipher [16]. The primary 

encryption algorithm, in which the same key is used 

for both encryption and decryption [19–21]. It relies 

on letters, employs a key, and the quantity of 

displacement is determined by the amount of 

encryption. Caesar's encryption method is based on 

the shift-by-n rule, which makes disassembling it so 

simple that a thorough search of the other 25 keys is 

comfortably possible, as depicted in Fig. 2 [22]. De 

facto, it is always crucial and required to investigate 

the promotion of this basic code. To improve security 

utilizing various encryption technologies, this work 

focuses on creating an improved model for Caesar 

encryption [23], where a message that has previously 

been encrypted once or more times is encrypted using 

the same or a different method. The new technique 

encrypts and decrypts a plain text communication 

three times, using different encryption and decryption 

keys at each stage [24]. 

The process of converting plaintext and the key 

into cipher text is known as encryption. The opposite 

of encryption is decryption. The Caesar cipher is a 

traditional cryptographic cipher [5]. A mono 

alphabetic cipher is the Caesar cipher. It is a 

substitution cipher that creates the cipher text by 

substituting a different letter for each one in the 

plaintext [25]. English characters are frequently 

encoded using the Caesar cipher. Cipher text is the 

result of English letters that have been encrypted. The 

frequency distribution of English letters can be used 

by the attacker to quickly decrypt the Caesar 

encryption, as shown in Table 1. 

Using the supplied number of keys, each letter in 

plain text is converted using the Caesar cipher to 

produce an encrypted text. The secret key is also 

employed in this method's coding scheme and is set 
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Table 1. Number to alphabetical conversion 

A B C D E F G H I J K L M 

0 1 2 3 4 5 6 7 8 9 10 11 12 

N O P Q R S T U V W X Y Z 

13 14 15 16 17 18 19 20 21 22 23 24 25 

 
Table 2: Number to alphabetical conversion 

0 1 2 3 4 5 6 7 8 9 10 11 12 

A B C D E F G H I J K L M 

13 14 15 16 17 18 19 20 21 22 23 24 25 

N O P Q R S T U V W X Y Z 

 

up as a square matrix (range of rows equals range of 

columns), along with the usage of a mathematical Eq. 

(1). 

 

𝐶 = (𝑃 + 𝐾)𝑚𝑜𝑑 26                         (1) 

 

Each letter in the number-encoded text returns to 

the number of keys to decrypt the encryption, as 

shown in Table 2, and is then converted to plain text. 

When decrypting a file, we employ the 

mathematical Eq. (2), the inverse of the key, and the 

output of the coding process. 

 

𝑃 = (𝐶 − 𝐾) 𝑚𝑜𝑑 26                               (2) 

 

The science that examines methods to make data 

or messages safe includes encryption. technical data 

replacement-based encryption techniques [26]. Since 

encryption relies on mathematical formulae, ranging 

from simple to sophisticated algorithms, it may be 

used to address issues with data or information leaks. 

The traditional encryption, which uses a symmetric 

key, incorporates the caesarean encryption algorithm. 

Based on the findings of this study, it can be said that 

a Cesare coding technique can assist protect data to 

lessen data leakage. The science of encryption 

involves turning a communication that can be 

recognized or understood by a qualified person into a 

message that cannot be. Caesar's encryption is a 

highly traditional and fundamental message encoding 

technique [27]. The process of confirming plain text 

to cipher text (cipher) and cipher text to plain text 

(decoding), which MATLAB R2010a wants to 

execute more simply, must be tested using software 

testers to ascertain the logic. Procedure for encryption. 

4. Krill herd algorithm 

Krill herd (KH) is a heuristic optimization 

method that takes its inspiration from the social 

behaviour of krill. The KH algorithm is based on 

three key krill behaviours, which are as follows [18–

21]:  

1. Induced movement. 

2. Foraging        

3. Diffusion at random 

The Lagrangian methodology adopted by the KH 

algorithm was as follows: 

 
𝑑𝒳𝑖

𝑑𝓉
= Ŋ𝑖 + Ƒ𝑖 + Ð𝑖                                 (3) 

 

Where Ŋ𝑖  is the induced movement amongst 

other krill; Ƒ𝑖  is the foraging action; and Ð𝑖 is the 

diffusion at Random in the ith krill. 

 

▪ The induced movement describes the collective 

behaviour of the herd's individuals to keep things 

tight. Here is the mathematical formula: 

 

Ŋ𝑖(𝓉 + 1) = Ŋɱ𝑎𝑥𝛼𝑖 + 𝑤𝑛 Ŋ𝑖(𝓉)                (4) 

 

Where 𝛼𝑖 = 𝛼𝑖
Ŀ𝑜𝑐𝑎𝑙 + 𝛼𝑖

Ţ𝑎𝑟𝑔𝑒𝑡 , Ŋɱ𝑎𝑥  is the 

max-speed caused via induction, 𝑤𝑛 represents the 

moment of inertia associated with the produced 

motion in [0, 1], Ŋ𝑖(𝓉)  represents the final induced 

motion, 𝛼𝑖
Ŀ𝑜𝑐𝑎𝑙 is the neighbourhood’s contribution 

to the local effect, and  𝛼𝑖
Ţ𝑎𝑟𝑔𝑒𝑡  is the best krill's 

direction effect in that it points in the direction of the 

target. The formula for determining 𝛼𝑖
Ţ𝑎𝑟𝑔𝑒𝑡  is as 

follows: 

 

𝛼𝑖
Ŀ𝑜𝑐𝑎𝑙 = ∑ �̌�𝑖,𝑗

𝒫
𝑗=1 �̌�𝑖,𝑗                              (5) 

 

�̌�𝑖,𝑗 =
𝑋𝑗−𝑋𝑖

‖𝑋𝑗−𝑋𝑖‖+𝜀
                                          (6) 

 

�̌�𝑖,𝑗 =
𝐾𝑖−𝐾𝑗

𝐾𝑤𝑜𝑟𝑠𝑡−𝐾𝑏𝑒𝑠𝑡
                                       (7) 

 

Where the maximum and worst fitness values 

among the krill individuals are denoted by 𝐾𝑏𝑒𝑠𝑡and 

𝐾𝑤𝑜𝑟𝑠𝑡, respectively; A krill's fitness, or its objective 
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function value, is denoted by its K index i; 𝐾𝑗 

represents the fitness of the jth neighbor (j = 1, 2,..., 

𝒫); Where 𝑋 is the set of connected coordinates and 

𝒫 is the total number of adjacent points. To prevent 

singularities, add 휀  a modest positive number to the 

base. Each individual krill has a specific fitness floor 

that corresponds to its target vector. To account for 

the influence of the most fit krill on the i-th krill, we 

use Eq. (5). To get to the global optimum, set it to this 

level, which is expressed a 

 

𝛼𝑖
Ţ𝑎𝑟𝑔𝑒𝑡 = Ḉ𝑏𝑒𝑠𝑡�̌�𝑖,𝑏𝑒𝑠𝑡�̌�𝑖,𝑏𝑒𝑠𝑡             (8) 

 

Where, Ḉ𝑏𝑒𝑠𝑡  is the fitness-to-fitness effective 

coefficient of the best krill individual, i.e., the krill 

with index i. 𝛼𝑖
Ţ𝑎𝑟𝑔𝑒𝑡  provides a definition for this 

coefficient. It should be more efficient than other krill 

individuals, like neighbours, and lead the solution to 

the global optimum. To be specific, the meaning of 

Ḉ𝑏𝑒𝑠𝑡 is as follows: 

 

Ḉ𝑏𝑒𝑠𝑡 = 2(ɍ𝑎𝑛𝑑 + 𝑖/𝑖𝑚𝑎𝑥)                         (9) 

 

Where " ɍ𝑎𝑛𝑑 " is a random number between 0 

and 1 chosen to encourage curiosity, whereas 𝑖 
represents the current iteration, 𝑖𝑚𝑎𝑥 is the maximum 

number of iterations that can be performed. 

 

▪ The motion of foraging is defined by two primary 

operational characteristics. The first is the physical 

place where the meal is served, and the second is 

the patron's impression of the restaurant from past 

visits. For the i-th krill, this motion may be written 

as: 

 

₣𝑖 = 𝑉₣ℬ𝑖 +  𝑤𝑓₣𝑖
𝑜𝑙𝑑                                 (10) 

 

Where 

 

ℬ𝑖 = ℬ𝑖
𝑓𝑜𝑜𝑑 + ℬ𝑖

𝑏𝑒𝑠𝑡                                 (11) 

 

And 𝑉₣ is the foraging velocity, In the interval [0, 

1], 𝑤𝑓  represents the inertia mass of the foraging 

motion, an ancient ₣𝑖
𝑜𝑙𝑑 is the final foraging action, 

Attractive food is denoted by ℬ𝑖
𝑓𝑜𝑜𝑑 , and the best 

fitness result for the i-th krill up to this point is shown 

by ℬ𝑖
𝑏𝑒𝑠𝑡. Based to data on foraging velocity, a total 

of 0.02 (ms-1). According to the krill's fitness 

distribution, which takes its cues from the concept of 

"center of mass," we may predict where the greatest 

concentration of food is virtually located. The 

formula for the iteratively changed center of the food 

is: 

𝔎𝑓𝑜𝑜𝑑 =
∑

1

𝔎𝑖
𝔎𝑖

𝑆
𝑖=1

∑
1

𝔎𝑖

𝑆
𝑖=1

                                     (12) 

 

Hence, the i-th krill's propensity to seek out food 

can be calculated as follows: 

 

      ℬ𝑖
𝑓𝑜𝑜𝑑 = Ḉ𝑓𝑜𝑜𝑑�̌�𝑖,𝑓𝑜𝑜𝑑�̌�𝑖,𝑓𝑜𝑜𝑑                  (13) 

 

Where Ḉ𝑓𝑜𝑜𝑑 represents the coefficient for food. 

Due to food's diminishing influence on krill herding 

with time, we can calculate its coefficient as: 

 

    Ḉ𝑓𝑜𝑜𝑑 = 2(1 − 𝑖/𝑖𝑚𝑎𝑥)                           (14) 

 

The following equation accounts for the 

influence of the i-th krill individual's optimal fitness: 

 

ℬ𝑖
𝑏𝑒𝑠𝑡 = �̌�𝑖,𝑏𝑒𝑠𝑡�̌�𝑖,𝑏𝑒𝑠𝑡                                     (15) 

 

Where �̌�𝑖,𝑏𝑒𝑠𝑡 represents the optimal location that 

the i-th krill has visited in the past. 

 

• The physical diffusion is assumed that the krill's 

physical dispersal is a random process. This motion 

can be modelled using a maximum diffusion speed 

and a random direction vector. These are some 

possible ways to express it: 

 

𝒟𝑖 = 𝒟𝑚𝑎𝑥𝛿                                             (16) 

 

Where 𝒟𝑚𝑎𝑥 is the maximum diffusion rate, 𝛿 is 

the random directional variable, and x and y are 

uniformly distributed between -1 and 1. If you look 

at Eq. (16), you'll see that the physical diffusion is a 

random vector that doesn't decrease consistently as 

you increase the number of iterations. Following a 

geometric annealing schedule, this term gradually 

slows the random rate down over time as: 

 

𝒟𝑖 = 𝒟𝑚𝑎𝑥(1 − 𝑖/𝑖𝑚𝑎𝑥) 𝛿                     (17) 

 

• Crossover operator is originally employed as a 

powerful tool for worldwide optimization [22]. 

There is a crossover probability, 𝐶𝑟 , that governs 

the process, and there are two possible 

implementations of the crossover procedure: (1) 

logistic and (2) exponentially. Each of the d 

variables or parameters in the binomial system 

undergoes a crossover operation. Using a random 

number with a uniform distribution between 0 and 

1, the mth component of 𝔛𝑖 , 𝔛𝑖,𝑚 is modified as 

follows:  
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𝔛𝑖,𝑚 = {
𝔛𝑖,𝑚            ɍ𝑎𝑛𝑑𝑖,𝑚 < 𝐶𝑟

𝔛𝑟,𝑚                  𝐸𝑙𝑠𝑒
}          (18) 

 

Where r ∈ {1, 2, . . ., i _ 1, i + 1, . . ., S}and 𝐶𝑟 =

0.2�̌�𝑖,𝑏𝑒𝑠𝑡. 

 

• Mutation operator plays a crucial level in 

evolutionary algorithms. A mutation probability 

determines the rate of mutation (𝑀𝑢 ). Here we 

employ an adaptive mutation approach expressed 

as: 

 

𝔛𝑖,𝑚 =  

{
𝔛𝑔𝑏𝑒𝑠𝑡,𝑚 + 𝜇(𝔛𝑣,𝑚 − 𝔛𝑤,𝑚) ɍ𝑎𝑛𝑑𝑖,𝑚 < 𝑀𝑢

𝔛𝑖,𝑚                                              𝐸𝑙𝑠𝑒
}  (19) 

Where 𝑀𝑢 = 0.05/�̌�𝑖,𝑏𝑒𝑠𝑡 and v, w ∈{1, 2, . . ., i 

_ 1, i + 1, . . ., S} and 𝜇 is a value in range 0 and 1. It 

ought to be mentioned in �̌�𝑖,𝑏𝑒𝑠𝑡 the proposer is �̌�𝑖 _ 

�̌�𝑏𝑒𝑠𝑡. 

 

• Motion Process: Motions often shift a krill's posture 

in a way that improves its fitness. There are two 

global and two local methods in the foraging 

movement and the motion generated By additional 

krill organisms. KH is an effective algorithm 

because of these functioning in tandem. Each of the 

above-mentioned effective factors ( �̌�𝑖 , �̌�𝑏𝑒𝑠𝑡 , 

�̌�𝑓𝑜𝑜𝑑  �̌�𝑖,𝑏𝑒𝑠𝑡  has an attracting impact if its 

associated fitness value is greater than (less than) 

the objective of the i-th krill, and a repulsive effect 

otherwise. From these definitions, it is also apparent 

that an individual's fitness level has a direct bearing 

on how well they move krill. In the suggested 

strategy, the physical diffusion acts as a random 

search. The following equations describes the 

position vector of a single krill from time 𝓉 to time 

𝓉 plus ∆𝓉, accounting for variations in the effective 

parameters of the motion throughout that period. 

 

𝔛𝑖(𝓉 + ∆𝓉) = 𝔛𝑖(𝓉) + ∆𝓉
𝑑𝔛𝑖

𝑑𝓉
               (20) 

 

∆𝓉 = 𝐶𝓉 ∑ (𝐵𝑗
𝑈 − 𝐵𝑗

𝐿)𝑁𝐾
𝑗=1                          (21) 

 

Where 𝐵𝑗
𝐿  and 𝐵𝑗

𝑈  are the minimum and 

maximum values for the j-th variable (j = 1, 2..., NK), 

and NK is the total number of variables. 

Consequently, the search space is revealed by the 

absolute value of their difference. Observational 

evidence suggests that 𝐶𝓉 has a fixed value between 

0 and 2. It is also evident that the krill can search the 

environment with great precision at low 𝐶𝓉 values. 

5. Methodology 

The methodology is proposed in Fig. 1 is based on 

the combined method of encoding using the Caesar 

cipher with triple pass protocol and optimization 

using Krill herd optimization (KHO) can be 

summarized as follows by two main algorithms: 

5.1 Combined third pass protocol algorithm with 

classical caser cipher 

➢ Enter the message (plain text) in a columnar, 

square matrix.  

➢ Using Table 1, change the message text from a 

letter matrix to a numeric matrix. 

➢ Depending on the length of the plain text, 

represent the key as a N*N symmetric square 

matrix. 

➢ Using the traditional Caser cipher text general Eq. 

(1) to encrypt the message text. 

𝐶1 = (𝑃 + 𝐾) 𝑚𝑜𝑑 26 

➢ Applying the TPP approach, repeat encryption is 

used to discover the cipher text 2 (𝐶2), which is 

dependent on the outcome of (𝐶1) in the caser 

cipher text classical (1). 

𝐶2 = (𝐶1 + 𝐾) 𝑚𝑜𝑑 26 

➢ Another encryption is used to obtain the cipher 

text 3 (𝐶3) based on the output of the previous 

encryption (𝐶2) using the general equations of the 

classical caser cipher text (1) and the TPP 

technique. 

𝐶3 = (𝐶2 + 𝐾)𝑚𝑜𝑑 26 

➢ Using the same key, the cipher text was 

converted to plain text, and the outcome of (𝐶3) 

was dependent on the classical caser cipher text 

equation (2). 

𝑃1 = (𝐶3 − 𝐾) 𝑚𝑜𝑑 26 

➢ Repeated decryption is performed to obtain the 

plain text 2 (𝑃2) based on the outcome of (𝑃1) 

using general equations of the traditional Caser 

cipher text (2) and the TPP technique. 

𝑃2 = (𝑃1 − 𝐾) 𝑚𝑜𝑑 26 

➢ Using general equations of the traditional Caser 

cipher text (2), the decryption process is repeated 

to get the plain text 3 (𝑃3 ) depending on the 

outcome of 𝑃2 and using the TPP approach. 

𝑃3 = (𝑃2 − 𝐾)𝑚𝑜𝑑 26 

➢ (𝑃3) yields a result that is identical to the first 

message. Next, use Table 2 to convert the number 

matrix of the plain text to the letter matrix. 
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5.2 Algorithm of combined method using krill 

herd optimization (KHO) 

Krill herd optimization (KHO) had become one 

of the leading optimization algorithms in various 

fields, including cryptography. Its application in the 

encryption process demonstrated significant 

improvements in security, efficiency, and accuracy 

compared to traditional methods [23–26]. The 

combination of Caesar cipher, triple pass protocol, 

and KHO introduced an extra layer of security and 

complexity to the encrypted data, making it more 

resistant to cryptographic attacks, particularly 

frequency analysis-based attacks. This was achieved 

through the following steps: 

➢ Input text: The methodology starts with an input 

text that you want to encode and decode. This can 

be any sequence of characters, such as a sentence 

or paragraph. The input text serves as the original 

message that you want to protect or transmit 

securely. 

➢ Encoding process:  

      Caesar cipher: The encoding process begins with 

the application of the Caesar cipher encryption to 

the input text. The Caesar cipher is a simple 

substitution cipher that operates by shifting each 

letter by a fixed number of positions in the 

alphabet. This fixed shift value is known as the 

key. For example, if the key is 3, 'A' would be 

replaced by 'D', 'B' by 'E', and so on. By applying 

the Caesar Cipher to the input text, each character 

is replaced with a new character based on the key 

value. 

     Triple pass protocol: After encoding the text 

using the Caesar Cipher, the Triple Pass Protocol 

is applied. In the Triple Pass Protocol, the 

encoded text is further encoded three times using 

the Caesar Cipher. Each pass uses a different key, 

resulting in a more complex encoding scheme. 

The purpose of the Triple Pass Protocol is to add 

an additional layer of security and make it more 

difficult for unauthorized individuals to decipher 

the encoded text. The keys used in the Triple Pass 

Protocol can be randomly generated or selected 

manually. 

➢ Krill herd optimization (KHO): 

     Initialization: The Krill herd optimization (KHO) 

is an optimization algorithm inspired by the 

social behaviour of krill herds. To apply KHO, an 

initial population of candidate solutions, known 

as a krill herd, is initialized. In the context of the 

combined method, each krill in the herd 

corresponds to a set of three keys for the Triple 

Pass Protocol. 

     Evaluation: The fitness of each krill in the herd is 

evaluated. Fitness represents the quality or 

effectiveness of the corresponding set of keys in 

encoding the input text.  

     Update positions: The positions of the krill in the 

herd are updated based on their current positions 

and the evaluation results.  

     Selection: After several iterations of updating the 

positions, the krill with the best fitness (i.e., the 

best set of keys) is selected as the solution.  

➢ Decoding process: Triple pass protocol 

(Decoding), with the best set of keys obtained 

from the KHO, the decoding process is 

performed. Starting from the encoded text, the 

text is decoded three times using the Caesar 

cipher with the selected keys in reverse order. 

This reversal of the encoding process allows the 

recovery of the original input text. By applying 

the decoding process with the reversed keys, the 

encoded text is decrypted and transformed back 

into the original message. 

➢ Output: The final output of the combined 

method is the encoded text obtained after 

applying the Triple Pass Protocol and the 

decoded text obtained after applying the reverse 

decoding process. These texts can be compared 

to evaluate the effectiveness and accuracy of the 

encoding and decoding methods. The output can 

be assessed based on criteria such as the degree 

of encryption achieved, accuracy of the decoded 

text compared to the original input, and 

resistance to unauthorized decryption. 

6. Results and discussion 

This section presents case studies to compare the 

combined method of the Caesar cipher with the triple 

pass protocol, both with and without optimization 

using Krill herd optimization (KHO). The objective 

is to evaluate the impact of optimization on the 

security and robustness of the encryption process. 

The case studies conducted demonstrated the 

advantages of incorporating optimization techniques 

in the combined encryption method. In the case study 

without optimization, the encryption process relied 

solely on the traditional approach, which exhibited 

limitations and vulnerabilities. However, with the 

introduction of KHO, the selection of encryption 

keys was optimized to enhance randomness and 

cryptographic strength. The results of the case studies 

revealed significant improvements in the optimized 

scenario. By utilizing KHO, the combined method 

achieved enhanced security, efficiency, and accuracy, 

which were 100% better than the results obtained in  
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Figure. 3 Flow chart of the proposed algorithm using KHO 
 

reference [27].The encryption and decryption 

processes were performed more effectively, resulting 

in reduced processing time. Moreover, the accuracy 

of the decrypted message improved, while the 

occurrence of errors was minimized.  

The findings highlight the potential of 

optimization algorithms, such as KHO, in 

strengthening the security and robustness of 

encryption methodologies. By leveraging the 

collective behavior of krill herds, KHO optimizes the 

selection of encryption keys, enhancing the overall 

security of the combined method. This optimization 

approach presents promising prospects for improving 

data protection in the digital landscape. It is important 

to note that further research and experimentation are 

required to explore additional optimization 

algorithms and evaluate their impact on the combined 

encryption method. Additionally, real-world 

implementation and testing in various scenarios are 

crucial for assessing the practical viability of the 

proposed approach.  

To evaluate the effectiveness of the proposed 

encryption approach, three case studies were 

conducted, and frequency analysis was performed on 

the encrypted data. The combined approach, 

incorporating the Caesar cipher, triple pass 

encryption, and the Krill herd optimization algorithm, 

was employed in each case study. Fig. 4 illustrates the 

frequency distribution of characters in the cipher text 

obtained from case study 2. The results clearly 

demonstrate a significant disruption in the frequency 

distribution, indicating a reduction in the occurrence 

of common characters and patterns. This disruption is 

a direct result of the combined encryption methods, 

which include the alphabet, numbers, and symbols, 

introducing greater confusion and complexity into 

the encrypted data. Similarly, Fig. 5 presents the 

frequency distribution of characters in the ciphertext 

from case study 2. The results show a comparable 

disruption in the frequency distribution, further 

validating the effectiveness of the combined 

approach in mitigating frequency analysis attacks. 

The inclusion of the Krill herd optimization 

algorithm for key generation enhances the 

randomness of the encryption keys, adding an extra 

layer of security.  

The frequency analysis results from all three case 

studies provide compelling evidence of the proposed 

encryption approach's ability to disrupt frequency 

patterns and enhance data security. The combined 

methods, along with the optimization algorithm, 

effectively mitigate the vulnerability of sensitive data 

to frequency analysis attacks. These findings 

highlight the practical application and robustness of 

the proposed approach in securing various types of 

data, such as document files and text messages. The 

incorporation of optimization techniques, specifically 

the Krill Herd algorithm, significantly enhances the 

encryption process, making it more resistant to 

cryptographic attacks, including frequency analysis-

based attacks. 

▪ CASE STUDY 1 

In this illustration, the message's plain text is 

(TWO METHODS OF ENCODING CASEARS 

WITH TRIPLE PASS PROTOCOL), and it is 

represented as a square matrix using the key = 4: 

 

𝑃𝑙𝑎𝑖𝑛 𝑡𝑒𝑥𝑡 =

[
 
 
 
 
 
 
𝑇 𝑂 𝐶
𝑊 𝐷 𝑂
𝑂 𝑆 𝐷

𝐴 𝐼 𝐿
𝑆 𝑇 𝐸
𝐸 𝐻 𝑃

𝑅
𝑂
𝑇

𝑀 𝑂 𝐼
𝐸 𝐹 𝑁
𝑇 𝐸 𝐺

𝐴 𝑇 𝐴
𝑅 𝑅 𝑆
𝑆 𝐼 𝑆

𝑂
𝐶
𝑂

𝐻 𝑁 𝐶 𝑊 𝑃 𝑃 𝐿]
 
 
 
 
 
 

 

 

Then use Table 1 to translate the plain text 

message from the letter matrix to the numerical 

matrix. 
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𝑃𝑙𝑎𝑖𝑛 𝑡𝑒𝑥𝑡 =

[
 
 
 
 
 
 
𝑇 𝑂 𝐶
𝑊 𝐷 𝑂
𝑂 𝑆 𝐷

𝐴 𝐼 𝐿
𝑆 𝑇 𝐸
𝐸 𝐻 𝑃

𝑅
𝑂
𝑇

𝑀 𝑂 𝐼
𝐸 𝐹 𝑁
𝑇 𝐸 𝐺

𝐴 𝑇 𝐴
𝑅 𝑅 𝑆
𝑆 𝐼 𝑆

𝑂
𝐶
𝑂

𝐻 𝑁 𝐶 𝑊 𝑃 𝑃 𝐿]
 
 
 
 
 
 

 

=

[
 
 
 
 
 
 
18 14 3
21 4 14
14 18 4

0 8 11
18 18 5
5 7 15

17
14
18

12 14 8
5 6 13
18 5 7

0 18 0
17 17 18
18 8 18

14
3
14

7 13 3 21 15 15 11]
 
 
 
 
 
 

. 

 

Based on the size of the massage matrix, 

represented the square matrix's key using a 

symmetric matrix. 

 

𝐾𝑒𝑦 = 4 =

[
 
 
 
 
 
 
4 4 4
4 4 4
4 4 4

4 4 4
4 4 4
4 4 4

4
4
4

4 4 4
4 4 4
4 4 4

4 4 4
4 4 4
4 4 4

4
4
4

4 4 4 4 4 4 4]
 
 
 
 
 
 

  

 

Calculate equation 1 to encrypt the plain text. 

 

𝐶1 = (𝑃 + 𝐾) 𝑚𝑜𝑑 26 

 

𝐶1

=

(

 
 
 
 

[
 
 
 
 
 
 
18 14 3
21 4 14
14 18 4

0 8 11
18 18 5
5 7 15

17
14
18

12 14 8
5 6 13
18 5 7

0 18 0
17 17 18
18 8 18

14
3
14

7 13 3 21 15 15 11]
 
 
 
 
 
 

+

[
 
 
 
 
 
 
4 4 4
4 4 4
4 4 4

4 4 4
4 4 4
4 4 4

4
4
4

4 4 4
4 4 4
4 4 4

4 4 4
4 4 4
4 4 4

4
4
4

4 4 4 4 4 4 4]
 
 
 
 
 
 

)

 
 
 
 

𝑚𝑜𝑑 26 

 

𝐶1 =

[
 
 
 
 
 
 
22 18 7
25 8 18
18 22 8

4 12 15
22 22 9
9 11 19

21
18
22

16 18 12
9 10 17
22 9 11

4 22 4
21 21 22
22 12 22

18
7
18

11 17 7 25 19 19 15]
 
 
 
 
 
 

 

 

 

 

𝐶2 = (𝐶1  + 𝐾)𝑚𝑜𝑑 26  

(

 
 
 
 

[
 
 
 
 
 
 
22 18 7
25 8 18
18 22 8

4 12 15
22 22 9
9 11 19

21
18
22

16 18 12
9 10 17
22 9 11

4 22 4
21 21 22
22 12 22

18
7
18

11 17 7 25 19 19 15]
 
 
 
 
 
 

 

+

[
 
 
 
 
 
 
4 4 4
4 4 4
4 4 4

4 4 4
4 4 4
4 4 4

4
4
4

4 4 4
4 4 4
4 4 4

4 4 4
4 4 4
4 4 4

4
4
4

4 4 4 4 4 4 4]
 
 
 
 
 
 

)

 
 
 
 

 𝑚𝑜𝑑 26 

 

𝐶2 =

[
 
 
 
 
 
 
0 22 11
3 12 22
22 0 12

8 16 19
0 0 13
13 15 23

25
22
0

20 22 16
13 14 21
0 13 15

8 0 8
25 25 0
0 16 0

22
11
22

15 21 11 3 23 23 19]
 
 
 
 
 
 

 

 

𝐶3 = ( 𝐶2 + 𝐾) 𝑚𝑜𝑑 26  

=

(

 
 
 
 

[
 
 
 
 
 
 
0 22 11
3 12 22
22 0 12

8 16 19
0 0 13
13 15 23

25
22
0

20 22 16
13 14 21
0 13 15

8 0 8
25 25 0
0 16 0

22
11
22

15 21 11 3 23 23 19]
 
 
 
 
 
 

 

+

[
 
 
 
 
 
 
4 4 4
4 4 4
4 4 4

4 4 4
4 4 4
4 4 4

4
4
4

4 4 4
4 4 4
4 4 4

4 4 4
4 4 4
4 4 4

4
4
4

4 4 4 4 4 4 4]
 
 
 
 
 
 

)

 
 
 
 

 𝑚𝑜𝑑 26 

 

𝐶3 =

[
 
 
 
 
 
 
4 0 15
7 16 0
0 4 16

12 20 23
4 4 17
17 19 1

3
0
4

24 0 20
17 18 25
4 17 19

12 4 12
3 3 4
4 20 4

0
15
0

19 25 15 7 1 1 23]
 
 
 
 
 
 

 

 

Using the same key and 𝐶3  based on Eq. (2), 

decrypt the cipher text to produce the plain text of the 

message: -     
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  𝑃1 = (𝐶3 − 𝐾)𝑚𝑜𝑑 26  

=

(

 
 
 
 

[
 
 
 
 
 
 
4 0 15
7 16 0
0 4 16

12 20 23
4 4 17
17 19 1

3
0
4

24 0 20
17 18 25
4 17 19

12 4 12
3 3 4
4 20 4

0
15
0

19 25 15 7 1 1 23]
 
 
 
 
 
 

−

[
 
 
 
 
 
 
4 4 4
4 4 4
4 4 4

4 4 4
4 4 4
4 4 4

4
4
4

4 4 4
4 4 4
4 4 4

4 4 4
4 4 4
4 4 4

4
4
4

4 4 4 4 4 4 4]
 
 
 
 
 
 

)

 
 
 
 

𝑚𝑜𝑑 26 

 

𝑃1 =

[
 
 
 
 
 
 
0 22 11
3 12 22
22 0 12

8 16 19
0 0 13
13 15 23

25
22
0

20 22 16
13 14 21
0 13 15

8 0 8
25 25 0
0 16 0

22
11
22

15 21 11 3 23 23 19]
 
 
 
 
 
 

. 

 

𝑃2 = (𝑃1 − 𝐾)𝑚𝑜𝑑 

=

(

 
 
 
 

[
 
 
 
 
 
 
0 22 11
3 12 22
22 0 12

8 16 19
0 0 13
13 15 23

25
22
0

20 22 16
13 14 21
0 13 15

8 0 8
25 25 0
0 16 0

22
11
22

15 21 11 3 23 23 19]
 
 
 
 
 
 

−

[
 
 
 
 
 
 
4 4 4
4 4 4
4 4 4

4 4 4
4 4 4
4 4 4

4
4
4

4 4 4
4 4 4
4 4 4

4 4 4
4 4 4
4 4 4

4
4
4

4 4 4 4 4 4 4]
 
 
 
 
 
 

)

 
 
 
 

𝑚𝑜𝑑 26 

 

𝑃2 =

[
 
 
 
 
 
 
22 18 7
25 8 18
18 22 8

4 12 15
22 22 9
9 11 19

21
18
22

16 18 12
9 10 17
22 9 11

4 22 4
21 21 22
22 12 22

18
7
18

11 17 7 25 19 19 15]
 
 
 
 
 
 

. 

 

 

 

 

 

 

 

 

 

 

 

𝑃3 = (𝑃2  − 𝐾)𝑚𝑜𝑑 26  

=

(

 
 
 
 

[
 
 
 
 
 
 
22 18 7
25 8 18
18 22 8

4 12 15
22 22 9
9 11 19

21
18
22

16 18 12
9 10 17
22 9 11

4 22 4
21 21 22
22 12 22

18
7
18

11 17 7 25 19 19 15]
 
 
 
 
 
 

−

[
 
 
 
 
 
 
4 4 4
4 4 4
4 4 4

4 4 4
4 4 4
4 4 4

4
4
4

4 4 4
4 4 4
4 4 4

4 4 4
4 4 4
4 4 4

4
4
4

4 4 4 4 4 4 4]
 
 
 
 
 
 

)

 
 
 
 

𝑚𝑜𝑑 26 

 

𝑃3 =

[
 
 
 
 
 
 
18 14 3
21 4 14
14 18 4

0 8 11
18 18 5
5 7 15

17
14
18

12 14 8
5 6 13
18 5 7

0 18 0
17 17 18
18 8 18

14
3
14

7 13 3 21 15 15 11]
 
 
 
 
 
 

  

    

  ∴ 𝑡ℎ𝑒 𝑃𝑙𝑎𝑖𝑛 𝑡𝑒𝑥𝑡 = 

 

𝑃3 =

[
 
 
 
 
 
 
18 14 3
21 4 14
14 18 4

0 8 11
18 18 5
5 7 15

17
14
18

12 14 8
5 6 13
18 5 7

0 18 0
17 17 18
18 8 18

14
3
14

7 13 3 21 15 15 11]
 
 
 
 
 
 

. 

 

Utilizing Table 2, change the number matrix of 

plain text to the letter matrix. 

 

𝑡ℎ𝑒 𝑃𝑙𝑎𝑖𝑛 𝑡𝑒𝑥𝑡

=

[
 
 
 
 
 
 
18 14 3
21 4 14
14 18 4

0 8 11
18 18 5
5 7 15

17
14
18

12 14 8
5 6 13
18 5 7

0 18 0
17 17 18
18 8 18

14
3
14

7 13 3 21 15 15 11]
 
 
 
 
 
 

 

 

∴ 𝑡ℎ𝑒 𝑃𝑙𝑎𝑖𝑛 𝑡𝑒𝑥𝑡 =

[
 
 
 
 
 
 
𝑇 𝑂 𝐶
𝑊 𝐷 𝑂
𝑂 𝑆 𝐷

𝐴 𝐼 𝐿
𝑆 𝑇 𝐸
𝐸 𝐻 𝑃

𝑅
𝑂
𝑇

𝑀 𝑂 𝐼
𝐸 𝐹 𝑁
𝑇 𝐸 𝐺

𝐴 𝑇 𝐴
𝑅 𝑅 𝑆
𝑆 𝐼 𝑆

𝑂
𝐶
𝑂

𝐻 𝑁 𝐶 𝑊 𝑃 𝑃 𝐿]
 
 
 
 
 
 

. 

 

∴ 𝑡ℎ𝑒 𝑃𝑙𝑎𝑖𝑛 𝑡𝑒𝑥𝑡 = TWO METHODS OF 

ENCODING CASEARS WITH TRIPLE PASS 

PROTOCOL 
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Figure. 4 Frequency analysis of case study1 

 

Result2: applied KHO on case study1 

𝑃𝑙𝑎𝑖𝑛 𝑡𝑒𝑥𝑡 =

[
 
 
 
 
 
 
19 14 2
22 3 14
14 18 3

0 8 11
18 19 4
4 7 15

17
14
19

12 14 8
4 5 13
19 4 6

0 19 0
17 17 18
18 8 18

14
2
14

7 13 2 22 15 15 11]
 
 
 
 
 
 

 

 

Ciphertext =

[
 
 
 
 
 
 
10 5 19 17 25 2 8
13 20 5 9 10 21 5
5 9 20 21 24 6 10
3 5 25 17 10 17 5
21 22 4 8 8 9 19
10 21 23 9 25 9 5
24 4 19 13 6 6 2 ]

 
 
 
 
 
 

 

 

∴ 𝑡ℎ𝑒 𝑐ipher 𝑡𝑒𝑥𝑡 = 

[
 
 
 
 
 
 
𝐾 𝐹 𝑇 𝑅 𝑍 𝐶 𝐼
𝑁 𝑈 𝐹 𝐽 𝐾 𝑉 𝐹
𝐹 𝐽 𝑈 𝑉 𝑌 𝐺 𝐾
𝐷 𝐹 𝑍 𝑅 𝐾 𝑅 𝐹
𝑉 𝑊 𝐸 𝐼 𝐼 𝐽 𝑇
𝐾 𝑉 𝑋 𝐽 𝑍 𝐽 𝐹
𝑌 𝐸 𝑇 𝑁 𝐺 𝐺 𝐶]

 
 
 
 
 
 

 

 
Using randomly generated optimal keys, one can 

obtain complex cipher text. 

 

∴ 𝑡ℎ𝑒 𝑃𝑙𝑎𝑖𝑛 𝑡𝑒𝑥𝑡 =

[
 
 
 
 
 
 
19 14 2
22 3 14
14 18 3

0 8 11
18 19 4
4 7 15

17
14
19

12 14 8
4 5 13
19 4 6

0 19 0
17 17 18
18 8 18

14
2
14

7 13 2 22 15 15 11]
 
 
 
 
 
 

. 

 

Utilizing Table 2, change the number matrix of 

plain text to the letter matrix. 

 

𝑡ℎ𝑒 𝑃𝑙𝑎𝑖𝑛 𝑡𝑒𝑥𝑡. =

[
 
 
 
 
 
 
𝑇 𝑂 𝐶
𝑊 𝐷 𝑂
𝑂 𝑆 𝐷

𝐴 𝐼 𝐿
𝑆 𝑇 𝐸
𝐸 𝐻 𝑃

𝑅
𝑂
𝑇

𝑀 𝑂 𝐼
𝐸 𝐹 𝑁
𝑇 𝐸 𝐺

𝐴 𝑇 𝐴
𝑅 𝑅 𝑆
𝑆 𝐼 𝑆

𝑂
𝐶
𝑂

𝐻 𝑁 𝐶 𝑊 𝑃 𝑃 𝐿]
 
 
 
 
 
 

. 

 

∴ 𝑡ℎ𝑒 𝑃𝑙𝑎𝑖𝑛 𝑡𝑒𝑥𝑡 = TWO METHODS OF 

ENCODING CASEARS WITH TRIPLE PASS 

PROTOCOL 

▪ CASE STUDY 2 

In this illustration, the message's plain text is 

(LIQAA SAADI MEZHER), and it's represented as a 

square matrix using the key = 8. 

 

𝑃𝑙𝑎𝑖𝑛 𝑡𝑒𝑥𝑡 = [

𝐿 𝐴
𝐼 𝑆

𝐷 𝑍
𝐼 𝐻

𝑄 𝐴
𝐴 𝐴

𝑀 𝐸
𝐸 𝑅

].  

 

Then use Table 1 to transform the plain text 

message from the letter matrix to the number matrix. 

 

𝑃 = [

𝐿 𝐴
𝐼 𝑆

𝐷 𝑍
𝐼 𝐻

𝑄 𝐴
𝐴 𝐴

𝑀 𝐸
𝐸 𝑅

] = [

11 0
8 18

3 25
8 7

16 0
0 0

12 4
4 17

] 

 

Depending on the size of the message matrix, the 

key was represented as a symmetric matrix in a 

square matrix. 

 

𝐾𝑒𝑦 = [

8 8
8 8

8 8
8 8

8 8
8 8

8 8
8 8

] 

 

Encrypt the plain text by Eq. (1) 

 

𝐶1 = (𝑃 + 𝐾)𝑚𝑜𝑑 26  = [

11 0
8 18

3 25
8 7

16 0
0 0

12 4
4 17

] +

[

8 8
8 8

8 8
8 8

8 8
8 8

8 8
8 8

]𝑚𝑜𝑑 26 =  [

19 8
16 0

11 7
16 15

24 8
8 8

20 12
12 25

]  

 

𝐶2 = ( 𝐶1 + 𝐾)𝑚𝑜𝑑 26 = [

19 8
16 0

11 7
16 15

24 8
8 8

20 12
12 25

] +

[

8 8
8 8

8 8
8 8

8 8
8 8

8 8
8 8

]  𝑚𝑜𝑑 26 = = [

1 16
24 8

19 15
24 23

6 16
16 16

2 20
20 7

]  
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𝐶3 = ( 𝐶2 + 𝐾)𝑚𝑜𝑑 26 = [

1 16
24 8

19 15
24 23

6 16
16 16

2 20
20 7

] +

[

8 8
8 8

8 8
8 8

8 8
8 8

8 8
8 8

]  𝑚𝑜𝑑 26 = [

9 24
6 16

1 23
6 5

14 24
24 24

10 2
2 15

] 

 

Using the same key and 𝐶3  based on Eq. 2, 

convert the cipher text to the message's plaintext. 

 

𝑃1 = (𝐶3 − 𝐾)𝑚𝑜𝑑 26 = [

9 24
6 16

1 23
6 5

14 24
24 24

10 2
2 15

] −

[

8 8
8 8

8 8
8 8

8 8
8 8

8 8
8 8

]  𝑚𝑜𝑑 26 = [

1 16
24 8

19 15
24 23

6 16
16 16

2 20
20 7

]  

 

𝑃2 = (𝑃1 − 𝐾)𝑚𝑜𝑑 26 = [

1 16
24 8

19 15
24 23

6 16
16 16

2 20
20 7

] −

[

8 8
8 8

8 8
8 8

8 8
8 8

8 8
8 8

]  𝑚𝑜𝑑 26 = [

19 8
16 0

11 7
16 15

24 8
8 8

20 12
12 25

]  

 

𝑃3 = (𝑃2 − 𝐾)𝑚𝑜𝑑 26 = [

19 8
16 0

11 7
16 15

24 8
8 8

20 12
12 25

] −

[

8 8
8 8

8 8
8 8

8 8
8 8

8 8
8 8

]𝑚𝑜𝑑 26 = [

11 0
8 18

3 25
8 7

16 0
0 0

12 4
4 17

]  

 

∴ 𝑡ℎ𝑒 𝑃𝑙𝑎𝑖𝑛 𝑡𝑒𝑥𝑡 = 𝑃3 = [

11 0
8 18

3 25
8 7

16 0
0 0

12 4
4 17

] 

 

Utilizing Table 2, change the number matrix of 

plain text to the letter matrix. 

 

𝑃𝑙𝑎𝑖𝑛 𝑡𝑒𝑥𝑡 = [

11 0
8 18

3 25
8 7

16 0
0 0

12 4
4 17

]

=  [

𝐿 𝐴
𝐼 𝑆

𝐷 𝑍
𝐼 𝐻

𝑄 𝐴
𝐴 𝐴

𝑀 𝐸
𝐸 𝑅

]  

 

 ∴ 𝑡ℎ𝑒 𝑃𝑙𝑎𝑖𝑛 𝑡𝑒𝑥𝑡 = 𝑳𝑰𝑸𝑨𝑨 𝑺𝑨𝑨𝑫𝑰 𝑴𝑬𝒁𝑯𝑬𝑹 

Result3: applied KHO on case study2 

 

 
Figure. 5 Frequency analysis of case study2 

 

𝑃𝑙𝑎𝑖𝑛 𝑡𝑒𝑥𝑡 = [

𝐿 𝐴
𝐼 𝑆

𝐷 𝑍
𝐼 𝐻

𝑄 𝐴
𝐴 𝐴

𝑀 𝐸
𝐸 𝑅

].  

 

Then utilize Table 1 to transform the plain text 

message from a letter matrix to a numeric matrix. 
 

𝑃 = [

𝐿 𝐴
𝐼 𝑆

𝐷 𝑍
𝐼 𝐻

𝑄 𝐴
𝐴 𝐴

𝑀 𝐸
𝐸 𝑅

] = [

11 0
8 18

3 25
8 7

16 0
0 0

12 4
4 17

] 

Ciphertext =

[

9 24
6 16

1 23
6 5

14 24
24 24

10 2
2 15

]=     [

J Y
G Q

B X
G F

O Y
Y Y

K C
C P

] 

 

Using randomly generated optimal keys, one can 

obtain complex cipher text. 

 

∴ 𝑡ℎ𝑒 𝑃𝑙𝑎𝑖𝑛 𝑡𝑒𝑥𝑡 = [

11 0
8 18

3 25
8 7

16 0
0 0

12 4
4 17

]. 

 

Utilizing Table 2, change the number matrix of 

plain text to the letter matrix. 

 

𝑃𝑙𝑎𝑖𝑛 𝑡𝑒𝑥 = [

11 0
8 18

3 25
8 7

16 0
0 0

12 4
4 17

]

= [

𝐿 𝐴
𝐼 𝑆

𝐷 𝑍
𝐼 𝐻

𝑄 𝐴
𝐴 𝐴

𝑀 𝐸
𝐸 𝑅

]. 

 

∴ 𝑡ℎ𝑒 𝑃𝑙𝑎𝑖𝑛 𝑡𝑒𝑥𝑡 = 𝑳𝑰𝑸𝑨𝑨 𝑺𝑨𝑨𝑫𝑰 𝑴𝑬𝒁𝑯𝑬𝑹 
 

The case studies presented in this section 

highlighted the effectiveness of the combined 

encryption approach, showcasing how KHO 

enhances the randomness and cryptographic strength 
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of encryption keys. The disruption in frequency 

patterns validated the approach's ability to mitigate 

frequency analysis attacks and protect sensitive data 

effectively. However, despite the promising results, it 

is crucial to acknowledge that further research and 

experimentation are necessary to explore additional 

optimization algorithms and evaluate their impact on 

the encryption process. Additionally, real-world 

implementation and testing in various scenarios are 

essential to assess the practical viability of the 

proposed approach. 

7. Conclusion 

This research has demonstrated the significant 

benefits of incorporating Krill herd optimization 

(KHO) as an optimization algorithm in the combined 

method of the Caesar Cipher with the triple pass 

protocol for encryption. The case studies conducted 

showcased tangible improvements in the security and 

efficiency of the encryption process when utilizing 

KHO. The optimized approach led to reduced 

processing time, higher accuracy in decryption, and 

minimized errors compared to the non-optimized 

scenario. These concrete results emphasize the 

potential of optimization algorithms, like KHO, in 

enhancing the overall robustness and security of 

encryption methodologies. However, it is important 

to acknowledge that further research and real-world 

testing are essential to explore additional 

optimization algorithms and fully assess their 

practical effectiveness in data protection. By 

embracing optimization techniques, we can unlock 

new possibilities for securing data transmission and 

storage in the rapidly evolving digital landscape, 

ultimately advancing the field of cryptography and 

contributing to safer and more reliable information 

exchange. 
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