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Abstract: The internet of things (1oT) faces significant obstacles due to insufficient identity recognition and evolving
network architecture, leading to concerns about the confidentiality of data and causing anxiety. The attribute-based
encryption (ABE) techniques have recently been considered a solution to guarantee the security of data transfer and
precise data sharing. However, most of the existing methods used the attribute-based encryption (ABE) technique,
which requires a lot of computation power and is unsuitable for 0T devices with minimal resources. Researchers have
achieved improvements in establishing practical methods for cloud security on mobile 10T devices using lightweight
ABE. In this paper, the ciphertext policy-revocable and searchable attribute-based encryption (CP-RSABE) method is
proposed to protect privacy and security. The proposed methods greatly lower the cost of computing 10T devices with
the availability of multiple-keyword searchers for the users of data. The user’s side of computation is very efficient,
and the cloud server handles most of the computing tasks. The proposed method performs significantly better in terms
of ciphertext size, decryption time, and parameter size. The method achieves data security, privacy preservation, and
mobile terminal operations that are suitable for applications of 10T methods. The existing methods such as
online/offline multi authority-ABE with cryptographic reverse firewalls (OO-MA-ABE-CRF), ciphertext policy ABE
(CP-ABE), ABE with full privacy protection (ABE-FPP) are used to justify the effectiveness of CP-RSABE method.
The proposed method CP-RSABE achieves the encryption time (0.0163s), decryption time (0.25s), communication
overhead (3.4KB), size of secret key (5.1KB), and size of ciphertext (10.7KB) compared to the OO-MA-ABE-CRF,
CP-ABE, ABE-FPP.
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protection.

1. Introduction

Industrial internet of things (IoT) is a new
paradigm altering contemporary industries by
associating numerous devices with gateways of 10T,
base stations, and points of access, enabling
ubiquitous data collection and exchange over the
sectors of various industries. Local edge computing
nodes gather a lot of data from different 10T devices,
process it, and send it to distant cloud servers where
it can be used by data consumers like assembly line
workers, technicians, and business managers [1].
Cloud-based 10T solutions make using the same data
across many services feasible, making it easier to
store and process the collected data and allowing user
mobility. However, as the cloud cannot be regarded
as a trusted entity, outsourcing the acquired data to a
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server of the cloud increases concerns about precise
access control and data confidentiality [2]. Privacy
and security issues are problems that essential
healthcare faces. Healthcare data kept on a third-party
cloud service or transmitted in real-time are
susceptible to numerous threats [3]. The medical
industry has seen significant changes in e-health
services as a result of the development of emerging
technologies, particularly mobile cloud computing
and the Internet of Medical Things [4]. In order to
enable intelligent transportation services through data
analysis, and mining numerous IoT devices produce
or collect data that involves sensitive personal
information, which is then stored in the cloud. In this
situation, data owners are unable to handle their data
directly, and the trustworthiness and reputation of
cloud service providers (CSPs) are crucial for data
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protection [5]. Cloud providers handle security and
privacy problems as a matter of urgent and high
priority. Data privacy is one of the main security
issues with data sharing. In addition, terminals of
users are frequently resource-constrained mobile
devices with tiny storage space and low processing
speed [6]. Low latency and real-time processing are
essential components of industrial applications that
cloud computing insufficiently supports [7]. To
address these issues, the fog computing paradigm
developed as a complementary technology to cloud
computing [8].

Data encryption and storage on the cloud server
are the solutions to this issue. attribute-based
encryption (ABE), which also ensures control of fine-
grained access over data, can be used to do this.
Because only open parameters are utilized for
encryption in ABE, anyone can encrypt. Instead,
decryption is carried out using a decryption key that
IS unique to each user and created by trusted third
party [9]. Short ciphertext ABE algorithms have been
proposed by researchers, and some of them can
reduce the computing cost required for decryption.
The selective security model however requires
attackers to disclose the access structure to be
targeted before the setup process, and this model has
demonstrated that these schemes are secure [10].
Before the standard ABE can be used in reality,
however, a number of constraints must be resolved.
The considerable decryption overhead of ABE is one
of its drawbacks. Since the loT ecosystem for
lightweight devices has several limitations in terms
of processing resources, cost of bandwidth, and
battery life, ABE cannot be applied directly to
healthcare loT networks [11]. A highly promising
method for achieving one-to-many encryption and
access control of fine-grained across encrypted data
is ciphertext policy attribute-based encryption (CP-
ABE). The secret key is connected to the user set of
attributes in the CP-ABE scheme while the policy of
access is related to the ciphertext. Data users were
able to access the data if the set of user attributes
included in the secret keys fits the policy of access for
the ciphertext [12]. However, the access policy is
explicitly added to the data ciphertext in schemes of
conventional CP-ABE which means that anyone who
obtains the ciphertext, including the provider of a
cloud server, can deduce some secret information
about the data content or the recipients of secret data
from the policy [13]. In the following, the primary
contribution of this paper is summarized as follows:

e Lightweight encryption mechanism: The data
owners can encrypt their data by executing
lightweight computations, and the cloud
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server handles all activities of expensive
computational during the phase of encryption
without learning anything about the file of
underlying data.

e Flexible and scalable delegation of key and
user revocation mechanism: The phases of
key delegation and user revocation are
individually handled by each of the key
generator authorities and users are free to
request their secret keys from whatever they
choose the key authority. Additionally, the
primary authority adds additional key
generator authorities whether the system
requires more computational power.

e Security definition and proof: The system
model and security definition of the proposed
scheme are formalized. In addition,
demonstrate that our system is secure in the
conventional model.

The 10T ecosystem for lightweight devices has
different limitations in terms of processing resources,
bandwidth cost, battery life, and ABE cannot be
directly used in healthcare 10T networks due to
computational requirements. In this proposed paper,
the new model is developed to overcome the privacy
and security issues in an existing model for future
work.

The rest of this research is organized as follows.
Section 2 discusses the literature survey. Section 3
describes the proposed methodology. Section 4
describes the results. The conclusion of this research
work is given in section 5.

2. Literature survey

Zhang [14] implemented a light searchable
attribute-based encryption method (LSABE) to adopt
the search of muti-keyword in an environment of
distributed Internet of Things with the provision of
key management decentralization. To efficiently
create and maintain the secret/public keys in the
distributed 10T context, LSABE method was
extended namely LSABE-MA to the settings of
multi-authority. LSABE performs significantly better
in terms of ciphertext size, decryption time, and
parameter size. The proposed method has the
drawback of private information about users saved on
a cloud server being disclosed or misused.

Juyan Li [15] presented an online/offline multi
authority-ABE with cryptographic reverse firewalls
(OO-MA-ABE-CRF) method for data privacy
security in loT and employs multi-authority
technology to further decrease dependence on a
single authority. CRF technology to fully protect user
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security and privacy from leakage information,
online/offline, and  outsourcing  decryption
technology to lower user computing costs and storage.
This method has achieved fine-grained access control
over data as well as data security protection. However,
network latency occurs by the continual
communication required for online/offline MA-CP-
ABE with the central authority and attribute authority.

Sowjanya [16] implemented a lightweight
ciphertext policy attribute-based encryption (CP-
ABE) key management method using elliptic curve
cryptography (ECC) to ensure that the internet of
things-based system of healthcare has fine-grained
access control. The developed management of key
technique in the CP-ABE is free of key-escrow and
considerably minimizes the data receiver’s
decryption overhead and existing ABE methods are
based on bilinear pairing. The CP-ABE method is
more effective in terms of features security,
communication overheads, and computing. CP-ABE
has drawbacks in terms of the attributes of managing
users and setting policies.

Tian [17] presented a lightweight attribute-based
encryption with full privacy protection (ABE-FPP)
method that achieves protection of full privacy in
three essential stages: control access, generation of
key, and partial decryption. Hybrid-verification
technique was implemented to safeguard privacy
during partial decryption. The ABE-FPP method
increases efficiency for devices with limited
resources and improves computation speed during
the encryption and decryption stages while protecting
user privacy and security. Compared to other
schemes the proposed method has a shorter ciphertext
length.

Ahmed Saidi [18] implemented a novel
collaborative method SHARE-ABE for maintaining
privacy based on CP-ABE and the most time-
consuming decryption tasks were assigned to fog
nodes using fog computing. SHARE-ABE enables
the reduction of networking and computational
decryption costs for resource-constrained loT
systems by using a new chained collaboration method
among various fogs. Especially for 10T devices with
resource-constrained, the implemented method
achieves security and efficiency. However, the
method was challenging to maintain coordination and
synchronization across numerous fog nodes.

Aghili, S.F. [19] presented a multi-level security
attribute based access control method (MLS-ABAC)
depending on user attributes that are both static and
dynamic as well as the security level that has been
allocated to satisfy the NIST ABAC requirements
model. With a constant decryption key size, the ABE
structure was based on CP-ABE. The privacy and
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security of 10T systems were increased through the
addition of a security level check before partial
decryption. However, the MLS-ABAC method needs
the storage of quasi-constant.

Fugkeaw [20] implemented lightweight medical
devices (LightMED) to enable outsourced loT-
EMR’s secure, lightweight access control with the
use of blockchain technology and fog computing. To
allow control authentication of decentralized access
and auditing, the method makes use of blockchain
technology and contains the secure aggregation of
healthcare data based on the data encryption of 10T
and other treatment records. The method produces the
lowest processing costs for encryption and
decryption on the devices at the end-user indicating
improved efficiency. However, this method
determines half of the issue because this method does
not address the characteristics visibility in the
ciphertext.

The disadvantage of personal user data stored on
a cloud server being revealed or used, characteristics
of managing users and setting policies, and forgery
attack or replacement assault occurring are some of
the limitations for cloud security with lightweight
ABE on mobile 10T devices that were mentioned
above.

3. Proposed methodology

The existing method has a drawback in terms of
the attributes of managing users and setting policies
and to encrypt data, the data owner needs to utilize
the public key of each authorized user. To overcome
privacy and security issues, the ciphertext policy-
revocable and searchable attribute-based encryption
(CP-RSABE) method is proposed.

System model:

Central authority (CA), cloud service provider
(CSP), domain authorities (DAS), various data users,
and data owners (DO) are the five entities of the
system model. The overview of cloud security with
lightweight ABE on mobile loT device block
diagram is shown in Fig. 1.

3.1 Data owner (DO)

In 10T networks, DO simulates small devices and
small sensors. It is responsible for creating and
encrypting the shared data, defining the structure of
access, and dividing the data encrypted into blocks.
To transmit or upload the data to the storage of cloud,
the data owner must be an active user of the system.
They have constrained processing and storage
capacities. They gather environmental data and
encrypt it in accordance with an access control
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Figure. 1 Block diagram for the proposed method

strategy. The CSP receives the encrypted data as a
service. Before being sent to the cloud, the data is
encrypted using this access policy. For the designated
receivers, the access policy is defined by the owner
of the data and it is used for encryption.

3.2 Central authority (CA)

CA is a completely trustworthy and honest entity
that handles user registration for cloud storage and
creates each data user’s private key by interacting
with the user. The key algorithms that were executed
by this entity are setup and keygen. An easy-to-use,
efficient method for creating and storing asymmetric
key pairs is provided by a server that requires the
usage of public key infrastructure such as for
encrypting, decrypting, validating, or signing.
System parameters generation and DA initialization
are responsible. The DA are in charge of creating data
user’s secret keys based on their attributes and
revoking them when they are missing any of those
attributes. Each DA offers user revocation and key
delegation services connected to certain attributes.

3.3 Cloud service provider (CSP)

The amount of storage and processing power
available to the CSP is virtually limitless. For data
users and data owners, it offers computational and
storage services. The most computationally intensive
tasks are given by a data owner who wants to encrypt
their data without disclosing any partial data.
Additionally, it can offer computational services to
data users. In fact, it can handle the majority of the
costly tasks associated with decryption so that no
information regarding the secret keys of data user’s
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and supporting files of data are revealed. It serves as
a data center and offers a service of data sharing. Due
to the assumption that this entity is also semi-trusted
like key delegation, the cloud server also produces
secret keys for users (depending on their sets of
attributes) using their own master secret keys.

3.4 Domain authority (DA)

DA are in charge of creating data user’s secret
keys based on their attributes and revoking them
when they are missing any of those attributes. Each
DA offers user revocation and delegation of key
services connected to certain attributes. When a user
of data has access to an attribute, it chooses any DA
that supports the attribute and request that to produce
the appropriate secret key. It determines whether or
not the user of data processes the attribute. If so, it
gives the data user the private key with the secret key.
Additionally, it can assist owners of data in producing
their public and secret keys.

3.5 Data users

Data users acquired a private key whose attributes
establish with the access structure as a cloud user.
Data users are always required to safeguard the data
they handle in accordance with this policy and any
relevant data security guidelines. Data users aim to
use the files of outsourced data for a variety of users,
including, research marketing, etc. Data users can ask
the CSP for partial decryption using their attribute
secret keys. After that, users can recover their desired
data files using lightweight operations. Each data user
receives various authorities in accordance with the
attributes and has a user identifier assigned to them
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by the CA. The set of keywords can be used by data
users to search the ciphertexts.

3.6 System initialization

System initialization is managed by the CA. It
begins by creating a workload resulting from user
revocation and key delegation operations, it
initializes several DA. The CA first chooses a
security parameter A and a universal attribute set U .

It produces the Master Secret-Key MSK and
public parameter params by running

(params, MSK) « setup(1%,U) 1)

It generates public keys and master secret-keys of
DA by running

(PK;, MSK}}-; «
KAGen(params, MSK, {idj}:_lzl, {Uj}:;l) 2

The two aforementioned algorithms Egs. (1) and
(2) are described below:

setup (14, U): When the universal attribute set U
and the security parameter is input,

params
= (4,4,G1,G2,€,91,92,93,h1, h2,{pk;}icy,
P1,P2,mg, H) (3)

Where params — global public parameter and
MSK = (x,y, g4 msky, msk; {si}iev) (4)

Where MSK — Master Secret Key of the CA.
By combining the Egs. (3) and (4), it produces (5),
(6).
. n n
KAGen (params, MSK, {ldj}jzl, {Uf}j=1) It
first chooses s; « z, and evaluates,

SK; = msk1g4id].sj %)
And
PK; = msk2g4id;j (6)

Where sk, pk— secret key, public key
U - Universal attribute key

A - Security parameter

H - Hash function

s - Symmetric key
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Forj =1,,n. Then, it returns {PK;, MSK;}"_, =
1, where MSK; = (SKj, {sj}iev,)-

3.7 Key delegation

Key delegation is run by DA. They create secret
keys of data users in this key delegation based on
their qualities. They also give data owners access to
their public and secret keys. If a user of data has an
attribute with the value ieU, it should request that the
DA that supports the attribute to produce the
attribute’s secret key. A DA with the identifier id;
first determines if the data user has the attribute
i when it receives a request (i, id,,) from the user of
the data. If not, it aborts. Otherwise, it performs Egs.
(7) and (8).

ski(i) < User.KeyGen (params, MSK;, id,, , i) (7)

and provides data users with skl.(.ju). Additionally,
DA runs.

(sk,,pk,) < Owner.KeyGen (params) (8)

When an owner of data requests that to produce
their secret-key and public-key and provides the data
owner with sk,. Also. it delegated pk, to the CSP.

User.KeyGen(params, MSK;,id,, i) : Given
MSK; = (skj, {si}ieu,) and an attribute i, this
algorithm determines if ieU; or not. If so, it gives
back Eq. (9).

sk) = skjid); (9)

If not, it displays a message of error L.
Owner.KeyGen(params) : First it chooses
(sk,, < zg) and produces Eqgs. (10) and (11)

ko ko
pk{ = p3¥o pk(P = g% pk® =
g3k and pky, = pki®  (10)

It returns (sk,, pkg), where
pko = (Pkg, Pk, ok Phiokier) (1)

Where sk, - data owner's secret key
pk, — data owner public key
id; - identifier

3.8 Data outsourcing

Data outsourcing is managed by CSP and the data
owners. When an owner of data wants to distribute
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the information, the owner first creates a policy of
access control. Then, utilizing the CSP’s computing
capacity, the owner encrypts the data that is covered
by the policy of access control. Asymmetric
encryption like rivest shamir adleman (RSA) uses
two dissimilar connected keys. Both the private and
public keys encrypted the message using RSA
cryptography. A message is decrypted using the
opposite key to that which was used to encrypt it.
Each RSA user has a pair of keys made up of their
private and public keys. The private key must be
protected as the term implies. For long-term archival
and analysis of online\offline, the CSP stores the
encrypted data file. A data owner owns a secret key
sk, and data file M encrypts their data at this phase,
then stores the encrypted data in the CSP. It initially
prevents authorized data users from accessing its data
by defining access tree T°. After that, it executes -

PCT; < Owner.Enc(params,sk,,M,T) (12)

Returning a CSP a partial ciphertext PCTy. The
CSP generates a ciphertext

CTy < CSP.Enc(params, pk,, PCTy ) (13)

Using the data owner’s public-key pk,. The two
aforementioned algorithms Egs. (12), (13) are
expressed as below in Egs. (16), (21)

Owner.Enc (params, sky, M,T) : 1t chooses

r « z, and evaluates v’ = r — sk, and produces
Eq. (14).

k =H(P) (14)
After that, it runs Eq. (15)

{40, (0}, < share,(T,r") and C «
Enc(M, K). (15)

The partial ciphertext is then produced
PCTy = (C,7", T, {45,(0)}v,.,,.) (16)

CSP.Enc (params, pk,, PCTy) . Given pk, =
(pkS2,pkS?, Pk S {pkiohiey)  and  PCTy =
«,r,7, {4v;}vy,,,), this technique calculates c',c",
C;, C; in Egs. (17), (18), (19), and (20)

I} 4 3
c'= g5kl =gt (17)

¢" = P'pks” = pj, (18)
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and for each v;eLy, it sets
CIvi(O) QUL-(O)"'Sk
Ci=g," pk’ =g, ° (19)
¢l = (ki)™ Opkio(pks™) ™ =
(phigy) i@k (20)

It returns
CTy = (T,C,C",C" {Clv, (Clloy,)  (21)
T - Access tree

CTy - Ciphertext
PCT; - partial ciphertext

where

3.9 User revocation

User revocation is managed by CSP and DA. DA
updates the public and secret system parameters
linked to the attribute when a data user overlooks it.
The CSP then re-encrypts without knowing anything
about the files of outsourced data and secret
parameters, the outsourced files of data by the new
parameters. Finally, DA update the secret keys for the
unauthorized users of data that relate to the attribute.
DA first runs and gets back a new secret parameter
5,,» @ new public parameter pEO, and an updated key
UKey;,. The remaining DA are given to 5, pEO is
published to the system, and the DA, CSP are given
to UKey;, . The CSP re-encrypts CTy to CT; by
performing for each ciphertext CTs that has a leaf
node linked to iy. Additionally, when a DA is asked
to update its secret key Ski(:,)u by an authorized data
user with the identifier id,,, the DA runs and gets

back Skl((j,)u to the user of data. The aforementioned

algorithms in Egs. (22), (23), and (24) are described
below:

(5 Pkiy UKe,, )
UpdateParams(params, MSKj, iy) (22)

CT; < ReEnc(params, iy, CTy, UKey;,) (23)

Skl(;,)u «
UpdateKey(params,id,, i, Ski(({,)u' UKey;)) (24)
UpdateParams(params, MSK;,iy) . This
technique checks if i € U; or not. If not, it gives back
1. Otherwise, produce Eq. (25) and gives back Eg.
(26). First, it chooses 5, « Z,; and evaluates pEO =
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gf;’ and,
UKey;, = 5, — s, (25)
It gives back &, pk,,, and UKey;, (26)
ReEnc(params, iy, CTr UKey; ). Given an

attribute iy a ciphertext in Eq. (27).
CTT = (T' C' C,' C”' {Ci}vieLT: {Ci,}viELT) (27)

So that T has a node of leaf linked with iy and an
update key UKey; , this technique generates a
ciphertext of re-encryption in Egs. (28), (29).

CTr = (T, C,C", C" AC v AT ey Y LG D)
(28)

Where

— ~ _UKey;
Ch=2Crc

lo io

(29)

Update Key(params, id,, io,sk.(j) UKey; ) :

lo,u' ]
This algorithm modifies a secret-key ski(i)u linked
with an attribute i, as follows in Eq. (30):

sk = sk id, (30)

where Si,»Pi, - Secret parameter, public
parameter

p,-];;o’g‘:; - new secret parameter, new public
parameter.

UKey;, - Update key
ip - attribute
CT; - Re-encrypted ciphertext

3.10 Decryption

Decryption is managed by the data users and CSP.

The process of restoring an encrypted message to its
original format is known as decryption. It uses the
opposite key while encrypting and decrypting generic
data with RSA. In this stage, eligible data users can
acquire their required data by decrypting the
outsource encrypted data files utilizing the
processing resources of the CSP. A data user with the
attribute set Att,, first determines whether or not a
subset S < Att, meeting T exists before attempting
to access external files of data matching to a
ciphertext CTy. If not, it terminates. Otherwise, it

International Journal of Intelligent Engineering and Systems, Vol.16, No.6, 2023

151

examines the set of secret-key {Ski(ﬁ)}ies and runs

(s, thky) «
Dec.TokenGen (params, idy,, {Ski(,ﬁ)}ies) (31)

The data user gives tk, to the CSP while
maintaining its confidentiality. The data user receives
a partially decrypted copy of the ciphertext M" when
the CSP executes

M' « CSP.Dec(params, tk,, CTr) (32)
The data user then uses
M < User.Dec(params,M', CTr,s) (33)

The three aforementioned algorithm in Egs. (31),

(32), and (33) are described as below:
Dec.TokenGen(params,id,, {Ski(,{f)}ies)

This algorithm returns the secrets and a token of

decryption after selecting S « Z, in Eq. (34)

thy = {tw, tki,w tk{,u}ieSI (34)
Where,

ty = id, thiy, = (skUP), and tkf, = Cf
CSP.Dec(params,tk,,CTy) : Given tk,
{tw tki,u' tkl{,u}ies and CTT
(T, C,C',C" {Ci}v, o {Ci,}vieLT) , this technique

first calculates Eqg. (35).

é (tki‘u,ci) _
e (PKj, tie], )é(tuC))
Pls(QUi(0)+5ko)P2_5(qvi(0)+5k0)

x 8(ty, gg)S(Qvi(0)+5ko)
(39)

For each i € S. Next, by employing the technique
of polynomial interpolation, it evaluates C, ¢ in Eq.
(36).

Cr,s = Plsrpz_sré(tu: C,) (36)

Finally, it gets back ciphertext partially decrypted
in Eq. (37).

M = Cr,sé(turcl)_l = Plsrpz—sr (37)

CSP.DecGen(params,M',CTy,s): It first
evaluates Eq. (38) and returns Eq. (39).
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k=H(MSC" (38)
And then returns
M = Dec (k,C) (39)

where M’ - Partially decrypted ciphertext
tk, - Decryption token
Att,, - Attribute Set
M - Message
Finally, the public parameter pk; and secret
parameter s; are updated by the DA. Using the
leafnode connected to i, in their access trees, the CSP
re-encrypts ciphertexts by the new parameters. By the
updated parameters, DA updates the secret keys for
users of authenticated data connected to i.

4. Performance analysis and results

In this section, the proposed method ciphertext
policy revocable and searchable attribute-based
encryption (CP-RSABE) performance was evaluated
by feature comparison to that of a few related works
such as online/offline multi authority-ABE with
cryptographic reverse firewalls (OO-MA-ABE-CRF)
[15], ciphertext policy- attribute-based encryption
(CP-ABE) [16], and attribute-based encryption with
full privacy protection (ABE-FPP) [17]. The
following performances like running time,
communication overhead, and cost of storage are
compared with the above-stated existing methods.
Three expensive computing operations: the operation
of pairing, and the exponential operations of G1, and
G2 are used to calculate the execution time in
asymptotic analysis. The existing methods were
implemented with the same technique suitable to the
research environment of the simulation defined
Ubuntu 18.04 with an Intel core i5-2410M processor
running at 2.3 GHz, 6 GB of RAM, and the
cryptography of Java language is used to measure the
real execution time and cost of storage. Also,
consider the hash function as the SHA-1 algorithm,
the XOR method as the encryption of the symmetric-
key technique, and the and-gate access structures as
the access control rules.

4.1 Characteristics comparison

The proposed system offers a mechanism of user
revocation and flexible key delegation. In fact, in
other multi-authority method, either an authority of
single key supports the system in each data user or an
authority of single key supports each attribute in the
universe. However, data users and domain authorities
are not subject to any restrictions. Additionally, the
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Table 1. Encryption time on the data owner side
Number of 0O0- CP- | ABE- | Proposed
leaf nodes MA- ABE FPP method
ABE- [16] [17] CP-
CRF RSABE
[15]
10 0.005 0.29 0.19 0.0112
20 0.009 0.35 0.26 0.0115
30 0.014 0.5 0.29 0.0119
40 0.017 0.65 0.35 0.0125
50 0.021 0.74 0.45 0.0131
60 0.025 0.8 0.64 0.0135
70 0.029 0.85 0.7 0.0142
80 0.032 0.9 0.78 0.0151
90 0.037 0.97 0.8 0.0156
100 0.041 1 0.85 0.0163

Time (s)

0 ‘-_‘----_--I-l-l-ll-ll-

10 20 30 40 S0 60 70 80 90 100
Number of leaf nodes
m O0O-MA-ABE-CRFJ[15]
m CP-ABE [16]
ABE-FPP [17]

Figure. 2 Encryption time on the data owner side

proposed system offers a mechanism of simple
encryption and provides a quick decryption technique.

Table 1. shows the encryption time of the
proposed method CP-RSABE on different leaf nodes,
respectively. The number of leaf nodes ranges from
10 to 100, which is typical of most ABE methods.
After analyzing Fig. 2. it is noted that the result of
proposed method has taken less time for encryption.
10T devices frequently need to perform decryption
operations to decrypt control messages, whereas
encrypted sensory information from the devices of
10T to clouds frequently has a higher priority. Table
1 illustrates that the proposed method CP-RSABE
encryption method is significantly less and more
efficient than OO-MA-ABE-CRF [15], CP-ABE [16],
and ABE-FPP [17].

Furthermore, a comparison between the
decryption time between CP-RSABE and existing
methods OO-MA-ABE-CRF [15], CP-ABE [16], and
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Table 3. Communication overhead from the owner of

Number 00- CP- ABE- | Proposed data to the CSP
of MA- ABE FPP method No of 0O0O-MA- CP- ABE- | Proposed
Attributes | ABE- [16] [17] CP- leaf ABE- ABE FPP method
CRF RSABE nodes | CRF[15] | [16] [17] CP-
[15] RSABE
10 0.04 0.03 0.03 0.02 10 0.5 3 1 0.3
20 0.08 0.06 0.06 0.05 20 1 5.2 3 0.6
30 0.12 0.08 0.08 0.06 30 1.5 8 4 1.0
40 0.14 0.12 0.12 0.10 40 2 11 5 1.4
50 0.18 0.14 0.14 0.12 50 2.2 13 6 1.7
60 0.22 0.16 0.16 0.14 60 2.5 16 8 2.0
70 0.24 0.18 0.18 0.16 70 3 18 9 2.5
80 0.28 0.23 0.23 0.20 80 3.2 21 10 2.8
90 0.31 0.24 0.24 0.22 90 3.5 24 12 3.2
100 0.34 0.27 0.27 0.25 100 3.6 26 14 3.4
0.4 30
25
~ 0.3 ~
> @ 20
g2 <15
H
ol DN 210
0 [ [T I I I 5 |
10 20 30 40 50 60 70 80 90 100 0 il alla ol afly okl ol ofhe ol

Number of Attributes

® OO-MA-ABE-CRF [15]
m CP-ABE [16]
ABE-FPP [17]
E Proposed method CP-RSABE
Figure. 3 Decryption time on the data user side

ABE-FPP [17] is shown in Fig. 3, decryption time is
nearly identical to that of the existing method, and
offer simple decryption methods. The number of
attributes varies from 10 to 100 and the size varies
from 0 to 5 are shown in Table 2. The decryption time
of proposed method is more efficient than the other
methods. Overall, the proposed CP-RSABE achieves
improved computation performance in encryption
and decryption methods and is more effective for
resource-constrained devices while maintaining good
security and user privacy when compared to state-of-
the-art techniques.

Additionally, as shown in Fig. 4, proposed
method reduces the communication cost. In particular,
the cost of communication between the user and the
authority or cloud sever depends less on how much
attributes the user holds. Because while utilizing
proposed method, the data owner only sends partial
ciphertexts of lightweight, not entire ciphertexts to
the CSP. The amount of overhead varies according to
the size of the message being transferred between the
entities are shown in Table 3. ABE generally includes
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Figure. 4 Communication overhead from the owner of
data to the CSP

the public keys, ciphertext, and private keys in this
message. As a result, the size of the ciphertext,
private and public keys are used to evaluate the
communication overhead of the proposed method
with existing methods, OO-MA-ABE-CRF [15], CP-
ABE [16], and ABE-FPP [17]. However, it reduces
the communication cost and performs significantly
efficient than the existing schemes. Because while
utilising CP-RSABE, the data owner only sends
partial ciphertexts of lightweight, not entire
ciphertexts, to the CSP.

4.2 Asymptotic and experimental results

The number of attributes varies from 10 to 100
and the proposed method performs low secret key
size when compared to existing methods OO-MA-
ABE-CRF [15], CP-ABE [16], and ABE-FPP [17]
which is tabulated in Table 4. In contrast, the
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Table 4. size of data user’s secret-key Table 5. Size of a ciphertext
Number 0O0- CP- ABE- | Proposed Number 0O0- CP- ABE- | Proposed
of MA- ABE FPP method of leaf MA- ABE FPP method
Attributes | ABE- [16] [17] CP- nodes ABE- [16] [17] CP-
CRF RSABE CRF RSABE
[15] [15]
10 0.6 0.8 0.8 0.4 10 1.5 3 1.4 1.2
20 1.3 15 15 1.0 20 2.8 5.2 2.6 2.3
30 1.9 2.1 2.1 15 30 4 8.5 3.9 3.5
40 2.5 2.7 2.7 2.0 40 5.2 10.2 5.1 4.7
50 3.2 3.4 3.4 2.6 50 7 13.5 6.9 6.2
60 3.8 4 4 3.0 60 8.4 15.2 8.3 7.8
70 4.5 4.7 4.7 3.4 70 8.7 15.4 8.6 8.2
80 5.1 5.3 5.3 3.9 80 9.2 20.2 9 8.9
90 5.7 5.9 5.9 4.5 90 10.2 23.5 10.1 9.5
100 6.3 6.5 6.5 5.1 100 12.1 26.2 11.9 10.7
8 30
~6 25
: g
& ~ 15
2 S
il \“\“‘ | ‘
o u i} kAL
10 20 30 40 50 60 70 80 90 100 0 ||.|II||II I

Number of Attributes
m OO-MA-ABE-CRF [15]
m CP-ABE [16]
ABE-FPP [17]
m Proposed method CP-RSABE

Figure. 5 Size of data user’s secret-key

proposed system associates each ciphertext with a
policy of access control specified by a data owner and
each data user’s secret-key with a set of attributes. A
data user only recovers the data that is encoded in a
ciphertext if the set of attributes representing the
ciphertext complies with the access control policy of
data users. Moreover, the proposed method links each
ciphertext to a predetermined control policy of access
provided by an owner of data while also linking a data
user’s secret key to an attribute set. Fig. 5 shows the
experimental results of the data user’s secret key.
From the Fig. 5, it evidently shows that in comparison
to other existing methods, the proposed system
performs low secret key size of data user’s and it is
efficient.

Table 5 shows the ciphertext size of the proposed
method CP-RSABE on different leaf nodes with
existing methods OO-MA-ABE-CRF [15], CP-ABE
[16], and ABE-FPP [17]. When the set of client
characteristics complies with the policy of access and
the search terms and indexes match, the cloud server
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Figure. 6 Size of a ciphertext

returns the ciphertext search results. Ciphertext
policy is protected by the CP-RSABE method. Each
ciphertext is labelled by descriptive features set
selected by an owner of data, and a data user’s secret
key is connected to a control policy of access refused
by the central authority. When the owner of data
wants to share the data, it encrypts that data with the
help of parameters to produce the ciphertext. A
comparison between the size of a ciphertext between
CP-RSABE and other existing methods is shown in
Fig. 6. Moreover, it concludes that the proposed
method storage overhead is acceptable.

4.3 Comparative analysis

The comparative analysis includes methods,
encryption time, decryption time, communication
overhead, size of data user’s secret key, and size of
ciphertext. For better comparison, following methods
OO-MA-ABE-CRF [15], CP-ABE [16], ABE-FPP
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Table 6. Comparative analysis with the existing methods
Author Method Encryption | Decryption | Communication | Size of data user’s | Size of
time (s) time (s) overhead (KB) | secret key (KB) ciphertext (KB)
Juyan Li 00-MA- 0.041 0.34 3.6 6.3 12.1
(2023) ABE-CRF
[15]
Sowjanya CP-ABE 0.1 0.27 26 6.5 26.2
(2021)
[16]
Tian (2021) | ABE-FPP 0.85 0.27 14 6.5 11.9
[17]
Proposed CP- 0.0163 0.25 3.4 5.1 10.7
method RSABE

[17] are implemented and analyzed under same
scenario. Table 6. shows that the comparative
analysis of proposed method with the existing
methods such as OO-MA-ABE-CRF [15], CP-ABE
[16], and ABE-FPP [17].

While taking 100 leafnodes the existing methods
such as OO-MA-CP-ABE method [15] has a (0.0415s)
encryption time, (0.34s) decryption time, (3.6KB)
communication overhead, (6.3KB) size of data user’s
secret key, and (12.1KB) size of ciphertext. CP-ABE
[16] has a (0.1s) encryption time, (0.27s) decryption
time, (26KB) communication overhead, (6.5KB) size
of data user’s secret key, and (26.2KB) Size of
ciphertext and so on. When compared with the
existing methods CP-RSABE achieves the
encryption time (0.0163s), decryption time (0.25s),
communication overhead (3.4KB), size of secret key
(5.1KB), and size of ciphertext (10.7KB).

4.4 Discussion

This section provides the discussion about the
proposed CP-RSABE method and compared those
results with existing methods OO-MA-CP-ABE [15],
CP-ABE [16], and ABE-FPP [17] in comparative
analysis 4.3. The major goal of this study is to protect
privacy and security. The proposed method greatly
lowers the cost of computing loT devices with the
availability of multiple-keyword searchers for the
users of data. Additionally, the proposed system
offers a mechanism of simple encryption and
provides a quick decryption technique. The proposed
method also provides user revocation and flexible,
and scalable key delegation. The phases of key
delegation and user revocation are individually
handled by each of the key generator authorities and
users are free to request their secret keys from
whatever they choose the key authority. Additionally,
the primary authority adds additional key generator
authorities whether the system requires more
computational power. In the result analysis, the CP-
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RSABE analyzed on different leaf nodes with a range
from 10 to 100. When compared with three existing
methods, CP-RSABE works better at all the leaf
counts. While taking 100 leaf nodes, CP-RSABE
significantly reduces the encryption time (0.0163s),
decryption time (0.25s), communication overhead
(3.4KB), size of secret key (5.1KB), and size of
ciphertext (10.7KB).

5 Conclusion

In this paper, the ciphertext policy-revocable and
searchable attribute-based encryption (CP-RSABE)
method is proposed to protect privacy and security.
Due to inefficiency and the absence of a
straightforward attribute revocation mechanism with
ABE methods, CP-RSABE provides advanced
efficient outcomes. The proposed method also
provides user revocation, flexible, and scalable key
delegation. The performance and analysis of security
showed that the proposed method is effective, secure,
and appropriate for suitable applications of I0T. The
primary authority adds additional key generator
authorities whether the system requires more
computational power. The CP-RSABE method
performs significantly better in terms of ciphertext
size, decryption time, and parameter size. While
taking 100 leaf nodes, CP-RSABE significantly
reduces the encryption time (0.0163s), decryption
time (0.25s), communication overhead (3.4KB), size
of secret key (5.1KB), and size of ciphertext
(10.7KB). The proposed method can be more
effective than the existing methods such as the OO-
MA-CP-ABE, CP-ABE, and ABE-FPP. In the future,
planning to add dynamic attribute revocation
functionality in user revocation to improve the
proposed CP-RSABE method.
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Notation description

Symbol Description
params Global public parameter
MSK CA Master secret-key
U Universal attribute key
A Security parameter
H Hash function
g Symmetric key
sk, pk secret key, public key
sk, data owner secret key
vk, data owner public key
id; Identifier of the j-th DA
T Access tree
CTr Ciphertext related with an access tree T
PCTy partial ciphertext related with an access
tree T
Si, secret parameter
p?;:o Updated public parameter associated with
an attribute i,
UKey;, Update key associated with an attribute i,
ig Attribute
CTy Re-encrypted ciphertext
M’ Partially decrypted ciphertext
tk, Decryption token
Att,, Attribute Set
U; Attribute set supported by the j-th DA
PK; Public key of the j-th DA
MSK; Master Secret Key of the j-th DA
id, Identifier of the data user
M Message
S Updated secret parameter associated with
an attribute i,
Di, Public parameter
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