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Abstract

This study was conducted to assess the level of
implementation of data privacy as perceived by Human
Resource Management Officers (HRMO). This study
employed a descriptive research design, in which the
researcher collected quantitative data through survey
questionnaire employing random sampling procedure to
the 100 members of the Council of Human Resource
Management Officers (CHRMP) of North Cotabato.
Findings of the study revealed that data protection policies
obtained the highest weighted mean with a qualitative
description of very highly implemented which implies
that organization ensures an enabling policy pursuant to
the provision of RA 10173 or Data Privacy Act of 2012.
However, study also revealed that right to damages
emerge with the lowest weighted mean equivalent to
moderately implemented. This denotes that there were
existing limitations in the organization in properly
addressing issues relevant to data breaches. Notably, lack
of awareness in DPA, lack of appropriate resources,
complex regulatory landscape, emerging technologies
and DPO appointment were identified as challenges in the
implementation.  Moreover, further  research s
recommended to ascertain a  comprehensive
understanding on the challenges faced by the human
resource management officers in the data privacy
implementation.
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1. Introduction

In the advent of digital information revolution, data is considered as one of the most
important resources in any organization. Proper handling and safekeeping of this asset entails
organization to provide mechanism to safeguard individuals right and privacy. This is the
assertion of Chandrasekeran et al. (2023) that the rapid changing landscape necessitates
proper managing, storing, and retrieving of crucial records of the employees. Thus, subjected
human resource management’s crucial role in dealing with data security. Human resource
management ensures individual data security of the workplace. This office of the
organization works with personal data of employee’s day after day. In fact, human resource
hold records starting from the employees first day until his or her retirement. Apart from that,
they hold relevant information that are considered highly confidential in nature. This is also
the assertion that human resource management is compelled to secure the data of all its
employees involving cybersecurity and other data threats. Many organizations had adopted
HR analytics in their processes however it poses threats to their information making the
human resource management a very crucial entity in preventing pilferage (Jha, 2022).

In the Philippines, mechanism to ensure data security was established through Republic Act
No. 10173 of the Philippines, also known as "Data Privacy Act of 2012" mandating public
and private organizations, agencies, and institutions to protect and safeguard sensitive and
confidential data of its members. Thus, provide a nuance to monitor compliance to data
protection and privacy. However, Pitogo (2019) revealed that there are other government
agencies that are not compliant with the Data Privacy Act of 2012. He identified several
factors such as attitude, awareness, and resources towards this non-compliance. This depicts
the pivotal role that human resource professionals play in any organization. As such, they
have the responsibility to ensure that organization is compliant despite the changing
conditions of the human resources (Wijesingha & Wickremeratne, 2020). A similar assertion
of Pooja and Greeshma (2022) proves the important role that human resource practitioners
play in handling and securing employees data.

The researcher argues that human resource practitioners were faced with challenges in
implementing data privacy and security in their respective units. As the organization
embraces advancement and integration of ICT in the core processes, this poses formidable
challenges in securing the implementation of the law and ensuring protection of all its
employee. As such, this research sought to answer the following objectives:
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1. Determine the perceived level of implementation of data privacy act among
human resource management officers.

2. ldentify the challenges faced by human resource management officers in the
implementation of data privacy.

2. Literature Review

2.1. Data privacy and its implementation

The rapid advancement of technology compelled organizations to safeguard the data of its
members. The capabilities and networks of technological advancement threaten the security
of data and personal information, hence, a need to have data privacy. Data privacy is any
mechanism used to protect the people from the current prevailing threats of digital age
(Foronda et al., 2023). Gonzales and Ching (2018) asserted that data privacy are measures to
ensure privacy protection from any forms of accessibility and data breaches. As mentioned
by Alafaa (2022), the concept of data privacy stems from the assertion of fundamental human
rights that are essential to forming a free society. This is a right of an individual to ensure
that relevant personal information will not be accessed by unauthorized parties.

Consequently, Alafaa (2022) noted that data protection is the primordial responsibility of any
organization. Several organizations implemented the provision of the General Data
Protection Regulation (GDPR). This is a mechanism that recently harmonized to protect the
confidential data of its people from various breaches (Machado et al., 2023). Savi¢ and
Veinovi¢ (2018) said that GDPR provides a comprehensive framework in managing sensitive
data and protocols for organizations in collecting and processing data. Additionally, this
framework has been influential in the birth of other relevant laws and data regulations across
the world. In the Philippines, data privacy implementation has been crucial. In fact, National
Privacy Commission was established following the enactment of Republict Act No. 10173
or the Data Privacy Act of 2012 (Ching et al., 2018). The implementation of the law stems
from the purpose of ensuring that human rights will be protected from all forms of threat
(Foronda et al., 2023).

2.2. Challenges in the implementation of data privacy

Several research noted that lack of awareness and understanding challenges the
implementation of any regulation and laws (Chua et al., 2017; Pitogo, 2019). This challenge
often stems from various factors such as insufficient dissemination of information, complex
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legal language, and inadequate educational programs. Foronda et al (2023) noted that without
proper comprehension of regulations and laws, individuals and organizations may
inadvertently violate them or struggle to adhere to compliance requirements. Addressing this
issue requires targeted efforts to enhance public awareness, provide accessible educational
resources, and simplify legal frameworks to promote better understanding and compliance.

Considerably, the failure to adhere to legal provisions often arises from organizations lacking
dedicated data privacy officers. The pivotal role of a Data Protection Officer (DPO) in
ensuring compliance with data protection regulations has been underscored by Kupny (2019)
and Nerka (2017). The DPO's responsibilities encompass providing expert guidance,
overseeing compliance, and ensuring adherence to data processing regulations (Kupny,
2019). This multifaceted role demands a diverse skill set, spanning legal, managerial, and
cybersecurity domains, to effectively navigate sociotechnical risks (Ciclosi & Massacci,
2023). Additionally, the appointment of a DPO can signal an organization's commitment to
corporate social responsibility (Nerka, 2017). Warren (2002) further highlights the critical
role of a Privacy Officer within the healthcare sector, particularly in achieving and
maintaining compliance with privacy regulations.

The complexity of data privacy regulation, with its international, regulatory and statutory
provision, poses a significant challenge to its effective implementation (Busch, 2011). This
is further complicated by the rapid evolution of data analytics and the lack of uniformity in
privacy definitions globally (Jaiswal, 2020). Weber ad Staiger (2017) asserted that difficulty
in achieving digital privacy in the online world adds to this challenge. Despite these
obstacles, companies can mitigate the risk of data privacy breaches through effective user
access restrictions (Haller, 2012).

Furthermore, the rapid advancement of technology has significantly impacted data privacy
implementation. Weber (2015) highlights the emergence of advanced data security and
privacy measures, such as the privacy-preserving Apriori algorithm and differential privacy.
However, these measures are being challenged by the use of new technologies, which
facilitate the collection, storage, and processing of personal data (Friedewald et al., 2010).
Mohan Rao P et al. (2021) asserted that people are living in a data driven world where
personal data had been generated in almost every form of public domain. The broad
utilization of internet posits vulnerable threats to data security. The proliferation of usage of
social media, smartphone applications and internet commerce could directly harm
confidential data and so with the implementation of data privacy.
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3. Methodology

The research design utilized in this study was descriptive research. Descriptive research is a
methodological approach used to describe observable patterns of behavior and a way to
obtain a general overview of the variables. Calmorin and Calmorin (2012) defines this as a
method that provides essential knowledge to measure all types of data in quantitative
research. The respondents of the study were the 100 members of the Council of Human
Resource Management Officers of North Cotabato (CHRMP) selected through random
sampling.

Before the conduct of the research, the researcher secured permission from the President of
the organization. After obtaining permission, the researcher conducted the study. The
researcher made use of a survey instrument adopted from Castro (2021) using google forms
and it was distributed to potential respondents via email, accompanied by details about the
survey's objective and how the collected data would be used. This study utilized descriptive
statistics. Mean and percentages were used to analyze the data of the respondent’s perceived
level of implementation of data privacy. On the other hand, frequency count and percentages
were used to quantify the challenges in the implementation of data privacy.

4. Results and discussions

As shown in Table 1, the overall mean for the level of implementation is 3.56 with a
qualitative description of highly implemented. This implies that they possessed a
comprehensive understanding of the data privacy act, as mandated by the law. The data
likewise denote that human resource professionals are well-equipped to implement the
guidelines of data privacy act in their processes.

Moreover, item 2 “Data protection policies” got the highest weighted mean with a qualitative
description of Very Highly Implemented. This indicates that human resources units in the
public sectors had initiated and adopted policies following the data privacy act. This further
implies that many organizations were aware of the formidable threats to sensitive data in
today’s era. Hoel and Chen (2018) asserted that policies involving data protection are
considered measures adjacent to the provisions of laws governing data security. Study also
revealed the importance of crafting policy in organization that adheres to the principle of data
privacy (Chua et al., 2017). Notably, item 4 “Management of Human Resources” got a
weighted mean of 4.30 with a qualitative description of very highly implemented. This
indicates that the respondents acknowledged the need to properly manage the human
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resources which is crucial to the realization of organizational goals. This is similar with the
claim of Jacob and Farouqg (2013) that in any organization, human resources served as an
important asset as they determine the direction of the organization. Hence, it is important that

they are properly managed.

Table 1. Level of Implementation of Data Privacy

Statements Mean Rank Description
1. Organizational Security Measures 4.13 3 Highly Implemented
2. Data Protection Policies 4.38 1 Very Highly implemented
3. Records of Processing Activities 3.08 17 Moderately Implemented
4. Management of Human Resources 4.3 2 Very Highly implemented
5. Processing of Personal Data 3.25 11 Moderately Implemented
6. Contracts with Personal Information 3.45 9 Highly Implemented
Processors
7. Physical Security Measures 3.72 7 Highly Implemented
8. Technical Security Measures 3.13 13 Moderately Implemented
9. Right to be Informed 3.29 10 Moderately Implemented
10. Right to Object 4.01 4 Highly Implemented
11. Right to Rectification 3.92 5 Highly Implemented
12. Right to Erasure or Blocking 3.81 6 Highly Implemented
13. Right to Damages 3.05 18 Moderately Implemented
14. Data Breach Notification 3.12 14 Moderately Implemented
15. Breach Report 3.11 15 Moderately Implemented
16. Subcontract of Personal Data 3.17 12 Moderately Implemented
17. Enforcement of DPA 3.08 17 Moderately Implemented
18. Reg_lstratlon of Personal Data 3.09 16 Moderately Implemented
Processing Systems
19. No'_uflcatlon of Automated Processing 3.08 17 Moderately Implemented
Operations
é(;t,:\ccountablllty for Transfer of Personal 3.49 8 Highly Implemented
Over-all Mean/SD 3.56 Highly Implemented

Legend:

1.00-1.80 Not Implemented
1.81-2.60 Slightly Implemented
2.61 -3.40 Moderately Implemented
3.41-4.20 Highly Implemented

4.21 -5.00 Very Highly Implemented
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Item 1 “Organizational Security Measures” (Mean=4.13), item 10 “Right to Object”
(Mean=4.01), Item 11 “Right to Rectification” (Mean=3.92), item 12 “Right to Erasure or
blocking” (Mean=3.81), item 7 “Physical Security Measures” (Mean=3.72) and item 6
“Contracts with Personal Information Processors” (Mean=3.45), got a weighted mean
equivalent to highly implemented. The results imply that organizations are inclined to adopt
measures and principles of data protection. Significantly, organization had initiated
organizational security measures to protect sensitive information of all their employees.
Bertino (2016) asserted that organizations must provide an extensive security measure which
IS paramount concern in the prevalent internet hacking and unauthorized disclosure of easily
accessible data. This is similar with the study of Merete Hagen et al. (2008) that security
measures served as an effective tool in preventing data security breaches as organization is
aware of the policies, methods and procedures in the utilization of data. On the other hand,
result of the item that refers to right to object indicates that human resource professionals are
aware of the constitutional rights of all their employees in cases where their important data
are utilized. The result further implies that they are also aware that employees have the right
to control the personal and sensitive information. Control of data is obtained through the right
of the subject, which in organization refers to as employees in setting up boundaries to
prevent unauthorized disclosure and utilization of their data (Banubakode et al., 2022).
However, Pitogo (2019) had noted that this right became a challenge to the implementation
of data privacy in the Philippines because not all employees are aware of their right to control
the data.

Furthermore, result refers to rectification indicates that human resource professionals are
aware of the policy on data privacy relevant to the inaccuracy and error in the personal
information. Pitogo and Ching (2018) noted that information and other relevant data
submitted by the employees to the organization is subjected to authenticity and veracity. This
may refer to the documents submitted such as that of Personal Data Sheet (PDS) and
Statement of Assets and Liabilities and Net worth (SALN). However, Perez and Henninger
(2022) contended that there are a lot of factors to consider in granting out this right. These
includes the resources, capability, and organizational structure of the organization.

Consequently, result of the item refers to the right to erasure or blocking indicates that like
the right, human resource professionals are aware of the governing privileges and compelling
authority of the employees in the withdrawal and removal of personal data. However, this
was argued by Connolly (2021) that right to erasure may be a compelling authority of an
individual but it could be resisted to various circumstances such as the necessity of the data
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and overridden principle of public interest. This is also the challenged emphasized by
Bernsdorff (2023) that although employees are legally subjected to this right, there are
existing laws that could override so that data may be resisted to be deleted. On the other hand,
result of the item that refers to physical security measures implies that organizations had
instituted systems and application to secure data. Jankovic (2012) asserted that today’s era
of information technology, it is important for organizations to provide technical measures to
map out controls related to system and security protection of available data. For most
organization, physical security measures involve accessibility controls (Moses & Rowe,
2016). Additionally, result refers to contracts with personal information processors implies
that organization recognized the need to hire skillful and knowledgeable personnel in the
provision of data privacy. This is similar with what Bucharest Bar and Cristolovean (2022)
assertion that assigned personnel must be carefully considered while ensuring compliance
and regulation of the law. This is similar to Davis (2019) whose study revealed the need to
provide measures following the context of the General Data Protection Regulation (GDPR).

Significantly, item 13 “Right to Damages” obtained the lowest weighted mean of 3.05 with
a qualitative description of moderately implemented. This implies that the respondents are
aware of the weaknesses and deficiencies of the organization in addressing individuals for
privacy breaches. The prevalence of data breaches has been noted by Cheng et al (2017).
They also revealed that organizations should seriously addressed this as this would lead to
reputational damages and threats to the entirety of the organization. Notably, result supports
the claim of Savelyev (2020) that there are existing gaps in the law regarding data privacy.
He noted that there is inadequacy in the law pertaining to claims of damages in data
protection. Previous studies also revealed the limitation of law on ensuring proper response
to cases involving data breaches (Jaquemain, 2020; Knetsch, 2022).

Moreover, item 5 “Processing of Personal Data” (Mean=3.25), item 16 “Subcontract of
Personal Data” (Mean= 3.17), item 8 “Technical security measures” (Mean=3.13), item 14
“Data Breach Notification” (Mean=3.12), item 15 “Breach Report “ (Mean=3.11), item 18
“Registration of Personal Data Processing Systems” (Mean=3.09), item 3 “ Records of
Processing Activities” (Mean=3.08), item 17 “Enforcement of DPA” (Mean=3.08) and item
19 “Notification of Automated Processing Operations” (Mean=3.08) got a weighted mean
equivalent to moderately implemented. The findings suggest that although efforts have been
made to address issues and concerns relevant to data privacy, there are still notable gaps that
need to be enhanced to achieve a more comprehensive approach with the law. Pitogo and
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Ching (2018) asserted that the low priority agenda of organizations and agencies had posited
challenges to its full implementation.

In terms of processing of personal data, this imply that organizations are aware of the
complexity of processing sensitive information and data. The process involved multifaceted
and critical handling pursuant to law. Saatci and Gunal (2019) asserted that certain protocols
in processing personal data became a necessity in any organization. As such, Busacca and
Monaca (2020) emphasized that while this is needed, the implementation became limited due
to various consideration and the crucial process it takes in the organization. On the other
hand, result of the item referring to subcontract of personal data, indicates that while
respondents understand the provision indicated in RA 10173, they also identified that
although it’s allowed in the law, it should ensure that proper safeguard and confidentiality of
personal data is at hand. Consent in data processing must be emphasized in the process
involving subcontract of sensitive information. This is similar with argument of Puustjarvi
and Puustjarvi (2016) that fragmented data such as personal health records must be properly
handled following the agreement and consent of the owner.

Responses to item referring to technical security measures indicates that while they
understand the need to provide sufficient measures, there are limitation in providing technical
assistance in data protection. In today’s changing landscape, organization must provide
encryption, access control and trust management to carefully safeguard the data (Hof, 2014).
However, it is argued by Mitali et al. (2022) that various limitations and vulnerabilities in
security IT related mechanism hinders the implementation of this measure. Notably, Pitogo
(2019) asserted that insufficiency of resources delimited the scope of agency and
organization in providing appropriate and relevant measure of data protection.

Interestingly, results pertain to data breach notification and breach report indicate that
organizations have established certain procedures for addressing data breaches, but there
might be a need to enhance and streamline these processes. It could also imply that there is
an opportunity to further clarify and strengthen the requirements and guidelines related to
data breach notification and reporting within the organization. This is in consonance with
Lagutina (2019) whose study revealed that organizations failed to provide effective
correspondence relevant to data breaches and cases involving such. He also emphasized that
to ensure strict compliance to data privacy law, organizations must provide mechanism to
effective respond to issues related to data privacy and security.
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As shown in Table 2, lack of awareness and emerging technologies (100 or 100%) were
identified as most challenging indicators in the implementation of data privacy. This could
imply that employees, at all levels, may not be sufficiently informed or educated about the
importance of safeguarding sensitive information and adhering to privacy protocols. This is
similar to the claim of Chua et al (2017) that lack of awareness may tend to increase the risk
of non-compliance to data privacy act. As mentioned by Pitogo (2019) in his study among
Local Government Units, deterrence to data privacy is the lack of awareness and
understanding to the provisions of the law.

Table 2. Challenges Encountered in Data Privacy Implementation

Challenges Frequency n=100 Percentage 100%
Lack of Awareness in DPA 100 100%
Lacks Appropriate Resources 75 75%
Complex Regulatory landscape 90 90%
Emerging Technologies 100 100%
DPO Appointment 49 49%

Significantly, emerging technologies is determined as one of the challenges that greatly
affects the implementation of data privacy. The data denotes that respondents viewed the
rapid advancement of technology as threat to data privacy measures. Xanthidis et al (2019)
noted that emergent technologies such as Big Data, Internet of things and other social media
platforms posed significant concerns to data confidentiality due to their data collection
capabilities and formidable threat to data breaches. This is supported by a similar claim of
Bertino (2016) whose study revealed that technologies may pervasively, effectively and
efficiently collect important and sensitive data. This is the case of hacking personal data using
emerging technologies (Erickson & Howard, 2007). Hence, Mohsin (2022) noted the
importance of providing cybersecurity in any organization.

Moreover, almost all the respondents (90 or 90%) believed that complex regulatory landscape
contributes to the non-compliance of the organization. This implies that there are laws that
may override some provisions of data privacy, Hence, proper training and seminar is needed.
Gonzales and Ching (2018) noted that data privacy law is multifaceted as it governs and
override existing laws. This is similar with Ching and Celis (2018) whose study revealed the
complexity of the law and the requirements for organizations to be compliant.

Furthermore, most of the respondents (75 or 75%) agreed that lack of appropriate resources
hurdles the implementation of data privacy. This suggests that organization is baffled to
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effectively to implement the provision of data privacy due to resource constraint. Pitogo
(2019) asserted that many organizations and agencies failed to establish a comprehensive
framework of implementing data privacy because of lack of resources. This was also evident
with Christen et al (2014) whose study revealed that effective implementation of data privacy
needs flexible and efficient resource mechanism.

Lastly, fewer than half of the respondents (49 or 49%) considered DPO appointment as
challenge to the implementation. This implies that respondents recognized the pivotal role
that data privacy officer plays in the proper and effective implementation of data privacy.
Data Privacy officer (DPO) is responsible in ensuring organization adheres to the data
processing regulations (Kupny, 2019). Sidlauskas (2021) asserted that the appointment of
DPO served as a fundamental measure of the principle of accountability enshrined in the
General Data Protection Regulation (GDPR) and other relevant laws.

5. Conclusion

With the advancement of technology and innovation, several issues and concerns relevant to
data privacy became prevalent. Thus, it is imperative for organization to ensure mechanism
in compliance to the Data Privacy law. Furthermore, human resource management units play
a very crucial role in this matter. Hence, they are considered as important part of the
organization as they hold the sensitive, confidential, and personal data of the employees.

Based on the findings revealed in this study, it is hereby concluded that the implementation
of Data Privacy among agencies and organizations is highly implemented. This indicates that
agencies and organizations are compelled to establish a framework that complies to the
provision of this law. Notably, the highest weighted mean was attributed to data protection
policies, suggesting a very high level of implementation. However, despite this overall
positive assessment, it is crucial to acknowledge the identified challenges. The study
highlights that the right to damages emerged with the lowest weighted mean, indicating a
moderate level of implementation. This underscores existing limitations within organizations
in effectively addressing issues related to data breaches. Noteworthy challenges include a
lack of awareness regarding the Data Privacy Act, insufficient resources, complexities in the
regulatory landscape, and concerns related to emerging technologies and the appointment of
Data Protection Officers (DPOs). In conclusion, while there is a commendable level of
implementation in data privacy practices, addressing these challenges is imperative for
ensuring comprehensive and effective data protection across agencies and organizations.
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Future efforts should focus on targeted interventions to overcome these limitations and
further enhance the overall data privacy framework.

6. Suggestions/Recommendations

The survey was carried out to describe the level of implementation of data privacy only.
Future research may include the determination of factors that predict the implementation
through regression analysis. This is to ascertain the key determinants influencing the
implementation of data privacy measures within organizations. Factors such as
organizational size, industry sector, leadership commitment, and regulatory compliance
could be explored to understand their impact on data privacy practices. Additionally, future
researcher may also compare the implementation levels of data privacy measures across
different industries or organizational sizes to identify variations and identify specific
challenges and strategies. Moreover, research may also improve the scope of the study since
this research does not provide a greater acquisition of opinions and perceptions. Thus, this
does not cover the total representative the population of Human Resource Management
Officers in the Philippines.
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