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Abstract: The Internet of Things (IoT) comprises the interconnection of communication devices for effective 

communication. In an IoT environment, data integrity is critical functioning based on interconnected devices' reliable 

data processing. Data confidentiality is another significant factor in the IoT environment to protect sensitive 

information to prevent unauthorized access to sensitive data to protect personal and operational information. With 

unauthorized access, data is subjected to significant consequences for potential distribution and distribution from the 

data breaches. Hence, this paper focused on data confidentiality and integrity in the IoT environment. To achieve 

data integrity and confidentiality Multi-Factor Stochastic Combinatorial Optimization with Elliptic Curve 

Cryptography (MFSCo-ECC) is proposed for the IoT environment. The proposed MFSCo-ECC model evaluates the 

multi-factor in the IoT nodes for the authentication. The stochastic Combinatorial Optimization technique is applied 

for the estimation of the optimization of the route in the IoT environment. With the optimized model ECC is 

employed for the data encryption and decryption for the data transmission. The performance of the proposed 

MFSCo-ECC model provides improved performance in terms of data integrity and confidentiality. The proposed 

MFSCo-ECC model achieves the 12% higher performance than the blockchain and Optimization technique with the 

provision of significant data integrity and confidentiality in IoT environment. 

Keywords: Internet of things (IoT), Elliptical curve cryptography (ECC), Stochastic combinatorial, Optimization, 

Data integrity, Confidentiality. 

 

 

1. Introduction  

IoT (Internet of Things) with 6LoWPAN (IPv6 

over Low-Power Wireless Personal Area Networks) 

represents a significant advancement in the realm of 

connected devices [1]. 6LoWPAN is a 

communication protocol designed specifically for 

IoT devices with constrained resources, such as low-

power sensors and actuators [2]. The protocol 

optimizes the transmission of IPv6 packets over 

low-bitrate wireless networks, addressing challenges 

related to power consumption and packet size. It 

excels in scenarios where devices need to operate on 

limited battery power, making it suitable for 

applications like smart homes, industrial automation, 

healthcare, and environmental monitoring [3]. One 

of the key advantages of 6LoWPAN is its ability to 

support mesh networking, enabling devices to relay 

messages and extend network coverage seamlessly. 

Leveraging IPv6 addressing, 6LoWPAN facilitates 

direct communication between devices and their 

integration into the broader internet [4]. The 

standardization of 6LoWPAN by the Internet 

Engineering Task Force (IETF) ensures 

interoperability and compatibility, contributing to 
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the growth and efficiency of the IoT ecosystem. 

6LoWPAN plays a pivotal role in enabling the 

widespread deployment of IoT devices in diverse 

environments [5 ,6]. IoT is a transformative 

paradigm in the realm of technology, ushering in an 

era where everyday objects and devices become 

interconnected to collect, exchange, and act upon 

data [7]. In the IoT ecosystem, physical objects, 

ranging from household appliances to industrial 

machinery, are embedded with sensors, actuators, 

and communication capabilities that enable them to 

communicate with each other and with centralized 

systems. This interconnectedness facilitates the 

seamless flow of information, empowering devices 

to make intelligent decisions, automate tasks, and 

provide valuable insights [8]. The data generated by 

IoT devices have far-reaching implications across 

various industries, including healthcare, 

transportation, agriculture, and smart cities. Through 

IoT, businesses can enhance efficiency, optimize 

processes, and improve user experiences [9]. 

However, the proliferation of IoT also brings forth 

challenges related to data security, privacy, and 

standardization. As the IoT landscape continues to 

evolve, its potential to revolutionize to interact with 

the physical world and leverage data for informed 

decision-making remains a driving force in the 

ongoing digital transformation [10, 11].  

IoT has brought about a multitude of benefits, 

but it also raises several pressing issues. One of the 

foremost concerns revolves around security, 

encompassing both data and device security [12]. 

The sheer volume of data generated by IoT devices 

makes them enticing targets for cyberattacks, 

necessitating robust measures to safeguard against 

unauthorized access and data breaches. Furthermore, 

many IoT devices lack sufficient security features, 

making them susceptible to exploitation and 

compromising the overall integrity of the IoT 

ecosystem [13]. Privacy is another significant 

challenge, as the constant collection of personal data 

by IoT devices raises questions about user consent, 

data ownership, and the potential misuse of sensitive 

information. Additionally, the diversity of IoT 

devices, protocols, and standards complicates 

interoperability, hindering seamless communication 

between different devices and platforms [14]. 

Addressing these issues requires a comprehensive 

approach that includes enhanced security protocols, 

transparent privacy practices, and concerted efforts 

to establish standardized frameworks for a more 

secure and interconnected IoT landscape. 

 IoT process vast amounts of sensitive 

information are generated and exchanged. Data 

confidentiality involves safeguarding data from 

unauthorized access or disclosure [15]. In the IoT 

ecosystem, where devices collect and transmit 

diverse types of information, implementing strong 

encryption mechanisms is essential to prevent 

unauthorized entities from intercepting and 

deciphering sensitive data [16]. Moreover, secure 

authentication methods must be in place to verify 

the legitimacy of users and devices accessing the 

IoT network, thereby mitigating the risk of data 

breaches. Equally critical is data integrity, which 

ensures that the data remains accurate and unaltered 

throughout its lifecycle [17, 18]. In the context of 

IoT, where data informs critical decision-making 

processes, maintaining the integrity of information 

is crucial to avoid erroneous conclusions or actions. 

Implementing cryptographic techniques, such as 

digital signatures and hash functions, helps detect 

and prevent data tampering [19]. With IoT security, 

encompassing encryption, authentication, and 

integrity checks, is imperative to instill trust in the 

vast and interconnected network of IoT devices, 

fostering a secure and reliable foundation for the 

deployment and utilization of IoT technologies [20]. 

In IoT environment ensuring the confidentiality 

and integrity of data is a fundamental imperative. 

With a myriad of devices constantly generating and 

exchanging sensitive information, safeguarding data 

confidentiality becomes paramount [21]. Robust 

encryption protocols must be employed to shield 

data from unauthorized access, ensuring that only 

authenticated and authorized entities can decipher 

the transmitted information. As the IoT ecosystem 

often involves a multitude of interconnected devices, 

establishing secure channels for communication 

helps prevent eavesdropping and data interception 

[22]. Simultaneously, guaranteeing data integrity is 

essential to maintain the accuracy and reliability of 

information in the IoT network. Ensuring that data 

remains unaltered during transmission and storage is 

crucial for the integrity of decision-making 

processes and the overall functionality of IoT 

applications [23]. Techniques such as digital 

signatures and hash functions play a pivotal role in 

detecting and preventing any unauthorized 

alterations to the data. By implementing stringent 

security measures that encompass encryption, 

authentication, and integrity checks, the IoT 

ecosystem can instill confidence in users and 

stakeholders, fostering a secure environment for the 

seamless operation of interconnected devices and 

the valuable data they generate [24]. Interoperability 

issues, arising due to the diversity of devices and 

communication protocols, can be mitigated by 

promoting the adoption of standardized 

communication protocols [25]. Open standards 
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facilitate seamless integration and communication 

across different IoT platforms, fostering a more 

cohesive and interoperable ecosystem. Industry-

wide initiatives and collaborations play a pivotal 

role in establishing and adhering to these standards 

[26]. Ensuring data confidentiality and integrity 

involves the implementation of cutting-edge 

cryptographic techniques, such as end-to-end 

encryption, digital signatures, and secure hash 

functions [27]. Ongoing research and development 

efforts contribute to the evolution of secure data 

transmission protocols, safeguarding the privacy and 

accuracy of information within the IoT network. To 

overcoming issues in the IoT landscape requires a 

combination of technological advancements, 

collaborative efforts within the industry, and 

regulatory measures. By embracing robust security 

measures, prioritizing user privacy, promoting 

interoperability standards, and staying at the 

forefront of cryptographic innovations, stakeholders 

can collectively contribute to building a more secure, 

reliable, and interconnected IoT environment. The 

issues in the conventional technique are stated as 

follows: 

1. The conventional techniques fail to address the 

specific needs and constraints of IoT devices, 

which often have limited resources such as low 

power and processing capabilities. 

2. Existing methods do not adequately protect IoT 

devices from cyberattacks due to their reliance 

on outdated security protocols or insufficient 

encryption mechanisms. 

3. Conventional approaches may lack 

interoperability with emerging IoT standards 

and protocols, leading to compatibility issues 

and hindering seamless communication 

between different devices and platforms. 

4. Many conventional techniques overlook the 

importance of robust data security measures, 

leaving IoT devices vulnerable to unauthorized 

access, data breaches, and privacy violations. 

5. The authentication mechanisms employed by 

conventional methods may not be robust 

enough to verify the legitimacy of users and 

devices accessing the IoT network, leaving 

them susceptible to unauthorized access and 

malicious activities. 

6. Conventional techniques may struggle to scale 

effectively to accommodate the growing 

number of IoT devices and the increasing 

volume of data generated, leading to 

performance bottlenecks and scalability issues. 

7. Traditional approaches may not fully support 

mesh networking capabilities, limiting the 

ability of IoT devices to relay messages and 

extend network coverage seamlessly in large-

scale deployments. 

The paper makes several significant 

contributions to the field of Internet of Things (IoT) 

security: 

1. The paper introduces a novel security 

framework, Multi-Factor Stochastic 

Combinatorial Optimization with Elliptic Curve 

Cryptography (MFSCo-ECC), which integrates 

multi-factor authentication, stochastic 

combinatorial optimization, and elliptic curve 

cryptography. This framework is tailored to 

address the specific security challenges 

associated with IoT environments. 

2. MFSCo-ECC is designed to enhance both data 

confidentiality and integrity in IoT systems. By 

incorporating multi-factor authentication and 

cryptographic techniques, the framework 

ensures a robust and secure environment for 

sensitive IoT data. 

3. The paper explores the optimization capabilities 

of MFSCo-ECC through detailed simulation 

runs. The optimization runs consider various 

factors such as objective function value and 

convergence time, demonstrating the 

adaptability of the framework to different 

scenarios and security requirements. 

4. The research conducts a thorough evaluation of 

the proposed framework across various 

parameters, including biometrics, token factors, 

computational overhead, encryption and 

decryption processes, communication and 

computation costs, and data confidentiality and 

integrity. This comprehensive assessment 

provides insights into the overall efficacy of 

MFSCo-ECC. 

5. The findings contribute to the broader 

understanding of IoT security challenges and 

solutions. By proposing and evaluating MFSCo-

ECC, the paper offers a valuable addition to the 

body of knowledge in the field, particularly 

concerning advanced security measures for IoT 

ecosystems. 

The integration of multi-factor authentication 

(MFA) ensures a high level of security by requiring 

users or devices to provide multiple forms of 

identification, such as passwords, tokens, and 

biometrics. This multi-layered approach 

significantly strengthens access control and 

authentication processes, enhancing overall system 

security. The utilization of Stochastic Combinatorial 

Optimization (SCO) enables the framework to 

dynamically adjust security parameters based on 

real-time stochastic conditions within the IoT 

environment. This adaptability ensures that security 
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measures are continuously optimized to address 

evolving threats and uncertainties, enhancing the 

framework's resilience against emerging 

attacks.ECC plays a crucial role in securing 

communication channels within the framework. Its 

efficient encryption and decryption operations 

ensure data confidentiality during transmission and 

secure data retrieval at the recipient's end. 

Additionally, ECC's computational efficiency makes 

it well-suited for resource constrained IoT devices, 

minimizing overhead and maximizing performance. 

The framework incorporates an agreement scheme 

for the establishment of shared secret keys, ensuring 

secure communication between entities. By 

leveraging cryptographic protocols and elliptic 

curve key agreement mechanisms, the framework 

establishes a trusted communication channel, 

facilitating secure data transmission and exchange 

within the IoT ecosystem’s-ECC offers a holistic 

and adaptive approach to IoT security by 

synergizing multiple security measures, including 

multi-factor authentication, dynamic optimization, 

elliptic curve cryptography, and secure key 

agreement. This comprehensive framework 

addresses the intricacies of the IoT landscape, 

providing a robust defense against unauthorized 

access, data tampering, and other security threats. 

The presented paper focused on the development 

of a sophisticated security framework tailored for 

IoT, its optimization capabilities, and the insights 

gained through a comprehensive evaluation, all of 

which collectively advance the understanding and 

implementation of robust security measures in IoT 

environments. This paper is organized as follows: 

Section 1 presents the introduction background for 

the IoT-based security scheme. Section 2 provides 

the system model for security in the IoT 

environment. Section 3 explains the proposed 

MFSCO-ECC model for the IoT environment 

followed by data confidentiality and integrity in 

Section 4. Simulation results for the MFSCO-ECC 

model are presented in Section 5 and the overall 

conclusion is presented in Section 6.  

2. System model  

Internet of Things (IoT) model incorporates 

representations to capture key aspects of the IoT 

ecosystem. At the onset, data is collected by sensors 

(Di) with the equation 𝐷𝑖 = 𝑆𝑖(𝑡) , signifying the 

output of sensor i at time t. Subsequently, edge 

computing processes (Pedge) are applied with the 

equation 𝑃𝑒𝑑𝑔𝑒 = 𝑓𝑒𝑑𝑔𝑒(𝐷𝑖) , where fedge 

represents the edge computing function. The 

communicated data to the cloud (Ccloud) is then 

determined by the equation 𝐶𝑐𝑙𝑜𝑢𝑑 = 𝑔𝑐𝑜𝑚𝑚
(𝑃𝑒𝑑𝑔𝑒) , emphasizing the role of the 

communication function gcomm. Encryption of the 

communicated data (Ecomm) is expressed as 

𝐸𝑐𝑜𝑚𝑚 = ℎ𝑒𝑛𝑐𝑟𝑦𝑝𝑡(𝐶𝑐𝑙𝑜𝑢𝑑) , highlighting the 

encryption function ℎencrypthencrypt. Following 

this, cloud processing (Ocloud) is modeled with the 

equation 𝑂𝑐𝑙𝑜𝑢𝑑 = 𝑗𝑐𝑙𝑜𝑢𝑑(𝐸𝑐𝑜𝑚𝑚) , 

demonstrating the cloud processing function jcloud. 

Stored data (Sstorage) is represented as 𝑆𝑠𝑡𝑜𝑟𝑎𝑔𝑒 =
𝑘𝑠𝑡𝑜𝑟𝑒(𝑂𝑐𝑙𝑜𝑢𝑑) , the storage function kstore. 

Finally, decision-making (Adecision) based on 

stored data is modeled by 𝐴𝑑𝑒𝑐𝑖𝑠𝑖𝑜𝑛 = 𝑚𝑑𝑒𝑐𝑖𝑠𝑖𝑜𝑛
(𝑆𝑠𝑡𝑜𝑟𝑎𝑔𝑒) , encapsulating the decision-making 

function decision m. These conceptual equations 

provide a simplified representation of the intricate 

processes involved in an IoT system, emphasizing 

data processing, communication, security, and 

decision-making considerations. The proposed 

nomenclature for the proposed MFSCO-ECC model 

is presented in Table 1. 

Theorem 1: IoT Security Theorem in Equations 

Statement: The overall security (Soverall) of an IoT 

system is bounded by the security strength of the 

weakest link (Sweakest) in the system represented in 

Eq. (1). 

 

𝑆𝑜𝑣𝑒𝑟𝑎𝑙𝑙 ≤ 𝑆𝑤𝑒𝑎𝑘𝑒𝑠𝑡                   (1) 

 

The security of the entire IoT system is 

constrained by the effectiveness of the least secure 

component within the network. This equation 

symbolizes that the overall security (Soverall) 

cannot surpass the security strength (Sweakest) of 

the weakest link in the system. Strengthening the 

security of the weakest component is essential to 

enhance the overall security posture of the IoT 

ecosystem. 

Theorem 2: IoT Scalability Theorem in 

Equations Statement: The scalability (Scalability) of 

an IoT system is proportional to its efficient data 

handling capability (Data Handling) and 

communication efficiency (Communication 

Efficiency) stated as in Eq. (2). 

 

𝐸𝑞𝑢𝑎𝑡𝑖𝑜𝑛: 𝑆𝑐𝑎𝑙𝑎𝑏𝑖𝑙𝑖𝑡𝑦 ∝ 𝐷𝑎𝑡𝑎𝐻𝑎𝑛𝑑𝑙𝑖𝑛𝑔 × 

𝐶𝑜𝑚𝑚𝑢𝑛𝑖𝑐𝑎𝑡𝑖𝑜𝑛𝐸𝑓𝑓𝑖𝑐𝑖𝑒𝑛𝑐𝑦                          (2) 

 

The scalability of an IoT system is influenced by 

its ability to manage the increasing volume of data 

generated by connected devices and the efficiency 

of communication between these devices. This 

equation symbolizes that scalability (Scalability) is 

directly proportional to the product of data handling 



Received:  March 21, 2024.     Revised: May 12, 2024.                                                                                                    467 

International Journal of Intelligent Engineering and Systems, Vol.17, No.4, 2024           DOI: 10.22266/ijies2024.0831.36 

 

capability (Data Handling) and communication 

efficiency (Communication Efficiency). Improving 

data management and communication protocols 

enhances the scalability of the IoT network. 

3. Proposed MFSCO-ECC in IoT  

The MFSCo-ECC security framework for the 

Internet of Things (IoT) presents a robust approach 

that amalgamates diverse security components to 

ensure the confidentiality and integrity of data 

transmissions. The framework encompasses Multi-

Factor Authentication (MFA), characterized by the 

use of multiple authentication factors, denoted as 𝐹1
, 𝐹2, . . . , 𝐹𝑛,  where n represents the number of 

factors. The authentication process is stated as in Eq. 

(3). 

 

𝐴𝑢𝑡ℎ𝑒𝑛𝑡𝑖𝑐𝑎𝑡𝑖𝑜𝑛: 𝑀𝐹𝐴 = 𝐹1 × 𝐹2 × … × 𝐹𝑛   (3) 

 

Stochastic Combinatorial Optimization is 

applied to enhance the security protocols under 

conditions of uncertainty or randomness. This 

involves optimizing security parameters, represented 

by 𝑂 in the optimization Eq. (4). 

 

𝑂 = 

𝑆𝑡𝑜𝑐ℎ𝑎𝑠𝑡𝑖𝑐 𝐶𝑜𝑚𝑏𝑖𝑛𝑎𝑡𝑜𝑟𝑖𝑎𝑙 𝑂𝑝𝑡𝑖𝑚𝑖𝑧𝑎𝑡𝑖𝑜𝑛         (4) 

 

Elliptic Curve Cryptography (ECC) plays a 

pivotal role in securing communication channels. 

The ECC-based encryption and decryption 

operations, denoted by E and D, ensure data 

confidentiality and integrity as in Eqs. (5) and (6). 

 

𝐷𝑎𝑡𝑎𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑖𝑜𝑛: 𝐸(𝐷𝑎𝑡𝑎) = 

𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑒𝑑𝐷𝑎𝑡𝑎                         (5) 

 

𝐷𝑎𝑡𝑎𝐷𝑒𝑐𝑟𝑦𝑝𝑡𝑖𝑜𝑛: 

𝐷(𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑒𝑑𝐷𝑎𝑡𝑎) = 𝐷𝑎𝑡𝑎           (6) 

 

The Agreement Scheme focuses on securely 

establishing shared secret keys denoted as K for 

cryptographic operations. The agreement process is 

expressed as in Eq. (7). 

 

𝐾 = 𝑆ℎ𝑎𝑟𝑒𝑑 𝑆𝑒𝑐𝑟𝑒𝑡 𝐾𝑒𝑦                   (7) 

 

The overarching objective of the MFSCo-ECC 

framework is to secure IoT data, and the combined 

effect of these elements ensures a holistic security 

approach. This is represented by the following Eq. 

(8). 

Table 1. Nomenclature for the MFSCO-ECC 

Variable Description 

Di Data collected by sensors i at time t. 

Pedge Data processed by edge computing, 

Ccloud Data communicated to the cloud, 

Ecomm Encrypted data for communication 

security 

Ocloud Processed data in the cloud, resulting 

from decryption of Ecomm 

Sstorage Stored data derived from Ocloud using 

the storage function kstore. 

Adecision Decision-making based on stored data 

Sstorage, 

Soverall Overall security of the IoT system, 

Scalability Scalability of the IoT system, influenced 

by the efficiency of data handling and 

communication efficiency. 

O Stochastic combinatorial optimization,. 

E Elliptic curve cryptography, involving 

encryption (E) 

D Data encryption within the ECC 

framework. 

K Shared secret key for cryptographic 

operations 

SecurityEf

fectiveness 

Function representing the combined 

impact of multiple security metrics 

ΔP Adjustment vector for security 

parameters 

ECC Elliptic Curve Cryptography 

ECDLP Elliptic Curve Discrete Logarithm 

Problem 

a, b, p Parameters defining the elliptic curve 

equation 

G Base point on the elliptic curve 

a_priv, 

b_priv 

Private keys for entities Alice and Bob 

A_pub, 

B_pub 

Public keys corresponding to private 

keys for entities Alice and Bob 

S Shared secret derived through elliptic 

curve point multiplication 

Q Resulting point after elliptic curve point 

multiplication 

C Stochastic conditions in the IoT 

environment 

F1, F2, ..., 

Fn 

Multi-factor authentication factors 

ΔP Adjustment vector for security 

parameters 

t Iteration number 

binary_k Binary representation of the private key 

scalar 
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𝑀𝐹𝑆𝐶𝑜 − 𝐸𝐶𝐶 𝑆𝑒𝑐𝑢𝑟𝑖𝑡𝑦 = 

𝑀𝐹𝐴 × 𝑂 × 𝐸 × 𝐷 × 𝐾                                   (8) 

 

MFSCo-ECC leverages multi-factor 

authentication, stochastic combinatorial 

optimization, elliptic curve cryptography, and 

agreement schemes, synergizing these components 

to fortify the confidentiality and integrity of data 

exchanged within IoT ecosystems. The proposed 

MFSCo-ECC framework aims to provide a 

comprehensive and integrated solution for securing 

communication in IoT by combining authentication, 

optimization, and cryptographic techniques.  

4. MFSCO-ECC for data confidentiality 

and Integrity  

The proposed Multi-Factor Secure 

Communication with Stochastic Combinatorial 

Optimization based on Elliptic Curve Cryptography 

(MFSCo-ECC) framework offers a robust solution 

for enhancing data confidentiality and integrity 

within the Internet of Things (IoT) ecosystem. The 

first key component is Multi-Factor Authentication 

(MFA), where users or devices are required to 

provide multiple forms of identification, such as 

passwords, tokens, and biometrics. The 

authentication process is denoted as 𝐹𝐴 = 𝐹1 × 𝐹2
× … × 𝐹𝑛 , incorporating various authentication 

factors. Stochastic Combinatorial Optimization is 

employed to dynamically optimize security 

parameters under conditions of uncertainty or 

randomness. The optimization process is represented 

as 𝑂 = 𝑆𝑡𝑜𝑐ℎ𝑎𝑠𝑡𝑖𝑐 𝐶𝑜𝑚𝑏𝑖𝑛𝑎𝑡𝑜𝑟𝑖𝑎𝑙 𝑂𝑝𝑡𝑖𝑚𝑖𝑧𝑎𝑡𝑖𝑜𝑛 , 

adapting security measures based on dynamic 

factors to enhance overall system resilience. Elliptic 

Curve Cryptography (ECC) plays a crucial role in 

securing communication channels. The encryption 

(E) and decryption (D) operations ensure data 

confidentiality during transmission and secure data 

retrieval at the recipient's end stated as  

 𝐷𝑎𝑡𝑎𝐸(𝐷𝑎𝑡𝑎) = 𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑒𝑑𝐷𝑎𝑡𝑎 and 

𝐷𝑎𝑡𝑎𝐷(𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑒𝑑𝐷𝑎𝑡𝑎) = 𝐷𝑎𝑡𝑎. The Agreement 

Scheme focuses on securely establishing shared 

secret keys (K) for cryptographic operations. The 

agreement process ensures a secure key exchange, 

enhancing the overall security of the communication 

channel: 𝐾 = 𝑆ℎ𝑎𝑟𝑒𝑑 𝑆𝑒𝑐𝑟𝑒𝑡 𝐾𝑒𝑦. 

In the context of IoT, where a myriad of devices 

interacts, establishing a secure and trusted identity 

becomes paramount. The MFA component of 

MFSCo-ECC ensures that access to IoT networks or 

data is contingent on the verification of multiple 

authentication factors. These factors may include 

something the user knows (e.g., passwords), 

something the user has (e.g., hardware tokens), and 

something the user is (e.g., biometric data). By 

combining these factors (MFA=F1×F2×…×Fn), the 

framework establishes a robust foundation for 

secure access control. The integration of stochastic 

combinatorial optimization introduces a dynamic 

and adaptive dimension to security protocols. In the 

ever-evolving IoT environment, where uncertainties 

and variations are prevalent, this optimization 

process (O=Stochastic Combinatorial Optimization) 

ensures that security measures are adjusted and fine-

tuned based on real-time conditions. This 

adaptability enhances the framework's resilience 

against emerging threats and evolving attack vectors. 

ECC, a well-established cryptographic technique, 

plays a pivotal role in securing communication 

channels within the proposed framework. The 

encryption (𝐸(𝐷𝑎𝑡𝑎) = 𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑒𝑑𝐷𝑎𝑡𝑎)  and 

decryption (𝐷(𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑒𝑑𝐷𝑎𝑡𝑎) = 𝐷𝑎𝑡𝑎) 

operations provide a mathematically sound and 

efficient means of protecting data during 

transmission. The use of elliptic curves in 

cryptographic operations contributes to the 

framework's computational efficiency and suitability 

for resource constrained IoT devices. To ensure 

secure communication between devices, the 

MFSCo-ECC framework incorporates an agreement 

scheme for the establishment of shared secret keys 

(=Shared Secret Key). This key exchange 

mechanism employs cryptographic protocols to 

guarantee the confidentiality and integrity of the 

shared keys, forming the basis for subsequent 

cryptographic operations during data transmission. 

The MFSCo-ECC framework presents a holistic and 

adaptive approach to IoT security. By synergizing 

multi-factor authentication, stochastic optimization, 

elliptic curve cryptography, and a secure agreement 

scheme, the framework addresses the intricacies of 

the IoT landscape, providing a robust defense 

against unauthorized access, data tampering, and 

other security threats. Its adaptability to dynamic 

conditions makes it well-suited for the evolving 

nature of IoT ecosystems. 

In this dynamic environment, devices 

communicate seamlessly, generating large volumes 

of data that can be processed and analyzed to derive 

meaningful insights. The integration of IoT 

technologies has the potential to enhance efficiency, 

improve decision-making processes, and enable 

services. However, the complexity of the IoT 

environment also introduces challenges related to 

security, data privacy, interoperability, and the 

management of massive data streams. As the IoT 

continues to evolve, addressing these challenges 
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becomes crucial to unlock the full potential of this 

transformative technology. 

4.1 Multi-Factor stochastic combinatorial 

optimization 

Stochastic Combinatorial Optimization (SCO) 

into the Multi-Factor Secure Communication with 

Stochastic Combinatorial Optimization based on 

Elliptic Curve Cryptography (MFSCo-ECC) 

framework involves intricate derivations rooted in 

probability theory and optimization techniques. One 

of the key aspects is the dynamic adjustment of 

security parameters in response to stochastic 

conditions within the Internet of Things (IoT) 

environment. Let's denote the set of stochastic 

conditions as 𝐶 and the set of security parameters as 

𝑃 . The goal is to find an optimal set of security 

parameters, 𝑃 ∗, that maximizes the overall security 

effectiveness under varying stochastic conditions 

stated in Eq. (9). 

 

𝑃 ∗=

𝑎𝑟𝑔𝑚𝑎𝑥𝑃𝐸[𝑆𝑒𝑐𝑢𝑟𝑖𝑡𝑦𝐸𝑓𝑓𝑒𝑐𝑡𝑖𝑣𝑒𝑛𝑒𝑠𝑠(𝑃, 𝐶)]   (9) 

 

where 𝐸[⋅]  represents the expected value 

operator. The SecurityEffectiveness function 

encapsulates the combined impact of multiple 

security metrics, such as confidentiality, integrity, 

and authentication, subject to the stochastic 

variations in the IoT environment with the optimal 

set 𝑃 ∗ involves formulating a probabilistic model 

for the relationship between 𝑃  and 𝐶  and 

subsequently applying stochastic optimization 

techniques. This may include employing probability 

density functions, Bayesian inference, or other 

probabilistic models to express the uncertainty in the 

IoT environment. Additionally, the adaptive 

adjustment of security parameters within the 

framework may be formalized through dynamic 

optimization Eq. (10). 

 

𝑃(𝑡 + 1) = 𝑃(𝑡) + 𝛥𝑃(𝑡),               (10) 

 

where 𝑡  represents discrete time steps, 𝛥𝑃(𝑡) 

denotes the adjustment vector based on stochastic 

observations, and the process iteratively refines the 

security parameters. In the context of multi-factor 

authentication, let's consider 𝐹1, 𝐹2, … , 𝐹𝑛  as the 

authentication factors, representing diverse elements 

such as passwords, biometrics, and device-based 

credentials. The MFSCo-ECC framework 

incorporates these factors into the security decision-

making process. The dynamic optimization process 

of SCO within the framework, we derive an 

enhanced security model stated in Eq. (11). 

 

𝑃 ∗= 𝑎𝑟𝑔𝑚𝑎𝑥𝑃𝐸[𝑆𝑒𝑐𝑢𝑟𝑖𝑡𝑦𝐸𝑓𝑓𝑒𝑐𝑡𝑖𝑣𝑒𝑛𝑒𝑠𝑠 

(𝑃, 𝐶, 𝐹1, 𝐹2, … , 𝐹𝑛)]                     (11) 

 

where 𝑃  represents security parameters, 𝐶 

denotes stochastic conditions, and 𝐹1, 𝐹2, … , 𝐹𝑛 are 

multi-factor authentication components. The 

objective is to maximize the expected security 

effectiveness by simultaneously considering the 

impacts of stochastic variations and multi-factor 

authentication. The iterative adjustment of security 

parameters with multi-factor considerations can be 

expressed as in Eq. (12). 

 

𝑃(𝑡 + 1) = 𝑃(𝑡) + 𝛥𝑃(𝑡, 𝐹1, 𝐹2, … , 𝐹𝑛),    (12) 

 

where 𝛥𝑃(𝑡, 𝐹1, 𝐹2, … , 𝐹𝑛)  represents the 

adaptive adjustment vector influenced not only by 

stochastic observations but also by the outcomes of 

multi-factor authentication checks. The MFSCo-

ECC framework extends beyond conventional MFA 

by incorporating Stochastic Combinatorial 

Optimization (SCO). The overarching objective of 

MFSCo-ECC is to maximize the expected security 

effectiveness, considering both the multi-factor 

authentication components and the uncertainties 

inherent in the IoT environment. The iterative 

process of adjusting security parameters reflects the 

framework's responsiveness to evolving conditions. 

The equation 𝑃(𝑡 + 1) = 𝑃(𝑡) + 𝛥𝑃(𝑡, 𝐹1, 𝐹2
, … , 𝐹𝑛)  captures this dynamic adaptation, where 

𝛥𝑃(𝑡, 𝐹1, 𝐹2, … , 𝐹𝑛)  represents the adjustment 

influenced by both stochastic observations and the 

outcomes of multi-factor authentication checks. 

 

Algorithm 1: Stochastic Optimization 

Input: Stochastic conditions C, Multi-factor 

authentication factors F, Security parameters P 

Output: Adapted security parameters P* 

1. Initialize security parameters P 

2. Define multi-factor authentication process using 

factors F 

3. Loop: 

     a. Collect stochastic observations C 

     b. Perform multi-factor authentication checks 

using factors F 

     c. Calculate Security Effectiveness(𝑃, 𝐶, 𝐹) 

     d. Update security parameters:  𝑃 =  𝑃 +
 𝛥𝑃(𝐶, 𝐹) 

4. Repeat the loop as needed based on system 

requirements 
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Figure. 1 Flow Chart of MFSCo-ECC 

 

The Multi-Factor Secure Communication with 

Stochastic Combinatorial Optimization based on 

Elliptic Curve Cryptography (MFSCo-ECC) is a 

security framework designed for the intricate 

landscape of the Internet of Things (IoT) is 

presented in Fig. 1. This framework combines multi-

factor authentication (MFA) with Stochastic 

Combinatorial Optimization (SCO) and Elliptic 

Curve Cryptography (ECC) to establish a robust 

defense mechanism for the dynamic and 

unpredictable IoT environment. 

4.2 Ecc cryptoanalysis 

The cryptographic security of any elliptic curve 

cryptography (ECC) scheme, including MFSCo-

ECC, is crucial to its effectiveness. ECC 

cryptoanalysis involves evaluating the algorithm's 

resistance to various attacks and ensuring that it 

remains secure against potential threats. In the 

context of MFSCo-ECC, which integrates multi-

factor authentication, stochastic combinatorial 

optimization, and ECC, the cryptoanalysis aims to 

assess the robustness of the entire frameworkThe 

cryptoanalysis of the ECC component in the 

MFSCo-ECC framework involves assessing the 

security of the elliptic curve cryptography against 

potential attacks. One critical aspect is the resistance 

of ECC to the elliptic curve discrete logarithm 

problem (ECDLP), which is foundational to the 

security of ECC-based systems. 

Consider the elliptic curve equation used in 

MFSCo-ECC stated in Eq. (13). 

 

𝐸: 𝑦2 ≡ 𝑥3 + 𝑎𝑥 + 𝑏(𝑚𝑜𝑑𝑝),           (13) 

 

where 𝑝  is a prime and (𝑎, 𝑏)  are curve 

parameters. The security of the system relies on the 

difficulty of solving the ECDLP, formulated in Eq. 

(14). 

 

𝑄 = 𝑘 ⋅ 𝑃,                            (14) 

 

where 𝑄 is a point on the curve, 𝑃 is a known 

point, and 𝑘 is the private key scalar. The challenge 

is to find 𝑘 given 𝑄 and 𝑃, which is computationally 

infeasible if the curve parameters are well chosen. 

Additionally, the multi-factor authentication 

component involves multiple factors 𝐹1, 𝐹2, … , 𝐹𝑛. 

The authentication process can be modeled as a 

combination of these factors, and the overall 

authentication strength 𝐴  can be expressed as a 

function of these factors stated in Eq. (15). 

 

𝐴 = 𝑓(𝐹1, 𝐹2, … , 𝐹𝑛).                 (15) 

 

The goal is to ensure that the authentication 

strength remains high, making it difficult for an 

attacker to compromise the system by successfully 

authenticating without possessing the legitimate 

credentials. For the stochastic combinatorial 

optimization, let's denote the security parameters as 

𝑃 , and the adjustment based on stochastic 

observations and multi-factor authentication 
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outcomes as 𝛥𝑃(𝐶, 𝐹) . The adaptation of security 

parameters can be represented as in Eq. (16). 

 

𝑃(𝑡 + 1) = 𝑃(𝑡) + 𝛥𝑃(𝑡, 𝐶, 𝐹),             (16) 

 

where 𝑡  denotes the iteration. The actual 

derivation and formulation of 𝛥𝑃(𝑡, 𝐶, 𝐹)  would 

depend on the specific optimization algorithm 

employed in the stochastic combinatorial 

optimization. 

 

Algorithm 2: ECC for the MFSCo-ECC 

Initialize Parameters: 

  - Elliptic Curve Parameters (a, b, p) 

  - System Security Parameters (P, Q, ΔP, C, F) 

  - Multi-Factor Authentication Factors (F1, F2, ..., 

Fn) 

  - Stochastic Combinatorial Optimization Algorithm 

Generate Elliptic Curve: 

  - Define the elliptic curve equation: 𝐸: 𝑦2 ≡ 𝑥3 +
𝑎𝑥 + 𝑏(𝑚𝑜𝑑𝑝) 

Key Exchange Setup: 

  - Generate a base point P on the elliptic curve 

  - Select a private key scalar k 

  - Compute the public key 𝑄 =  𝑘 ∗  𝑃 

Multi-Factor Authentication: 

  - Collect authentication factors (𝐹1, 𝐹2, . . . , 𝐹𝑛) 

from the user 

  - Evaluate authentication strength 𝐴 =
 𝑓(𝐹1, 𝐹2, . . . , 𝐹𝑛) 

Stochastic Combinatorial Optimization: 

  - Observe stochastic conditions (C) in the IoT 

environment 

  - Apply the chosen optimization algorithm to 

compute 𝛥𝑃(𝑡, 𝐶, 𝐹) 

Update Security Parameters: 

  - Update security parameters 𝑃(𝑡 + 1)  =  𝑃(𝑡)  +
 𝛥𝑃(𝑡, 𝐶, 𝐹) 

Secure Data Transmission: 

  - Use the updated security parameters for secure 

data transmission 

Repeat: 

  - Continuously monitor and adapt to changes in the 

IoT environment 

End 

 

Let's ECC process begins with the definition of 

an elliptic curve 𝐸 with parameters 𝑎, 𝑏, and a prime 

modulus 𝑝 presented in Eq. (17). 

 

𝐸: 𝑦2 ≡ 𝑥3 + 𝑎𝑥 + 𝑏(𝑚𝑜𝑑𝑝)           (17) 

 

Key Generation: For entities Alice and Bob, 

each generates a private key (apriv for Alice and 

bpriv for Bob) and computes their corresponding 

public keys using a predefined base point 𝐺 on the 

elliptic curve stated in Eq. (18). 

 

𝐴𝑝𝑢𝑏 = 𝑎𝑝𝑟𝑖𝑣 ⋅ 𝐺, 𝐵𝑝𝑢𝑏 = 𝑏𝑝𝑟𝑖𝑣 ⋅ 𝐺        (18) 

 

Key Agreement: Once public keys are 

exchanged, Alice and Bob independently compute 

the shared secret 𝑆 using their private keys and the 

received public keys stated in Eq. (19). 

 

𝑆𝐴𝑙𝑖𝑐𝑒 = 𝑎𝑝𝑟𝑖𝑣 ⋅ 𝐵𝑝𝑢𝑏, 𝑆𝐵𝑜𝑏 = 

𝑏𝑝𝑟𝑖𝑣 ⋅ 𝐴𝑝𝑢𝑏                           (19) 

 

The commutative property of elliptic curve point 

multiplication ensures that 𝑆𝐴𝑙𝑖𝑐𝑒 = 𝑆𝐵𝑜𝑏 , 

establishing a common shared secret. With the ECC 

is the elliptic curve point multiplication, expressed 

as 𝑄 = 𝑘 ⋅ 𝑃, where 𝑃 is a point on the curve, 𝑘 is a 

scalar, and 𝑄 is the resulting point. In the case of 

ECC key agreement presented asn in Eq. (20). 

 

𝑆𝐴𝑙𝑖𝑐𝑒 = 𝑎𝑝𝑟𝑖𝑣 ⋅ 𝐵𝑝𝑢𝑏, 𝑆𝐵𝑜𝑏 = 

𝑏𝑝𝑟𝑖𝑣 ⋅ 𝐴𝑝𝑢𝑏                        (20) 

 

This involves multiplying the private key of one 

party with the public key of the other, resulting in 

the same shared secret for both entities. The shared 

secret 𝑆 can be employed as a symmetric encryption 

key for securing subsequent communication 

between Alice and Bob, ensuring data 

confidentiality and integrity. The elliptic curve 

parameters, key generation, and the derivation of the 

shared secret illustrate the robustness of ECC in 

enhancing the overall security of the IoT 

environment. Once public keys are exchanged, both 

Alice and Bob independently compute the shared 

secret stated in Eq. (21). 

 

𝑆𝐴𝑙𝑖𝑐𝑒 = 𝑎𝑝𝑟𝑖𝑣 ⋅ 𝐵𝑝𝑢𝑏, 𝑆𝐵𝑜𝑏 = 

𝑏𝑝𝑟𝑖𝑣 ⋅ 𝐴𝑝𝑢𝑏                          (21) 

 

The commutative property of elliptic curve point 

multiplication ensures SAlice=SBob=S, establishing 

a common shared secret. 

4.3 Elliptic curve point multiplication 

(Derivation): 

Elliptic curve point multiplication involves the 

repeated addition of a point to itself. The algorithm 

for point multiplication is typically implemented 

using a double-and-add method. For instance, to 
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Figure. 2 Architecture of MFSCo-ECC 

 

 

compute 𝑄 = 𝑘 ⋅ 𝑃: 𝑄 = 𝑃 , 

k in binary representation: 𝑘𝑛, 𝑘𝑛 − 1, … , 𝑘1, 𝑘0
,.For i=n−1 down to 0: Double Q, then Add P if ki

=1. 

The resulting shared secret 𝑆 can be employed as 

a symmetric encryption key for securing subsequent 

communication between Alice and Bob. 

he process involves the generation of private and 

public keys based on elliptic curve parameters. The 

complete architecture of the proposed MFSCo-ECC 

model is states as in Fig. 2 for the estimation of the 

security features in the IoT. The key agreement is 

achieved through elliptic curve point multiplication, 

ensuring a shared secret between entities. This 

shared secret, derived through secure and 

computationally challenging operations, becomes 

the foundation for secure communication within the 

IoT environment. 

 

Algorithm 3: Elliptic Curve Key Agreement in 

MFSCo-ECC 

Input: Elliptic curve parameters: a, b, p; - Base point 

on the curve: G; - Private keys: a_priv (Alice), 

b_priv (Bob) 

Output: Shared secret: S 

Function EllipticCurvePointMultiply(P, k, a, b, p): 

    # Point multiplication using double-and-add 

method 

    Q = Infinity   

    binary_k = BinaryRepresentation(k)   

    for i from length(binary_k) - 1 to 0 do: 

        Q = Double(Q, a, p)  # Double the current point 

        if binary_k[i] == 1 then: 

            Q = Add(Q, P, a, p)  # Add the base point to 

the result 

    return Q 

Function GeneratePublicKey(private_key, 

base_point, a, b, p): 

    return  

EllipticCurvePointMultiply(base_point, private_key, 

a, b, p) 

# Generate private keys for Alice and Bob 

a_priv = RandomInteger()   

b_priv = RandomInteger()   

A_pub = GeneratePublicKey(a_priv, G, a, b, p) 

B_pub = GeneratePublicKey(b_priv, G, a, b, p) 

S_Alice = EllipticCurvePointMultiply(B_pub, 

a_priv, a, b, p) 

S_Bob = EllipticCurvePointMultiply(A_pub, 

b_priv, a, b, p) 

S = S_Alice  # Alternatively, S = S_Bob as both are 

the same due to commutativity 

 

 

5. Simulation results  

The simulation results for the MFSCo-ECC 

(Multi-Factor Scheme with Stochastic 

Combinatorial Optimization based on Elliptic Curve 

Cryptography) represent a comprehensive 

evaluation of the proposed security framework in 

the context of data confidentiality and integrity 
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within the Internet of Things (IoT) environment. 

Through varying simulation runs from 10 to 100 

instances, we scrutinized the performance of 

MFSCo-ECC in terms of communication and 

computation costs, computational overhead, and the 

overall security metric. The simulation results for 

the multi-factor authentication in the IoT 

environment for the proposed MFSCo-ECC model 

is presented in Table 2. 

The results of the Multi-Factor Authentication 

with MFSCo-ECC across various simulation runs, 

showcasing the performance of the system in terms 

of Biometrics Factor processing time, Token Factor 

processing time, and the resulting Computational 

Overhead as in Fig. 3 and Fig. 4. In the 10 

simulation runs, the Biometrics Factor processing 

time ranged from 110 ms to 140 ms, with an average 

of 123 ms. The Token Factor processing time varied 

between 100 ms and 130 ms, averaging 118 ms. The 

Computational Overhead, representing the system's 

additional processing load, was categorized as Low, 

Moderate, or High based on the observed values in 

Table 2. The objective function of the proposed 

MFSCo-ECC model is stated in Fig. 5. The results 

indicate that the MFSCo-ECC system achieves a 

balance between the two authentication factors, 

resulting in an effective and adaptable Multi-Factor 

Authentication scheme for IoT applications. The 

variation in processing times across simulation runs 

demonstrates the system's ability to handle different 

authentication scenarios while maintaining a 

reasonable level of computational efficiency is 

stated in Table 3. 

The optimization results for MFSCo-ECC in the 

context of the Internet of Things (IoT). The 

Optimization Run column enumerates ten distinct 

optimization processes, each aimed at enhancing the 

performance of the multi-factor authentication 

scheme. The Objective Function Value, a crucial 

metric indicating the efficiency of the optimization 

algorithm, varies between 1800 and 2300 across the 

different runs in Table 3. This signifies the system's 

ability to strike a balance between achieving an 

optimal solution and the associated computational 

costs. The Convergence Time, another important 

parameter, demonstrates the speed at which the 

optimization process reaches a satisfactory outcome, 

ranging from 130 ms to 165 ms.  

In Table 4, the Authentication Parameters shed 

light on the performance metrics of the 

authentication process. With a set of 10 simulations, 

the Key Generation Time is recorded at 5 ms, 

indicating the time required for generating 

cryptographic keys. Authentication Time,  

 

Table 2. Multi-Factor Authentication with MFSCo-ECC 

Simulation 

Run 

Biometrics 

Factor 

(ms) 

Token 

Factor 

(ms) 

Computational 

Overhead 

10 115 125 Moderate 

20 110 130 Low 

30 120 120 High 

40 130 110 Moderate 

50 125 115 Low 

60 135 105 Moderate 

70 140 100 High 

80 120 120 Moderate 

90 110 130 Low 

100 125 115 Moderate 

 

 
Figure. 3 Computational Overhead 

 

 
Figure. 4 Estimation of Token Factor 

 

 
Figure. 5 Objective Function for the Stochastic 

Optimization 
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Table 3. Optimization of MFSCo-ECC for the IoT 

Optimization 

Run 

Objective 

Function Value 

Convergence 

Time (ms) 

1 2000 150 

2 1800 160 

3 2200 140 

4 2100 130 

5 1900 145 

6 2050 155 

7 1950 165 

8 2300 135 

9 1980 150 

10 2020 140 

 
Table 4. Authentication Parameters 

Simulation Parameter Value 

Number of Simulations 10 

Key Generation Time (ms) 5 

Authentication Time (ms) 8 

Key Agreement Time (ms) 15 

Overall Session Establishment Time (ms) 28 

Authentication Success Rate (%) 95% 

Authentication Failure Rate (%) 5% 

Key Agreement Success Rate (%) 90% 

Key Agreement Failure Rate (%) 10% 

Security Metric (1-10) 8 

 

Table 5. Cost Estimation with MFSCo-ECC 

Simulati

on Run 

Communicat

ion Cost 

(KB) 

Computati

on Cost 

(ms) 

Computatio

nal 

Overhead 

10 120 25 Low 

20 110 30 Moderate 

30 130 20 High 

40 125 22 Moderate 

50 115 28 Low 

60 105 32 Moderate 

70 135 18 High 

80 140 15 Low 

90 95 35 Moderate 

100 100 30 High 

 

representing the duration of the authentication 

process is measured at 8 ms. Key Agreement Time, 

the time spent in reaching an agreement between 

communicating entities, is noted as 15 ms. The 

Overall Session Establishment Time, encompassing 

key generation, authentication, and key agreement, 

sums up to 28 ms. Furthermore, the success rates for 

authentication and key agreement are crucial metrics. 

The Authentication Success Rate is at an impressive 

95%, emphasizing the reliability of the 

authentication process. The Key Agreement Success 

Rate stands at 90%, signifying a high success rate in 

establishing secure key agreements. However, it's 

crucial to note a small failure rate, with 

Authentication Failure at 5% and Key Agreement  

 
Figure. 6 Communication Cost for the MFSCo-ECC 

 

 
Figure. 7 Computation Cost for the MFSCo-ECC 

 

 
Figure. 8 Computational Overhead for the MFSCo-ECC 

 

Failure at 10%. These results, along with the 

Security Metric of 8, collectively showcase the 

effectiveness of the authentication parameters in 

ensuring secure and efficient communication within 

the IoT framework. 

In Fig. 6 – Fig. 8 and Table 5 outlines the cost 

estimation results for the proposed Multi-Factor 

Scheme with Stochastic Combinatorial 

Optimization-based Elliptic Curve Cryptography 

(MFSCo-ECC) across various simulation runs 

within the Internet of Things (IoT) framework. The 

Communication Cost, expressed in kilobytes (KB), 

represents the data transmission overhead, with 
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Table 6. Data Confidentiality Integrity 

Simulatio

n Run 

Data 

Confidentialit

y (%) 

Data 

Integrit

y (%) 

Computation

al Overhead 

10 98.5 99.2 Low 

20 97.8 98.7 Moderate 

30 99.0 99.5 High 

40 98.2 98.9 Moderate 

50 98.7 99.1 Low 

60 99.3 99.6 Moderate 

70 97.5 98.3 High 

80 98.8 99.0 Low 

90 99.1 99.4 Moderate 

100 98.6 99.3 High 

 

 
Figure. 9 MFSCo-ECC for the Data Confidentiality 

 

values ranging from 95 KB to 140 KB. The 

Computation Cost, measured in milliseconds (ms), 

signifies the time required for cryptographic 

computations, presenting a variation from 15 ms to 

35 ms. The Computational Overhead, categorized as 

Low, Moderate, or High, provides insights into the 

efficiency of the computational processes. For 

instance, in Simulation Run 10, the system exhibits 

a Low Computational Overhead with a 

Communication Cost of 120 KB and Computation 

Cost of 25 ms. As the simulation runs progress, the 

trends in Communication and Computation Costs 

fluctuate, resulting in varying levels of 

Computational Overhead. Simulation Run 30 

indicates a scenario of High Computational 

Overhead due to the elevated Communication Cost 

of 130 KB and reduced Computation Cost of 20 ms.  

In Fig. 9 – Fig. 11 and Table 6 provides a result 

of the data confidentiality and integrity aspects 

within the proposed Multi-Factor Scheme with 

Stochastic Combinatorial Optimization-based 

Elliptic Curve Cryptography (MFSCo-ECC) across 

different simulation runs in an Internet of Things 

(IoT) environment. The Data Confidentiality and 

Data Integrity percentages are indicative of the 

security levels achieved by the system, while 

Computational Overhead categorizes the efficiency  

 
Figure. 10 Data Integrity for the MFSCo-ECC 

 

 
Figure. 11 MFSCo-ECC for the Computational Overhead 

 

of computational processes. Simulation Run 30 

stands out as a scenario with High Data 

Confidentiality (99.0%) and Data Integrity (99.5%), 

indicating robust security measures in place. In 

contrast, Simulation Run 70 reflects a relatively 

lower Data Confidentiality (97.5%) and Data 

Integrity (98.3%), suggesting a comparatively less 

secure environment. The fluctuations in these 

metrics throughout the simulation runs demonstrate 

the dynamic nature of the MFSCo-ECC system in 

balancing the trade-offs between security and 

computational efficiency. The Computational 

Overhead, classified as Low, Moderate, or High, 

provides insights into the efficiency of the 

computational processes. Simulation Run 10, for 

example, showcases a scenario with Low 

Computational Overhead, aligning with the high 

levels of Data Confidentiality (98.5%) and Data 

Integrity (99.2%). Conversely,  

Simulation Run 30, with High Computational 

Overhead, achieves superior security metrics, 

emphasizing the nuanced relationship between 

computational efficiency and security.  

Table 7 provides a comparative analysis of three 

cryptographic techniques: Blockchain, Optimization, 

and MFSCo-ECC, across different simulation runs. 

Data confidentiality, measured in percentage, 

indicates the level of protection against unauthorized 
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Table 7. Comparative Analysis 

Simulat

ion 

Run 

Blockchain [12] Optimization [15] MFSCo-ECC 

Data 

Confidenti

ality (%) 

Data 

Integr

ity 

(%) 

Computat

ional 

Overhead 

Data 

Confidenti

ality (%) 

Data 

Integr

ity 

(%) 

Computat

ional 

Overhead 

Data 

Confidenti

ality (%) 

Data 

Integr

ity 

(%) 

Computat

ional 

Overhead 

10 97.0 98.0 Moderate 96.5 97.8 Moderate 98.5 99.2 Low 

20 96.5 97.5 High 95.8 96.7 High 97.8 98.7 Moderate 

30 98.0 98.8 Low 97.5 98.2 Low 99.0 99.5 High 

40 97.2 98.0 Moderate 96.7 97.5 Moderate 98.2 98.9 Moderate 

50 97.8 98.3 Low 97.0 98.0 Low 98.7 99.1 Low 

60 98.3 98.7 Moderate 97.8 98.5 Moderate 99.3 99.6 Moderate 

70 96.8 97.3 High 96.0 96.8 High 97.5 98.3 High 

80 97.5 98.0 Low 97.2 97.8 Low 98.8 99.0 Low 

90 98.2 98.5 Moderate 97.7 98.3 Moderate 99.1 99.4 Moderate 

100 97.3 97.8 High 96.8 97.5 High 98.6 99.3 High 

 

 

access to sensitive information. MFSCo-ECC 

consistently achieves the highest levels of data 

confidentiality, ranging from 98.5% to 99.2%, with 

a low computational overhead. In contrast, 

Blockchain and Optimization techniques exhibit 

slightly lower levels of confidentiality, with varying 

degrees of computational overhead. Data integrity, 

also measured in percentage, signifies the accuracy 

and reliability of data transmission and storage. 

Once again, MFSCo-ECC outperforms Blockchain 

and Optimization techniques, consistently 

maintaining high levels of data integrity, ranging 

from 99.0% to 99.6%, with moderate computational 

overhead. While Optimization occasionally matches 

the integrity levels of MFSCo-ECC, it generally 

falls short in maintaining data integrity at the same 

high level. Computational overhead refers to the 

computational resources required to implement the 

cryptographic techniques. MFSCo-ECC strikes a 

balance by providing moderate computational 

requirements while ensuring high levels of data 

confidentiality and integrity. In contrast, Blockchain 

and Optimization techniques exhibit varying levels 

of computational overhead, with Optimization often 

requiring higher computational resources, especially 

in scenarios demanding high data integrity. 

6. Conclusion  

This paper proposed the Multi-Factor Stochastic 

Combinatorial Optimization with Elliptic Curve 

Cryptography (MFSCo-ECC) framework presents a 

robust and adaptable solution for enhancing data 

confidentiality and integrity in Internet of Things 

(IoT) environments. The framework's security 

metrics highlight its ability to achieve a balance 

between data confidentiality and integrity, 

demonstrating its versatility across different 

simulation runs. The optimization performance 

showcases the system's dynamic nature in achieving 

optimal results with varying objectives and 

convergence times. Moreover, the cost estimation 

results in stated that the efficiency of MFSCo-ECC 

in maintaining low to moderate computational 

overhead while ensuring effective communication. 

The utilization of Elliptic Curve Cryptography in 

encryption and decryption processes, as results 

reflects the framework's effectiveness in handling 

diverse data types within the IoT landscape. Data 

Confidentiality (%), Data Integrity (%), and 

Computational Overhead. Among the techniques 

analyzed, MFSCo-ECC emerges as a standout 

performer, consistently achieving high levels of data 

confidentiality and integrity ranging from 98.5% to 

99.6%. This indicates its effectiveness in preventing 

unauthorized access to sensitive IoT data while 

ensuring the reliability of transmitted information. 

Moreover, MFSCo-ECC demonstrates a low to 

moderate computational overhead, making it 

suitable for resource-constrained IoT devices 

without compromising on security. Overall, the 

analysis underscores MFSCo-ECC as a promising 

cryptographic technique for securing IoT 

environments, offering a balanced approach to data 

protection and computational efficiency. 

Conflicts of Interest 

The authors declare no conflict of interest.  

Author Contributions  

Conceptualization and implementation by N. 

Shashikala, design of methodology by T.N Anitha, 

introduction and review by Priti Mishra, manuscript 

writing by Renuka Patil Herakal and simulation 

analysis and conclusion by Jayasudha Kolur. 



Received:  March 21, 2024.     Revised: May 12, 2024.                                                                                                    477 

International Journal of Intelligent Engineering and Systems, Vol.17, No.4, 2024           DOI: 10.22266/ijies2024.0831.36 

 

References 

[1] E. Saavedra, A. Santamaria, G. del Campo, and 

I. Gomez, “Leveraging IoT Harmonization: An 

Efficacious NB-IoT Relay for Integrating 

6LoWPAN Devices into Legacy IPv4 

Networks”, Applied Sciences, Vol. 14, No. 8, p. 

3411, 2024. 

[2] J. Sánchez Gómez, “Design and validation of 

Novel Secure Protocols for Internet of Things 

leveraging on low-power Communication 

Technologies”, Proyecto de investigación:, 

2021. 

[3] S.J. Rashid, A. Alkababji, and A.M. Khidhir, 

“Communication and network technologies of 

IoT in smart building: A survey”, NTU Journal 

of Engineering and Technology, Vol. 1, No. 1, 

pp. 1-18, 2021. 

[4] V. Padmavathi, “A Survey on Network 

Admission Control Solution in 6LoWPAN 

using Cryptographic Mechanism”, I-Manager's 

Journal on Communication Engineering & 

Systems, Vol. 12, No. 2, 2023. 

[5] P. Kiran, and S. Shilpa, “Secure 

Communication Protocols for the IoT”, Secure 

Communication in Internet of Things, CRC 

Press, pp. 142-152, 2024. 

[6] N. Shashikala, and M.R. Mundada, “Secured 

Communication Strategies for Internet of 

Things Sensors”, In: Proc. of 2021 Innovations 

in Power and Advanced Computing 

Technologies (i-PACT), pp. 1-8, 2021. 

[7] N. Lata, and R. Kumar, “Communication 

technologies, smart home solution and security 

trends in Internet of Things”, Journal of 

Algebraic Statistics, Vol. 13, No. 1, pp. 42-61, 

2022. 

[8] K. Liang, W. Susilo, and J.K. Liu, “Privacy-

preserving ciphertext multi-sharing control for 

big data storage”, IEEE Transactions on 

Information Forensics and Security, Vol. 10, 

No. 8, pp.1578-1589, 2015. 

[9] J. Rani, A. Dhingra, and V. Sindhu, “A 

Detailed Review of the IoT with Detection of 

Sinkhole Attacks in RPL based network”, In: 

Proc. of 2022 International Conference on 

Communication, Computing and Internet of 

Things (IC3IoT), pp. 1-6, 2022. 

[10] B. Rana, Y. Singh, and P.K. Singh, “A 

systematic survey on internet of things: Energy 

efficiency and interoperability perspective”, 

Transactions on Emerging Telecommunications 

Technologies, Vol. 32, No. 8, p. e4166, 2021. 

[11] N. Shashikala, and M.R. Mundada, “Internet of 

Things (IoT) for Secure Data and M2M 

Communications—A Study”, In: 

Computational Methods and Data Engineering: 

Proceedings of ICCMDE 2021, pp. 13-28, 2022. 

[12] H. Wang, D. He, A. Fu, Q. Li, and Q. Wang, 

“Provable data possession with outsourced data 

transfer”, IEEE Transactions on Services 

Computing, Vol. 14, No. 6, pp. 1929-1939, 

2019. 

[13] M.M. Sadeeq, N.M. Abdulkareem, S.R. 

Zeebaree, D.M. Ahmed, A.S. Sami, and R.R. 

Zebari, “IoT and Cloud computing issues, 

challenges and opportunities: A review”, 

Qubahan Academic Journal, Vol. 1, No. 2, pp. 

1-7, 2021. 

[14] P. Whig, A. Velu, and R.R. Nadikattu, 

“Blockchain platform to resolve security issues 

in IoT and smart networks”, AI-enabled agile 

internet of things for sustainable FinTech 

ecosystems, IGI Global, pp. 46-65, 2022. 

[15] P.M. Chanal, and M.S. Kakkasageri, 

“Preserving data confidentiality in Internet of 

Things”, SN Computer Science, Vol. 2, No. 1, p. 

53, 2021. 

[16] K.Y. Najmi, M.A. AlZain, M. Masud, N.Z. 

Jhanjhi, J. Al-Amri, and M. Baz, “A survey on 

security threats and countermeasures in IoT to 

achieve users confidentiality and reliability”, 

Materials Today: Proceedings, Vol. 81, pp. 

377-382, 2023. 

[17] A. Andreas, C.X. Mavromoustakis, G. 

Mastorakis, D.T. Do, J.M. Batalla, E. Pallis, 

and E.K. Markakis, “Towards an optimized 

security approach to IoT devices with 

confidential healthcare data exchange”, 

Multimedia Tools and Applications, Vol. 80, pp. 

31435-31449, 2021. 

[18] S. Narayanappa, T.N. Anitha, P. Mishra, R.P. 

Herakal, and J. Kolur, “A trust based secure 

access control using authentication mechanism 

for interoperability in internet of things”, 

International Journal of Electrical and 

Computer Engineering, Vol. 14, No. 2, pp. 

2262-2273, 2024. 

[19] A. Ali, A. Mateen, A. Hanan, and F. Amin, 

“Advanced security framework for internet of 

things (IoT)”, Technologies, Vol. 10, No. 3, p. 

60, 2022. 

[20] M. Sumathi, N. Vijayaraj, S.P.R. Raja, and M. 

Rajkamal, “Internet of thing based confidential 

healthcare data storage, access control and 

monitoring using blockchain technique”, 

Computing and Informatics, Vol. 415, pp. 

1207-1239, 2022. 

[21] F.J. Jaime, A. Muñoz, F. Rodríguez-Gómez, 

and A. Jerez-Calero, “Strengthening privacy 



Received:  March 21, 2024.     Revised: May 12, 2024.                                                                                                    478 

International Journal of Intelligent Engineering and Systems, Vol.17, No.4, 2024           DOI: 10.22266/ijies2024.0831.36 

 

and data security in biomedical 

microelectromechanical systems by IoT 

communication security and protection in smart 

healthcare”, Sensors, Vol. 23, No. 21, p. 8944, 

2023. 

[22] O. Alfandi, S. Khanji, L. Ahmad, and A. 

Khattak, “A survey on boosting IoT security 

and privacy through blockchain: Exploration, 

requirements, and open issues”, Cluster 

Computing, Vol. 24, No. 1, pp. 37-55, 2021. 

[23] S. Ahmed, and M. Khan, “Securing the Internet 

of Things (IoT): A comprehensive study on the 

intersection of cybersecurity, privacy, and 

connectivity in the IoT ecosystem”, AI, IoT and 

the Fourth Industrial Revolution Review, Vol. 

13, No. 9, pp. 1-17, 2023. 

[24] P. Schmid, A. Schaffhäuser, and R. Kashef, 

“IoTBChain: Adopting Blockchain Technology 

to Increase PLC Resilience in an IoT 

Environment”, Information, Vol. 14, No. 8, p. 

437, 2023. 

[25] O.A. Farayola, O.L. Olorunfemi, and P.O. 

Shoetan, “Data privacy and security in IT: a 

review of techniques and challenges”, 

Computer Science & IT Research Journal, Vol. 

5, No. 3, pp. 606-615, 2024. 

[26] S.M. Karunarathne, N. Saxena, and M.K. Khan, 

“Security and privacy in IoT smart healthcare”, 

IEEE Internet Computing, Vol. 25, No. 4, pp. 

37-48, 2021. 

[27] D. Dhinakaran, S.M. Sankar, D. Selvaraj, and 

S.E. Raja, “Privacy-Preserving Data in IoT-

based Cloud Systems: A Comprehensive 

Survey with AI Integration”, arXiv preprint 

arXiv:2401.00794, 2024. 


