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INTRODUCTION

In these recent times, problems of the energy security
of various countries grow worse and assume more im-
portance. Manipulations with supplies of electric power
and energy resources bring the state to the brink of
catastrophe, because state of economy of various coun-
tries to a considerable degree depends on the state of
assurance in energy resources. In these conditions, ar-
rangement of conditions for neutralisation or elimination
of hazards (both for the entire energy system, and for
economy of the country) is the necessary condition of
existence and development of the state. In other words, it
is necessary to ensure energy security (hereinafter to be
referred to as the “EnS”) of the country. Energy security is
one of the most important components of the national
security; energy security is the condition, which is necessary
in order to ensure sustainable development of the state.
Energy security envisages achievement of the state of
assurance (namely, state of the technically reliable, stable,
economically efficient and ecologically safe assurance)
of energy resources in the sphere of economy, as well as
in the sphere of social protection of the state.

As for today, identification of the entire spectrum
of hazards to the EnS, classification of these hazards, as
well as identification of the approaches to assessing
the energy security state of the country is the actual
scientific task. Such assessing is of key importance for
identification of the rational methods of the national
security assurance (through increasing the national se-
curity). Analysis of the recent investigations and publi-
cations testifies that much attention is paid to inves-
tigation of issues of the EnS [1]. Unfortunately, lack of
systematicity is inherent to the majority of papers. In
other words, the EnS is only analysed in one of the as-
pects (resource, technological, and normative aspect).
In these conditions, hazards of the economic nature are
stated, for the most part, and considered as the main haz-
ards. This fact significantly narrows down potentialities
in respect of reliable and adequate assessing state of the
EnS in the country. Hazards to the EnS are as follows:
events of the short-time nature or long-run nature, which
can destabilise operation of the entire energy sector, limit
energy security or commit violation of energy security,as
well as which can cause failures/emergencies and other
negative consequences for the power industry, economy,
and general public at large [2].

The analysis, which was carried out, has made it
possible to perform conventional classification of various
hazards to the EnS in accordance with several groups:
economical hazards, social and political hazards, as well
as external, technological, and natural hazards.

Group of economical hazards to the EnS includes
the following hazards: lack of strategy of development
of the fuel and energy complex; excessive energy con-
sumption of economy, inefficiency of utilisation of fuel
and energy resources, counterproductive structure of the
fuel and energy complex of the state; shortage of funds
available for investment (scarcity of investment resources);
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financial instability, which is to ensure performance of
the entire energy sector; inefficient utilisation of fuel and
material resources; lack of reserves of the fuel and energy
resources; low innovation activity of energy enterprises;
inefficiency of tariff and price policy; high prices of fuel
and material resources; monopolistic behaviour of pro-
ducers, suppliers, and distributors of electric power and
fuel resources; imbalance of production and consumption
of fuel and energy resources.

Social and political hazards. This group of hazards
include the following hazards: instability in society; neg-
ative social and political events; unsound competition;
unlawful actions of authorities and managers of enter-
prises; low qualifications of personnel; criminalisation
of the “power supply business”.

External hazards: excessive dependence of economy
on the external monopolistic sources of supply of fuel and
energy resources, power-generating equipment, materials,
failures in performance of the contractual deliveries;
absence of diversification of the sources and methods of
the electrical power supply; discrimination measures from
the part of other countries; critical dependence of export
and import on the conditions of transportation through
territories of other countries.

Technological hazards: high degree of wear-and-
tear of the basic production assets at the enterprises
of the fuel and energy complex; low technical level and
quality of equipment and systems; non-observance of:
the operating and maintenance rules, workplace safety
and health regulations, and fire-prevention measures.

Natural hazards: natural disasters; natural anoma-
lous phenomena [3-5].

The purpose of the study is to present description
of possible approach to assessing hazards to energy se-
curity of the country within the framework of influence
of these hazards on the national security and economy
of the country.

MATERIALS AND METHODS

The main problem is connected with identification of
influence of these hazards on the level of the energy
security. In these conditions, classic approach in such
situations envisages [6] procedure of making payments
with the help of elements of the vector-matrix algebra.
For example, level (the current state) of the EnS (£, J) is
usually calculated taking into account the specific con-
tribution of each indicator.

Level of the energy security state is calculated as
the weighted product of the security levels of various
components of the energy system (1, 2):

n
Epns = Z a;E; 1)
i=1
n
a; =1 2
i=1
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where: E, . is actual current state of the EnS (as the
efficiency of performance of the entire energy system
of the state); a; is the degree of influence of each i-th
component of the energy system upon general security.

In other words, in order to implement this method,
it is necessary to determine dependence E, of the i-th
group of factors and evaluate (with the help of the expert
method or any other method) values of contributions «,
of each factor from a group of factors to general level
of the energy security [7].

That is, the task comes down to the fact that with
the help of the known functions E,-(m,-,-) of the m, factors
of each i-th group (i=1, n) to assess general level of the
EnS. From the point of view of the vector-matrix algebra,
function of efficiency E(m,) of any one of the components
of the entire system can be presented by the multidi-
mensional (j=1, m,) by vector (E) in the coordinate form
in such a manner (3):
where:E ,E,,E,,....E,, ..., E, are coordinates of the vec-
tor E, within the m-dimensional space with orthonormal
basis, which is represented as the pairwise otrhogonal

unit vectors i, j k, ..., s, ..., I; m, is quantity (=1, mi].) of the
factors, which are usually taken into account in the i-th
component (i=1, n) of the system. In these conditions, it
is assumed that multitude of coordinates (of elements)
E, (=1, n,j=1, m,) creates matrix in the following form (4):

Eyy Ep Egz - Eyj Eym

Eyr Ezp Epz e E2j Eym

E3zy Ezp Ezz - E3j E3m
||EU” - v wee s (4)

Eyy Ep Ejg - Ej Eim

Enl EnZ En3 Enj Enm

Elements of rows of this matrix are coordinates
of relevant vectors E. These coordinates are initial /
original data for calculation of values of modulus of the
vector E. Provided that this modulus is determined as
the scalar product of this same vector with itself (it is
equal to the sum of products of the coordinates having
the same names) or as the squared elements of the i-th
rows of the matrix ||E,.].|| in such a manner (5):

|E| =E = /(E-E)=\/E§1+Ei22 +Ei23+'"+Ei2j+'”+Ei2m=\/Z;n=1Ei2j (5)

In principle, this expression determines value of
efficiency E, of one or another component of the entire
system. Each coordinate of the E;th of vector (of the i-th
component), in its turn, is the function of the relevant
(ml.].-th) of the factor, which assists in increasing this
function.

RESULTS AND DISCUSSION

In accordance with such approach, the most complicated
problems are the following ones: identification of weight
of factors (a); identification of the actual form/view of
the function E, =flE) (1).

In order to solve these problems, it is proposed
to use the following approach [8], which is based on the
theory of the experiment planning (the experimental
design theory) [9], as well as on the group method of data
handling (GMDH) [10-14].

The following proposition is made for the selected
experts in the EnS issues: to assess influence of the
assembly of the identified hazards to energy security
upon general level of the energy security. It is proposed
the following for these experts: to fill in the table of
plans of the experiment (Table 1), which was compiled
in accordance with results of papers [12; 14].

Table 1. Plan of the experiment for assessing level of the energy security (E,, . J

the En.

Value of the integral

Value of the partial parameter
Sel:]. N°:‘ of parameter E_, in the
azards E, E, E E, E opinion of the expert
1.
2.

In other words, these experts will determine
general form of the dependence E, =fE) [11] with the
help of their intuitive methods. In these conditions, this
function will have the following form for the above-pro-
posed list of hazards:

Ethe Ens = f(Eec' Esp: Eext, Et, En) (6)
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where:E , E E, , E, E, are levels of economical, social
and political, external, technological and natural hazards
respectively.

At this stage, value E_ . is determined at the dis-
cretion of the selected expert in accordance with the
values of the input variables, while from this point on
this value will be used in order to ensure formalisation




of this dependence. In the cases of selection of several
experts, it is necessary to determine one of them, esti-
mates of which are the most reasonable. With this aim
in view, it is proposed to apply the “Kemeny median” [15].
Particularly, in order to derive the averaged outcome
estimate of the agreed group of experts, it is necessary
to minimise the total distance (metric) between binary
relations [11; 16].

Distance (metric) between binary relations A and B,
which are described as matrices ||a || and |[b]|, respec-
tively, is the following number (7):

d(4,B) = ) |ay — byl )

Summation is performed over all values i, j, that
is,the Kemeny distance is equal to the sum of modules of
differences of those elements, which stand at the same
places in the relevant matrices [17]. In order to perform
subsequent analysis, it will be necessary to select those
results of the experts’ work, which are the most averaged
values in respect of other estimates. In these conditions,
it is necessary to take into account that coefficient of
concordance (which characterises degree of the opinion
consistency of experts) must be not less than 0.75 [15].
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In the case of non-performance of this condition, group
of experts must be collected and formed once again.

In order to derive the dependence (2) in the explicit
form (in the form of a functional), the experiment plan,
which was completed by the selected expert, will be fur-
ther processed with the help of the GMDH, which makes
it possible to obtain the mathematically formalised con-
nection between values of the partial indicators and
value of the summarising indicator. In other words, it will
be possible to obtain the formalised description of the
expert’s subjective opinion [13]. The statement of the
problem in general terms will be presented as follows:
let there be a sample of “A” observations of the input X(i)
and of output Y(i) vectors. In accordance with the results
of these observations, it will be necessary to determine F(x)
on the condition that structure of the F(x) model is not
known. The most comprehensive dependence between
X(i) inputs and Y(i) outputs can be presented with the help
of the Kolmogorov-Gabor polynomial (as generalized
polynomial) [18].

Therefore, let there be the sample of X={x,,...,x,},
then such polynomial must have the form, which is pre-
sented in formula (8):

_ _ k k k k
y = f() = ap + a1 @ + B @527 + Xjym1 @iy + -+ g a0 + - ®)

where: j<y<k.

Immediate assessing the level of the energy se-
curity is performed due to substitution of actual values
of the partial indicators (E,, E,E,E, E ), which were
identified by experts, to the computational dependence,
which was derived on the basis of GMDH.

With the purpose of simplification of perception
of the derived results, it is proposed to perform normali-
sation of the calculated values within the range 0+1 (or
0+100%) provided that the following condition will be
kept and valid: the higher value, the higher hazard. In ac-
cordance with the results of assessing a hazard (on the
condition of application of the inverse analysis [10]), it
is possible to ensure formation of the list of main hazards
to energy security of the state, as well as to ensure de-
velopment of propositions in respect of neutralisation

of these hazards, as well as in respect of minimisation
of possible negative consequences for the national
economy of the state. In accordance with results of the
known approaches ([10; 19; 20]), it is proposed (in the
course of such analysis) to determine general level of
the national or economical security depending on the
current state of the energy security Q(£, /) (taking into
account goal of the investigation, it is possible to ignore
groups of the factors, which are not connected with the
energy security,and consider these factors as constants)
as dependence of such form:

Q(Ethe EnS) =1+ e Fens ()

Graph of the function Q(E, ) is presented in
Figure 1.

A
10 F—————— = — = — = — = = — = — -~~~ — —— -
Qmax———% _—— — —_— — —_— — -
Qmin___ /Iﬂ_________

| |

| |

| |

| |

| | >

min max

EnS EnS

Figure 1. Dependence of the national security of the state on the energy security
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In the case of application of such approach,

expression (1) will be presented in the form of (10)

however, this expression (as it was demonstrated by

E=Y" 0k =% a’i«/(EiEi) =X XL ER =Y \[Z}nﬂ(l —e )2

In order to increase reliability of the results, it
is proposed to apply the S-shaped curve (the Verhulst
equation) (Fig. 2) (11):

Q(EEnS) = 11)

1+ e Eens

1.0

&)

max

Qmin

results of practical investigations [11]) does not cor-
respond to actual processes.

(10)

In the case of application of such approach, range
of the acceptable values of the EnS narrows down, however,
rate of change in the relevant indicators is changed, and
this fact is confirmed by practice. In these conditions, there
will be no limitations in respect of consistency of forms

of the functions Q(E, ) and E, =fIE,,E E,E,E).

v

min
E EnS

max
E EnS

Figure 2. Dependence of the national security of the state on the energy security (the version, which
is proposed to apply)

Example of practical assessing the level of the
energy security. In order to ensure immediate and direct
assessing the level of the energy security, three experts
were selected, who have completed relevant tables
(Table 1) and assessed general level of the EnS depend-
ing on the values of partial hazards. These data were fur-
ther processed with the help of the GMDH Shell software
application, therefore, it was possible to derive relevant
functional, which describes connection between the input

and output parameters (this description was not included
to this paper due to great volume of this description).
The derived model is characterised by sufficiently high
accuracy in respect of the initial/original data (Fig. 3),and
this fact evidences working capacity of this model and
possibility of its application in the course of practical
activities. The derived values of the EnS and Q(E_ . ) levels
are presented in Figure 4 and Figure 5 (these results are
presented as the data of a hypothetical nature).

Figure 3. Estimate of accuracy of the derived model
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Error measure Absolute v Target: K

Postprocessed results Model fit Predictions

Number of observations 16 4

Max. negative error -1,22569E-13 |-4,61853E-14 )

Max. positive error 7,81597E-14 |1,30562E-13

Mean absolute error (MAE) 4,90719E-14 |5,42899E-14 &It st be close to 0
Root mean square error (RMSE) 5,87076E-14 |7,07333E-14

Residual sum -1,24345E-14 |7,86038E-14

Standard deviation fo residuals 5,87025E-14 |6,79488E-14 J

Coefficient of determination (R?) | 1 1 } It must be close (o 1
Correlation 1 1
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Figure 4. Change in the level of EnS for Ukraine during 2015-2020
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Figure 5. Change in the level of the national security depending on the EnS value

CONCLUSIONS
The proposed methodical approach is based on the ap-
plication of the state-of-the-art information technolo-
gies in respect of the intellectual analysis of the data.
It makes it possible to ensure adequate assessing the
level of the state energy security and its influence on
the national security. In future, this approach makes it
possible to carry out more substantiated investigations
of the energy security of the state, particularly,to determine
degree of influence of hazards, their interconnection, as
well as to develop the comprehensive system of relevant
indicators for assessing efficiency of the measures with

the purpose of further increasing level of the energy
security.

The above-presented example of the procedure
of calculations confirms working capacity of this ap-
proach and possibility of its application in the course
of assessing general state in the energy sphere. Subse-
quent investigations will be carried out with the pur-
pose of development of the scientifically substantiated
approach to identification of the relevant criterial values
of hazard indicators in order to ensure making adequate
decisions in respect of making relevant decisions.
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MeToaAnYHUM NipXig 0o ouiHIOBaHHSA piBHSA eHepreTUYHOI 6e3neKn aepXkaBu
Ta ii BNAMBY Ha HauioHasibHY 6e3neKy Ta eKOHOMIKY KpaiHU

Oner Muxaiinosuuy CemeHeHko?', Onekciit IBaHoBuuy Conomuubkmit?, Metpo BacunboBuu OHOGPpiituyK?,
IpuHa MarsiiBHa YepHuwoBsa?, Jlecs BaneHTuHiBHa CKypiHeBcbKa®, PomaH OnekcaHaposuy Mekynak?

'HauioHanbHWit aBiauiiHWit yHiBEpCUTET
03048, Byn. MepoBa, 1, M. Kuis, YkpaiHa

2LleHTpanbHMUiA HayKOBO-A0CAIAHWUIA IHCTUTYT 36poiHMX Cun YkpaiHu
03049, npocn. NoiTpodnotcbkmin, 28, M. Kuis, YkpaiHa

*HauioHanbHWit yHiBepcUTET 060POHM YKpaiHu iMeHi |BaHa YepHAXOBCbKOro
03049, npocn. NoiTpodnotcbkuin, 28, M. Kuis, YkpaiHa

AHoTauia. Y cTaTTi BUKNAAEHUI MOXIMBMIA METOAMYHUIA NiAXiA A0 OLLHIOBAHHA PiBHA eHEpPreTUUYHOI 6e3neku AepxaBu
Ta ii BNAMBY Ha HauioHanbHy 6e3neky. [1ns 3abe3neyeHHs HaNeXHOro piBHS HaLioHaNbHOI 6e3nekn aepxaBu NOTPiIOHO
OLiHWUTM 3arpo3un y LIMPOKOMY Koni chep, 30KpeMa y eHepreTuyHin cdepi. ABTOpU NPONOHYIOTb BapiaHT PO3BA3aHHA
Liei npobnemMu 3a AONOMOroK 3aCTOCYBaHHA Cy4aCHUX iHDOPMALIMHUX TEXHOMON HAa OCHOBI IHTENEKTYyasbHOro
aHani3y CTaTUCTUYHUX AaHWUX. Y HAYKOBIM CTaTTi aBTOPM HaAAKTb 3araibHUM ONUC METOAMYHOIO NiAX0AY OLiHIOBAHHS
3arpo3 piBHS eHepreTnyHoi 6e3neku. Miaxia rpyHTYETbCS Ha KOMMIEKCHOMY BMKOPWUCTaHHI rpynoBMX eKCNepTHUX
OLHOK, Teopii NJIaHyBaHHSA eKCMepUMEHTY Ta METOAY rpynoBOro BpaxyBaHHS apryMeHTIB. 3anponoHOBaHMI Niaxig,
XapaKTepU3YyETbCA BIAHOCHOK MPOCTOTOK TA 3PYYHICTIO 3 TOYKM 30PY BUKOPUCTAHHSA BXE iCHYHOUMX NPOrpaMHmMX
npoayktie. OTpMMaHi 3a MOro 4ONOMOroK pe3ynbTaTi Nerko iHTepnpeTyTbCa Ta NiAAATLCS aHanisy. KpiM uboro y
CTaTTi NPONOHYETLCA BiNbW aAEKBATHWI NiAXiA O BU3HAYEHHS 3B3KY PiBHS EHEPreTMUYHOI 6e3nekn Ta HaLioHaNbHOT
6e3neku gepxasn.Y CTaTTi NPONOHYETLCS NPUKAL OLiHIOBAHHS PiBHS eHepreTU4Hoi 6e3neku 3 BUSHAYEHHAM SBHOMO
BMAY PO3paxyHKOBOro GyHKLioHany 3a gonomorot nporpamu GMDH Shell, wo f03B0ASE NiABULLNTY AOCTOBIPHICTb
OTPMMAHUX AAHUX NOPIBHAHO 3 BigOMMMM niaxonamu. MNoganblwi gocnigkeHHs 6yayTb NPOBOAMTUCA B HAMNPAMI
po3po06/ieHHs HayKOBO OBI'PYHTOBAHOIO MiAXOAY [0 BU3HAUYEHHS BIAMOBIAHUX KpUTEPiafIbHUX 3HAaYEHb MOKA3HMKIB
3arpo3 a1 3abe3neyeHHs NPUAHATTS afeKBaTHMX PillleHb WOAO pearyBaHHs Ha Li 3arpo3u

KntouoBi cnoBa: HauioHanbHa 6e3neka, eKOHOMIKa KpaiHu, nporpamHe 3abe3neyeHHss GMDH Shell, iHbopmaLiitHi
TEXHONOrii, eHepreTuka
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