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Abstract: Tamper detection and localization are essential things in fragile image watermarking to carry out the
authentication process. The tampering method continues to evolve from general and complex tampering. This study
proposes a tamper detection and localization technique that can withstand a variety of standard and complex attacks
with a combination of bidiagonal singular value decomposition, blockwise and group block for authentication. The
least significant bit method is used in the embedding process to increase imperceptibility. By combining these methods,
fragile image watermarking is produced that is robust against various common tampers such as type | and type 11 copy-
paste, rotate, text addition, and noise addition, as well as various complex attacks such as vector quantization, collage,
content only and constant feature. The tamper detection rate is more than 0.99, and the average PSNR value is 51.85
dB. This shows that the proposed method is robust against various tampers and has excellent imperceptibility.
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1. Introduction

The rapid development of technology in
information and communication technology has a
positive impact on people's lives, namely sending text
messages and even multimedia such as digital
images[1]. Currently, there are many valuable
applications for manipulating digital images, where
this manipulation cannot be detected by the human
visual system (HVS) [2]. Changing or falsifying
digital image content can have a negative impact on
the information sent. This can lead to misperceptions
and hoax news. Even medical images can cause
misdiagnosis, thus requiring protection during
transmission[2, 3].

Image watermarking is one of the most popular
methods widely used for copyright protection or
authentication [2-5]. There are three watermarking
models based on their use: fragile, semi-fragile and
robust. These three methods have different
approaches in securing digital images. In robust
watermarking, watermarks are embedded robustly to
withstand various image manipulations such as
adding noise, blurring, cropping, rotation, and others
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[3-5]. Semi-fragile watermarking will be strong
against accidental attacks but fragile against
intentional attacks [6, 7]. Meanwhile, fragile
watermarking is used for authentication because it is
sensitive to minor manipulations [2]. The more
sophisticated the technology, the more sophisticated
the image manipulation, so the three watermarking
models are equally important to develop.

In particular, how fragile image watermarking
works is that it must be able to detect attacks or
manipulations that occur in the image. The attack or
manipulation may occur in a part of the image area or
the entire image area, the location of a certain part of
the image. The area of the image that is being
manipulated must be known so that it can facilitate
the authentication process. The authentication
process must be strong and secure to accurately and
precisely find the tamper's location [8, 9]. Some
common tamper attacks are copy-paste attacks,
removing content, adding text or adding noise. In a
copy-paste attack, a part of the watermarked image is
usually copied and pasted into another image or copy-
pasted the other way around. There are also several
complex attacks, these attacks are generally designed
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to hide interference, some of these attacks include
vector quantization attack (VQA), collage attack
(CA), content only attack (COA), constant feature
attack (CFA) [2, 10]. The ability of the fragile
watermarking method to detect tampering can be
determined by measuring tools such as the true
positive rate (TPR) or often also called the tamper
detection rate (TDR), true negative rate (TNR) or
false positive rate (FPR), and precision (p), where
when these three measuring instruments have a value
close to 1, it means that the quality of tamper
detection is getting better [2, 11, 12].

The imperceptibility aspect also determines the
quality of fragile image watermarking. This aspect
means that the watermark embedded in the image
cannot be felt by the human senses, especially the
visual system. The most widely used instruments to
measure imperceptibility quality are PSNR and
SSIM[13]. Fragile image watermarking can be
designed in the spatial domain as in research [11, 14—
16] or transformation domain [1, 17, 18] or these
combination [2, 19, 20]. Determination of methods
and domains can influence the results and advantages
of the method in certain aspects. So this study aims to
design a fragile watermarking method that can
perform tamper detection and localization with

accuracy and precision and has good imperceptibility.

The strategy is to propose a combination of frequency
and spatial domains. The bidiagonal singular value
decomposition (BSVD) represents the frequency
domain, while the spatial domain represents the least
significant bit (LSB) method. The embedding
technique uses block and group block methods so the
watermark can be used for tamper detection. Further
to understand the reasons, hypotheses, motivations
and contributions of the proposed method are
explained in section two. The total section in this
paper is five, whereas in section three the stages of
method testing are explained in detail. Section four
on method implementation and analysis the results,
and finally the research conclusions.

2. Motivation and contribution

Research is motivated by several related kinds of
research. In research [16] LSB method is proposed to
perform tamper detection and localization on fragile
image watermarking. A watermark in the form of
authentication bits is embedded in every two LSB of
image pixels. This method's detection accuracy of
damaged areas can reach 90%. In research [21] LSB
method is also proposed. The LSB method is
combined with the local binary pattern (LBP)
operator. LBP determines rough and smooth image
areas, embedding watermarks to be more adaptive.
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As a result, the proposed method can improve the
imperceptibility aspect of the watermarked image.

Research [14] proposed a method based on least
significant bit (LSB) and logistic map. The logistics
map has a sensitivity feature that is used to generate
watermarks. The logistic map's purpose is to create a
more secure watermark for the authentication process.
Before embedding the watermark, an XOR operation
is performed with intermediate significant bits (1ISB)
and then embedded with the LSB method on the
cover image. The results of the testing of this method
get imperceptibility up to more than 51dB PSNR and
have the efficiency in detecting and locating areas
affected by tampering. The tamper detection trials
were general tampering such as cropping, copy-
pasting, adding noise and adding text.

Research [19] proposed a combination of LSB,
singular value decomposition(SVD), and Arnold
chaotic map (ACM) methods. The SVD process is
carried out first, and then the embedding is carried out
using the LSB method. Embedding is done by block
to form 10-bit authentication and group block to form
6-bit group authentication. The ACM method is used
to scramble blocks and improve watermark security.
The combination of LSB and SVD methods for
embedding watermarks in images can withstand
general attacks and complex attacks such as VQA.
Unfortunately, the evidence in this research is only
the visual presentation of data without numerical data
with TPR and TNR. Meanwhile, the imperceptibility
level of the proposed method is also more than 51dB
based on the PSNR value.

Study [20] also uses a method similar to research
[19], namely LSB, SVD and ACM. The blocking
technique is also carried out with the same size,
namely 4x4. The difference is that this method can
self-recover images with a 20-bits recovery, while the
number of authentication bits used is 12-bits. This
method is applied to medical images and obtains
excellent FNR values for various general attack
models and VQA. But the FPR value is around 0.31-
0.89. Another measuring instrument NCC uses is the
NCC value, which produces a value close to 1. For
the imperceptibility aspect, PSNR is 51dB.

Research [2] proposed the SVD, LSB+MSB and
logistic map methods focus more on tamper detection
and localization processes. At the initial stage, the
image is divided into small blocks measuring 2x2.
While the 8-bits watermark is made with 6 MSB of
pixel blocks, logistic maps and SVD. Watermark
security is also enhanced with median value
encryption. Embedding is done on 2-LSBs cover
images. This method has advantages in tamper
detection and localization with TPR value > 0.99,
TNR and p = 1 for 100% tamper ratio. Tests were
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carried out on various general and complex tamper
such as VQA, CA, COA and CFA.

From the several state-of-the-art methods above,
it appears that the use of SVD and LSB methods is
one of the best combinations for designing fragile
image watermarking. There is steganographic
research [22] which uses the SVD diagonal.
Bidiagonal SVD is claimed to be more secure than
SVD to be applied to data hiding methods such as
steganography and watermarking, so in this research
the Bidiagonal SVD and LSB methods are proposed.
A more detailed explanation of the research focus on
tamper detection and localization, bidiagonal SVD
and the proposed method is proposed in section 3.

3. Method
3.1 Tamper detection and localization

Tamper detection and localization is one of the
most important processes in fragile image
watermarking. The procedure for the tamper
detection process is to identify and locate areas of the
image that are suspected of having been tampered
with or manipulated[1, 2, 18]. This is done by using
an extracted watermark compared to the original.
Generally, the shape of the tamper will form an area
with a white or black color according to the area
affected by the tamper. So the process of embedding
the watermark must be done in such a way that it can
form a pattern of the area affected by the tamper. The
more similar the detected tamper area to the original
one, the more reliable the method is. To do this, the
embedding stage is generally added authentication
bits. Generally by doing blocking techniques, in some
research such as [2, 19, 20, 23] also uses the SVD
method to generate authentication bits after blocking.
Furthermore, to measure the accuracy of tamper
detection can be used measuring instruments TPR,
TNR and precision(p) which can be calculated with
Eq. (1), Eq. (2) and Eq. (3) respectively.

TPR = —— 1)
TP+FN
TNR = — )
TN+FP
TP
P = Tpirp C)

Where TP means the number of tampered blocks
classified as tampered, FN means the number of
tampered Dblocks classified as not tampered, TN
means the number of untampered blocks classified as
untampered, and FP means the number of
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untampered blocks classified as tampered. The
perfect TPR, TNR and p values are 1.

3.2 Bidiagonal SVD

SVD is a tool that can transform a matrix (A) into
three matrices, consisting of two orthogonal matrices
(U and transpose V) and a diagonal/singular matrix
(S). SVD can be calculated by Eqg. (4), more detailed
description of SVD can be seen in Eq. (5) [24].

a;; M2 - apn
A= |21 OG22 =USVT (4)
an.i,l Am,n
Up Y12 e Uy
U= u%,1 Uz,2
u7;l,1 Umn
s11. 0 .. 0 7
a
s=17 . o] ®
0 0 0 spnl
Vi1 Viz o Qg T
V= 172.,1 V2,2
Un,1 Umn

Where m,n is matrix size, UTU =T and VTV =1,
I is the identity matrix [25].

SVD has been widely used in image
watermarking and steganography in data hiding
science. The use of SVD in robust image
watermarking is widely used because of its resistance
to various geometric attacks, as well as superior
stability [4, 26]. Meanwhile, the SVD method is
widely applied in fragile image watermarking to
generate authentication bits before the watermark
embedding process [2, 19, 20, 23]. This proves that
the use of SVD has an important role in various image
watermarking methods.

The research [22] bidiagonal SVD (BSVD)
method is proposed for image steganography.
Steganography has something in common with
watermarking, namely data embedding. BSVD is a
derivative of SVD, which has similar values but a
different approach. BSVD can be calculated by Eg.
(6).

A=U,BVF (6)

In BSVD U, is an orthonormal matrix with size

m X n, V, is a unitary matrix, and B is strictly an
upper diagonal matrix. Bidiagonalization is the

DOI: 10.22266/ijies2022.1231.30



Received: August 10, 2022. Revised: August 31, 2022.

B, | B

B, | Bs | Bs | Bs | Bs | By

By | o | e | e | | - o | e | Be | | Bs
By | o | w | | Bs
Bg
By | v | w | « | B
(@) (b)

Figure 1. Block group in a scramble and after descramble
image: (a) scramble blocks and (b) descramble blocks

decomposition of unitary matrices on dense, left and
right unitary matrices. A series of Householder
reflections achieve this process applied alternately
from left and right, known as Golub - Kahan
bidiagonalization. If the SVD is calculated by an
iterative scheme to get a singular value, then the
BSVD is obtained by calculating the finite operation.
From Eqg. (6) SVD of B can be calculated by Eq. (7).
So the BSVD of A can be calculated by Eq. (8).

B = UzBV¥ (7)
A= U UgSVEVT (8)

From the calculation example above, it can be
concluded that the BSVD method logically produces
better security for data hiding cases. Because to carry
out the extraction process, more "keys" are needed.
In particular, making authentication bits is more
complex and secure for fragile image watermarking.

3.3 Proposed scheme

Based on the results of state-of-the-art
identification in section 2, as well as analysis and
hypotheses from sections 3.1 and 3.2, the study
proposes the fragile image watermarking method by
combining the 8x8 blocking method followed by the
bidiagonal SVD and LSB to improve detection and
localization for authentication performance. At the
same time, they are increasing the imperceptibility of
watermarked images. In detail, this method is
described in two main processes, the first is
embedding, and the second is extraction and tamper
detection.

3.3.1 Embedding stage

The embedding stage requires input as a cover
image and a watermark. The recommended
watermark size is the same as the cover image size or
the same as the block size. The difference is that the
cover image has a depth of 8 bits and the watermark
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image has a depth of 1 bit or a binary image. So the
embedding capacity in this method is 1 bit per byte.
For this method to be strong from complex attacks
such as VQA, CA, COA and CFA, the group block
technique was adopted from [19]. In more detail, the
embedding process is explained as follows:

1. The cover image that has been read is stored
in the CI variable, then replaced with all
LSBs on all pixels in the block to zero.

2. Next, the blockwise process is carried out
with a size of 8x8 on the cover image with
size N X N, where N = 512, so 4096 blocks
will be generated.

3. Do Arnold chaotic map for the scrambling
block with Eq. (9)

Fl=1E o2 Bl eroavi®) @

Where x,y is block position, x',y’" is

block position after scrambling, a,b is a

positive integer, NB is the number of blocks.

4. Perform BSVD on each block, then take each

matrix S. Then trace with a map with a range

of [0 65,536]. In this process, authentication

bits will be obtained for each block (AutB)
with a length of 16 bits, see Eq. (10).

AuthB,,, = |Trace,, mod 65536  (10)

Where Tracey,, (x,y € [1,%]

5. From all existing blocks, do grouping for
every 8 blocks. Then descrambling the block
so that the position of the block group
becomes random, see Fig.1

6. Calculate the 16-bit AutG value by
calculating the absolute mean value of AutB
and then modulus 65,536, see Eq. (11).

AutB
AutGyj = |21‘T"y

mod 65536 (1)

7. Extends AutG bit to 48bit with joint function
like Eq.(12).

AutGl-j =j0int(AutGl- ~AutGij,AutGij

jr

Make a logistic sequence so that it produces
a length of 64 sequences with adaptive
parameters (pa) with a range of [3, 3.5],
based on the mean value of block pixels, such
as Eq. (13).
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8. Combine AutB and AutG so that 64-bit
authentication is obtained, then XOR with a
binary watermark image to produce an auth
binary watermark image.

9. Embed the auth binary watermark image
according to the high-order logistics
sequence on the LSB pixel block.

10. Repeat step 9 until all blocks are embedded
with an auth binary watermark so that a
watermarked image with a size of N X N is
obtained.

11. To measure the imperceptibility quality of the
watermarked image, use the PSNR and SSIM
measuring instruments, each with Eq. (14)
and Eq. (15) [13].

2
maxpy

snr = 10lo 14
p 910( 1 Zé\’:lzjil(wzj—oij)z) (14)

NZ
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ssim = (15)

u3+uz,+¢,)(03+0%,+C,
othw otow

C, = (0.01 x D)?

Where W for watermarked image, O for the
original cover image, max,, for the largest pixel
value of the cover image, u for luminance mean
intensity, o for contrast standard deviation, and D
for pixel value dynamic range. To illustrate the
proposed embedding stages, see Fig. 3.

3.3.2 Extraction and tampering detection stage

Tampering detection and localization are
integrated with the extraction stage. Two inputs are
also needed at this stage: the watermarked image and
the original binary watermark. As an illustration of
the proposed extraction process, see Fig. 3, and
further explained as follows:

1. Read the watermark image and then break it

into small blocks with a size of 8x8.

2. Do scrambling on watermarked image blocks.

3. Split the image into two parts, namely the

LSB plane and the 7-MSBs plane
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Figure. 4 Image dataset used: (a) baboon, (b) cameraman,
(c) F16, (d) Lena, (e) Lake, (f) 5555.pgm, (g) 10000.pgm,
and (h) binary watermark

Table 1. Imperceptibility measurement results

Image PSNR (dB) SSIM
Baboon 51.984 0.9983
Cameraman 51.632 0.9981
F16 51.983 0.9987
Lena 51.8311 0.9990
Lake 51.7267 0.9982
5555.pgm 51.9827 0.9998
10000.pgm 51.8709 0.9997
Avg 100 img 51.8501 0.9991
Avg all Image 51.8576 0.9989

4. Generate sequence using logistic map using

the 7-MSBs plane, then generate
authentication bits using LSB and the
sequence.
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5. On the image blocks on the 7-MSB plane do
BSVD and then take the singular matrix to
generate 16-bit AutB.

6. Generate 48-bit AuthG by performing a
group block process.

7. Use 48-bit AutG and authentication bits for
matching process on each block

8. Use 16-bit AutB and authentication bits for
the second stage of the matching process, the
result will be two kinds of bits, namely bits
with a value of 0 as authentication bits and
bits with a value of 1 for unauthentication bits.

9. Combine authentication bits and
unauthentication bits into one matrix of
watermark bits.

10. Read the original binary watermark image
then perform the XOR operation with the
watermark bit

11. Perform ACM descramble block, then get
extracted watermark image with tamper
detection and localization

12. To measure the quality of tamper detection
and localization, use the TPR, TNR and
precision measuring instruments contained in
Egs. (1-3).

4. Implementation and analysis

The study was tested using several images on a
standard dataset that can be downloaded at [27], and
100 sample images from BossBase 1.01 dataset [28].
All images used are 512x512 with 8-bit depth, while
the watermark image uses images of the same size
with 1-bit depth or binary images. In Fig. 4 is a
sample dataset used in this research.

It should be noted that all image datasets are not
preprocessed, such as cropping or resizing, and all
images have the same size. It's just that the entire
BossBase dataset is re-saved with the bitmap(BMP)
extension. Similarly, all watermarked images are
saved with the BMP extension after embedding. The
entire testing process is carried out with the Matlab
2016a application. Implementation of the method, the
watermarked image is saved with the extension
bitmap (bmp). The results of the embedding process
are presented in Table 1. While the sample results are
presented in Fig. 5

Based on the data presented in Table 1, it can be
seen that the proposed method has an average PSNR
value of more than 52dB, as well as an SSIM value
of more than 0.999. This value indicates that the
imperceptibility quality of the proposed method is in
the very good category both in terms of error rate and
based on structure, luminance or image contrast. [13].
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Figure. 5 Sample watermarked image results: (a)
watermarked 10000.pgm.bmp, (b) tamper detection
without attack, (c) original histogram and (d)
watermarked histogram

Table 2. Average imperceptibility comparison

Method PSNR (dB) SSIM
Method [19] 51.14 -
Method [14] 51.14 0.9969
Method [10] 51.14 0.9978
Method [2] 44.16 -

Proposed 51.83 0.9985

Fig. 5 (a) also shows that visually the
watermarked image has no visible difference, as well
as in Fig. 5 (c) and (d), it appears that the histograms
of the two images are very minimally different and
appear identical. As a comparison of the average
PSNR and SSIM results on the standard image
dataset (without the Boss base dataset) is presented in
Table 2. It can be seen the proposed method is
superior in imperceptibility quality, both based on
PSNR and SSIM values.

In the extraction and tamper detection stages, the
proposed method is tested with three tamper
detection measuring instruments, namely TPR, TNR
and precision. These three measuring tools have been
discussed in section 3.1. Fig. 5 (b) shows that tamper
detection results on watermarked images without
attack can be carried out perfectly. The TPR, TNR
and precision values are all 1. However, the tamper
test needs to be carried out. Several samples of the
tamper testing performed are shown in Table 3.

Based on the data shown in Table 3, the proposed
method has very good results in various attacks,
especially in various complex attacks and some
general attacks, except for noise addition and
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Table 3. Average imperceptibility comparison

Attack
Results

Extracted
Watermark

Attack Type
Results

Cropping 6.25%

TPR=1

TNR=1
p=1

Results

Cropping 25%

TPR=0.9907

TNR=0.9753
p=0.9853

Rotate 90°
TPR=0.9985
TNR=0.9957

p=0.9971

Text Addition

Hacked TPR=0.9931

TNR=0.9865
p=0.9850

Noise Addition
TPR=0.9873
TNR=0.9582

p=0.9598

Copy Paste
Type |
TPR=1
TNR=1

p=1

Copy Paste
Type Il

TPR=0.9998
TNR=0.9997
p=0.9998

VQA

TPR=0.9935

TNR=0.9917
p=0.9898

CA

TPR=0.9997

TNR=0.9998
p=0.9998

COA

TPR=0.9998

TNR=0.9999
p=0.9998

CFA
TPR=0.9997
TNR=0.9997

p=0.9996

p=0.9916
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Table 4. Average tamper detection comparison
Method | TPR | TNR Attack

types
Method | 0.9933 - - Copy-paste
[20] type 1&Il,
content
removal, tex
addition,
VQA
Method | 0.9800 - 0.9755 Text
[14] addition,
Noise
addition,
cropping
attack
Method | 1.0000 - - Copy-paste
[10] type 1&ll,
content
removal, tex
addition,
noise
addition,
VQA, CA,
COA, CFA
Copy-paste
type 1&I1,
content
removal, tex
addition,
noise
addition,
VQA, CA,
COA, CFA
Cropping,
Copy-paste
type | &Il,
Rotate, Text
addition,
Noise
addition
VQA, CA,
COA, CFA

Precision

Method [2]| 0.9979 | 0.9999 | 0.9999

Proposed | 0.9964 | 0.9907 | 0.9916

cropping 25%. This method can only produce TPR,
TNR and precision around 0.95, 0.98 and 0.95,
respectively. The average value of TPR, TNR and
precision of all attacks is around 9.99, compared with
state-of-the-art methods in Table 4.

Based on the data presented in Table 4, it appears
that the test results of the tamper detection method
produce very good results, although they are not the
most superior. For example, on [10], The test was
carried out on TPR without TNR and precision. Actually,
there are other measuring instruments used besides TNR,
namely FPR. The value is the opposite of TNR, where the
FPR value must be close to zero to get an excellent value.
Although the TPR produces a perfect score, the FPR value
in the study [10] is inconsistent, especially in the noise
addition attack, the value of FPR = 27,588, which is the
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same as TNR =72,412. The proposed method, on average,
is not superior to the research [2], but the difference is not
far. Compared to the imperceptibility side, the proposed
method is superior to all state-of-the-art methods, see
Table 2. This shows that the hypotheses described in
sections one and two are proven. Using bidiagonal SVD
can improve the authentication and imperceptibility
process. But BSVD cannot be separated from its
combination with blockwise and group block methods to
ward off complex attacks.

5. Conclusions

The fragile image watermarking method is used
to perform the image authentication process. This
method is designed to be fragile against tampering
but able to detect tamper and localize it. This study
proposes a combination of BSVD, blockwise and
block group methods to improve the authentication
process. Using a larger sub-block size, the
authentication bit size is enlarged and tends to be
more secure. It has been proven that the proposed
method has an excellent tamper detection rate with
TPR =0.9964, TNR = 0.9907 and precision = 0.9916
from the average of all types of standard and complex
attacks. Another important aspect of fragile image
watermarking is imperceptibility. Applying the LSB
method for embedding combined with BSVD and
ACM processes for processing watermarks before
embedding succeeded in increasing imperceptibility
with an average PSNR = 51.8576 and SSIM = 0.99809.
It can be clearly concluded that the proposed method
is strong against damage detection and imperceptible.
In the future, this research needs to be improved to be
able to recover image damage from various attacks.
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