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Abstract

One of the educational challenges faced by Latin American universities is the development of digital 
citizenship competence in their students on issues of digital identity, security and privacy online. The 
aim of the study was to identify the perception of Mexican and Colombian university students towards 
the preventive measures of online privacy. For that purpose, a mixed-cut study was carried out. For the 
quantitative part, a survey made up of 20 items was applied to 1,245 university students. Meanwhile, 
for the qualitative part, 42 university students were asked to answer open questions. The quantitative 
analysis was carried out using descriptive and inferential statistics for data by country and gender. In 
order to test the hypotheses about the existence of significant differences, the Kruskal-Wallis test was 
chosen. While for the qualitative part, the university student responses were transcribed, the information 
was organized, and the main contributions of the students were presented. The results indicate that 
Mexican and Colombian university students have a favorable attitude towards preventive measures of 
online privacy. No significant differences were detected in the items on preventive measures of online 
privacy with respect to the variables Country, and Gender. The stories of the university student show a 
late development in the attitudes and skills regarding preventive measures of online privacy that begins 
with entering university, and that is consolidated over time. In addition, inconsistencies were detected 
between the favorable attitude expressed by students towards a broad use of online care with respect to 
the informants' narratives.
Keywords: comparative studies, digital competence, digital citizenship, online privacy, university 
students

Introduction

The development of digital competence in the educational community becomes the 
vehicle that encourages the training of students who can act as responsible digital citizens. 
In this sense, one of the educational challenges faced by Latin American universities is the 
development of digital citizenship competence in their students on issues of digital identity, 
security and privacy online. Therefore, identifying the perception of university students towards 
online privacy preventive measures allows providing information for the design of institutional 
educational strategies to improve digital competences of the students.

Digital competence is the “set of knowledge, skills, attitudes, strategies and values what 
are required when using ICT and digital media to perform tasks, solve problems, communicate, 
manage information, collaborate, create and share content, and build knowledge…” (Ferrari, 
2012, p. 43). Through the European project DIGCOMP, a common framework of digital 
competences based on knowledge, skills and attitudes is proposed. It encompasses five areas: 
information, communication, content creation, security, and problem solving. With regard 
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to safety, it implies the protection of devices, personal data, health and the environment or 
environment (Ferrari, 2013).

In the same way, other international organizations such as ISTE (International Society for 
Technology in Education) have developed standards to help educators and educational leaders 
around the world prepare students to prosper in work and life. In this standard there is an item on 
the development of digital citizenship in students: The ISTE standard states that “Digital Citizen 
Students recognize the rights, responsibilities and opportunities of living, learning and working 
in an interconnected digital world, and they act in ways that are safe, legal and ethical”. Two 
key aspects of the standard are closely related to online privacy: “Students manage their digital 
identities and reputations within school policy, including demonstrating an understanding of 
how digital actions are never fully erasable”; and also “Students demonstrate an understanding 
of what personal data is and how to keep it private and secure, including the awareness of terms 
such as encryption, HTTPS, password, cookies and computer viruses...” (ISTE, 2016).

In the cases indicated, both the European standard (DIGCOMP) and the United States 
(ISTE) highlight the relevance of the development of digital competence in both teachers and 
students, including aspects related to security and privacy management digital. Hence, the 
university understood as an institution that generates social inclusion, has the responsibility to 
assume the commitment that the management of digital skills implies in its academic community 
and in the society in which it is immersed. Likewise, it should be considered as one of the 
fundamental professional competencies in the profile of the university graduate. According 
to these international standards, the development of digital competences of both teachers and 
students in any educational institution includes the assimilation of protection mechanisms on 
aspects of security and privacy online.

Various researchers pointed out that the expression of online privacy is related to the 
establishment of controls over personal information, as well as the freedom to decide when 
and how to disclose certain information to others, determination of being able to control the 
information (Herrera-Aguilar and Sepulveda, 2018; Saldaña 2007). In this way, security is 
distinguished as the general measures to protect information, while privacy is related to the 
visibility of personal information and the content that is published, as well as the people with 
whom they interact and are authorized to share information.

According to Matzner et al. (2015), Internet users rarely implement privacy and data 
protection strategies, so online privacy literacy emerges as a potential solution for this topic. In 
this way, there was an increasing attention to identify the individual´s skills and knowledge to 
navigate the Internet safely and responsibly. For instance, Morrison (2013) found that the level 
of literacy was rather low, and that people often overestimated their knowledge. Meanwhile, 
Park (2013) analyzed three dimensions of online privacy literacy and found that higher levels 
in all three dimensions predicted data protection.

Mansur (2018) proposed a comprehensive model of online privacy literacy that outlines 
several factual privacy knowledge areas, privacy-related reflection abilities, privacy and data 
protection skills, and privacy-related critical thinking abilities. Factual privacy knowledge is 
related with: (1) Knowledge about data collection, data analysis, and data sharing practices 
of online service providers; (2) Knowledge about data collection and surveillance practices of 
institutions and governments; (3) Technical knowledge about privacy and data protection; (4) 
Knowledge about privacy and data protection law; (5) Knowledge about horizontal dynamics 
and related privacy risks.

Privacy related reflection ability is related with: (1) Ability to reflect privacy needs 
in different online environments; (2) Ability to identify privacy risks in different online 
environments; (3) Ability to reflect and evaluate one´s own behavior and relation to one´s 
privacy needs. While Privacy and data protection skills are related with: (1) Awareness about and 
implementation of data parsimony as a form of passive privacy regulation; (2) Implementation 
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of preventive data protection strategies on the vertical level; (3) Privacy-related media selection 
in light of privacy-affecting characteristics of different media; (4) Implementation of platform or 
media-specific privacy and data protection strategies. Finally, Privacy-related critical ability is 
related with: (1) Ability to critically analyze and question societal structures, processes, norms, 
and practices related to privacy; (2) Realization of social responsibility and implementation of 
practices that can influence individual and/or societal change.

In this regard, in a study published by Chamarro et al. (2016), the researchers found 
three privacy patterns: protective, in which users only receive messages from friends and from 
friends of friends; restricted, in which teens are open to meeting new friends; and exposed, 
which highlights the exhibition of information and content open to the entire public. In the 
same way, Herrera-Aguilar and Sepulveda (2018) identified in their study four categories that 
collected the reflection on how students handle privacy on the Internet. Most of the participants 
refer to an informative self-management; another significant part points to the implementation 
of a regulation and a self-regulation; a third widely supported position is the impossibility of 
privacy on the Internet; finally, a small part indicates the importance that should be given to it 
for full use of the different devices on the network.

Research Problem 

Various institutions such as UNESCO, UNICEF, and the OECD recognize that digital 
security is a difficult challenge in all areas, particularly in the generation of digital competences 
in both teachers and students so that they can interact digitally in a safe and responsible way. 
In the same way, educational institutions in various countries have recognized the relevance 
of online privacy both within school and outside of it (Gallego-Arrufat et al., 2019). This 
recognition of the relevance of online privacy in students is manifested in aspects such as the 
use of protection and prevention measures for their personal data as well as avoiding online 
risks (harassment, virtual intimidation, among others).

In the Latin American context, there is a need for digitally competent teachers so that 
they can train their university students to act as responsible digital citizen (Gisbert et al., 
2016; INTEF, 2016; Llorente, 2008; Lugo and Ruiz, 2016; Maris et al., 2008; Salinas and 
Silva, 2014; Selwyn, 2013; Silva et al., 2016; Suárez et al., 2010). In this sense, Morales et 
al., 2020 has pointed out that the greatest challenge in many of the Latin American countries 
is that educational institutions sponsored by a national educational public policy include in 
their teacher training programs, the development of digital competence, its evaluation, and its 
eventual certification.

Few studies have focused on the development of online privacy and security competence 
in university students, or on the training of teachers on this topic. Instead, an important part 
of the literature has focused on the assessment of technological or information literacy. In this 
sense, research by Yan (2009) and Shin (2015) have highlighted that both students and teachers 
do not receive sufficient training on issues of security and privacy online.

The current Latin American Society characterized by a gradual but growing adoption of 
a digital culture requires useful teachers, experts, and oriented to train critical and responsible 
citizens. This situation has also been reported in other regions of the world. Various studies 
have pointed out the need for educational institutions to adopt a coherent approach that ensures 
training to promote safety as a high priority issue in education, especially in teacher training 
programs (Barrow and Heywood-Everett, 2006; Woollard et al., 2009; Chou and Peng, 2011; 
Engen et al., 2015; Shin, 2015).

De-Waal and Grösser (2014) have analyzed the level of mastery of students and teachers 
towards topics related to digital security. These researchers found that the two groups analyzed 
showed a low level of mastery on these topics. For its part, Gallego-Arrufat et al. (2019) have 
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highlighted the need to strengthen the development of digital competences oriented to security 
and privacy in university teachers with a view to transmitting these knowledge and skills to 
their students so that they can perform as responsible digital citizens.

Hence, a growing need has been revealed to develop both training courses for teachers 
and the adaptation of curricular plans in universities to include specialized topics and subjects 
that allow the development of competence in security and digital privacy both in teachers as 
well as in students. (Chou and Peng, 2011; Chou and Chou, 2016; Engen et al., 2015; Shin, 
2015).  

Morales et al. (2020) has pointed out the need to deepen the teaching of digital security, 
as well as the promotion and inclusion of security content in university curricula. It should be 
noted that this measure has already been implemented in other educational levels, such as: the 
PIES model (Šimandl and Vaníček, 2017), the CIPA program (Yan, 2009) and the TAIS project 
(Chou and Peng, 2011).

Research Focus

The literature review revealed that in general terms Internet users frequently overestimate 
their ability to manage their security and privacy online (Morrison, 2013). Besides, there are 
studies that revealed that on rare occasions Internet users implement strategies to manage their 
privacy and protect their data. (Matzner et al., 2015).

For the purposes of this research, it was decided to consider the guidelines proposed 
by Masur, (2018) about Privacy related reflection ability related with: (1) Ability to reflect 
privacy needs in different online environments; (2) Ability to identify privacy risks in different 
online environments; (3) Ability to reflect and evaluate one´s own behavior and relation to 
one´s privacy needs, considering that they attend to the various preventive measures of online 
privacy that were raised in the survey, and that are related to the security considerations that 
may be feasible for university students to handle.

Unlike what other studies have reported that have shown that people have relatively low 
levels of privacy knowledge, which is often associated with a lack of effort to protect privacy 
(Bartsch and Dienlin, 2016), or individuals have an apathy attitude (Baruh et al., 2017). In the 
same way, in the study carried out by Trepte et al. (2015) about how much people know about 
privacy and data protection strategies they found that even though women want to protect their 
online privacy, they do not possess sufficient knowledge or have confidence in their ability to 
do so.

Another aspect that is interesting to address has to do with the role that the university 
has played in the learning process of preventive measures of online privacy with a view to 
establishing to what extent the family, social and academic environment have influenced the 
use of these measures. In this sense, the study carried out by Boyd and Hargittai (2010) to 
university students about online skills suggests that privacy behavior and digital literacy or 
skills are related. They found that after a year in college, these students became more aware 
of Facebook's privacy settings and changed them more frequently, indicating learning effects. 
The researchers showed that highly skilled Facebook users modified their privacy settings more 
often than less skilled users.

According to the study carried out by Hurwitz (2013), the decision to disclose information 
relies heavily on individual sensitivities towards what is perceived as privacy invasive. However, 
international reports such as World Bank Group (2016) have pointed out that young people 
are aware of the risks to which they are exposed when surfing the Internet, although it is not 
specified what young people are doing to take care of themselves online. Hence, the relevance 
of this study lies in the fact that it shows to what extent university students feel identified using 
a set of preventive measures of online privacy on a daily basis.
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Research Aim and Research Questions

 The aim of the research was to identify the perception of Mexican and Colombian 
university students regarding the preventive measures of online privacy they take when they 
are connected to the Internet. Hence, the research questions addressed were: What preventive 
measures of online privacy do Mexican and Colombian university students use?; Are there 
differences in the perceptions of university students regarding preventive measures of online 
privacy for the variables Country and Gender?; How consistent is the quantitative data analyzed 
with respect to the qualitative evidence collected on preventive measures of online privacy?.

The hypothesis developed in the document regarding quantitative data were the following:
H01: There is no significant difference in the perception of Mexican and Colombian 
university students regarding the preventive measures of online privacy they use when 
connected to the Internet.
H02: There is no significant difference in the perception of men and women regarding the 
preventive measures of online privacy they use when connected to the Internet.

Research Methodology

General Background 

This empirical research is part of a comprehensive study whose aim was to identify 
the perception of university students towards their digital citizenship. The manifestations of 
the students' digital citizenship were analyzed through several dimensions: online participation 
and practices, online security and privacy, ethical-technological behavior, personal data 
management, and digital identity management (Torres-Gastelú, 2020; Torres-Gastelú et.al., 
2020, Torres-Gastelú et al., 2019; Torres-Gastelú, 2018). This text presents the perceptions 
of university students towards the items related to preventive security and privacy measures 
online, as well as the narratives of Colombians and Mexicans. 

A mixed approach was used through the application of a survey as well as the collection 
of the narratives of the university students of some open questions. The quantitative part 
sought to identify the perception of university students towards preventive measures of online 
privacy. While the qualitative part tried to understand the ways that university students use to 
control their digital privacy. The type of sampling was non-probabilistic under the criterion of 
convenience. Data collection was done in two stages. In Mexican universities in 2018, and in 
Colombian universities in 2019. Descriptive and inferential statistics were used. Also, the data 
triangulation was carried out with the answers to the open questions. 

The relevance of the research in an international context lies in the identification of the 
similarities and differences that exist in the ways in which university students manage privacy 
online in the Latin American region. This region is characterized by sharing a common heritage 
expressed in the use of the same language, similar idiosyncrasies, and similar social, political 
and economic situations. Therefore, it is feasible to generate regional educational strategies that 
meet specific common needs.

Sample 

Data collection was done at two different times. First in 2 Mexican public universities in 
2018 and then in 4 Colombian public universities in 2019. Face-to-face stays were held in each 
of the universities for the application of the qualitative surveys and interviews. Authorization 
was obtained in the universities for the application of various surveys related to the competence 
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of digital citizenship. One of them was the online security and privacy survey, part of this 
survey is presented in this document. 

It was agreed with the authorities of each university to apply a minimum of 100 surveys 
since the researcher had to apply them on his own. Each university facilitated access to a certain 
number of groups and students. Therefore, it was not possible to obtain a probabilistic sample 
of clusters considering the size of each educational institution for various reasons: 1) it was 
not possible to know the exact number of students; 2) it was not feasible to access all groups 
due to different school activities; 3) the short stays carried out by the research in each of the 
universities did not allow a statistically significant sample. 

Despite this, it was tried to make the sample as homogeneous as possible considering the 
following aspects: 1) students from public universities; 2) similar distribution of students from 
Mexico and Colombia; 3) similar distribution of male students and female students. Therefore, 
for this research convenience sampling was used. The sample consisted of 1,245 university 
students (Table 1). 52.6% were Mexican and 47.4% were Colombian. Of which, 58.4% were 
male students and 41.6% were female students. It should be noted that participants were 
randomly selected students assigned to 26 different educational programs. However, 76.6% 
of the participants were from 7 bachelor's degrees (Administration, Industrial Engineering, 
Mechatronics Engineering, Software Engineering, Psychology, Computer Science, Business 
Management). The preponderant age range is between 19 to 24 years, reaching 78.6% of the 
sample.

Table 1
Characteristics of the Sample 

Characteristics n %
Country
Mexico 655 52.6
Colombia 590 47.4
Gender
Male Students 727 58.4
Female Students 518 41.6
Age
16-19 367 29.5
20-23 633 50.8
24 or more 245 19.7
Semester
1-3 509 40.9
4-6 435 34.9
7-10 301 24.2

Research Process

The research was carried out in compliance with ethical procedures. The selection 
of participating universities and countries was governed by two research calls in which the 
resources and authorization were obtained to carry out the research project. Therefore, when the 
researcher made the stays, the university authorities already had knowledge about the research. 
In addition, the students voluntarily participated after being informed of the aim of the research, 
as well as the confidentiality of the results. In the same way they were informed of the scientific 
and non-profit nature of the research.
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Instrument and Procedures

For the quantitative study, a survey on the management of digital security and privacy 
was applied. The survey comprised three dimensions (attitude towards security and privacy 
management, preventive measures of online privacy, events experienced against the integrity 
of their digital identity) assessed through a 5-point Likert scale: Strongly disagree, Disagree, 
Indifferent, Agree, Strongly agree. It should be noted that this document only presents the results 
of the second dimension on preventive measures of online privacy considered by students. Data 
capture and statistical processing was done with SPSS Software. The level of reliability of the 
20 items that comprise the dimension under study reported by the Cronbach's Alpha test was 
.906. 

As for the qualitative part, 42 students who were studying a bachelor’s degree related 
to computing (21 Mexicans and 21 Colombians) were asked to develop open questions with a 
view to triangulating the data. The main question was how they controlled their digital privacy. 
In the same way, they were asked other questions that tried to review the role that various actors 
had played in the learning process about security and privacy online, such as: their teachers 
at the university, their family, their close circle of acquaintances and friends, as well as the 
situation of violence that exists in Colombian and Mexican societies. The evidences of the 
university students are indicated in this text anonymously by means of the acronym USID 
(University Student ID) and a consecutive number ranging from 1 to 42.

Table 2
Description of the Items and Levels of the Survey

Item Level
1 I keep only friends or acquaintances in my social networks (I-13) 1
2 In my social networks I do not accept, nor do I add strangers (I-14) 1
3 I'm careful with my posts on the web (I-22) 1
4 I use my real data on the network (name, date of birth, etc.) (I-23) 1
5 I think and review before what I am going to publish, chat, upload or download (I-26) 1
6 I configure the privacy elements in the services I use on the Internet (I-12) 2
7 I avoid sharing my passwords for my service accounts, applications, social networks and 

websites with family or friends (I-15) 2

8 I make sure I know who I chat with when I'm online (Example: Facebook, WhatsApp, 
Twitter, etc.) (I-24) 2

9 I knowingly give permission for the use of the Webcam in applications, games, etc. (I-25) 2
10 I know and use the pattern that a password must follow in order to be secure (symbols, 

letters and numbers) (I-29) 2

11 I usually review the type of permissions that I am going to grant to an application, which I 
just downloaded, correspond to the required functionality (I-17) 3

12 I know and configure my privacy in social networks in detail (I-18) 3
13 I restrict the consultation of my personal data stored on the Internet to only certain people 

(I-19) 3

14 I grant only the necessary permissions when sharing a document in the cloud (edit / view) 
(I-21) 3

15 I use a different password for each website (I-30) 3
16 When I enter my personal data in an online form, I check that the web page (URL) is 

secure (https: // ...) (I-20) 4

17 I make sure to configure the privacy and security settings every time I install an application 
or browse a website where I use an access account (I-16) 4

18 I deactivate the geo-location functions that are activated by default in web browsers, on 
my computer or on the mobile devices that I use (I-27) 4

19 Given the security warning to access a website, I avoid accessing it (I-28) 4
20 When I make a purchase on the Internet, I check that the web page (URL) is secure 

(https: // ...) (I-31) 4
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Table 2 shows the 20 items with their corresponding classification regarding the level 
of knowledge about preventive measures of online privacy. It is assumed that at a higher level 
number a greater experience and / or knowledge was expected in the student because it is a 
more complex measure or that it was expected to be less known. Four levels were established: 
Level 1 for Beginners (Items 1 to 5); Level 2 for Basic (Items 6 to 10); Level 3 for Intermediate 
(Items 11 to 15); and Level 4 for Advanced (Items 16 to 20).

Data Analysis

The quantitative analysis was carried out using descriptive and inferential statistics. In 
order to test the hypotheses on the existence of differences by country and gender, the Kruskal-
Wallis test was chosen. While for the qualitative part, the students’ responses were transcribed, 
the information was organized, and the main contributions of the students were presented. To 
carry out the triangulation of the data obtained, the data collected by the application of the 
survey to 1,245 students of various degrees were considered, as well as the narratives of the 
answers to the open questions answered by 42 students of a degree related to computing selected 
at the investigator's convenience. Hence, the quantitative perspective did represent a diversity 
of options with different profiles of university students, while the qualitative part reflected 
evidence of the learning process and maturity in the assimilation of preventive measures of 
online privacy of a certain profile of university students.

Research Results

Average values of Online Privacy Preventive Measures

The percentage average of the 20 items on preventive measures of online privacy of 
Mexican and Colombian university students reflected a favorable attitude represented by 
62.2% (28.8% agree and 33.4% strongly agree). While 16.8% of university students adopted an 
indifferent stance. Meanwhile, 21% of the participants expressed an unfavorable attitude (10% 
disagreed and 11% strongly disagreed).

Table 3
Average Values of Online Privacy Preventive Measures Levels

Level Item
Favorable Attitude 

Indifferent
Unfavorable Attitude

Strongly agree Agree Strongly 
disagree

Disagree

Beginner 1-5 30.9 36.8 15.3 7.4 9.6
Basic 6-10 26 38.1 13.4 13.4 9
Intermediate 11-15 30.1 27.2 19.1 12.5 11.1
Advanced 16-20 28.2 31.5 19.6 10.4 10.4

Table 3 shows the average values of the four levels in which the items on preventive 
measures of online privacy were organized. For the beginner level, a favorable attitude of the 
students was observed, represented by 67.7%. While 15.3% of university students adopted 
an indifferent stance. Meanwhile, 17% of the participants expressed an unfavorable attitude. 
Also, similar results were presented at the basic level. 64.1% of the students expressed a 
favorable attitude, 13.4% chose to remain indifferent, and 22.5% of the students expressed 
an unfavorable attitude. On the other hand, in the intermediate and advanced levels there 
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was a less favorable attitude (57.3% Intermediate Level and 59.6% Advanced Level). There 
were very similar preferences towards an indifferent stance on the part of the students (19.1% 
Intermediate Level and 19.6% Advanced Level). In the same way, similar tendencies towards 
an unfavorable attitude occurred in students for this set of items (23.6% Intermediate Level and 
20.8% Advanced Level).

Below is a detail of the results for each of the items. Seven out of ten students expressed a 
favorable attitude in the following items: I think and review before what I am going to publish, 
chat, upload, or download (78.5%); I make sure I know who I chat with when I'm online, such 
as: Facebook, WhatsApp, Twitter, among others (73.1%); I avoid sharing my passwords for my 
service accounts, applications, social networks and websites with family or friends (70.2%).

While six out of ten university students opted for a favorable attitude in the items: I use 
my real personal data on the network such as my name, date of birth, among others (68.6%); I 
am careful with my publications on the net (68.4%); I restrict the consultation of my personal 
data saved on the Internet to only certain people (66.4%); I know and configure my privacy 
in social networks in detail (66%); I make sure to configure the privacy and security settings 
every time I install an application or browse a website where I use an access account (65%); I 
know and use the pattern that a password must follow in order to be secure, for example the one 
formed by symbols, letters and numbers (64.7%); I keep only friends or acquaintances on my 
social networks (62.7%); I configure the privacy elements in the services I use on the Internet 
(61.4%); When I make a purchase on the Internet I check that the web page (URL) is secure 
(https://…) (61.2%); Given the security warning to access a website, I avoid accessing it (61%); 
In my social networks I do not accept, nor do I add unknown people (60.4%).

Meanwhile, five out of ten of the university students expressed a favorable attitude in 
the following items: I deactivate the geo-location functions that are activated by default in 
web browsers, on my computer or on the mobile devices that I use (56.5%); When I enter my 
personal data in an online form I check that the web page (URL) is secure (https://…) (54.5%); 
I grant only the necessary permissions when sharing a document in the cloud (edit / view) 
(54.1%); I usually review the type of permissions that I am going to grant to an application, 
which I just downloaded, correspond to the required functionality (52.6%); I consciously give 
permission for the use of the Webcam as in applications, games, among others (51.3%); I use a 
different password for each website (47.3%).

Results by Country: Online Privacy Preventive Measures

Table 4 shows the results of the Kruskal-Wallis test in order to test the hypothesis about 
the existence of a significant difference in the perception of Mexican and Colombian university 
students regarding the preventive measures of online privacy they use when are connected to 
the Internet (H01). The significance values of 18 items are less than .05, so the null hypothesis 
is accepted, and it is concluded that in most of the items there is no significant difference in the 
perception of Mexican and Colombian university students regarding the preventive measures 
of online privacy they use when connected to the Internet. Only two of the twenty items are 
greater than .05, and therefore the alternative hypothesis is accepted that there are significant 
differences in the perception of university students from Mexico and Colombia regarding: I 
consciously give permission for the use of the Webcam in applications, games, etc. (item 9 
I-25); and Given the security warning to access a website, I avoid accessing it (item 19 I-28).
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Table 4
Kruskal-Wallis Test: Online Privacy Preventive Measures (Country / Gender)

Item Code Level
Country Gender

Statistic df p Statistic df p
1 I-13 1 33.413 1 .001* 39.589 1 .001*
2 I-14 1 11.692 1 .001 49.928 1 .001*
3 I-22 1 99.636 1 .001* 22.081 1 .001*
4 I-23 1 48.448 1 .001* 4.587 1 .032
5 I-26 1 7.823 1 .001* 18.646 1 .001*
6 I-12 2 20.320 1 .001* 26.090 1 .001*
7 I-15 2 166.036 1 .001* 5.033 1 .025
8 I-24 2 90.245 1 .001* 20.100 1 .001*
9 I-25 2 1.693 1 .193 .923 1 .337
10 I-29 2 113.688 1 .001* 7.746 1 .005
11 I-17 3 14.646 1 .001* 10.108 1 .001
12 I-18 3 13.734 1 .001* 23.402 1 .001*
13 I-19 3 12.513 1 .001* 21.885 1 .001*
14 I-21 3 109.303 1 .001* 9.641 1 .002
15 I-30 3 29.418 1 .001* 8.368 1 .004
16 I-20 4 5.609 1 .018 6.617 1 .010
17 I-16 4 7.188 1 .007 20.399 1 .001*
18 I-27 4 20.988 1 .001* 10.435 1 .001
19 I-28 4 .906 1 .341 25.201 1 .001*
20 I-31 4 91.806 1 .001* 7.032 1 .008

*p<.001

Regarding the hypothesis about the differences by gender, Table 4 shows the results of the 
Kruskal-Wallis test. The significance values of 19 items were less than .05, so the null hypothesis 
is accepted, and it is concluded that in most of the items there is no significant difference in 
the perception of men and women regarding preventive measures of online privacy they use 
when connected to the Internet (H02). Only in one of the twenty items was a significance value 
greater than .05 obtained. Hence, for this item, the alternative hypothesis is accepted that there 
are significant differences between men in terms of: I consciously give permission for the use 
of the Webcam in applications, games, among others (item 9 I-25).

Table 5 summarizes the items in which differences did occur considering the proposed 
levels considering the variables Country and Gender. The common element is the item on I 
consciously give permission for the use of the Webcam in applications, games, among others 
(Item 9 I-25).
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Table 5
Items that Presented Significant Differences Organized According to Levels

No. Level Country Gender

1 Beginner No differences No differences

2 Basic (Item 9) I-25 .193>.05 (Item 9) I-25  .337>.05

3 Intermediate No differences No differences

4 Advanced (Item 19) I-28 .341>.05 No differences

Findings from Open Questions

In order to contrast the perceptions of university students, the findings of the responses to 
various questions are presented below. The main question had to do with how university students 
controlled their digital privacy. To do this, the evidence is organized in two tables according 
to the country in which the students were born. In each table a consecutive number is placed, 
the degree of privacy preventive measures used by the student, as well as the description of the 
contribution. The classification of the grade is as follows: Grade 1 for the use of a preventive 
measure; Grade 2 for two or three preventive measures; Grade 3 for four or more preventive 
measures of online privacy. Table 6 presents the degree of preventive measures, as well as the 
comments of Colombian students.

Table 6
Description of the Qualitative Evidence of Colombian Students on How They Control Their 
Digital Privacy

No. Grade Description of the qualitative evidence of the students

1 1
I use the browser's search engine in private mode so that it does not keep a history of the sites I visit. 
When an app asks for my credentials, I use the on-screen keyboard to enter (USID-1).

2 1 The way I control digital privacy is by being cautious or making sure that the page I'm going to enter 
is legal (USID-2).

3 1 With the use of mechanisms such as security pins, patterns, use the keys different to the year of 
birth, ID number, etc. (USID-3).

4 3 The way I control my privacy is I grant the necessary permissions, I configure my privacy, I am 
careful about the pages that I enter, and I like to delete the pages and the cache. (USID-4).

5 3 I browse incognito, change my passwords periodically. I use licensed antivirus. I enter trusted 
browsing portals (USID-5).

6 1
I use browsers, rare and little known to people, this in the field of Internet; since they allow not to be 
tracked and it generates confidence to browse the web since you are not afraid of being spied on or 
that your data will be stolen (USID-6).

7 2 I do not share my passwords with people, or with websites (USID-7).
8 1 I use passwords with letters, numbers and sometimes with characters (USID-8).
9 2 I change passwords monthly. I delete history. I use official pages of the platforms (USID-9).

10 3
I use different passwords for each account, limiting what I post on the network about my personal 
life, I don't sign up for non-recommended pages, I avoid browsing pages that have the padlock and 
the S after https: //, I don't use my institutional account to register (USID-10).

11 3 I browse incognito mode. I dock the logins with the fingerprint. I delete the browsing history. I do not 
go online in public places to open or consult my bank accounts (USID-11).

12 2 I use the browser tabs in incognito mode and clear my search histories. I also change my passwords 
constantly (USID-12).
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13 3
On Facebook I do not accept requests, my information is very little and I have it hidden. In browsing 
I use incognito mode, I constantly delete the history, I do not open any suspicious messages, I have 
different passwords and I change them constantly (USID-13).

14 2 I do not go to websites that are not secure, I only connect to a Wi-Fi network that is secure. I also 
manage social networks with advanced settings (USID-14).

15 2 I use complicated passwords, I avoid entering pages where they ask me for a lot of personal 
information (USID-15).

16 3
I avoid opening a link sent to me through chat, I do not accept strange requests, I avoid sending 
photos or videos of sexual content, I close my session when I open my accounts in public places 
(USID-16).

17 2
I control my passwords on social networks, I keep an eye on what devices my social network is on, 
occasionally see the login location. I maintain privacy in photos or publications so that it is only seen 
by my friends or acquaintances (USID-17).

18 2
I put long passwords, I do not share passwords or emails to strangers. I usually download 
applications that help to have a little more security, in this case security patterns or passwords for 
each application or social network (USID-18).

19 1 I avoid giving relevant information to strangers or friends who allow them to clone my information 
(USID-19).

20 1
I try not to post personal data, family photos, I do not share the fact that other people post when they 
bought their clothes or when they are traveling or post photos of their children, I am not one to share 
those things, I prefer to share informative things (USID-20).

21 1
I am a very reserved person. I think there is a lot of insecurity today in social networks. I avoid posting 
personal photos a lot, even my Facebook profile picture is from many years ago. I avoid using many 
applications a lot, I use the basics for my daily life: WhatsApp and Facebook (USID-21).

The quantification of the degree of preventive privacy measures used by the student 
represented in Table 6 indicates that 38% of Colombians expressed using only one preventive 
measure. While 33.4% of Colombians indicated that they used two or three preventive measures. 
For their part, 28.6% of Colombian university students indicated that they used four or more 
preventive measures of online privacy.

Table 7
Description of the Qualitative Evidence of Mexican Students on How They Control Their 
Digital Privacy

No. Grade Description of the qualitative evidence of the students

22 1 I use passwords and I do not leave a session open when I browse the Internet. I only log in when I 
know I will occupy it (USID-22).

23 2 I manage my passwords and accounts meticulously, I manage app location permissions, I regulate 
my public information on networks (USID-23).

24 2 I do not allow my accounts to be public, I set strong passwords, I visit secure Internet sites (USID-
24).

25 2 Through the privacy settings on the platforms, passwords, I publish little information about my 
personal data (USID-25).

26 2
I do not put all my personal information on the sites I use, I do not allow some applications to have 
my location or access to my files, I also verify that where I enter is a safe site and does not have 
any threat (USID-26).

27 1 I change my passwords every so often (USID-27).

28 2 I do not register my primary or educational e-mail, I do not provide real information unless I know 
what it will be used for (USID-28).

29 2 I browse secure pages and restrict the personal information I share (USID-29). 

30 1 Remembering my passwords and configuring the applications to show only the information I 
indicate (USID-30).
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31 1 Through the constant change of passwords, as well as the protection of the same through servers 
that encrypt said data (USID-31).

32 1 Not giving access to the network to save my passwords (USID-32).
33 2 I check the https domain and use an incognito browser to avoid cookies (USID-33).

34 1 I do not share specific data in my profile that I have on social networks or another platform, that 
way I decide what to share and what not (USID-34).

35 1 I configure my devices and private accounts so that they can notify me when my accounts are 
being accessed from other devices (USID-35).

36 2
I have a complex password that not everyone could remember or recognize, in terms of social 
networks I do not share the same password for all my networks, in one I have no privacy in terms 
of viewing my images, and in another I try to only accept people that I really know (USID-36).

37 3

I avoid that others can visualize what I share on my social networks. I try not to join open wi-fi 
networks in very crowded places, I check the permission accesses for each of the applications on 
my devices. I frequently change my email and social media passwords, I use different passwords 
for each one, I have two-step verification turned on for most of my accounts (USID-37).

38 2 I do not share my passwords, I put my private information on social networks (USID-38).

39 2 I do not disclose private data to untrustworthy web pages, and I use password encryption systems 
(USID-39).

40 1 I keep my personal information hidden, either by lying about my data or simply not giving it away. 
Unless it is an important website (like a bank) then I would give my information (USID-40).

41 2
When I access Internet pages, if they contain cookies, I simply exit and look for another. In the 
same way when I download programs or applications, I deny them the permissions to access 
certain information that I do not want to share (USID-41).

42 2
I try to restrict the automatic access of the applications to my data, in social networks I put my 
private profiles so that only the people that I add and / or accept see my information, which I 
decided to make public (USID-42).

Table 7 presents the comments of the Mexican students. The quantification of the degree 
of privacy preventive measures used by the student represented in Table 7, indicates that 38% of 
Mexicans expressed using only one preventive measure. While 57% of Mexicans indicated that 
they used two or three preventive measures. For their part, 5% of Mexican university students 
indicated that they used four or more preventive measures of online privacy.

Other questions that were addressed sought to review the role that various actors had 
played in the learning process about online security and privacy, such as: his teachers at the 
university, his family, his close circle of acquaintances and friends, as well as the situation of 
violence that exists in Colombian and Mexican societies.

In the Mexican case, the role that teachers have played in the university to increase the 
attitudes, skills and knowledge of students about security and privacy online was indicated by 
several positions. First, there was a group of students who indicated the support they received 
from various teachers:

“Fortunately, I have had good teachers concerned about sharing the idea of protecting the 
information we make public on our social networks and when surfing the net” (USID-22).

According to the students, the teaching received consisted of advice aimed at preserving 
the privacy of their personal data:

“I would say that the role of my teachers has been very important, several of my teachers have 
taught me about some measures to secure my data or they have taught me to use the tools that help 
us keep our data safe” (USID-23).

Another group of university students said that the role of teachers has been discreet:
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“Only one teacher has told us about the importance of protecting our personal data, as well as 
keeping us up to date with suspicious emails that arrive at our institutional emails” (USID-24).
“A moderately relevant role. In the first year of university with the Digital Literacy subject, 
they mentioned some ways to prevent others from accessing our information, although I do not 
remember that it was a specific class topic, they were superficial comments” (USID-27).

Or, they have received little information on this topic: 

“The role of teachers has been little relevant on security issues, only one teacher has mentioned 
the importance of digital security and our data” (USID-26).

Hence, a third group of students highlighted that their teachers have not contributed 
much in their training process on security and privacy online:

“Teachers only make comments like: Take care, or Do not upload personal information to your 
network, but they do not really teach us to have a good protection strategy” (USID-29).
“They only tell us to take care of our information on Internet networks” (USID-31).

Student evidence reveals that not all youth have the same opportunity to receive 
instruction on safety and privacy issues online:

“So far we have not had a teacher who has addressed directly to the topic of how to have greater 
security online” (USID-25).
“A very minor role since no teacher has touched upon that specific topic” (USID-30).

In the Colombian case, the teacher's profile has played a key role in encouraging the 
development of a culture of digital security and privacy. In this sense, a student pointed out:

“During the bachelor’s degree, they did mention certain things to me, for example, in the eighth 
semester, a teacher who was an engineer addressed things about computer security, he was a 
specialist in that regard. He gave us some Social Engineering, he even taught us how hackers hurt 
and made us aware of the dark web where there is organ trafficking, how they are sold there and 
hitmen are hired, that is, he put us fully into that world. He taught us many things that by means 
of cell phones you can do a lot of damage by sending only an image and that kind of thing, that's 
why I already said at that time, Oh, that's serious!, Let's say that they send you an image for you is 
creepy and horrible, and with that being able to hack into your camera, that they steal an image, 
that for me is violating your privacy in every way, usually one is involved in everything all day on 
the cell phone ... it was a very cool and important experience for us” (USID-16).
“In the bachelor's degree in different subjects because those topics are touched upon in terms of 
security and privacy online since I started, as in the second or third semester we were in software 
architecture, the teacher did focus a lot on the security of digital media to take care of ourselves 
when we use these digital tools and other. Also, the Artificial Intelligence teacher taught us a lot 
about how we should protect ourselves when we surf the Internet…” (USID-18).

Another group of students revealed the role that a family member of the students had 
played, by instilling them to take care of themselves both in their face-to-face social environment 
and in virtual social networks:

“Because it was an aspect partly like nurturing, my parents from a very young age have instilled 
in me that kind of thing, that I must take great care of myself both in the face-to-face social 
environment and in virtuality and on social networks” (USID-20).
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The students' narratives allowed us to understand the assimilation and learning process 
they went through. Informants noted that they had learned to take care of themselves online 
over time, to a large extent retro feeding on things that had happened to other people, especially 
in their close circles. As one student recounted:

“I have partly learned to take care of myself online from what I have seen that has happened 
to other people who have suffered more than anything from scams, for example, when making 
transactions over the Internet or purchases through platforms such as the Mercado Libre site, and 
this has perhaps happened to family or friends, so one already with that knowledge one avoids 
it” (USID-20).

Some students considered that the development of their learning about security and 
privacy online was associated with the profiles of the bachelor’s degrees they studied. This 
aspect was thus highlighted by Colombian students:

“I think that professional training influences, perhaps because in different careers (degrees) we 
are taught about online security, but I think that more in systems-oriented bachelor’s degrees, 
electronics, telecommunications, I think these topics are touched upon more than in other 
bachelor’s degrees, and even in different ways that, as a person, they open their minds more and 
also because we have been in contact with cases of acquaintances who have happened to them 
about that situation” (USID-19).
“As a systems bachelor's degree student, I believe that our teachers at the university have taught us 
a lot. They have instilled in us a lot about how we should do things, such as making safe purchases 
online, let's say entering a portal that is reliable, has https security and is highly recognized. Even 
when we enter platforms, we make sure to see the comments of other people, to see if they are good 
comments, or see if they have good stars on the products or in what we are interested. In addition, 
we have also learned to make purchases or handle secure platforms mostly because cases have 
happened to other people and we have found out, so we have learned about that” (USID-21).
“Through the bachelor’s degree courses I am learning many things, for example, about how 
social engineering has to do with the ways of obtaining confidential information through the 
manipulation of legitimate users. In other words, through social networks then they follow up on 
people what they publish or do not publish and from that they take their environment, their life, 
their friends.” (USID-20).

Regarding the situation that has prevailed in both Mexico and Colombia in recent decades 
characterized by strong indications of violence, drug trafficking, extortion, kidnappings and 
murders that have affected various sectors of society, it was considered pertinent to question 
students about whether this situation had influenced them to adopt preventive measures for 
security and privacy online. The response of the university students was forceful, highlighting 
this factor as a key element that has led them to adopt precautions as they have understood and 
internalized their reality:

“Very high influence, since currently insecurity in Mexico is very high, which is why taking 
measures is very important” (USID-22).
“It has greatly influenced. Since all personal data has had to be hidden, so as not to be a victim 
of a case of cyber-attack” (USID-23).
“The high number of kidnappings of people who accept strangers on social networks has made me 
see that I should not accept anyone, much less talk to them” (USID-30).
“I have taken online security measures because in recent years there have been many cases of 
kidnapping and extortion due to the insecurity generated by the Internet” (USID-31).
“The high rate of violence was the main reason for opting for strong online security measures, 
especially because of having a family who was the victim of extortion” (USID-34).
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Students have learned to take precautions to interact in the virtual world through the 
story of experiences lived by third parties. As related below:

“I had a very close case of a daughter of my brother who was contacted by a young man through 
Facebook, over time they fell in love, then he started using her and the girl ended up committing 
suicide. The family never knew until they entered Facebook here and checked all her updates, 
then this person published many photos of her, of the family, then they tried to scam the parents, 
then there are cases that reveal the misuse of the social networks from near, that one knows ... so 
I learned and then I take care of that kind of thing” (USID-20).

In this sense, university students from both countries highlighted the importance they 
attach to managing their privacy online as a mechanism to have safe virtual spaces in which 
they can act.

Another question sought to know the position of students with respect to whether they 
considered that most university students took care of themselves when they used the Internet, 
and if they believed that the type of bachelor's degree students coursed at the university had an 
influence on their obtaining a greater knowledge and greater adoption of preventive measures 
of security and privacy online:

“I think that there are not many students who take care of their online safety mainly because we 
believe that nothing will happen to us; I consider that the bachelor’s degree has a lot to do with it 
since it determines what tools or environment you will be surrounded by” (USID-43).
“I believe that the majority of university students do not take care of themselves on the Internet, 
but I do believe that the bachelor’s degree has an influence to be more aware of the dangers 
involved in the use of personal data on the Internet, since they know in a certain way how the way 
to steal information or how easily that data can be accessed” (USID-44).
“I consider that the majority of university students are very careless when handling the information 
we have on the Internet. I believe that bachelor’s degrees, including those related to computers, 
are not so focused on educating or teaching the student special methods for the use of electronic 
media” (USID-47).
“There are many university students who have no idea about some topics about their care on the 
Internet or the sites they visit, I don't know how many actually, but I know some. I think that the 
bachelor’s degree we study has a lot to do with what we know or do, some if they are interested in 
knowing more about the subject without it being their branch, but it does not apply to everyone” 
(USID-48).
“I consider that the type of bachelor’s degree that is studied is not a determining variant for 
preventive measures to be adopted, any student can implement the measures they consider 
pertinent to take care of their navigation” (USID-50).

The demonstrations of university students agreed that they considered that the majority 
of university students took care of themselves when they used the Internet, and a good part 
of the informants indicated that they believed that the type of bachelor’s degree they were 
studying had an influence as a factor that allowed them to achieve a greater knowledge and 
greater adoption of preventive security and privacy measures online.

Apparently, the sense of good sense about what is published, and the corresponding 
security restrictions are gradually assimilated as the age and academic training of students 
advance:

“Since I started studying as a systems technician at CENA, I became aware of all the security 
issues. Little by little I learned about maintaining my privacy, I was putting restrictions on 
security and establishing limits. For example, I was deleting my photos that were very personal 
from my Facebook profile,  I was recommending to my friends that if I am there in some perhaps 
very compromising photos, I told them that they were personal and not for the public ... or else 
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configure the options of the Facebook tools and all that part, so I think that the bachelor’s degree 
was very important because it opened my mind a lot, until I entered university I was enabling 
restrictions and setting limits, I learned how to behave on the networks” (USID-18).

Discussion

The aim of the research was to identify the perception of Mexican and Colombian 
university students regarding the preventive measures of online privacy they took when they 
were connected to the Internet. The quantitative results indicated a favorable attitude towards 
preventive measures of online privacy in most items in at least six out of ten students. In the 
same way, no significant differences were detected between the countries and gender. The 
common element is the item on I consciously give permission for the use of the Webcam in 
applications, games, among others (Item 9 I-25).

However, there are several aspects to consider. First of all, that four out of ten students 
do not feel identified with the adoption of these privacy measures online. These findings are 
consistent with other studies that have found that users lack understanding and awareness about 
the risks on the Internet regarding sharing personal and private data (Bartsch and Dienlin, 2016; 
Hoofnagle et al., 2010; Trepte et al., 2015). This lack of understanding and awareness may be 
due to the lack or deficiency of digital skills of the users (Dienlin and Trepte, 2015; Park, 2013). 

 If we add to this aspect that the university students in the study who did use this type 
of measures did so until they were in university, there is evidence of a deficit in the training 
process on online security and privacy in students. This aspect coincides with the findings 
of García et al. (2018), in terms that students are increasingly aware of online privacy issues 
since they recognize that they must protect part of their private life. These researchers also 
highlighted that the perception of privacy increases with age, and that students, aware of this, 
demand both training and information for the use of the networks.

Secondly, the qualitative evidence reflected that there is a marked late adoption of these 
preventive measures until admission to university, and precisely in at least 40% of the cases 
this situation is not occurring. The late adoption of university students towards these measures 
coincides with that indicated by Bartsch and Dienlin (2016) when they conclude that having 
extensive experience in the use of the Internet results in greater knowledge about the dangers 
to privacy on the Internet, which in turn produces a more cautious behavior on social networks.

Thirdly, there is a clear contrast between the quantitative data that reflected an apparent 
extensive use of preventive measures of online privacy by university students (Table 3) with 
respect to the qualitative findings that indicate few privacy preventive measures online (Tables 
5 and 6) both by Colombians and by Mexicans. Besides, many of the measures they indicated 
are aimed at avoiding actions that cause an intrusion and not so much in the use of tools or 
settings that favor the integrity of the privacy of users. 

These findings on the apparent use of privacy measures and what users actually do 
coincide with what was pointed out by Barth and De Jong (2017) and Kolokakis (2017) who 
have ensured that incorporate privacy knowledge into research on privacy concern may help to 
understand how individuals declare to be highly concerned about privacy yet do little to protect 
personal information. In their study, Bartsch and Dienlin (2016) have shown that people have 
relatively low levels of privacy knowledge, which is often associated with a lack of effort to 
protect privacy. Another explanation about why individuals may fail to protect their privacy 
include desensitization and lack of efficacy, represented in an apathy attitude (Baruh et al., 
2017).

The qualitative evidence allowed identifying that the learning process about digital 
privacy was related to three factors. In the first place, because of the role that a family member 
of the students had played, by instilling them to take care of themselves both in their face-to-
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face social environment and in virtual social networks. Secondly, for having studied a subject 
in his bachelor’s degree that made it easier for him to understand the relevance of taking care 
of himself virtually. The third factor is related to the internalization of learning through the 
account of experiences lived by third parties. 

This finding coincides with that indicated by Rodríguez and Magdalena (2016) when 
they argue that the privacy and security measures that teens use to protect their information are 
strengthened as they acquire more experience in using the Internet, being an empirical process 
based on tests and error. Thus, being a constant learning that is strengthened as preventive and 
corrective measures are used in terms of security and privacy online.

The assimilation of a culture of security and digital privacy has been partly caused by 
belonging to the university environment, the specific knowledge acquired during their training, 
as well as the role played by some teachers who have been in charge of sensitizing university 
students about digital security and privacy aspects.

Despite this apparent incipient culture in security and digital privacy, there is no consensus 
for it to apply to all students of the different bachelor’s degrees in both Mexico and Colombia. 
Even among students of the same bachelor’s degree there were cases of university students 
who had been victims of identity theft and studying a bachelor’s degree related with computers.

Hence, the learning process about preventive measures in digital privacy is individual 
and is associated with socio-economic characteristics, experiences lived with close people, 
approach with some teachers, among other aspects. In this sense, the study carried out by 
Brandtzæg et al. (2010) highlights that as individuals get older, the use of social networks 
changes and focuses on maintaining contact with acquaintances and family.

The role that the university has played in the training process of the interviewed students 
of the bachelor’s degree in systems on digital security and privacy has been addressed by 
various subjects throughout their academic career. In the Colombian case, the teacher's profile 
has played a key role in encouraging the development of a culture of digital security and privacy. 
While in the Mexican case, teachers have played a more conservative role.

It should be noted that not all university students have access to the same teachers in 
their subjects. Hence, possibly those who did not manage to develop skills and knowledge 
about security and privacy online has to do simply with the fact that they did not have the same 
teachers from the group of university students who did manage to develop skills and knowledge 
on this aspect. Perhaps that is one of the reasons why four out of ten university students have 
expressed an unfavorable attitude towards preventive measures of online privacy.

This aspect contrasts with the findings of the study by Young and Quan-Haase (2013) 
where they argued that students are supposed to be better able to manage application settings 
and options to protect their privacy.  However, the evidence from this study highlighted a late 
adoption of the majority of university students in part due to the knowledge received at the 
university, due to events that have addressed the security and privacy in their close social circle, 
as well as the process of gradual maturity as an Internet user.

In this sense, the qualitative evidence indicated that there were differences between 
Mexicans and Colombians regarding the role that their teachers and their university had played. 
On the one hand, the Mexican students showed divided positions on the role of these actors. 
Meanwhile, Colombians indicated that both their teachers and their university had been key 
elements in acquiring greater knowledge about security and privacy online. Despite this, both 
Mexicans and Colombians agreed on the late adoption of preventive measures of online privacy 
that takes place up to the university level. There was also coincidence in the evidence on the 
influence of the levels of violence as a factor that has made them reflect on adopting restrictive 
measures on the control of their personal data, as well as the publications they make when they 
are connected to the Internet.

Carlos Arturo TORRES-GASTELÚ. Late adoption of preventive measures of online privacy in Mexican and Colombian university 
students



PROBLEMS
OF EDUCATION

IN THE 21st CENTURY
Vol. 79, No. 1, 2021

180

ISSN 1822-7864 (Print) ISSN 2538-7111 (Online)https://doi.org/10.33225/pec/21.79.162 

In general terms, university students stated that they used a variety of preventive measures 
to maintain their privacy online. Among which are: configuration of privacy elements in the 
services they use on the Internet; make adjustments to privacy options both in applications and 
browsers; they limit themselves to keeping their friends, acquaintances and family members 
on their virtual social networks, avoiding accepting anyone who sends them an invitation; they 
usually review the types of permissions both in the applications and tools they use on the 
Internet; if it is necessary to capture their sensitive personal data in an online form, they make 
sure that it is a secure site (// https); they point out that they are careful with the publications 
they make on the Internet; they ensure that they avoid using false profiles and that the data they 
publish is real; they try to make sure they know who they are chatting with when online; they 
argue that they disable geolocation functions; and they take into account the security warnings 
that appear in the browser when they try to access a site on the Web, so they avoid entering 
those sites.

In this sense, the study carried out by Herrera-Aguilar and Sepulveda (2018) coincides 
with some of the online preventive measures adopted by university students, such as: the use 
of security filters on platforms and applications, not accepting interactions with strangers on 
social networks, not sharing photos or personal data and using the privacy options on the pages 
themselves; in other words, be informed and be aware of what is published. They incorporate 
a measure that was not mentioned in this study: the need for users to carefully read the privacy 
policies of the different platforms.

Another key aspect in which the informants agreed is that just before entering the 
university they maintained a high level of publication of photos and personal aspects on social 
networks such as Facebook. This aspect coincides with the results of other studies that have 
argued that the youngest are supposed to be more likely to reveal personal information and 
share experiences (Steijn and Schouten, 2013; Urista et al., 2009).

The narratives of the students indicate that the maturity on the Internet about what was 
published, and the corresponding security restrictions are gradually assimilated as the age and 
academic training of students’ advance. However, this finding contrasts with the study by Lee 
et al. (2013), they found that users actively shared personal information despite their concerns, 
due to the expected benefits of information sharing. According to these researchers, it seems that 
self-disclosure related to information inherent to privacy in social networks did not decrease 
substantially over the years, despite constant reports of high concern for user privacy.

Conclusions 

The perception of Mexican and Colombian university students about preventive measures 
of online privacy reflects a favorable attitude in six out of ten students. However, four out of ten 
university students indicated that they had not adopted preventive measures or that they adopted 
an indifferent stance in this situation. Hence, in addition to the fact that they are incorporating 
security strategies until they come of legal age, almost half recognized that they did not use 
them or were not interested in doing so. For most items, there was no significant difference 
in the perception of Mexican and Colombian university students regarding the preventive 
measures of online privacy they used when connected to the Internet. Only one common item 
was detected that was different in all cases (Country and Gender), the item was I consciously 
give permission for the use of the Webcam in applications, games, among others (Item 9 I-25).

Regarding the proposed levels of preventive measures of online privacy, from the 
perspective of the perceptions of university students, they indicated a favorable attitude without 
denoting any prevalence of any specific level. However, the students' narratives focused on 
a few preventive measures and for the majority of the informants they are at the beginner 
and basic levels. The evidence was concentrated on the following items: I keep only friends 
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or acquaintances on my social networks; in my social networks I do not accept, nor do I add 
unknown people, I am careful with my publications on the network; I configure the privacy 
elements in the services I use on the Internet; I avoid sharing my account passwords with family 
and friends; and I use the pattern that a password must follow to be secure (symbols, letters and 
numbers).

In the same way, the students' narratives highlighted the extensive use of the following 
preventive measures of online privacy that can also be cataloged at a basic level: such as: (1) 
frequent password change; (2) generation of long passwords in which they try to use characters 
such as letters and numbers; (3) browsing in incognito mode in browsers; (4) verification in 
online inquiries that the page they visit is legal; (5) routine deletion of browsing history; (6) 
avoid leaving a session open with their passwords active; (7) Restrict the shared personal 
information; (8) they make sure to navigate on secure pages; (9) privacy settings in Web services 
and applications; and (10) avoiding posting personal information on their social networks.

In this same sense, the percentage diversification on the degree of preventive measures 
of online privacy is aligned with the beginner and basic levels, allowing a positive triangulation 
of the data between the quantitative and qualitative data, reflecting that despite the apparent 
prevalence towards the assimilation of preventive measures of online privacy, there is an 
incipient level of control in Mexicans and Colombians over the management of their privacy 
when they are connected to the Internet.

University students indicated that their attitude and ability to manage security and privacy 
online is associated with a gradual learning process that in many cases coincides with entering 
the university, partly because of having received formal instruction on the subject and partly 
because of a maturity process in the use of social networks on the relevance of taking care of 
their personal data and their digital identity, induced to a large extent because they were aware 
of various risks to digital security such as extortion, cyberbullying, fraud, and identity theft that 
happened to acquaintances, friends, or family.

Evidence reveals a late development in online security and privacy attitudes and measures 
in university students, considering that on average they adopted this cyber commitment 
around the age of 18. In most of the cases interviewed, they indicated that before entering the 
university, they did not adopt almost any security measures, they made multiple publications 
that compromised their personal data and digital identity. Even at university level, the qualitative 
evidence denotes little use of preventive measures of online privacy in contrast to the favorable 
attitude expressed by students, indicating that in practice they do not take much care into 
account when surfing the net. Hence, it is pertinent to assess not only the attitude but the skills 
and knowledge that they really have about security and privacy online at the university level, as 
well as at previous educational levels.
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