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Abstract: The widespread use of the internet to communicate with each other can introduces data security issues.
Therefore, a reliable technique to secure information is becoming mandatory. Data hiding is a method to secure data
by hiding it in cover media. In this research, we present a secure data hiding method by using images as cover. This
research proposed the use of prediction error (PE) of images and utilization of the histogram-based method to conceal
data. The histogram-based method can conceal data and still preserve the quality of the image. However, its lower
hiding space can be a drawback. To overcome this, instead of using a histogram from the image's pixel, we calculate
the error value of images and create a histogram from it. After that, we divide the histogram into partitions, whose
peak is as the reference point for the embedding process. We utilize more than one error value in each partition to
further increase the embedding space. Based on the experimental result, with the same image dataset, the average of
PSNR values improved by 17.94 dB for general images and 14.95 dB for medical images compared to previous
methods. These increases are statistically significant for the visual image quality, where the final PSNR values are
between 61 and 66 dB, and between 62 and 68 dB for general and medical images, respectively. It is higher than the
minimum standard of stego image quality, which is 30 dB.

Keywords: Data hiding, Histogram partition, Prediction error, Information security, Stego image.

1. Introduction

These days, the internet has become a vital part of
human activities, from communicating with each
other to transferring essential data. The ever
increasing data that constantly circulated on the
internet are prone to security issues. Without some
form of information security technique, important
information can be tampered with or stolen.

Generally, there are two primary techniques to
secure information, cryptography and information
hiding [1]. The major goal of those techniques is to
protect information with different mechanisms. The
objective of cryptography is to convert secret
information into encrypted or unreadable form. Many
permutations and substitutions are involved in
building a cryptography method. It is fundamental to
build a robust cryptography method, as it is clear that
the encrypted data contain protected or essential
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information. This situation can lead to any unwanted
third party attempting to gain access to the encrypted
information.

In certain conditions, it is necessary to deceive
unwanted third parties; this is where information
hiding or steganography plays an important role [2].
As the name suggests, it is a method to secure
information by hiding it into a container, which is a
cover medium. This method can be performed in
widely used cover media like audio [3, 4], video [5,
6], and image. The benefit of this method is the
secrecy of the protected information.

When using a digital image as a container,
information is concealed into the cover image. The
effect of this action is, it introduces distortion that
causes the embedded image to differ from the original
cover image. One of the determining factors of the
level of distortion is the size of the embedded data.
Typically, the bigger the size of embedded data, the
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greater the distortion level of the stego image [2]. In
that regard, a suitable steganography method aims to
achieve a higher amount of embedded data while
maintaining stego image quality [2]. In some cases,
some methods do not change the cover images to
their original form. However, in other conditions, it
is necessary to return the cover image to the initial
state, or in other words, it has to be reversible. Hence,
it is why this particular steganography method is
known as reversible data hiding (RDH).

In the last few decades, various approaches have
been established to improve the quality of the
embedded image or the capacity of secret data. In
general, steganography on spatial domains can be
divided into compress-and-append, expansion-based
(EB), and histogram shifting (HS)-based [7] RDH.
The compress-and-append method is widely used in
the earlier RDH system. The EB-based approach is
first developed by Tian [8], which is known as
difference expansion (DE). It utilizes the differences
of adjacent pixels. Another steganography method
based on EB is prediction error expansion (PEE),
established by Thodi and Rodriguez [9]. It uses
differences between the original pixel and the error
value of the original pixel. Next, there are other
reliable schemes, such as interpolation [10-12]. The
main goal of the interpolation scheme is to utilize the
enlargement of the image resolution. The
disadvantage of those methods is low embedded data
storage and poor defense against noise attacks. Other
than the spatial domain, data embedding can also be
carried out in the transform domain [13-15]. The use
of this domain affects the robustness of the stego
images, but the payload capacity is likely to drop.
The HS-based method is introduced by Ni et al. [16].
It utilizes histograms to embed data by creating space
in it. Space is created by shifting pixels on the image
histogram. The HS scheme produces images with a
low distortion rate compared to the EB approach.
Nevertheless, this HS method can only carry a
smaller number of data than the EB scheme.

In this research, we utilize PE and HS as the base
of the proposed method. By using those two
techniques, this research aims to increase the quality
of stego images further. The utilized histogram is the
one formed by PE. The shifting process has made the
proposed method differs from the existing ones; we
remove it to avoid wunnecessary histogram
modification. So, confidential data are not embedded
in the space resulted from the shifting process. To
restore the embedded data, the location map is
generated during the embedding. Moreover, to
further minimize the histogram modification, we
categorize secret bits to be embedded in selected PE
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values. It not only reduces the modification but also
improves the embedding room.

The remaining sections of this paper are
organized as follows. Section 2 presents previous
related works. The proposed method is explained in
Section 3. Experimental results are given in section 4,
and finally, section 5 is the conclusion of this research.

2. Related works

The first research to utilize image histogram was
initiated by Ni et al. [7]. This method's main concept
is to pick the most frequent color in an image as a
reference to embed data. The process of embedding
data is divided into three-phase. First, search for the
most frequent pixel and least frequent pixel in the
cover image; this can be done quickly by creating a
cover image histogram. In the histogram, the most
frequent pixel is that with the highest peak or peak
pixel, and the least frequent pixel is the minimum or
sometimes zero pixels because that particular pixel
number does not exist in the cover image. Then, shift
all pixels between the peak and minimum pixels. In
doing so, there is one pixel left empty. Next, fill it
with pixels from the neighbors. The phase of shifting
pixels is explained in Eq. (1), and the embedding data
phase can be described in Eq. (2). In those equations,
the peak pixel is P, and the minimum pixel is L; I is
the pixel before being shifted; I’ is the pixel that has
been shifted, i and j are the pixel location. Then b(n)
is secret bits, where n is an index of secret bits.

Lij+1 if P+1<I[;<L-1
' and P < L

I = 1
y Lij—=1 if L+1<L;<P-1 (1)
and P > L
b(n)=1,P<L
1l.’j’.= Ii’j—l ifI{szand 2

l b(n)=1,P>L
Ii; if I =Pand b(n) =0

We can see in Eg. (2) that embedding operation
can only occur as many as the number of the peak
pixel. This is the drawback of this scheme because
peak pixel (P) frequencies limit the total capacity. If
the cover image has an even distribution of pixel
color, it will impact the hiding capacity.

Another scheme developed by Hong et al. [17]
also utilizes HS schemes and combines them with EB.
However, before the embedding process occurs, they
change the cover image into prediction error (PE),
and then they insert it with the help of the histogram
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Figure. 1 The flow of the data embedding process

produced by PE. This resulting stego image has better
guality than that of EB and HS schemes, and the
major drawback of HS can be mitigated. A histogram
is used as a reference for the embedding phase, or the
PE histogram can provide a higher number of pixel
frequencies. This method is also used and further
refined in [18-20]. Rad et al. [21] then established a
checkerboard predictor (CBP). It can generate a more
accurate PE histogram than [17]. This means the
frequency of smooth pixels (peak pixels) is much
more than [17]. Nevertheless, problems arise if we
want to utilize non-smooth pixels on the histogram.
Depending on the cover image, the hiding capacity
could be lower than [21].

Yi et al. [22] conducted a new approach using
block-level prediction-error expansion (BLPEE).
While it can improve the capacity of embedded data,
the impact of the image quality is not severe and still
tolerated. Before the embedding phase, the predictor
calculates the PE by using a 2x2 block of pixels. It is
interpreted in Egs. (3) and (4), where I is the pixel
that will be predicted, I,., I.and I; are pixel located in
the same row, column and diagonal side of I, while
W, , W, and W, are the weight coefficients. The
weight coefficients are set as W, = W.=0.4 and
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W4=0.2. Based on the test results, this method gives
better embedding capacity than [23, 24].

[ij = Wel + Wl + Wolg ©)
Ei;j—1 ifEL-,j<Tl
E;j—bm) ifE ;=T

E;=<Ej+b(n) ifE;=T (4)
Eyj+1 if Eyj>T,
E; otherwise

In Eq. (3) and Eq. (4) E;; is the PE after hiding
data, T; and T, are the capacity parameters. Both T,
and T, are calculated using Eq. (5) and Eq. (6), where
h is the number of occurrences when prediction-error
values in the sequence are equal to E; ;.

T; = min{arg max{h(Ei,j)}} 5)
T, = max{arg max{h(E; j)}} (6)

Another method by Kumar and Agrawal [25] is
also using PEE. They use the adjacent PE value to
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Figure. 3 Illustration of data embedding in a partitioned histogram

hide data. In their research, Kumar and Agrawal
predict the error value of even columns by using odd
columns, and then, secret data are embedded on the
even. This leads to more data that can be embedded
due to the use of even columns. While it can provide
a massive amount of embedding capacity, it
sacrificed much quality. The error value prediction
process is denoted in Eq. (7), where j, is the position
of the even column. The embedding process is
described in Eq. (8). In this equation, I is the error
value after the prediction process.

~

lij, = Lij—1 + i j,41/2 )
Eij, = (Eyj, X 2) + b(n) 8)

Kamal and Islam [26] presented an idea to
distribute pixel values and separate them into the
pixel group based on image histogram. They
implement prediction errors to improve payload
capacity. Then they implement prediction to the last
calculated absolute-valued errors. This can yield
more data that can be put in the image, but it
introduces massive image quality degradation.

3. Proposed method

In the previous section, we have focused on the
various methods using HS, PEE, or both. The
advantage of using HS is that it is more tolerant to
change, but its capacity is limited. This weakness can
be mitigated using a histogram made using PEE, but
there are some drawbacks in quality depending on the
corresponding PEE method. Our proposed method's
main goal is to increase the secret data capacity and
stego image quality by utilizing both methods.

As it is known, in steganography, there are two
processes, i.e., the process of embedding and
extracting data. The flow of the data embedding
process can be seen in Fig. 1. Before hiding the secret
data, the PE is calculated using a predictor; then, we
embed the secret data by using the histogram of PE
as the reference.

3.1 Data embedding

MED is used as the predictor to generate PE
because it can produce a more even distributed
histogram from PE. To increase the embedding
capacity, we divide the PE histogram into partitions
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so that each of them has an individual peak. It is
advantageous, specifically if the PE histogram is
distributed evenly. Also, to further increase the
capacity, we do not utilize the peak of PE values
because they are considered a smooth value in the
image or the most frequent pixels. This characteristic
has made it more sensitive to change; thus, we prefer
to utilize the adjacent values. The illustration of
predictions can be seen in Fig. 2. The prediction error
is calculated by using Eq. (9), where [ is the original
pixel, I is the error value used to be the embedding
location, and E is the PE value calculated using Eq.
(10). To divide the histogram, we use Egs. (11), (12),
and (13), where X is the PE value range, and F is the
number of the partition, C™ is the divided partition.
Fig. 3 depicts the process of data embedding using
the partitioned histogram.

[ min(lyj-q,li—1 ;) if lic1jo1 =
maX(Ii,j_l,Ii_l'j)
Iij = { max(lyj-1,li—1;) if licijoa s (9)

l min(lyj-1,1i-1,7)
Lijj_q+1Ii_1j—Ij_y,j—1 otherwise

Ej;j=1,;—1I; (10)
X=P—-L+1 (11)

F = 256/2/t092X] (12)

¢ ={c%,c%c3,..,Cr} (13)

After the histogram of PE is generated and
divided into partitions, the PE value is becoming a
reference to embed data in each utilized partition.
This leads to more data can be embedded than using
only one peak value as the reference. As we know, a
shifting histogram can cause difficulties if we utilize
more values as a reference, especially in recovering
the original image. We do not shift the histogram;
instead, we simply change it to the adjacent PE value
if we encounter the reference PE in the scanning
process. To extract secret data, which we will discuss
in detail later, we use a location map to help find the
location of embedded bits. Not only enables easier
data recovery, but it also reduces modification that
can lead to better image quality without any kind of
shifting process. To enhance the storage of embedded
data, we increase the number of each PE value that
can hold more than one bit of data. We made secret
bits categories; each of them contains a pair of bits.
Every category is embedded in different PE values
reference, so certain PE values will only accept
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‘ if Pon > Clax =5
Check the next two
secret bits
[o1]  [1d]
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Ej=Pcn—7 Ejj=Pen —5|| Ejj=Peon —3|| Ej;=Pen—1
(@)
if Pow < Cpgiy +5
Check the next two
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-m -1 1 ‘ 01 ‘ | 10 |
Find Find Find Find
E ;=P +7 EH:PC,,-Q—S E;=Pr+3 Ej=Pr+1
E;,} = Ei,j +1
(b)
if Pen < Clgy — 5 and Pen > Cppi + 5
Check the next two
secret bits
i) o]
Find Find Find Find
E,=Pen+3 || E =Pen +1|| B, =Pen —3|| E;=Pen—1
Eij=Ey+1 Eij=Eij— 1

(©
Figure 4. Example of embedding process in a partition:
(a) Embedding process where Pg1 > Cihax — 4, (D)
Embedding process where P 1 < Cp;, + 4 and (c)
Embedding process where
if Pon < Clgx —5and Pen > Cp + 5

certain categories. Those four pairs of groups are (1,
1), (0, 0), (0, 1) and (1, 0).

The following explanation can be implemented
for each partition. We embed secret data on partition
C! with a PE value of 2 to 16, where C},,, is 16 and
CL.n is 2. First, we pick the most frequent PE value
or P.1 to use it as a reference point. If P1 > Chox —
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5, then scan two neighboring secret bits or b(n) and
b(n + 1); if they are (1, 1), search for the value of PE
P.1—5 and reduce it by 1. If two neighboring bits
are (0, 0), search for the PE value of P.1 — 7 and
lower it by 1. For the neighboring bits of (0, 1), the
PE value P.1 — 3 decreases by 1. Finally, if (1, 0) are
two neighboring bits, then PE value P, — 1 is the
one to decrease by 1. So, each pair of bits can only be
embedded in this partition if those conditions are met.
This process can be elaborated in Fig. 4 (a).

In the condition of P.1 < CL,,, + 5, the reference
position for pairs of bits are changed. Search for PE
value of P.1 + 5 if the discovered pair of bits are (1,
1) and add it by 1. If the next bits pair are (0, 0), find
P.1+ 7 and increase it by 1. Scan the next pair of
bits; if they are (0, 1), add P.1 + 3 by 1. Lastly, when
the next pair is (1, 0), add PE value of P.1 + 1 by 1.
This process can be described in Fig. 4 (b).

Another situation to embed secret bits is where
Pen < Chax—5 and Pen > Clrp + 5. We  must
check the next two secret bits; if they are (0, 0) or (1,
1), then search for Pon + 3 or P-n + 1, respectively.
After that, add it by 1. If the next two secret bits are
0, 1) or (1, 0), then find Pcn —3 or Pen—1,
respectively and increase the PE value by 1. This
condition can be observed in Fig. 4 (c).

Those processes are performed until no data is left
to be embedded, or in this case, C* does not have
enough space to continue to the next partition. During
the data embedding process, the predicted value
location is stored for the secret data extraction
process. The position of x-axis is stored at x(n), and
y-axis in y(n), with n is the index of the secret data.
To store the embedded bits' positions, we use Eq. (14)
and Eq. (15).

x(n) =i (14)

ym) =j (15)

If the number of secret bits is odd, then the last bit
is used in the PE value of P as the reference. If the
last bit is 0, then P is decreased by one; if it is 1,
increase P by one. For example, if all pair of secret
bits have been embedded and leave bit 0 as the last
bit, search for P.1 and decrease it, as implemented
using Eq. (16). The position of embedded bits is also
saved using Eg. (14) and Eq. (15).

;o Ei,j + 1 lf Ei,j = Pcl and b(n) =1 16
W 7 |E;j—0 if E;; =P and b(n) = 0( )
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After that, return PE values to image form by
using Eq. (17).

3.2 Data extraction and image restoration

Extracting secret data is relatively simple. First,
change the image to PE values by using Eq. (18); then,
we use Eq. (12) to divide the histogram of the PE
values into the partition.

Bl =11

i,j = (18)

ij

After that, scan the PE values in a partition. Let
C? be an example. Just like the embedding process, if
we encounter Pc1 > Co — 5,then Po1 — 8 and its
location is the same as x (n) and y (n); add its value
by one to return it to its original state. Now, P;1 — 8
has changed into P.: —7 that meets conditions
where the extracted bits b (n) and b(n + 1) is (0,
0). The bits extracted are going to depend on
conditions met. The rest of the conditions for this
partition are: if it is P.1 — 6, the extracted bits are
(0,0); if it is P.1 — 4, extracted bits are (0, 1) and
P.1 — 2 the extracted bits are (1, 0). The complete
process of extracting data can be seen in Fig. 5.
Regarding the odd amount of bits, the last bit's
position at P.1 — 1 for bit 0 or P.» + 1 for bit 1.
Overall, this step is described in Eqg. (19) and (20).
After all secret bits have been extracted, change the
PE value to the original image pixels using Eq. (21).

El:—1 ifE;=Pna+1
Eij= { ;! S e (19)
Ei,j+1 lei,j=PC1_1
1 if Bl = Pen+1
b(n) = and x(n) =i and y(n) = j
k and x(n) =i and y(n) = j
(20)
I; = fi’j +E;; (21)

4. Results and discussion

In this section, the results of the experiment are
provided. We evaluate the proposed scheme's
performance by measuring the peak signal to noise
ratio (PSNR) and embedding space size. We use Eq.
(22) and Eq. (23) to calculate PSNR and the
corresponding mean square error (MSE),
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respectively. In those equations, Iy 4x is the pixel
with the highest value, while W and L are the image's
height and width. PSNR measures the distortion level
of stego images and identifies any dissimilarities
between the original and stego images. MSE is
gained by calculating the total pixel value difference

between the stego image and the original cover image.

The lower MSE value implies that the quality of the
stego images is degrading.

2
PSNR = 10logy o 445 (22)

MSE:(%) Klsz':l(Iij—I{,j)z (23)

The size of the embedding space is measured by
calculating the bit per pixel (BPP). It is obtained by
dividing the total amount of bits that can be
embedded by the total cover image pixel. The
calculation process of BPP is described in Eq. (24).

BPP = Total number of emb'edded bl:tS ( )
Total number of cover image pixels

The cover image dataset used for this experiment
is obtained from [27, 28]. Each of the test images is
a grayscale image with a size of 512x512 pixels. Test
images are divided into two categories, medical and
general images, to test the performance of the
proposed scheme under different circumstances.
Examples of test images are depicted in Fig. 6.

Tables 1 and 2 show a comparison of PSNR
values between the proposed scheme and [22, 26],
without any encryption applied in test images. From
those tables, we see the proposed scheme produces
better PSNR than the others in every test image. On
average, the proposed scheme is 14.56 dB better than
[22] in medical images and 15.31 dB better in
generalimages. Compared with [26], the proposed
scheme also produces an average of 17.24 dB more
in medical images and has 18.66 dB more on average
in general images. This is due to the utilized PE
histogram in the proposed scheme that does not get
shifted. Partition and a bit allocation are employed to
preserve the number of PE values used for embedding
space, resulting in less modification of images and
less distortion.

Embedding capacity is presented in Table 3 and
Table 4. Here, we can see that the proposed scheme
has a lower overall BPP than others, especially in
medical images. It is crucial to notice that different
image has different properties that can lead to varied
capacity. Because general images mostly have
diverse pixel colours and changed into PE, the
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Figure 5. Example of extracting process in a partition:

(a) Extracting process where Pg1 > Cihax — 4, (D)

Extracting process where P.1 < Cp; + 4 and (C)

Extracting process where
if Peon < Chhox —5and Pen > Crin + 5

distribution of PE value is more even, which helps
toprovide more embedding space as the proposed
scheme will take advantage of it. From those tables,
we can see that the embedding space provided in [26]
is higher than the proposed method. It is because they
implement prediction to the last calculated absolute-
value errors and embed more than one bit in one
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Table 1. Comparison of similarity results from the proposed method and previous methods on general grayscale images

Image Proposed method Yietal. [22] Kamal and Islam [26]
: Payload (Kb) | PSNR (dB) | Payload (Kb)| PSNR (dB) | Payload (Kb)| PSNR (dB)
5 66.34 5 48.48 5 33.65
Baboon 10 65.31 10 48.44 10 31.53
15 64.67 15 48.39 15 30.26
20 63.42 20 48,35 20 29.76
5 66.25 5 49.29 5 35.27
Lena 10 65.18 10 49.23 10 34.56
15 63.56 15 49.18 15 33.29
20 62.67 20 49.13 20 32.25
5 66.43 5 49.04 5 33.48
Pepper 10 64.36 10 48.99 10 32.67
15 63.25 15 48.94 15 31.23
20 62.68 20 48.89 20 30.68
5 66.91 5 48.83 5 32.75
Elaine 10 65.21 10 48.78 10 31.80
15 63.16 15 48.74 15 30.14
20 61.19 20 48.69 20 29.04
5 65,29 5 48.84 5 34.57
Boat 10 64,95 10 48.80 10 33.79
15 62.77 15 48.75 15 32.86
20 61.89 20 48.70 20 31.30
Table 2. Comparison of similarity results from the proposed method and previous methods on medical grayscale images
Proposed method Yietal. [22] Kamal and Islam [26]
Image Payload PSNR Payload PSNR Payload PSNR
(Kb) (dB) (Kb) (dB) (Kb) (dB)
4 68.56 4 51.76 4 34.62
Abdominal 8 65.49 8 51.69 8 33.37
12 64.71 12 51.62 12 31.92
16 63.22 16 51.54 16 30.87
4 68.31 4 51.81 4 34.64
Hand 8 66.50 8 51.73 8 33.61
12 64.25 12 51.66 12 32.53
16 63.19 16 51.59 16 31.21
4 68.38 4 52.81 4 34.68
Chest 8 66.42 8 52.72 8 32.11
12 64.83 12 52.62 12 33.24
16 62.58 16 52.53 16 30.96
4 68.72 4 51.94 4 34.62
Head 8 66.65 8 51.86 8 33.42
12 64.87 12 51.79 12 32.49
16 62.56 16 51.71 16 31.23
4 67.24 4 51.81 4 34.06
Leg 8 66.45 8 51.74 8 32.93
12 64.63 12 51.66 12 32.01
16 63.24 16 51.59 16 30.96

image block; those can lead to higher secret bits
capacity and lower PSNR quality. In [22], the
embedding capacity is dependent on how much we
are willing to destroy the embedded image as the
embedding process is performed until all available
secret bits are embedded. For measuring the payload
capacity, the PSNR value of the embedded image

International Journal of Intelligent Engineering and Systems, Vol.14, No.2, 2021

should not be less than 30 dB to maintain good
imperceptibility [2]. For this reason, in the
experiment, we continue to embed the secret while
still maintaining the PSNR value not lower than about
30 dB.

DOI: 10.22266/ijies2021.0430.46



Received: December 19, 2020.

Table 3. Comparison of bit per pixel value between the
proposed and previous methods on general grayscale

images
Bit per pixel (BPP)
Image
Proposed | Yi et al. Ka dmall
method | [22] and Islam
[26]
Baboon 0.3126 | 0.3815 | 0.6560
Lena 0.4351 | 0.3815 | 0.5982
Pepper 0.3935 | 0.3815 | 0.4387
Elaine 0.3689 | 0.3815 | 0.6683
Boat 0.3524 | 0.3815 | 0.5962

Table 4. Comparison of bit per pixel value between the
proposed and previous methods on medical grayscale

images
Bit per pixel (BPP)
Image
Proposed | Yietal. Kamal
method [22] and Islam
[26]
Abdominal | 0.0983 0.3052 | 0.4376
Hand 0.0756 0.3052 | 0.5688
Chest 0.0802 0.3052 | 0.6370
Head 0.1245 0.3052 | 0.6917
Leg 0.0611 0.3052 | 0.5209

5. Conclusion

This research is inspired by previous works that
utilized the HS and PEE methods. The HS method
has the advantage of better overall image quality, but
it has a lower capacity due to the reliance on the
highest pixel frequency in the original cover image.
PEE helps to mitigate these issues by providing a
histogram with higher peak frequencies.

The proposed scheme increases the quality of
stego images by using both the PEE and histogram-
based methods. Furthermore, we implement
histogram partition and secret bit distribution to
reduce original cover image modification, which can
cause less distortion introduced in stego images. The
experimental results show that the proposed method
can improve the quality of the stego images when
compared to the existing studies. Using the same
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image dataset, the average of PSNR values increases
by 17.94 dB for general images and 14.95 dB for
medical images.

However, there is still a drawback to be resolved
in future works. That is, the proposed scheme has
limited number of bits that can be embedded in the
original cover image, which in certain cases, is lower
than existing research; so that, it can be performed as
long as the distortion is not too severe. Hence, the
proposed scheme is appropriate to use for various
numbers of secret bits, from relatively small to
medium.
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