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Abstract: The performance of different mechanisms utilised to perform anomaly detection depends heavily on the 

group of features used. Therefore, dealing with a multi-dimensional dataset that typically contains a large number of 

attributes has caused problems to classification accuracy. Not all attributes in the dataset can be used in the 

classification process since some features may lead to low performance of classifiers. Feature selection (FS) is a good 

mechanism that minimises the dimension of high-dimensional datasets. Modified binary grey wolf optimization 

(MBGWO) is a metaheuristic algorithm that has been successfully used for FS. However, the MBGWO algorithm has 

a drawback in selecting sub-optimal feature sets from an original set of features. This drawback is related to the linearly 

decreasing value of a parameter where there is no control between the exploration and exploitation processes. This 

study proposed an enhanced binary grey wolf optimization (EBGWO) algorithm for FS in anomaly detection by 

controlling the balancing parameter. The new method focused on obtaining a value for a parameter that controlled the 

trade-off between exploration and exploitation. Evaluation of the proposed method was on the NLS-KDD dataset with 

different attack classes and compared with other benchmark algorithms, such as binary bat algorithm, binary particle 

swarm optimization, and four variants of grey wolf optimiser for FS. The experimental results indicated that EBGWO 

was superior than other algorithms, where it obtained 19 features only out of a total of 41 features with 87.46% 

classification accuracy. The proposed algorithm can be applied to detect anomaly in network intrusion and outliers in 

data that are significant but difficult to find. 

Keywords: Metaheuristic, Grey wolf optimization, Feature selection, Classification, Anomaly detection. 

 

 

1. Introduction 

Anomaly detection is the activity to detect known 

anomalies or attacks in information systems [1]. 

Anomaly detection systems work by observing the 

behavior of the full system, traffic, or objects and 

then comparing it against normal or predefined 

assumed behavior s. Any split from the standard 

behavior  is considered as a possible attack  [2]. Due 

to the difficulty in distinguishing different types of 

attacks in high-dimensional data, anomaly detection 

becomes the preferred approach [1]. Attackers have 

become competent to manufacture malware, which 

has the power to change their structure 

(polymorphism). Anomaly detection depends on 

machine learning to discover irregularities [3]. The  

core principle of machine learning that incorporates 

artificial intelligence is to allow a machine to learn on 

its own, thereby distinguishing abnormal and normal 

behavior s within the system. The performance of 

different mechanisms, utilised to accomplish 

anomaly detection within systems, depends greatly 

on the group of features utilised. A feature collection 

must supply a functional uniqueness through the 

existing classes within the data, permitting fast and 

good classification of those classes [4]. Redundant 

attributes may be present within the vector that are 

irrelevant in detecting anomaly [5–7]. Classification 

accuracy and increase in detection time are two things 

that will be affected when performing anomaly 

detection on irrelevant and redundant features [6, 8, 

9]. The irrelevant attribute does not participate in the 

detection of any particular kind of attacks since it is 

incapable of holding important features for attack 
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detection [10, 11]. According to Kayacik [7], 

redundant and irrelevant attributes in the data will 

produce a small amount of knowledge concerning 

any of the classes within the dataset. Redundant 

attributes and irrelevant attributes/features will not 

provide any additional knowledge [4, 12, 13]. Feature 

selection (FS) is a procedure that removes irrelevant, 

redundant, or noisy data, and detects relevant features 

[14]. Feature selection improves predictive accuracy, 

increases comprehensibility, and speeds up data 

mining algorithms. Using FS mechanisms on the data 

before the features are analysed by the anomaly 

detection system can produce better detection 

accuracy [13]. Feature selection used in anomaly 

detection typically involves the use of supervised 

algorithms that require access to labelled data [8], 

[15–17]. 

Recent years have witnessed the use of 

metaheuristic algorithms such as ant colony 

optimization (ACO) in solving data mining problems 

for health care system [18], data clustering [19, 20], 

classification [21, 22] and travelling salesman issues 

[23]. Solving FS problems using metaheuristic 

algorithms is popular because near-optimal solutions 

could be obtained [24–28]. For example, Zhang [29] 

extended a bare-bone particle swarm optimization 

(PSO) algorithm for FS with binary variables to select 

the optimal features, which was named binary 

particle swarm optimization. Later, a new algorithm 

based on ACO and enriched with a new function as 

proposed by [30] produced better feature subsets. 

Bio-inspired optimization techniques were employed 

because of their robustness, simplicity, and efficiency 

to resolve complex optimization problems [31]. Grey 

wolf optimiser was first suggested by Mirjalili [32] to 

solve data extraction problems, which is a process in 

classification and FS [33]. One of the modern 

metaheuristic algorithms that have been successfully 

used for FS in terms of anomaly detection is modified 

binary grey wolf optimiser (MBGWO) [34]. 

However, MBGWO has a problem with the 

exploration and exploitation processes, which makes 

it insufficient in terms of finding a good quality 

solution. The behavior of the exploration and 

exploitation parameters is influenced by a value that 

decreases linearly from 2 to 0. This makes the search 

process become very limited because each wolf will 

have the same value in producing its solution [35]. 

The work in this study is implemented through two 

phases. Firstly, the decrease and increase strategy is 

applied to control the parameter of MBGWO by 

obtaining a value for a parameter that is utilised to 

control the trade-off between exploration and 

exploitation. Secondly, support vector machine is 

used for the classification process. The method based 

on indicators from the search process in determining 

the value for the parameter that influences the 

behavior of the exploration and exploitation 

processes to find the optimal features has resulted in 

better performance of the algorithm. This is the 

advantage of the proposed algorithm for feature 

selection. 

The remaining parts of this paper is organised as 

follows. Sections 2 and 3 present the grey wolf 

optimiser (GWO) and the new method, respectively. 

The data and experimental design are presented in 

Section 4. Results of the experiment are presented in 

Section 5. Lastly, Section 6 summarises the 

conclusions and future directions of the study. 

2. Grey wolf optimizer 

The GWO algorithm begins the optimization 

operation with a collection of random positions 

where each position is kept in a vector. In every 

repetition, the first phase computes the fitness value 

of every position of the alpha, beta, and delta wolves. 

There are three vectors and three variables to keep the 

locations and fitness values of the wolves. The three 

vectors, alpha, beta, and delta wolves must be 

updated before the location updating process. For the 

updated wolf location, the distance between the three 

wolves/agents and the current solution should be 

calculated first. New locations for the wolves are 

calculated based on the three best locations as follows 

[35]:  

 

                X⃗⃗ (t+1) =
X⃗⃗ 1+X⃗⃗ 2+X⃗⃗ 3

3
                  (1) 

 

where  X⃗⃗ 1, X⃗⃗ 2, X⃗⃗ 3 are defined as: 

 

X⃗⃗ 1 = |X⃗⃗ α − A⃗⃗ 1. D⃗⃗ α| 

               X⃗⃗ 2 = |X⃗⃗ β − A⃗⃗ 2. D⃗⃗ β|                      (2) 

X⃗⃗ 3 = |X⃗⃗ δ − A⃗⃗ 3. D⃗⃗ δ| 
 

D⃗⃗ α = |C⃗ 1. X⃗⃗ α − X⃗⃗ | 

                  D⃗⃗ β = |C⃗ 2. X⃗⃗ β − X⃗⃗ |                          (3) 

D⃗⃗ δ = |C⃗ 3. X⃗⃗ δ − X⃗⃗ | 
 

The variables, 𝑋 𝛼 , 𝑋 𝛽 , 𝑋 𝛿  represent three best 

positions at iteration t, 𝐴 1, 𝐴 2, 𝐴 3  and 𝐶 1, 𝐶 2, 𝐶 3  are 

the coefficient vectors, which are computed as 

follows [32]: 

 

A⃗⃗ = 2a⃗ . r 1 − a⃗                              (4) 
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Figure 1. Solution representation 

 

C⃗ = 2r 2                            (5) 

 

where 𝑎  will linearly decrease from 2 to 0 over the 

course of iterations and 𝑟 1, 𝑟 2 are the random vectors 

in [0, 1]. The equation for updating the value of the 

parameter (a) is given by [32]: 

 

                a=2−𝑡(
2

𝑇
)                             (6) 

 

Global search (exploration) in GWO is produced 

when A>1 or A< 1, while the local search 

(exploitation) is produced when -1<A<1. The value 

of A is dependent on the parameter (a) that linearly 

decreases from 2 to 0. As a result of the random 

mechanisms in this variable, the field changes in the 

range of [ -2, 2] for variable A. Overall, as above, the 

balancing of exploration and exploitation is required 

to obtain the global optimum by applying a stochastic 

method.  

Consequently, it is impossible to apply GWO to 

resolve FS issues without modification. There must 

be a process to switch the general algorithm into its 

binary version. There have been several binary 

versions suggested in the literature like crossover () 

[33], sigmoid() [36], and tanh() functions [37]. The 

major phase in explaining GWO for FS is to describe 

the feature subset represented in the solution. Fig. 1 

shows the depiction of the features. The location of 

the solution may take a value of “1” or “0.”, where if 

the amount is equal to 0, the attribute is not chosen. 

However, if the value equals to 1, the attribute is 

chosen. Therefore, the scope of the feature subset is 

expressed by a value of 1.  

A new binary variant of GWO (bGWO) 

algorithm was suggested in [33] in finding an optimal  

subset of features. The bGWO algorithm uses two 

different approaches to find a new position for the 

wolf. In the beginning, the first three best wolves’ 

movements are binarised and a stochastic crossover 

operation is applied to the binarised value. Later, a 

sigmoidal function is then applied to the result of the 

stochastic crossover operation. This concept in 

bGWO is used to find the best subset of features that 

can improve the classification accuracy. However, 

the proposed bGWO do not have any automatic 

tuning for the balancing parameter which led to 

insignificant features were obtained leading to low 

classification accuracy. 

An optimization population-based technique 

called modified GWO is suggested for choosing the 

optimal set of services, whereby a crossover 

procedure of the genetic algorithm (GA) is combined 

with the GWO algorithm [38]. The combination 

process improves the searchability as each agent can 

share its information with other pack members. The 

suggested algorithm makes a good trade-off between 

the local and global searches. However, the quality of 

the solution (classification accuracy) is unlikely to be 

high because the balancing parameter do not have any 

automatic control. 

The MBGWO algorithm that was presented in 

[34] for FS in anomaly detection generally attaches 

the best fourth wolf (omega) to share the position 

updates of the search agents. The effort decreases the 

effectiveness of the best three wolves’ positions by 

adding the best fourth wolf to share the updating 

decision. This leads to improving the performance of 

the updating decision of best search agents in finding 

the optimal solution. In MBGWO, the value of the 

parameter, a, decreases linearly for all search agents, 

making the search process become very limited 

because each wolf will have the same value in 

producing its solution. However, the algorithm has 

several drawbacks in selecting sub-optimal features 

set from an original set of features.  

In all the previous studies referred to, the value of 

parameter, (a), decrease linearly for all the search 

agents, that makes the search process very limited 

because each wolf will have the same value in 

producing its solution. In this study, we proposed a 

method to obtain a value for the parameter that 

control the trade-off between exploration and 

exploitation to avoid the limitation in the existing 

techniques and improve the EBGWO for FS in 

anomaly detection. 

3. The proposed method 

The proposed method focuses on obtaining a 

value for the parameter, a, which is utilised to obtain 

a good trade-off between exploration and 

exploitation. The proposed method is called 

enhanced binary GWO (EBGWO), where 

enhancement is made on the exploration and 

exploitation processes of the wolves in the MBGWO 

algorithm. This study formulated an approach based 

on indicators from the search process in determining 

the value for the parameter that influences the 

behavior of the exploration and exploitation 

processes in finding the optimal features. There are 

three main things to consider in implementing the 
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proposed method: i) The value of the parameter, a, 

will depend on the agent feedback that acts as an 

indicator in the search space. Therefore, the value 

will not necessarily linearly change. ii) Each agent 

will obtain an increment indicator for the parameter 

when it leaves an area with good fitness value to an 

area with worse fitness value. Conversely, when each 

agent leaves a worse area and moves to a good or 

better one, it will receive a decrement indicator for 

the parameter selection. However, the agent’s fitness 

value is the indicator that determines whether this 

agent should increase or reduce the value of the 

parameter. iii) In order for each agent to adapt its 

exploration and exploitation values, there are two 

rewards, i.e. decrement and increment. The 

decrement reward usually occurs when the solution is 

improved in subsequent iterations. The achievement 

of iteration at time t is realised by the ability of the 

search wolf from the fitness value at time t that is 

more preferable than its fitness value at time t−1. This 

decreases its exploration rate and consequently 

decreases its confidence. The proposed equation to 

reduce the value of the parameter, a, from 1 to 0 is 

given by: 

 

a=1−t(
2

T
)                                   (7) 

 

where t is the number of iteration and T is the 

maximum number of iterations. In contrast, the 

increment reward is when the solution does not 

improve in subsequent iterations. This will lead to the 

increment of the parameter’s value. Another status  

 

 
Figure. 2 EMGWO algorithm 

that may drive to such a reward is when a continuous 

worse fitness occurs in which the wolf may want to 

scout in a new area in the search space, hoping to 

obtain an improved solution. This increases its 

exploration rate and, thus, increases its confidence. 

The proposed equation to increase the value of the 

parameter, a, from 1 to 2 is as follows: 
 

a=1+t(
2

T
)                                      (8) 

 

where t represent the iteration number and T is the 

maximum number of iterations. The new method 

replaces the linearly changing process of the 

MBGWO algorithm to form the EBGWO algorithm. 

Fig. 2 shows the EBGWO algorithm where the new 

method is highlighted.  

4. Data and experimental design 

Evaluation of the proposed method was 

conducted where its performance was compared with 

four GWO variants and two commons algorithms. 

The performance metrics used for comparison were 

classification accuracy and number features in the 

subset. The NSL-KDD dataset, which is the modified 

version of the KDD99 dataset [39], was used in the 

performance evaluation. The NSL-KDD dataset was 

utilised because it is useful and effective in 

comparing several anomaly detections approaches. In 

the NSL-KDD dataset, there were 41 features 

suggested for each record. Every attack was classified 

under one of the roots: denial of service (DoS), probe, 

user to root attack (U2R), and remote to local (R2L). 

Fig. 3 displays the definition of every attack type. 

Every NSL-KDD instance contained a network 

connection with 41 known features (e.g. type, service, 

flag, and protocol), that were labelled as normal or 

one of the four kinds of attack (e.g. probe, DoS, U2R, 

and R2L). Fig. 4 shows the NSL-KDD dataset class 

distribution, while Table 1 displays the distribution of 

attack types in the NSL-KDD dataset [34]. 
 

 
Figure. 3 Attack type definition 

Initialise a population of wolves’ positions at random 

[0; 1]. 

Initialise a, A, and C 

Find the best solutions (alpha, beta, delta, and omega)                           

        while stopping criteria not met do 

             For each Wolf 

        Calculate and find alpha, beta, delta, and omega. 

        Calculate the best position. 

            end 

               For each Wolf 

         Evaluate the location of individual wolves. 

             If fitness value at time t worse than fitness 

value at time t−1 

                         Increase the parameter (a) 

                 else 

                       decrease the parameter (a) 

                 end if 

         Update Parameters A and C. 

         Evaluate positions of individual wolves. 

         Update alpha, beta, delta, and omega 

      End while 

Return best solution 
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Figure. 4 NSL-KDD dataset class distribution 

 

Table 1. Distribution of attack types in NSL-KDD 

 

Attack 

 

Attack 

type 

NSL-KDD 

 

Training 

data 

Testing 

data 

 

DoS 

Neptune 8282 4657 

Smurf 529 665 

Pod 38 41 

Teardrop 188 12 

Land 1 7 

Back 196 359 

Apache2 - 717 

Udpstorm - 2 

Process-table - 685 

Mail-bomb - 293 

U2R Bu_er-overow 6 20 

Load-module 1 2 

Perl 0 2 

Rootkit 4 13 

Spy 1 - 

Xterm - 13 

Ps - 17 

Http-tunnel - 133 

Sql-attack - 2 

Worm - 2 

Snmp-guess - 331 

R2L 

 

Guess-password 10 1231 

Ftp-write 1 3 

Imap 5 1 

Phf 2 2 

Multihop 2 18 

Warezmaster 7 944 

Warezclient 181 - 

Snmpgetattack - 178 

Named - 17 

Xlock - 9 

Xsnoop - 4 

Send-mail - 14 

Probe Port-sweep 587 157 

IP-sweep 710 141 

Nmap 301 73 

Satan 691 735 

Saint - 319 

Mscan - 996 

In this study, the data in NSL-KDD were divided 

into two datasets, namely KDDTrain+ and 

KDDTest+. The size for each dataset was 125,973 

and 22,544, respectively. The ratio between the 

training data and testing data was 85:15. The first 

phase of the experiment compared the performance 

of the proposed method with several variants of 

GWO, i.e. modified GWO (MGWO) by Chandra [38], 

binary GWO (bGWO) by Emary [33], and MBGWO 

by Alzubi [34]. These algorithms were chosen for 

comparison because they use linearly decrease 

method for parameter, a, which make the search 

process limited in selecting the optimal features. The 

MGWO is a hybrid Algorithm while bGWO and 

MBGWO are non-hybrid algorithms similar to 

EBGWO. Moreover, these algorithms which are 

variants of GWO from the swarm intelligence family 

and performed well for FS. This is to show that better 

results can be obtained by EBGWO. The results were 

compared based on the average number of features 

(ANF) and the average accuracy performance (AAP), 

which are calculated as follows [33, 34, 40]:  

 

𝐴𝐴𝑃 =
∑𝑟𝑢𝑛

𝑖=1 𝐴𝐶𝑖

𝑟𝑢𝑛
 

 

𝐴𝑁𝐹 =
∑𝑟𝑢𝑛

𝑖=1 𝑁𝐹𝑖

𝑟𝑢𝑛
 

 

The number of features is NF, and the accuracy 

rate is AC. Support vector machine was utilised as a 

classifier because it is one of the most commonly 

used classifiers for classification in anomaly 

detection [41, 42].  

 

Fitness function is calculated for each algorithm as 

follows [33]: 

 

𝐹𝑖𝑡𝑛𝑒𝑠𝑠 = 𝐴𝐶 . 𝑎 + (1/𝑁𝐹) . 𝑏, 
 

where the number of features is NF, and a and b are 

two parameters in which 𝑎 ∈ [1,0] 𝑎𝑛𝑑 𝑏 = 1 − 𝑎. 

In the second phase of the experiment, the 

average attributes were selected and the average 

accuracy in EBGWO was compared with the binary 

PSO (bPSO) [43], bGWO [33], binary bat algorithm 

(BBA) [44], and MBGWO. In this phase, the dataset 

that was used was a combination of KDDTest-21 and 

KDDTrain+_20Percent [39]. KDDTrain+_20Percent 

was the subset of the training dataset, while 

KDDTest-21 was a subset of the test dataset. The 

total number of instances in this new dataset were 

37,042. For the experiment, 80% of the combination 

data were randomly chosen as the training data, while 

the remainder 20% were used as the testing data.  

010000200003000040000500006000070000

Normal

Probe

DoS

U2R

R2L

Normal Probe DoS U2R R2L

Test+ 9711 2421 7458 67 2887

Train+ 67343 11656 45927 52 995

Number of Record
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Table 2. Parameters settings 

Parameters Unit/Description 

Number of runs 20 

Total number of wolves 12 

Number of iterations 20 

SVM classifier RBF 

a value 0.6 

b value 0.4 

 

Fitness function was again calculated for each 

algorithm.  The anomaly detection metrics that were 

used to compare the performance were average 

accuracy (AC), number of selected features and error 

rate (ER) using the following equations [33, 34, 40]: 

 

𝐴𝐶 =
𝑇𝑃+𝑇𝑁

𝑇𝑃+𝑇𝑁+𝐹𝑃+𝐹𝑁
  

 

            𝐸𝑅 =
𝐹𝑃+𝐹𝑁

𝑇𝑃+𝑇𝑁+𝐹𝑃+𝐹𝑁
                           

 

where TN, TP, FN, and FP are the confusion matrices 

that describe the classification results (true or false) 

[34]. The matrices are: 

 

• TN: Correctly classified as normal 

• FN: Intrusions that are classified as normal  

•TP: Correctly classified as intrusion  

• FP: Normal behavior but classified as intrusion 

 

The error rate metric was used to test for the 

convergence of the algorithm [45, 46]. The 

experiment was conducted in MATLAB R2018b 

with parameter settings as shown in Table 2. 

5. Results and discussion  

The results of the first phase of the experiment in 

which the full dataset was used are shown in Table 3. 

The results exposed that EBGWO obtained the 

highest accuracy with the smallest number of features. 

The new method for the parameter selection value 

was able to choose the optimal subset of features by 

considering previous knowledge during the search 

process. In EBGWO, the choice of the parameter 

selection value (parameter control) from the feedback 

in the search space was considered. Whereas in all 

other GWO variants, the parameter selection value 

process was from the linear decreasing strategy 

without feedback from the search space. The 

EBGWO results emphasised that the parameter 

selection value had an effect in the decision-making 

process for the trade-off between exploration and 

exploitation. 

 

Table 3. First phase results for feature selection 

Algorithm AAP ANF 

EBGWO 87.46% 19 

MBGWO 81.58% 26 

bGWO 81.07% 26 

MGWO 79.66% 24 

GWO 79.66% 28 

 
Table 4. Comparison of average accuracy 

Class 1 2 3 4 5 

Normal 

98.31 

% 

98.26 

% 

98.23

% 

98.41

% 

98.41

% 

DoS 

99.54 

% 

99.42 

% 

99.40

% 

99.73

% 

99.73

% 

Probe 

98.71 

% 

98.66 

% 

98.58

% 

98.88

% 

98.88

% 

U2R 

99.74 

% 

99.59 

% 

99.59

% 

99.77

% 

99.77

% 

R2L 

97.60 

% 

97.36 

% 

97.33

% 

97.33

% 

97.33

% 

1.Proposed EBGWO 

Algorithm 

2.MBGWO Algorithm 

3.bGWO Algorithm 

4.bPSO Algorithm 

5.BBA Algorithm 

 

Table 5. Comparison of average selected feature 

Class 1 2 3 4 5 

Normal 20 20 21 26 25 

DoS 16 17 18 23 23 

Probe 16 16 18 22 21 

U2R 13 12 12 18 18 

R2L 17 18 19 23 22 

1.Proposed EBGWO 

Algorithm 

2.MBGWO Algorithm 

3.bGWO Algorithm 

4.bPSO Algorithm 

5.BBA Algorithm 

 

The experimental outcomes of the second phase 

of the experiment are presented in Tables 4 and 5, 

which showed that the EBGWO algorithm 

outperformed other algorithms in terms of average 

subset of selected features and average accuracy. The 

balance between searching a significant number of 

features with the highest accuracy was obtained by 

the EBGWO algorithm. This reflected the advantage 

of the proposed method in obtaining the value for the 

parameter that controlled the trade-off between the 

exploration and exploitation processes. The results 

indicated that EBGWO obtained the highest accuracy 

with the smallest number of features. In summary, 

EBGWO selected fewer numbers of features that 

were useful for the detection procedure with highest 

accuracy.  

The performance of EBGWO and MBGWO in 

terms of their convergence for five classes; Normal,  
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Figure. 5 Convergence of MBGWO and EBGWO for 

Normal class 

 

 
Figure. 6 Convergence of MBGWO and EBGWO for 

DoS class 

 

 
Figure. 7 Convergence of MBGWO and EBGWO for 

Probe class 

 

DoS, Probe, U2R and R2L, are displayed in Figs. 

5–9. Within a single run, the MBGWO algorithm 

showed that it lacked in minimising the error rate of 

the attacks as it could only reach a limited number of 

optimal features. Therefore, it required running for 

many times to achieve a small number of selected 

features with high accuracy. This was due to the fact 

that MBGWO linearly decreasing parameter did not 

consider any previous knowledge  

 
Figure. 8 Convergence of MBGWO and EBGWO for 

U2R class 

 

Figure. 9 Convergence of MBGWO and EBGWO for 

R2L class 
 

during the search process. However, the proposed 

EBGWO method proved that it could seek many 

optimal features within a run with minimum error rate. 

This was because the proposed parameter control in 

EBGWO forced the search wolves to jump out from 

non-promising regions to discover more areas in the 

search space. Furthermore, trade-off between the 

exploration and exploitation processes depended on 

the knowledge during the search process.  

6. Conclusion 

The proposed EBGWO has enhanced the linearly 

decreasing parameter in MBGWO for FS in anomaly 

detection. The general advantage of this enhancement 

is that the detection of the anomaly occurs with high 

accuracy by selecting the most efficient features. In 

addition, the effectiveness of EBGWO has been 

shown where only the most relevant subset content 

features were utilised, which resulted in the highest 

classification accuracy. The experimental results 

indicated that EBGWO was superior than other 

algorithms, where it obtained 19 features only out of 

a total of 41 features with 87.46% classification 

accuracy.  The results also indicated that EBGWO is 
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superior in terms of classification accuracy and 

number of chosen features when assessed on the 

NLS-KDD dataset with different attack classes. 

Finally, future research can focus on the hybridisation 

of EBGWO with stochastic local search method to 

obtain improvements in each candidate solution. 
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