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Abstract
Cybersecurity awareness has become an important issue in maritime transportation as well as in other sectors. In 
this paper, after analyzing maritime cybersecurity literature, it is aimed to understand the factors of antecedents 
and consequences of cybersecurity awareness in maritime domain by taking Turkish Maritime Sector as a case 
study.  Structural Equation Modeling is used for understanding the factors by validating a questionnaire data 
from 211 maritime employees who graduated from the Department of Marine Transportation Management 
Engineering and Marine Engineering in Turkey. It is found that (a) education is a significant factor in enhancing 
the maritime cybersecurity awareness of employee’s and their attitudes towards cybersecurity; (b) cybersecurity 
incidents or experiences significantly influence employee’s cybersecurity awareness and their behavior; (c) 
maritime cybersecurity awareness significantly affects secure user behavior. In addition, results showed that rules 
and policies with information sharing do not have any significant effect on cybersecurity awareness and on the 
development of secure employee behavior.
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Deniz Siber Güvenlik Bilincinin Öncülleri ve Sonuçları: Türkiye Denizcilik Sektörü İçin Bir 
Vaka Çalışması

Öz
Siber güvenlik farkındalığı, deniz taşımacılığında ve diğer sektörlerde önemli bir sorun olarak ortaya çıkmaktadır. 
Bu çalışmada, deniz alanında siber güvenlik ile ilgili çalışmalar analiz edildikten sonra, Türk Denizcilik Sektörü 
bir örnek olay incelemesi olarak alınarak denizcilik alanındaki siber güvenlik farkındalığının öncül faktörlerinin 
ve sonuçlarının anlaşılması amaçlanmıştır. Yapısal Eşitlik Modellemesi, Türkiye'nin Deniz Ulaştırma İşletme 
Mühendisliği ile Gemi Makineleri İşletme Mühendisliği bölümlerinden mezun 211 denizcilik çalışanından elde 
edilen anket verilerini analiz ederek hipotezleri doğrulamak için kullanılmıştır. Yapısal Eşitlik Modelinin sonuçlarına 
göre; (a) eğitimin, deniz çalışanlarının siber güvenliğe yönelik doğru davranış geliştirebilmesi için siber güvenlik 
farkındalığını etkileyen önemli bir faktör olduğu; (b) siber güvenlik olaylarının veya deneyimlerinin, çalışanın 
siber güvenlik farkındalığını ve davranışlarını önemli ölçüde etkilediği; (c) deniz siber güvenlik farkındalığının, 
güvenli kullanıcı davranışını önemli ölçüde etkilediği sonuçları ortaya çıkmıştır. Ek olarak, bilgi paylaşımı ve kural 
ile politikaların diğer sektörlerde olduğunun tersine denizcilik sektöründe çalışanların siber güvenlik farkındalığı 
ve güvenli davranış geliştirmesi üzerinde önemli bir etkisi olmadığı sonucuna varılmıştır.

Anahtar Kelimeler: Siber güvenlik farkındalığı, Denizcilik sektörü, Güvenli davranış, Faktör analizi.
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1. Introduction
The	prefix	“cyber”	is	a	common	term	that	

is	used	for	defining	information	technologies	
including computer and internet. The 
International Telecommunication 
Union describes “cybersecurity” as all 
technologies and procedures that include 
hardware, software, policies, security 
concepts, protection measures, guidelines, 
risk management approaches, precautions, 
education and applications for cyber space 
and related individuals and organizations. 
In the literature, there are also several 
definitions	 for	 cybersecurity.	 For	 example,	
National Initiative for Cybersecurity 
Careers	and	Studies	[1]	explains	the	term	of	
cybersecurity as the state, capability, process 
which information and communications 
systems are protected from unauthorized 
modification	and	defended	against	damage.	
The National Institute of Standards and 
Technology	 [2]	 defines	 cybersecurity	 as	
the process of protecting information by 
frustrating, specifying, and replying to 
attacks. Cyber Strategy for Norway (ENISA) 
defines	 cybersecurity	 as	 the	 protection	 of	
data and systems connected to the Internet 
[3]. In addition, it is seen that multiple 
cybersecurity	 definitions	 have	 been	 given	
in national security policy agendas of 
the countries [4]. The common point of 
these	definitions	is	that	an	end	user	is	the	
essential agent in cybersecurity due to 
his/her role in preventing, detecting and 
responding to a cyber-attack. Accordingly, 
it can be concluded that cybersecurity 
is a user-centered concept which needs 
adoption of secure behavior against cyber 
vulnerabilities and attacks.  For instance, 
VMWARE	 report	 [5]	 indicated	 that	 an	
average of 100 cyber-attacks per year 
had	 been	 experienced	 by	 the	 companies	
whose IT security teams could not diagnose 
98%	of	 them.	Global	Risks	Report	 [6]	also	
stated that a big number of cyber-crimes 
were not discovered every year because 
it	 was	 difficult	 for	 end	 users	 to	 realize	

the	 existence	 of	 an	 illicit	 access	 to	 cyber	
systems.	 	 Cybersecurity	 Intelligence	 Index	
[7] presented that 95% of all security events 
were caused due to human factor based 
errors.  In this point of view, cybersecurity 
awareness has become an important 
challenge for sustainable information 
transaction in the digital world for end 
users both at home and at work.

Regarding cybersecurity awareness at 
workplace, since end users are employees 
themselves, they are important agents for 
ensuring the security of cyber physical 
system and protecting the information they 
process. Human-based vulnerabilities such 
as using weak passwords, opening unknown 
e-mail attachments, ignoring risks resulted 
by wireless systems and mobile devices 
at work can end up with cyber-attack 
[8].  Accordingly, cybersecurity incidents 
are resulted by the acts of employees 
that originate from inadvertency and not 
being aware of cybersecurity policies and 
procedures. Hansche [9] stated that threats 
to equipment, stored information, open 
network environments during cybersecurity 
incidents should be comprehended by the 
employees. Rezgui and Marks [10] found 
that conscientiousness, cultural beliefs 
and social conditions had impact on staff 
behavior and attitude toward information 
security awareness.   Consequently, 
cybersecurity awareness programs 
should be established as tailor-made since 
organizational dynamics and employees’ 
approaches can be different for each work 
environment. Accordingly, understanding 
the antecedents for cybersecurity awareness 
and investigating the consequences of 
cybersecurity awareness are empirically 
important from a managerial point of view 
to ensure cybersecurity in workplace.

In the foregoing circumstances, 
determinants of cybersecurity awareness 
and its mediating effect on end users’ 
behavior should be investigated for the 
maritime sector. The literature shows 
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us that researches about cybersecurity 
awareness have mostly been studied for 
finance	 [11],	 education	 [12]	 and	 aviation,	
[13] while it is seen that there is a lack of 
studies for the maritime sector.

The maritime transportation sector 
includes navigation, communication and 
execution	systems	that	fall	under	the	internal	
network of the vessel, and the information, 
communication and technology systems 
used in the communications of the vessel 
with the company [14]. The studies indicate 
that cybersecurity has been a new subject 
matter recently taken into consideration 
by large organizations such as IMO, BIMCO, 
DNV-GL.	 A	 limited	 number	 of	 researches	
done in cybersecurity awareness for the 
maritime sector shows that the maritime 
sector has a high level of cyber risk and low 
level	 of	 cybersecurity	 awareness	 profile	
[15,16,17,18].

Consequently, the main aim of this 
study is to investigate the antecedents and 
consequences of cybersecurity awareness in 
the maritime sector to provide a behavioral 
model for cybersecurity management 
processes in maritime sectorial companies.

2. Background
Providing cybersecurity by overcoming 

the risks enables effective operations in 
organizations. Realizing vulnerabilities 
and developing pre or post actions are 
socio-technological functions which 
require interactive coordination of the 
personnel and cyberspace interfaces.  Thus 
personnel as end users in companies are 
of vital importance although they can be 
also	 defined	 as	 the	 weakest	 members	 of	
security	 measures.	 For	 example,	 Vroom	
and Solms argue that the number of the 
security events related to the individuals 
inside the institution surpasses the 
number of security violations related to 
the individuals outside, and this shows 
that the employees pose an enormous 
threat for the wellbeing of the company 

[19].  Since human factor has arisen as an 
important issue for ensuring cybersecurity, 
the industries which are directly related to 
human element can be under much more 
risks	than	the	other	sectors.	In	this	context,	
from the perspective of cybersecurity, 
maritime transportation industry becomes 
a hot spot as %90 of the maritime accidents 
have occurred due to human-related errors.

When incidents and the penetration test 
related with cybersecurity in the maritime 
sector is evaluated, it has been seen that 
lack of awareness and lack of capability 
to develop secure behavior are important 
factors for the occurrence of cybersecurity 
breaches. When looking at responsible 
persons who are active in related cyber 
space, it is understood that they are 
not aware of the protection measures 
directed against the system [15,17, 20, 
21]. Accordingly, we can conclude that 
maritime transportation is a sector which 
has high level risk and low level awareness 
in terms of cybersecurity. This fact was 
also supported by European Network 
and Information Security Agency as they 
presented	 seven	major	 deficits	 in	 term	 of	
maritime cybersecurity, as follows [20]:

• Low awareness and focus
•	 Complex	structure	of	Maritime	systems
• Absence of holistic management 

approach in national and international 
context	in	the	maritime	field

• Inadequacies’ related to security of 
cyber space in maritime regulations

• No holistic understanding of 
cybersecurity

• Lack of economic incentives and 
initiatives for work to increase the 
cybersecurity in the maritime sector

• Lack of incentives to motivate work

On the other hand, some other 
researches have dealt with understanding 
the cybersecurity awareness level in 
organizations.	 For	 example,	 Share	 Your	

Bolat & Kayişoğlu / JEMS, 2019; 7(4): 344-360
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Smart Shipping Insights’ survey was 
conducted by SAFETY4SEA [17] and it 
was assessed that whether stakeholders 
of maritime sector have been aware of 
the current and future smart shipping 
difficulties	 and	 have	 installed	 the	
Autonomous Shipping and Future Trends, 
nature of ECDIS & e-Navigation and Cyber 
Safety/ Cybersecurity in shipping.  Bolat et 
al. has also done a cyber-security awareness 
perception survey to 256 participants in 
Turkish Maritime Sector and they found 
that the lack of regulations brings low 
cybersecurity awareness and cybersecurity 
awareness training would be an important 
action for maritime transportation industry 
[15]. Netherland Maritime Technology also 
emphasized that education and awareness 
were important for the protection and 
presentation process of maritime network 
systems against cyber threats [21]. They 

also presented that maritime employees 
should be aware of both cyber risks and 
secure behavior.

3. Hypothesis Development
3.1 Antecedents

Some studies have dealt with 
cybersecurity through analyzing situational 
awareness which includes cognitive studies 
[22, 23, 24, 25] while some others have 
studied behavioral aspects to understand 
general cybersecurity awareness in 
organizations [26, 27, 28]. In this paper, we 
also aimed to understand the antecedents 
and consequents of general cybersecurity 
awareness among maritime employees, 
which are shown in Figure 1 and Table 1.

From behavioral aspect, antecedents 
of cybersecurity awareness can be 
distinguished as impact of education and 
training, sharing information, rules and 

Table 1. Hypothesis

HYPOTHESIS

H1: Education and Training on cybersecurity positively impacts level of cybersecurity awareness (CSA) of 
individuals in maritime sector.

H2: Rules and policy developed for cybersecurity positively impacts level of CSA of individuals in maritime 
sector.

H3: Information sharing about cybersecurity has positive effects on level of CSA of individuals in maritime 
sector.

H4:	Experienced	cybersecurity	incidents	positively	impact	the	level	of	CSA	of	individuals	in	maritime	sector.

H5: Cybersecurity awareness positively impacts adoption of secure behavior in maritime sector.

Figure 1. Hypothesis Scheme
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policies	 and	 experienced	 cyber-attacks	
while cybersecurity awareness mediates 
developing secure behavior [12, 29, 30, 
31, 28].

Haeussinger and Kranz found that 
education and training programs 
about cybersecurity have mediated by 
cybersecurity awareness to maintain 
intention to develop secure behavior 
[12]. Bada and Sasse also emphasized 
that cybersecurity awareness education 
should be targeted, actionable, doable 
as awareness should be integrated 
with attention and knowledge and has 
to be properly organized [26]. There 
are also multifarious studies in the 
literature on the measures to be taken 
to affect successfully the behaviors and 
awareness of the users in this respect. 
For instance, Lund and Aarø argued that 
programs that combined with various 
measures such as information campaigns, 
trainings, rewards, technological / 
physical precautions, regulations and 
implementation, had the most positive 
effect on risk behaviors [32]. Dodge et 
al. evaluated the responses of the users 
for an e-mail phishing attack with an 
uninformed test [33]. They found that the 
effectiveness of cybersecurity awareness 
raising programs affected the security 
awareness of the participants and 
provided a promising feedback.

Regarding the maritime transportation 
industry, education and training has 
already been used to meet the minimum 
requirements of STCW and maritime 
safety and security awareness. In 
this	 context,	 we	 can	 obtain	 following	
hypothesis;

H1: Education and Training on 
cybersecurity positively impacts level 
of cybersecurity awareness (CSA) of 
individuals in the maritime sector.

Rules and Policy can be other 
antecedent of cybersecurity awareness. 
Herath and Rao stated that information 

security policies could be dependent 
on organizational, environmental and 
behavioral factors [29]. Clutch has 
reported that although companies 
have adopted cybersecurity policies, a 
significant number of employees are not 
aware of these policies and associated 
threats [34]. They also noted that 
cybersecurity policies would enhance 
cyber awareness and cybersecurity 
measures of the company. In the 
maritime domain, the fact “policies and 
rules drive awareness” is also a valid 
statement. Codes and conventions for 
maritime transportation which has been 
put into force by International Maritime 
Organization (IMO) aim to increase 
awareness on a specific maritime subject 
such as safety and security issues by 
focusing on standardizations and taking 
precautions. Therefore:

H2: Rules and policy developed for 
cybersecurity positively impacts the level 
of CSA of individuals in the maritime 
sector.

It has been known for some time that 
the most important factor in increasing 
information security is to gather, analyze 
and share information about actual 
or unsuccessful attempts in computer 
security violations. In this respect, 
the federal government of the USA 
promoted the establishment of  sector 
based Information Sharing and Analysis 
Centers (ISACs) [35]. The ISACs facilitate 
the sharing of information of their 
members about their efforts to increase 
and maintain the security of their cyber-
infrastructures [30]. Safa and Solm 
introduced that information sharing plays 
an important role due to its positive effects 
on the information-security awareness 
of the employees [36].  Regarding the 
maritime sector, information sharing 
and cooperation is also becoming an 
important implementation way for 
maritime safety and security solutions 
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[37]. Enterprises Shipping Trade 
emphasized that information sharing has 
been a continuous effort for enhancing the 
value between the maritime companies, 
the ships and the other stake holders.  
Information sharing is a triggering factor 
for high level effectiveness of dynamic 
environment of maritime infrastructures 
[38]. Therefore, we hypostatize that:

H3: Information sharing about 
cybersecurity has positive effects on the 
level of CSA of individuals in the maritime 
sector.

Vaneechoutte	 stated	 that	 awareness	
itself	 is	also	an	experience	which	results	
from the filtering and processing of the 
several	 possible	 experiences	 going	 on	 in	
our bodies and brains [31]. According to 
Kapatker for learning about awareness, 
it	 is	 required	 to	 understand	 experiences	
[39]. He launched its industrial 
cybersecurity program with a philosophy 
awareness	by	experience.	Therefore,

H4:	 Experienced	 cybersecurity	
incidents positively impacts the level of 
CSA of individuals in the maritime sector.

Development of secure behavior is 
the consequence of gaining cybersecurity 
awareness.  D’Arcy and Hovav claimed 
that awareness of end users is a 
determinant for obtaining secure systems 
as the behavior of end users have been 
required for implementing the security 
countermeasures [40]. Safa et al. found 
that information security awareness and 
attitude towards information security 
have direct effects on the user’s behavior 
[41]. Accordingly,

H5: Cybersecurity awareness 
positively impacts adoption of secure 
behavior in maritime sector.

4. Research Method
The	 research	 method	 is	 examined	

in three parts which are data collection 
method, sampling group and analysis and 
findings.

4.1. Data Collection Tool
"Five	Point	Likert	Type	Survey"	method	

was used to understand antecedents 
and consequences of cybersecurity 
awareness amongst maritime employees 
in Turkey from the perspective of 
organizational management. Antecedents 
and consequences of cybersecurity in 
the maritime sector were assessed by a 
questionnaire which were formed from 
similar questions in various sources of 
literature [47, 48, 49, 50, 51,52] and based 
on	 our	 own	 expertise	 and	 experience,	
shown	 in	 Appendix,	 with	 37	 statements	
on a 5-point Likert scale compose from 
strongly disagree (1) to strongly agree 
(5).	The	survey	consists	of	six	sections	as	
The Awareness of Cybersecurity – CSA, 
Developing Secure User Behavior – SUB, 
The Education related with Cybersecurity 
– EDU, Company Rules and Policies 
about Cybersecurity – RULPOL, Sharing 
of Cybersecurity Information – IS, The 
Influence	of	the	Cyber	Attack	Experiences	
– CAE.

The proposed research model was 
empirically tested using the survey 
methodology. Analysis of questionnaire 
responses involve identifying the 
effectiveness of model structure, 
determining which items of the 
questionnaire should be involved or not, 
and evaluating the validity and reliability 
of the data. Likert-type questions include 
an	expression	with	an	attitude	or	opinion	
on the topic being searched, and options 
indicating the level of participation in 
that statement [42].

4.2. Sampling Group
The questionnaire survey was 

implemented to the participants via 
internet [43] and hardcopy. 

The target group of this study consists 
of maritime transportation engineers 
and marine engineers, for about a 15000 
population size [55], in Turkish Maritime 
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Industry who are working either on sea 
side or shore side with minimum 1-year 
sea	experience.	

In this study, the questionnaire was 
done by 212 participants.  One of them 
has been omitted because of dual answers 
for the questions. Hence, 211 engineers 
have constituted the sample group of the 
study.

In the literature, it can be seen that 
some research claimed that simple SEM 
models could be meaningfully tested even 
if sample size is quite small [58, 59, 60], 
but	 usually,	 N	 =	 100–150	 is	 considered	
the minimum sample size for conducting 
SEM [61;64]. Some researchers consider 
an even larger sample size for SEM, for 
example,	N	=	200	[65,	66,	67].	Simulation	
studies show that with normally 
distributed indicator variables and no 
missing data, a reasonable sample size for 
a	simple	CFA	model	is	about	N	=	150	[68].	
In	 this	 context,	 the	 sample	 size	 of	 this	
study (211) is adequate number for SEM.  

Besides, in the literature, it is found 
that	 an	 "acceptable"	 margin	 of	 error	
used by survey researchers falls between 
4% and 8% at the 95% confidence level 
[56].  The sample size of the study (211) 
is higher than 105 and 149 which were 
obtained for 8% margin of error with 90% 
and 95% confidence level respectively 
[57]. Consequently, the sample size 211 is 
convenient for a population size of 15000 
for 6.70% margin of error with 95% 
confidence level.

The majority of total participants 
(%89)	were	male.	Approximately	%38	of	
participants aged between 35 and over. 
Besides, %24 of the participants had 
experience	 in	 the	 maritime	 sector	 for	
more than 16 years.

4.3. Analysis and Findings
Structural equation modeling (SEM) 

method was implemented to discover the 
relationships among the structure in the 
proposed model. SEM is used to prove the 
structural model. Particularly, proposed 
model	 was	 examined	 and	 the	 overall	 fit	
was	 evaluated	 by	 use	 of	 the	 maximum	
likelihood method in Amos.

In	 the	 proposed	 model,	 six	 potential	
structures and their observed variables 
were measured. To evaluate the 
reflective structure in the measurement 
model, structure validity, reliability and 
discriminant	 validity	 were	 examined.	
First, principal component analysis was 
performed to define and to affirm the 
different factors under each structure 
in	 the	 model.	 Especially,	 exploratory	
factor analysis (EFA) was carried out by 
using the IBM SPSS Statistics version 
24.0. To analyze the factor out among 
the	 six	 factors	 in	 the	 model,	 EFA	 using	
principal-component factor analysis with 
Varimax	 rotation	 was	 conducted.	 The	
results	 showed	 that	 the	 six	 factors	 have	
eigenvalues greater than 1. After that, CFA 
was performed to prove the factors under 
each veiled variable with SEM via AMOS.

Table 2. Descriptive Characteristics of Cybersecurity Perceptions

Cybersecurity Perception Items Mean (SD) Median Min Max Cronbach's Alpha

Cybersecurity Awareness 6 2.91 (.62) 3 1.98 3.83 .71

Secure User Behavior 7 2.92 (.62) 3 2.56 3.27 .91

Education 9 2.27 (.23) 2 2 2.50 .96

Rules and Policies 7 2.62 (.02) 2.71 2.36 2.74 .95

Information Sharing 3 2.39 (.02) 2.33 2.28 2.56 .89

Cyber	Attack	Experiences	 5 3.30 (.03) 3.60 3.08 3.45 .95

Bolat & Kayişoğlu / JEMS, 2019; 7(4): 344-360
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Cronbach’s	 Coefficient	 Alphas	 of	 six	
dimensions (cybersecurity awareness, 
secure user behavior, education, rules 
and policies, sharing information, cyber-
attack	 experiences)	were	 in	 the	 desired	
range (.7–.9), presented in Table 2. As 
a result of this, it is claimed that both 
the structure validity and the structure 
reliability of our model are desirable.

Correlation	 matrix,	 presented	 in	
Table 3, showed reliability of the items, 
reflective measures and correlation of 6 
variables. The dimension “cybersecurity 
awareness” was moderately associated 
with “sharing information”. The 
dimension “secure user behavior” was 
moderately related to “education” 
and “rules & policies”. The dimension 
“education” was significantly related 
to “rules & policies” and “sharing 
information”. And dimension “rules and 
policies” was essentially associated with 
“sharing information”. All relationship 
between dimensions were positive hence 
they were being directly proportionate 
to each other.

EFA results with principal-component 
factor	 analysis	 by	 Varimax	 rotation	
presented in Table 4. As Kaiser-Meyer-
Olkin (KMO value) is ,919 and Bartlett’s 
Test of Sphericity significance value 
,000, EFA is valid. All estimated factor 
loadings are important at the significant 

Awareness Safe User 
Behavior Education Rules and 

Policies
Sharing 

Information

Cybersecurity Awareness 1,000

Secure User Behavior ,405**

Education ,298** ,413**

Rules and Policies ,313** ,366** ,630**

Sharing Information ,369** ,342** ,598** ,749**

Cyber	Attack	Experiences ,235** 0,152 0,110 ,233** ,324**

Table 3. Inter-dimensional Spearman's Correlation

level of p < 0.001 with acceptable accent 
(>0.50,	 optimum	 level	 is	 >0.70)	 except	
CSA2 and CSA5 for our model. The results 
showed that the convergent validity of 
measurement is good for our model.

When CFA with structural equation 
model was established according to EFA 
results, it was found that information 
sharing factor is not needed as items 
of information sharing (IS) factor have 
been matched with the rules and policy 
(RUL&POL) factor due to the same factor 
loading categories.  On the other hand, 
two items, CSA 2 and CSA 5, have been 
removed from SEM as they have very 
low factor loadings (,071 - ,172). The fit 
statistics of the constructional model is 
reported in Table 5. Criteria of Indicators 
which shows acceptable values for CFA 
are presented in Table 6.

Calculating the path coefficients 
which show the strength of the 
relationships between the independent 
and dependent variables takes part in the 
test of the constructural model. The path 
coefficients are regression coefficients. 
The coefficients between the variables in 
Figure 2 show the relationship between 
those variables. The coefficients between 
the main variables are shown as estimate 
values in Table 7. In Figure 2 and Table 
7, the aggregation of relationship for the 
structural model is supplied.
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Table 4. Results of EFA

Indicator
Component

1 2 3 4 5 6

Cybersecurity Awareness (CSA)

CSA1 ,552

CSA2 ,071

CSA3 ,789

CSA4 ,653

CSA5 ,172

CSA6 ,706

Secure User Behavior

SUB1 ,758

SUB2 ,747

SUB3 ,754

SUB4 ,809

SUB5 ,794

SUB6 ,758

SUB7 ,709

Education

EDU1 ,743

EDU2 ,771

EDU3 ,814

EDU4 ,863

EDU5 ,808

EDU6 ,838

EDU7 ,833

EDU8 ,849

EDU9 ,772

Rules &Policy

RUL&POL1 ,800

RUL&POL2 ,840

RUL&POL3 ,804

RUL&POL4 ,790

RUL&POL5 ,809

RUL&POL6 ,807

RUL&POL7 ,726

Information Sharing

IS1 ,626

IS2 ,655

IS3 ,668

Cybersecurity	Experiences

CSE1 ,825

CSE2 ,856

CSE3 ,915

CSE4 ,918

CSE5 ,912

Bolat & Kayişoğlu / JEMS, 2019; 7(4): 344-360
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Table 5. CFA Indices Results
Indices CMIN /Df RMSEA CFI GFI NFI

Results 1.852 0.064 0.930 0.786 0.861

Acceptable-
Inacceptable 
Situation

Acceptable Acceptable Acceptable Reasonable Reasonable

Table 6. Criteria of Indices
Indices Criteria of Indices 

(Acceptable Values)
Source

Chi square / Degrees of Freedom (CMIN /Df) < 2.00 or 3.00 [46]

Root	means	square	error	of	approximation		(RMSEA) < 0.08 [44]

Comparative	fit	index	(CFI) > 0.90 [44]

Goodness	of	fit	index	(GFI) > 0.90 (Acceptable)
0.80–0.89 (Reasonable) [45]

Normed	fit	index	(NFI) > 0.90 [46]

Figure 2. SEM with Standard Estimates

(Notes:	EDU;	Education,	RULPOL;	Rules	and	Policy,	CAE;	Cyber	Attack	Experiences,	CSA;	Cybersecurity	Awareness,	SUB;	Secure	
User Behavior)
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Table 7. Test Results of Structural Equation Model

Estimate S.E. C.R. P

CSA         <---         EDU ,310 ,088 3,539 ***

CSA         <---         RULPOL ,084 ,106 ,796 ,426

CSA         <---         CAE ,171 ,061 2,799 ,005

SUB         <---         CSA ,453 ,073 6,176 ***

5. Discussion
The	results	confirm	that	(a)	education	

is	 a	 significant	 factor	 in	 enhancing	 the	
maritime cybersecurity awareness 
for employee’s behavior towards 
cybersecurity; (b) cybersecurity incidents 
or	 experiences	 significantly	 influence	
employee’s cybersecurity awareness and 
their behavior; (c) maritime cybersecurity 
awareness	 significantly	 affect	 secure	

user behavior. On the other hand, rules 
and policy items were combined with 
information sharing items and hypothesis 
related with them (H2 – H3) were rejected, 
shown in Table 8. 

The structural equity model was 
established again with the hypotheses 
supported in Figure 3, and their 
compliance levels and estimate values are 
shown below.

Figure 3. Final Model
(Notes:	CMIN/DF;	1.659,	RMSEA;	0.056,	CFI;	0.961,	GFI;	0.860,	NFI;	0.908)
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Table 8. Summary of Hypothesis

Hypothesis Estimate S.E C.R P Result

H1 ,310 ,088 3,539 *** Supported

H2 & H3 ,084 ,106 ,796 ,426 Not supported

H4 ,171 ,061 2,799 ,005 Supported

H5 ,453 ,073 6,176 *** Supported

6. Conclusion
Recently, an increasing number 

of studies are being conducted, as 
cybersecurity has emerged as a new topic in 
maritime sector. This naturally reveals that 
there are numerous aspects of the issue yet 
to be addressed. The analysis of the factors 
that affect the cybersecurity awareness in 
the maritime sector has not been conducted 
until now. Accordingly, the results obtained 
in this study are believed to yield both 
academic	and	industrial	benefits.	

Considering that the IMO has granted 
a time of respite to the ship managers 
and ship owners until 2021 to become 
ready for the cybersecurity risks in the 
vessels, we believe that this study would 
serve as a guideline for the ship managers 
and ship owners both industrially and 
administratively. They would know that 
they should start with raising awareness 
on cybersecurity in their personnel. In 
addition, they would see that education 
and	 experience	 are	 important	 topics	 in	
providing cybersecurity awareness in their 
personnel, and they would evaluate how to 
invest for this issue. Ship managers and ship 
owners, who perceive that cybersecurity 
awareness results in secure user behavior, 
would successfully deal with  cybersecurity 
issues, which are new to the maritime 
sector	with	many	gaps	to	fill.
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Appendix
Survey Items

The Awareness of Cybersecurity – CSA (whether I am aware that…)

CSA1 I have responsibilities in the security measures taken for the information systems using 
in the maritime sector

CSA2 There are cybersecurity vulnerabilities in the information systems used in the maritime 
industry

CSA3 I need to devote some time to solving cybersecurity problems in the information systems 
using in the maritime sector

CSA4 There are the recommended solutions for security problems of information systems used 
in the maritime sector

CSA5 There may be cyber-attacks on the information systems used in the maritime industry

CSA6 I may have encountered cyber-attacks on information systems using in the maritime 
industry

Developing Secure User Behavior – SUB (whether I am willing to…)

SUB1 To understand terms related to information systems used in maritime industry

SUB2 To follow the rules and regulations on the information systems used in the maritime 
industry

SUB3 To	manage	firewalls	for	the	information	systems	used	in	the	maritime	industry

SUB4 To implement strong security policies for the information systems used in the maritime 
industry	(difficult	to	solve	passwords,	antivirus	systems	...	etc)

SUB5 To understand the ways in which cyber-attacks can be done for the information systems 
used in the maritime industry

SUB6 To detect and prevent cyber-attacks against information systems used in the maritime 
sector

SUB7 To take security measures of computer-based systems, removable devices, e-mail 
systems, and the Internet / satellite network of the ship used in the maritime industry

The Education related with Cybersecurity – EDU (Whether it is enough to / for…)

EDU1 To teach information technology in vocational education

EDU2 For the seafarers working at maritime company to be given information about the results 
of their access to unauthorized computer systems

EDU3 For seafarers working at maritime company to be educated about the cybersecurity 
vulnerabilities that can occur during the use of the internet network

EDU4 For seafarers working at maritime company to be informed about the ways to attack the 
ship against the ship information and communication system

EDU5 To provide training for seafarers in maritime company about their responsibilities for 
security of information technology.

EDU6 For the seafarers to be trained in order to determine the incidents of cybercrime that 
might occur in the company

EDU7 To provide training on how to report actual cyber events to computer systems on board

EDU8 To provide training on security measures and technologies related to the computer 
systems used in maritime company's vessels

EDU9 To provide training to evaluate the security technologies that work with computer 
systems used in maritime company's ships
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Company	Rules	and	Policies	about	Cybersecurity	–	RULPOL	(whether	it	is	sufficient	to…)

RULPOL1 To conduct a security assessment against the cyber-attack against the information and 
communication technology systems on board 

RULPOL2 To carry out a security plan against the cyber-attack against the information and 
communication technology systems on board

RULPOL3 To implement the information and communication technology policies for the vessel

RULPOL4 To apply the password creation policy which is hard to break, to predict the usage of 
information and communication technology on board

RULPOL5 To	have	experts	check	the	deficiencies	of	the	information	and	communication	technology	
of vessels

RULPOL6 To have written procedures (guide, instruction, booklet ...) for the use of the information 
and communication technology of ships

RULPOL7 To apply penal sanctions to the seafarers who does not comply with the security rules of 
the ship 

Sharing of Cybersecurity Information – IS (whether it is enough to / for…)

IS1 To inform vessels about the cyber-attacks occurred in maritime sector

IS2 To share developments in information and communication technologies in the maritime 
area with vessels

IS3 For the seafarers to be informed of the action plan to be implemented in emergency 
situations related to the cybersecurity on a ship

The	Influence	of	the	Cyber	Attack	Experiences	–	CAE(whether	cyber-attacks	against	ICT	systems	on	vessels	
have an impact on…)

CAE1 Habits about using these systems

CAE2 Frequency of security checks of these systems

CAE3 Desire to learn the necessary preventive measures for these systems

CAE4 Ability to use these technologies

CAE5 Ability to follow the developments in cybersecurity
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