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Abstract 

     Currently no one can deny the importance of data protection, especially with the 

proliferation of hackers and theft of personal information in all parts of the world 

.for these reasons the encryption has become one of the important fields in the 

protection of digital information.  

     This paper adopts a new image encryption method to overcome the  obstacles to  

previous image encryption  methods, where our method will be used Duffing map to  

shuffled  all image pixels ,after that the resulting image will be divided into a group 

of blocks for  perform  the shuffling process  via Cross Chaotic Map. 

     Finally, an image called key image was created by using Quadratic number 

spirals which will be used to generate numbers of polynomial equations via 

Lagrange interpolation to perform pixel diffusion.Simulations have been 

accomplished in order to evaluate the effectiveness of suggested technique, the 

Experimental results demonstrate that the proposed method can supply sufficient 

security for the confidentiality of images. 
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        Lagrange Interpolation. 
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 خلاصةال

حاليا لا يمكن لأحد أن ينكر أهمية حماية البيانات, وخاصة مع انتشار القراصنة وسراق المعلومات      
الشخصية في جميع أنحاء العالم .لهذه الأسباب أصبح التشفير واحدة من المجالات الهامة في حماية 

لب عل المشاكل الموجودة المعلومات الرقمية.في هذا البحث اقترحنا طريقة جديدة لتشفير الصور الرقمية للتغ
لغرض تغيير مواقع جميع بكسلات الصورة وبعد  Duffing mapبالطرق السابقة , حيث تم استخدام طريقة 

ذلك سيتم تقسيم الصورة الناتجة إلى مجموعة من الكتل لغرض تنفيذ عملية اعادة نشر لهذة الكتل 
(shufflingأخيرا سيتم  استخدام . ) Quadratic number spirals   لغرض توليد صورة سميت بالصورة
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المفتاحية و التي تم استخدامها لتوليد عدد من المعادلات متعدد الحدود بواسطة  الاستيفاء لاغرانج 
Lagrange interpolation  حيث  تم استخدام هذه المعادلات بتغيير قيم نقاط الصورة المبعثرة . تم تنفيذ

 ترح واثبتت النتائج العملية  بان النظام المقترح يوفر  حماية كافية وموثوقية للصور.النظام المق
1. Introduction 

     Currently in the digital age,   where the  technology  in both  of the communication networks and 

digital image processing were  evolving rapidly and continuously.as we known the digital image is one 

of the most significant  means of transmitting large amounts of information [1] . This has increased the 

amount of encryption images whether private or public, which are transmission over the Internet. 

Nonetheless, because the network its open environment and the network data is easy to sharing, for 

these reasons, the problems concerning of the unauthorized   access became a public threat in our 

time[2]. As a result,  Digital image  security has now attracted more and  extra attentiveness, therefore   

in order to overcome the problem of digital image protection, different techniques have been proposed  

such as  steganography and cryptography[3]. 

     In the recent decades it  can be consider  image encryption as a hot research area[1], where a 

numerous schemes of digital image encryption have been proposed based on different principles such 

as such as  quantum chaotic map, scan pattern ,quantitative cryptanalysis, linear hyperbolic chaotic ,a 

linear quad tree compression , etc. [4-7].   all of   image encryption schemes can be essentially 

categorized into three different types which are: pixels value conversion, permutation of pixel position 

and finally   integration of them [8]. 

     Presently, researchers have been increasingly emphases on the image encryption based on is 

chaotic encryption such as hyper-chaotic systems, chaotic nonlinear adaptive filtered, Etc. [8, 9]  

Commonly, the chaotic system have fast with minimal costs, making it better than most traditional 

methods which are used to encrypt digital images[6]. In the subsequent paragraphs, will provide a 

brief explanation of some significant improvements that have been occurs on image encryption 

methods using chaotic system.  

     For the first time in 1989, Matthew[10] introduced a new encryption algorithm based on a logistic 

map. Then  Fridrich followed him in  1998,  proposed  for the first time a  new architecture for chaotic 

image encryption which are  consisting of two stage namely  a permutation-  diffusion .where  in the a 

permutation stage all image  pixels   are moved to new locations utilizing  2D chaotic map ,while 1D 

chaotic map has been used to alter  the values of image pixels in  diffusion  stage[11]. 

     As well. Guan  et al.(2005)   has been used the same technique, but applied  3D Arnolad’s catmap 

and  Chen chaos system to carry out simultaneously  both of the permutation and diffusion [12] . After 

that, Pareek et al., (2006) suggested  a new method based on  two logistic map ,Which has been used 

with  80-bit key .in this method  8 various kinds of operations utilized to  accomplish  the encryption 

process that carry out on each pixel[13]. In [14] method of image encryption was introduced 

depending on multi-chaotic functions, where Logistic map with Rossler attractor  has been  utilized to 

generate  the key which has been used for a purpose of perform  permutation the all image  pixels         

(  where alteration has been done to the position and value   of the pixels).  this paper , suggested a 

new image encryption method to overcome the  obstacles to  previous image encryption  methods,  

where the proposed  method will be used Duffing map to  shuffled  all image pixels ,after that the 

resulting image will be divided into a group of blocks for  perform  the shuffling process  via Cross 

Chaotic Map.  Finally an image called key image   will be created by using Quadratic number spirals 

that will be used to generate numbers of polynomial equations via Lagrange interpolation to perform 

pixel diffusion.  

     The reset of this paper is organized as follows. In section 2, present an overview which include: 

Duffing Map Based, Cross Chaotic Map, Quadratic number spirals and Lagrange interpolation Section 

3 is devoted to a detailed description of the proposed scheme.   In Sections 5 provide a thorough 

security and statistical analysis of the proposed scheme followed by comparison with existing works in 

Section 6. Finally, we end the paper with some concluding remarks. 

2. Preliminaries Works 

     In this section, four main subjects (which are Duffing Map, Cross Chaotic Map, Quadratic number 

spirals technique and Lagrange Interpolation Method)   will be explained in detail to clarify the 

concept of using each one of them. 
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2.1 DUFFING MAP BASED PIXEL PERMUTATION 

     Essentially, Duffing map (which are as well is   called  sometimes as  Holmes Map )  is a one of    

the kinds of   chaotic map  which show  chaotic demeanor ,and  across  time domain it is discrete  and 

has a dynamic impression[15]. essentially , when  take  any  certain  pixel coordinates such as 

(     ) and  then has been passed  it as an input to the Duffing map,so this will lead to generates a 

new  pixel coordinates(         )  this is perform by the following equations[15] : 

                                                                                                                                                                          
                                                                                                                                                                                          

      
 

     Where a and b are constant and on which the map depends, these constants are normally set to 0.2 

and 2.75 respectively in order to make the map have a chaotic behavior. According to[16] ,the Duffing 

map is preferable to acquire shuffled pixels as well as easy to implement In addition to reflectivity in 

nature ,for these  reasons we adopted it to used it  in image block shuffling. 

2.2 Cross Chaotic Map 

     At present in order to reduce the multiple calculations that lead to time complexity and ameliorate 

the security.  Wang, Ye et al.   [17]   was  invent  new variant of  chaotic maps  called cross chaotic 

map ,where    two types of  chaotic maps used which one dimensional and  non-linear dynamic 

systems ( Logistic, and Chebyshev)  has been   merged  this lead to fulfilled   superior   level   of  

security  via utilizing   the eventual map which was in two dimensions. The formula of Cross chaotic 

map that has been constructed is defined by the following equations 

                                                         
                                                                                                                           

                                                                                                                                                               
 

     Where    and    indicate to the control parameters of the Cross Chaotic Map system, the system  

give  a great and  diversity of  the dynamics attitude When   =2 and   =6 . while     and   represent 

the initial  pixel that has been selected  randomly .  

2.3 Quadratic number spirals Technique 

     Presently many researchers adopted to use different techniques for selecting the initial seeds to 

utilize it in various image encryption methods. For example  [18, 19]  proposed a novel strategy for 

selecting the initial seeds automatically based on the Sunflower spiral points. This created the 

positions of a large number of seeds based on specified radius (r) and total number of seeds (R). 

Predominantly, Spirals can be categorized via the mathematical rapport between both of angle and 

radius length .in this paper we proposed to use Quadratic number spirals in order to create another 

types of spiral[20]. 

     A quadratic spiral [20]likewise the basic spiral with simple difference, where it use the quadratic 

polynomials to draw spiral that make it appropriate for propose encryption method (Lagrange 

interpolation). Mathematically we can create Quadratic number spirals via the following 

equations[20].: 

                                                                                                                                                                       
                                                                                                                                                                        

   √                                                                                                                                                                          

     √                                                                                                                                                                   
   

     Where n indicate the number of iterations which represent the numbers of points in spirals. It is 

worth mentioning that the following strategy has been proposed to make squared square loops have 

multi-color by taking   the initial point's color which has previously chosen in Confusion stage. Next, 

by rising up the intensity value of pixel color with each iteration.  Figure-1(part a), shows example of 

Quadratic number spirals which have about 275625 points. It's is so clear that this Figure does not 

match to a spiral, however it clearly shows the spiral (part b) when make linking for all these dots. For 

the sake of simplification only, it will be used the color sequence consisting of only five colors which 

are: blue, green, cyan, red, and magenta (part c), while part d represent a section for enlarged portion 

of the shape in part a. This paper suggested to use the shape in  part ( a) in order to generate a numbers 

of polynomial equations via Lagrange interpolation which will then be used as a suggested method for 

implementing pixel diffusion.  
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Figure 1- Quadratic spirals architecture (a) General view (b) spirals  points(c) spiral  at the  initial 

stages ( d) enlarged clip of part a[20]. 

 

2.4. Lagrange Interpolation Method  

     Many of the cases that are facing in practice required to guess the value of the unknown values in 

the light of information for a variety of information. The process of guessing this is called 

interpolation and extrapolation. There are many methods used in order to guessing interpolations ,one 

of them is  Lagrange polynomial method[21]. 

     In many issues of interpolation and extrapolation, we have a set of tandem values for two variables 

and there is a mathematical model that describes in the general form the relationship between these 

two variables, and is usually this model in the form of a function to one of the two variables and is 

based on some unknown constants, in Lagrange the formula as   the following form [21] 

     ∑     ∏
      

       

 

   
   

 

   

                                                                                                                              

     If the required guess the value of the function in the new points, first, it must find the values of the 

constants in the mathematical model that selected in order to obtain the mathematical relation between 

the two variables in the full form[22] . 

     In this research, we used the Lagrange polynomial (equation 9). To estimate the new values of the 

image encrypted. So we will take the values of the first five pixels from the    first column in the key 

image (part a in Figure-1) that will represent x value, while y value represent the color values of   

corresponding pixels in the second column. Using the Lagrange polynomial can be obtained optimal 

functions that can be used to guess the value of y by giving x value. So, if we have the following value 

X 0 3 6 8 

Y 40 7 163 243 

We can obtain the Lagrange’s polynomial as following 
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     Where n represents the number of values are given for x, or y. After the implementation of the 

equations above on the values that we have (this represents the color values for the image key) will get 

on the optimal function for these values as show in equation10 

                                                                                                                                                          
     Finally ; will be   have the number of  equations represents the relations between all the color 

values of key- image(part a in Figure-1) Which will be used for image encryption purposes as will be 

explained in the encryption algorithm 

3. Image Encryption 

     The  proposed method of image encryption consists of two main phases  confusion and diffusion  

as  show in Figure-2 .where ,the first phase aims to  disarrange the  correlation amongst  the   

neighboring   pixels    that will performed  via implement both of Duffing and Cross chaotic map  on  

the  pixels and blocks of  original  image. While in the second stage, a new technique is implemented 

to encrypt the shuffled image using Lagrange Interpolation. At the beginning, a pixel  will be 

randomly selected where the pixel  position will be used as a key in Confusion stage (for Duffing &  

Cross chaotic map ), while the pixel position and color value will be used for generate  Key-image  

using Quadratic number spirals. 

 

 

 

 

 

 

- 

 

                 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2-General Diagram of   the Proposed Encryption Scheme. 

 

3.1 Confusion stage 

     Depending on the knowledge of the principles of digital images, the digital image is formed based 

on the strength of the correlation among the neighboring pixels. Therefore, it is best to demolished 

correlation   among pixel for get secrecy and security. In theory, when the pixels correlation become 

close to zero this will lead to image appear closer to a noise[7]. For this reason this stage aims to   

demolish correlation   among pixel through Crush the position of the pixels   over the whole image 
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without altering its values. Here in confusion phase we employed two level of shuffling to boost the 

level of randomness and security as in the following steps: 

Step1: The pixels in the whole image are shuffled using Duffing map. 

Step2: then, the resulting image will be divided into 8x8 sized blocks 

Step3: All the 8x8 blocks within an image are shuffled using Cross chaotic map. 

3.2 Diffusion stage 

     The image histogram remains unchanged even after the Permutation has been performed on the 

image pixels. Therefore, it is best to be implemented    alteration process also  on  the value of  image 

pixels .Accordingly, It is suggested to implement the process of changing the values of the image 

pixels here using a new method based on the equations generated via Lagrange interpolation (which 

have been   explained previously  in section 2.4 ). 

     The Lagrange interpolation equations which has previously calculated will be used  to  get the new 

values of image pixels (encrypted image).This step will be performed  by offsetting the   value of  the 

pixel  in the plain  image instead of the x value  in the right-hand side of each Lagrange Interpolation 

equation (For example equation 10) .then  the Y value in the left side of the equation which  have  

been obtained   from the compensation process will be represent the encrypted  pixel value  of the 

ciphering image . 

     As mentioned earlier, each equation will represent 5 pairs of opposite pixels which has been take 

from the key-image. Therefore, the number of equations will be less than the number of plain image 

pixels .For this reason, it will encrypt the first pixel of the plain image by the first equation and then 

via the second equation will be encrypt the second pixel and so on This process is performed using the 

aforementioned equations until all image values are encrypted  

4. Decryption 

     The same steps implemented in encryption process will be performed in decryption phase, but in 

the reverse order, where all the keys are plugged into receiver. Then in the same way as encryption 

process, will be again generate the key-image to use it to generate the Lagrange equations. 

     These equations are used as in diffusion stage with a slight difference by put the pixel  values of the 

cipher image in  the right side  of the equation (for example equation 10) to find the value of X 

through the implementation of the inverse lagrange interpolation equation. Finally implement the 

reverse the shuffling for both the blocks and pixels   using the Cross chaotic map and Duffing map 

respectively to retrieve the source image.  Figure-3 shows the implementation of decryption process 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

                 Figure 3-General Diagram of   the Proposed Decryption Process. 

 

5. EXPERIMENTAL ANALYSIS  

     In this paper to evaluate the performances of our encryption method, the eight traditional images 

obtained from standard USC-SIPI Image Database[23] are encrypted by the proposed image 

encryption method. Accordingly, various measures such as, Statistical Analysis, sensibility analysis 

(Differential Attack), key space analysis and randomness tests were used in order to analyze the 

security efficiency of the proposed image encryption method. 
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5.1 Statistical analysis 

     As we know, a good encryption method must be strong versus any statistical attack[13]. For this 

reason, here we will conduct statistical analysis of the proposed scheme.in this experimental various 

measures such as Histogram analysis, entropy, correlation coefficient, Peak Signal to Noise Ratio 

(PSNR) were used to analyze the proposed image encryption method. Figure-4 shows the Histograms 

of red, green and blue channel of two image samples for the original and encrypted images Lena and 

Peppers) respectively. 

 
Figure 4-Encrypted Image and Histogram for Two Samples. 

 

     A careful visual inspection of these above histograms of the encrypted images by proposed method, 

it is clear that the histogram of the encrypted image is significantly unlike from the   original   image 

histogram. Where In the original image a few gray-scale values in the range 0 to 255 do not exist, 

while every gray-scale values in the range 0 to 255   are present and distributed uniformly in the 

ciphering image.  

     Furthermore, Table-1 enlists the PSNR, entropy and the correlation coefficient (CCs) of all 

standard dataset images of size (512 × 512) pixels. 

 

Table 1-PSNR, Entropy, CC, NPCR and UACI values for all images 
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From the above table, it is observed that the proposed encryption method has achieved very 

encouraging result. Where for all the images the PSNR values almost very low which mean the 

encryption quality is good and also indicates that the algorithm can tolerate various statistical attacks. 

Where according to  [24, 25]  when the obtained values of peak signal to noise ratio was small, This 

indicated to the difference between the plain  and  encrypted image is  too high .Therefore  to  boost  

the ability to withstand versus   data loss attacks the PSNR  should be low value. 

     Also, from the same Table-1, it easy to notice that the entropy results are very close to the 

theoretical value of 8, this means that the information leakage in the encryption process is very little, 

and the image encryption scheme is secure enough to resist the entropy attack. Where when the 

entropy value closed to ideal value this mean it is difficult to retrieving the original image without 

knowing the key[26]. 

     As a result, from the Table-1, yet again, the proposed encryption method performed superbly, 

where it is clear that the average CCs of three directions (Horizontal, Vertical, and Diagonal) are 

found to be absolute close to 0. this is another evidence of the proposed algorithm has the strong 

ability of resisting statistical attack. 

     To test the resistance of the proposed encryption system against differential attack, where 

Differential attacks is the study of how any tiny  alteration in the plain image can  cause a significant 

difference in the cipher-image.In this experiment we  have measured  NPCR (number of pixels change 

rate)  and UACI (unified average changing intensity) which are   widely used for for differential attack 

analysis[27]. 

     From Table-1 is easy to note  the  values of NPCR and UACI  are  close to ideal  value which are  

99.61% and 33.46 %  respectively[2]  ,where for all testing image   the NPCR value is found  (>99%) 

and UACI (≈33%) .This indicated that the proposed encryption scheme can withstand against the 

differential attacks effectively. 

5.2 Key space analysis 

     In any encryption system in order to make the encryption system constant against various types of 

security attacks, the key of the braiding must be large enough[28]. Theoretically the key space referred 

to the total number of various keys that can possible to be used in the encryption process. In the 

proposed encryption method the secret keys involve the initial values of the chaotic system that will be 

used in shuffling process it is performed on both of the pixel and blocks .additional to that, this initial 

value will be used to generate image which used as a key so that the size of   key image is variable and 

depend on the size of original image, where size of key space increases accordingly to size of key 

image. This means that its proposed encryption scheme has: 

                                                                   

     Where w and h are represent   the width and the height of key-image (in this experiment the image 

key with size 512x512), respectively; while 24 is a number of bits used to represent each pixel. It is 

worth mentioning  when the   key space large the 2
100

 this will be led to  make the brute-force attack 

impractical or invalid [2, 28]. So accordingly and depending on the proposed key size (size of key-

image) it is easy to conclude that the proposed encryption method has a sufficiently large key space to 

withstand versus to various types of brute-force attacks. 

Also series of statistical tests suite provided by the National Institute of Standards and Technology 

(NIST) special publication  is used to  detect variation of a binary sequence from true randomness 

[3].in this experimental  we used 10 tests which are list in Table-2 

       

Table 2-NIST testing result 
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From Table-2 can be conclude, that the proposed key   have perfect randomness and successfully pass 

all the tests. Where It is clear from these results that the P Value is >=  0.01,according to [29]    when 

the  P-value larger than 0.01  this  means that a sequence which passed the test is considered as 

random with 99%  confidence. Thus, the new key are suitable for image encryption. 

6. Conclusion  

     In this paper, a new image encryption scheme based on multi-level of chaotic in confusion stage 

has been proposed, where the proposed method employed both of the Duffing map and Cross chaotic 

map to perform the hash operation for both pixels and blocks, respectively. Moreover, in order to 

improve performance of the proposed encryption method.  a new technique has been proposed in 

diffusion stage using number of equations that have been generated via Lagrange Interpolation from 

key-image.Finally, many experiments and security analysis has been applied to the proposed system 

.where  histogram analysis, information entropy calculation, correlation coefficient ,PSNR ,differential 

analysis and key space evaluation has been used . The obtained results demonstrated that this method 

has an excellent performance in terms of security, sensitivity, and robustness. Of image encryption and 

resist to the different security attacks such as statistical attack, differential attack and entropy attack. 

Moreover, the proposed method also provide a large key space    that made it    withstand against the 

brute-force attack. 
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