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AN APPROACH TO SELF- AND CO-REGULATION OF ELECTRONIC COMMERCE
IN BUILDING TRUST OVER THE INTERNET

The goal of this paper is to highlights some thoughts about regulation and self-regulation for e-commerce, to present cases
and the importance of co- and self-regulation in e-commerce. There are a couple of question that rise in this area and we will try
to answer with this paper: What are the benefits and disadvantages of self- and co-regulation, how can online industry be a cause
and effect for self and co-regulation, should our web portal and search engines be a subject to any kind of regulation, what is the
impact of the Internet and self and co-regulation on the e-commerce.
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Introduction.

There are a lots of rules and directive on some legal
aspects of e-commerce that are changing in such a
dynamic environment so all this needs a system of co- and
self-regulation, that are more effective than direct
regulation from government, so we highlighting the
importance of co- and self-regulation in order to achieve a
sustainable controlled environment in which e-commerce
can prosper in the Single Market.

Self-regulation is a continuous theme of discussion in
the world, especially when it comes to the regulation of the
e-commerce or the digital economy. "Trust is essential for
the development of electronic business between parties
that have never dealt with each other before. Self-
regulation has been recognized by Governments,
international  organizations, international  electronic
business platforms, national organizations and consumer
organizations such as the Organization for Economic
Cooperation and Development (OECD), the European
Union, Trust UK and the Global Business Dialogue on
Electronic Business, as a powerful instrument to create
trust in electronic business." [1].

The fundamental discussions goes in the difference
between states and economies of the world. For example
U.S. and European conceptions for self-regulation are
different and they start from the role of government.

In the U.S., we can find more often the concept of the
liberal "laissez-faire" so the private sector is indorsed to self-
regulate and then only when private sector is unsuccessful,
the government try to equilibrate the situation.

In Europe the system was developed a little more on
the medieval society system, so the companies are waiting
for a government entrustment, and the government is
appropriate to be an active participant.

Experimental, Results and Discussion

For the determination of the ideas that have conduct to
this paper, self-regulation was not rigorously demarcated.
There have been a lot of paper that brings to attention that
the applicability of self-regulation did not respect in totally
the Inter Institutional Agreement on Better Law-making of
self- or co-regulation.

Thus ideas presented in this paper are founded on a
common acceptance that the models can be convenient
and operative, but it would not intend to be a 'one-size fits
all' model, because there are diverse systems in the world
and any nation have progressed different, each with its
specific laws and specific social development.

Co-regulation is a different tool and it effective when
self-regulation is not working, when its reach a dead end,
sometimes because the same organism that is a player is
also a judging party.

On December 31, 2003, the European Parliament,
Council and the Commission outline the first definition

settled on self-regulation and co-regulation in the Inter-
institutional Agreement on better law-making: "Self-
regulation is defined as the possibility for economic
operators, the social partners, non-governmental
organisations or associations to adopt amongst themselves
and for themselves common guidelines at European level
(particularly codes of practice or sectorial agreements). As
a general rule, this type of voluntary initiative does not
imply that the Institutions have adopted any particular
stance, in particular where such initiatives are undertaken
in areas which are not covered by the Treaties or in which
the Union has not hitherto legislated. As one of its
responsibilities, the Commission will scrutinise self-
regulation practices in order to verify that they comply with
the provisions of the EC Treaty [6].

Also in this act of Inter-institutional agreement on better
law-making it is mentioned that the Commission will notify
the European Parliament and the Council of the self-
regulation practices which it regards, on the one hand, as
contributing to the attainment of the EC Treaty objectives
and as being compatible with its provisions and, on the
other, as being satisfactory in terms of the
representativeness of the parties concerned, sectorial and
geographical cover and the added value of the commitments
given. It will, nonetheless, consider the possibility of putting
forward a proposal for a legislative act, in particular at the
request of the competent legislative authority or in the event
of a failure to observe the above practices." [6].

Those definitions permit some interpretation of self-
regulation that is not quite as purely autonomous as this
wording implies and has no features required yet for an
arrangement to qualify as co-regulation.

Co-regulation involves a degree of responsibility from
all the stockholders and this is a good thing in a way
because it gives responsibility to all the party involved, but
other times this can slow the process because of some of
the parties.

In this case the government have the power to push
industry, to regulate without self or co regulation without
being a stakeholder or negotiated with them. But nowadays
this act became les and les experienced as the industry
become more and more public orientated. In other words,
technological change is probably a necessary, albeit
insufficient, condition for achieving sustainability.
Institutional changes, including changes in routines, social
norms, formal regulations, etc., are needed not only to
induce the required technological changes, but also to
encourage behavioral changes at all levels of society in
more sustainable directions [8].

We have to see also that co-regulation and self-
regulation will spread on the globe as the companies grows
and the Internet will have more and more power, more and
more users.
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We will present now an examples that fit well this case,
the implementation of Digital Millennium Copyright Act
(DMCA) by Google.

"The Digital Millennium Copyright Act (DMCA) is
a United States copyright law that implements two 1996
treaties of the World Intellectual Property Organization
(WIPO). It criminalizes production and dissemination of
technology, devices, or services intended to circumvent
measures (commonly known as digital rights management
or DRM) that control access to copyrighted works. It also
criminalizes the act of circumventing an access control,
whether or not there is actual infringement of copyright itself.
In addition, the Digital Millennium Copyright Act heightens
the penalties for copyright infringement on the Internet” [9].

The Digital Millennium Copyright Act (DMCA) was
signed into law by President Clinton on October 28, 1998.

The legislation implements two 1996 World Intellectual
Property Organization (WIPO) treaties: the WIPO
Copyright Treaty and the WIPO Performances and
Phonograms Treaty. The Digital Millennium Copyright Act
also addresses a number of other significant copyright-
related issues, the Digital Millennium Copyright Act
amended Title 17 of the United States Code to extend the
reach of copyright, while limiting the liability of the providers
of online services for copyright infringement by their users.

Digital Millennium Copyright Act Title I, the Online
Copyright Infringement Liability Limitation Act ("OCILLA"),
creates a safe harbor for online service providers (OSPs,
including ISPs) against copyright infringement liability,
provided they meet specific requirements [2].

When Google implement globally the Digital Millenium
Copyright act, all the users of Google will be judge by
Google after the U.S. law. If you are in United Arab
Emirates, using services offered by Google, and somebody
will make complain about your activity and content, you will
be judge by Google after the U.S. law and the index can be
block by them. This is just one of a case, but now all the
company that have data on the servers in the United State
have to apply U.S. law.

The Digital Millennium Copyright Act of 1998 (DMCA)
was the foundation of an effort by Congress to implement
United States treaty obligations and to move the nation's
copyright law into the digital age. But as Congress
recognized, the only thing that remains constant is change.
The enactment of the DMCA was only the beginning of an
ongoing evaluation by Congress on the relationship
between technological change and U.S. copyright law. This
Report of the Register of Copyrights was mandated in the
DMCA to assist Congress in that continuing process [7].

During that time another disaster happened, the
terrorist attacks of Sept. 11, 2001, that changed the all
world, so did affect so much the regulation and co-, self-
regulation. In a couple of days after the events, the U.S.
government amplified surveillance to increase protection
against other terrorist attacks. President George W. Bush
introduced The Patriot ACT, an initiative which change the
security rules at that time.

The initiative was called Providing Appropriate Tools
Required to Intercept and Obstruct Terrorism Act of 2001
(U.S. PATRIOT Act). The Act intensifying the investigation
of the government and that took in consideration even the
online environment. That was a moment when regulation
was much strongest than self-regulation. There are some
moments when governments can influence links between
economic productivity, privacy and security and this
moment are not desired in a free market.

There are clear benefits to protecting privacy, but there
are related costs as well. Privacy can impose economic
and social costs; while privacy may protect some

individuals, it may result in costs by preventing others from
making fully informed decisions [4].

The self and co-regulation has a great implication for e-
commerce and its future on the Internet, representing an
important goal for today internet users. This regulatory
process have to go all the way from protecting the minors
to consumer protection and protection of intellectual
property and personal data.

If the consumer will feel safety then global industry will
grow, so it is in its interest to pay attention and to self and
co-regulate the e-commerce responsibly, making it the
most suitable form of governance for e-commerce in
nowadays. Using it responsibly it would build a strong
global community.

There is a continuous attention from European
Institutes for the aspects that can give rise to self-
regulation so you can find a lots of forum open by
European Commission. For examples you can find some
great ideas on "potential areas for self-regulation and co-
regulation initiatives in e-commerce and retail memo for the
community of practice for better self- and co-regulation.

They notice that; The fairness including respect for
time/attention and dynamic pricing: the deployment of ICT
in all walks of life changes in a pervasive and radical way
the producer/consumer relationship, to an extent where
there is a need to update what "fair" means in
consumer/producer relationship.

There are (at least) two trends worth considering: (i) time
and attention that producers and consumers invest in their
relationship. Time for the producer ends up in costs of the
workforce managing the relationship, while time for the
consumer ends up in satisfaction (if given proper attention) or
deep frustration (otherwise); (ii) dynamic pricing: price
determination or revenue management is more and more
complex and encompasses many different elements (yield
management, congestion, IP tracking). Price practices have a
deep underlying societal component. It is both socially and
legally codified. Reviewing the benchmark of fairness in price
determination might be appropriate. It is a horizontal topic
which may impact several policies, such as personal data
protection, competition law, internal market rules, etc [3].

There is also the question "Who will self-regulate the
self-regulation?”, like the Latin "Quis custodiet ipsos
custodes?". The organisations that adopt self-regulation
should be transparent, so that an external watching may be
done by authority.

It should be verify at any time how they use the
procedures and standards, and if necessary how can
they react and show a requirement from an external
authorised institution. This transparency can also be
used to notice if any self-regulation act can be used
unfair against competitors from the market or against a
potential competitors.

The public, or a large social group, are crucial components
for implementing and creating the regulation. The public
should be consulted and informed, and if it is implicated there
will be reactions that will conduct to self or co-regulation. It is
not easy to encourage people to stay informed and to express
themselves, to fill complain if is the case.

The public from some parts of the world is more
educated in this direction but in some young democracy it
is still necessary for the efforts to be done to educate this
public. So this is what government and companies should
focus on in nowadays, to encourage the public to be
involved in this, and then it will be much easier for
stakeholders to self- or co-regulation.

Conclusion

Why is privacy of concern to e-commerce? We believe
this concern stems from a new technical environment for
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consumers and businesses, the resulting data flow with
substantial benefits to businesses and consumers,
consumer concerns in this new environment, and
regulatory attempts to govern this environment. It is
important to understand each one of these, and to
understand the trade-offs. Privacy as a business issue is
extremely sensitive to changes in the surrounding context.
Changes in people's expectations (such as when they
become accustomed to data transfer in commercial
settings) or in regulatory governance (such as new laws,
governmental regulations, or even case law in the US) can
dramatically alter business issues and possibilities [5].

We can conclude that self-regulation and co-regulation
will be some important toll that will decide the future
develop speed for e-commerce and the Internet. The
reaction of public, stakeholders, or government will decide
that future, being very important for this matter.
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naxig oo CAMO- | CO-PEIMNYNKOBAHHA ENEKTPOHHOI TOPTIBII NPU NOBYAOBI OOBIPU YEPE3 IHTEPHET
HaHa po6oma eucyeae Ha nepwuli nnaH desiki GyMKu 3 npueody pe2ynoeaHHs i caMmope2yto8aHHs ellIeKmpOoHHOI Komepuii, uy06 npedcmaesu-
mu eunadku i eaxnueicmb co- ma caMope2ysit08aHHs1 8 2aJly3i esleKmpPOHHOI KoMepuii. € Kinbka numaHb, siki nidHimarombcs e yili o6nacmi, i Mu
nocmapaemocsi eidnogicmu y yili cmammi: siki nepesaau i Hedosliku camo- i cope2ysito8aHHs, SIK MOXe OH-y1aliH iIHOycmpisi 6ymu npu4yuHoro i cnid-
cmeom 0nsi cebe i copeayntoeaHHsl, SIKWO camMi eeb6-nopman i nowykoei cucmemu 6ydymb npedmemom 6ydb-1K020 pe2ysitoeaHHsl, sikuli ennue
IHmepHemy Ha camo- i copeayiro8aHHs y esleKMPOHHIL Komepuii.
Kntoyoei crnoea: camopezyniosaHHsi, crinbHe pe2ysitoeaHHs, e/IeKmpoHHa Komepuyisi, IimepHem.

P. Cepby, kaHA. 3KOH. HayK, Aou,.
YHuBepcuret "llyknana Bnara™ Cubuy, PymbiHus

noaxoa K CAMO- U CO-PEMYNIIOBAHUIO 3NEKTPOHHOW TOPIOBNU
NP NOCTPOEHUU AOBEPUA YEPE3 UHTEPHET

HaHHasi paboma ebiGeu2aem Ha nepebili nNaH HEKOMopPbie MbIC/U M0 Noeody pe2ysiupoeaHuUsi U caMope2ys1upo8aHusi 3JIeKMPOHHOU KoMMepyuu,
npedcmaesisiem ciy4au u 8aXHOCMb CO- U CaMo-pe2ysiupoeaHusi 8 obracmu 3s1eKmpoHHoU kommepyuu. Ecmb HeckonbKko eornpocos, Komopbie fo-
OHumaromcsi @ amoli obnacmu, U Mbl nocmapaemMcsi omeemums 8 3mMolli cmambe: Kakue rnpeumyujecmea u HeAocmamku caMo- U CO-pe2ysiioeaHust,
KaK Mo)xem oH-naliH uHGycmpusi 6bImb MPUYUHOU U credcmeuem 9ns1 ce6s u co-pe2yrto8aHHs, ec/lu caMu eeb-mopmasn u NouckKoeble cucmemsl 6y-

dym npedMmemom 1106020 peaynuposaHusi, Kakoe enusiHue MHmepHema Ha caMo- U Co-pe2y sIto8aHHs 8 3/IeKMPOHHOU KOMMepyUU.
Knroyesnie crnioea: camopeaynupoeaHue, COBMECIMHOE pe2ysiuposaHue, 31eKmpoHHasi Kommepyusi, MumepHem.
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KniBcbkui HauioHanbHUM yHiBepcuTeT iMeHi Tapaca LleB4yeHka, Kui

BIAKPUTICTb TA NMPO30PICTb AEPXXABHOIO TA MICLIEBUX BIOAXETIB B YKPAIHI

B cmammi po3ansiHymo MemoduKy po3paxyHKy iHOekcy eiokpumocmi 6ro0xemy, siKy 3anpoeadXxeHo MiXXHapOOHO Op2aHi-
3ayiero "MixHapoOdHe 6r0dxemHe napmHepcmeo”. BuceimseHo nopsidok onpustodHeHHs1 6100xemHux OOKymMeHmie, wo ensu-
e8aromb Ha pelimuHe KpaiHu 3a iHOekcoMm 6100xemHol npo3opocmi. BusHayeHO HanpsiMKuU NoKpauieHHs iHOeKcy npo3opocmi ny-

6ni4Hux ¢piHaHcie 8 YKpaiHi.

Knro4yoei cnoea: ny6niyHi ghiHaHcu, AepxkaeHull 6rodxem, micyeei 6ro0xemu, iHOekc 6rodxemHoi npo3opocmi, Prozorro & €-data.

Bctyn. PedhopmyBaHHsa cdepu ynpasniHHA nyGniyHMMm
chiHaHCamMn B YKpaiHi Ta cdepu B3aEMOBIOHOCUH CyD'ekTiB
(hiHaHCOBOi cucTemMn YkpaiHu Ha €BPONENCbKUX 3acagax Ta
npyHUMnax Hemoxnuee 6e3 peanisadii npouecy, cnpsiMoBa-
HOrO Ha BIAKPUTICTb Ta NPO30PICTb AepXKaBHMX (biHaHCIB, i, B
nepLly 4epry, y OromkeTHin cdepi. Baxnmeum € BMBYEHHSA
MDKHapOAHOrO [OCBiAY LOAO ONPUMIOOHEHHA Ta aHanisy
NOKa3HWKIB AepKaBHUX Ta MicLeBuX OtompkeTiB, ki BNnMBa-
10Tb Ha 3abe3neyveHHs1 NPO30pPOCTi Ta BiAKPUTOCTI B CUCTEMI
iHaHCIB Aep>aBHOro CEKTOpY PisHWX KpaiH Ta 3'dcyBaHHS
NPUYNH Ta HacMiaKiB HU3bKOTO PenTUHrY YKpaiHu 3a nokas-
HMKOM MpPO30pOCTi BoaXeTHOI iHdopmaLlii.

BapybixHuiA gocBsia cBigunTb, WO cepen pisHUX MexaHi-
3MiB 3abe3neyeHHs eEeKTUBHOCTI (OYHKLIOHYBaHHS Gro-
PKETHOI cMcTemMun Hanbinblw Boanum € Ton, Wwo 6asyeTbes
Ha NPYHLUMNI NPO30pPOCTi.

OcHOBHVMMM 3acagaMu UbOro MexaHi3aMy € BCTaHOB-
NeHHA OYHKUIN Ta 000B'A3KIB, O BU3HAYaKTb CTPYKTYPY
Ta dyHKLUiT opraHiB Aep>xaBHOI Ta MicLLeBOI BNaau, a Takox
B32EMOBIAHOCHHUN MiXK PiBHAMW OlO4KETHOI cucTemu, opra-
HaMn [epXXaBHOro ynpaeniHHA Ta cyb'ekTamu rocnogapto-
BaHHSA. BinblW geTtanbHO Npo po3nogin gyHKLUi i NOBHOBa-
XeHb MiX naHkamu BroaXeTHOI cucTteMmn B npoueci peani-
3auii dickanbHOT AeLeHTpanisauii poskpuTo B cTaTTi [1].
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