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ABSTRACT

With the huge growth of computer networks and #iest advances in digital technologies, a huge amhad
digital data is being exchanged over various typé&sietworks. It is true that a large part of thdarmation is
either confidential or private. As a result, diféat techniques have been used to provide the $gctitie security
of digital images has attracted more attention amany different image encryption methods have begpoged to
enhance the security of the images. Digital datausty is achieved by methods of cryptography, Whideals with
encryption of data. The common method of protedtiegdigital documents is to scramble the contenthsit the
true message of the documents is unknown. The gedpmethod combines the concept of scan patterds an
dyadic permutation. Scan patterns shuffles thelpiakthe image and dissipate the high correlatimnong pixels.
Dyadic permutation process performs repositionifighe pixels in the image. Carrier images are geed using
random sequence based on DNA. Carrier image has beed for encrypting and decrypting images. Tistesy
is tested for different types of images of diffeigre. The results obtained are analyzed througtograms and
correlation coefficient which shows that the depeld system is working satisfactorily.
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INTRODUCTION

Now a day’s security incidents are getting moreangnce. As the complexity of the threats and &ttascreases,
so do the security measures required to proteah #tiso. Network administrators, data centre opesatnd other
data centre professionals need to comprehend thiesbaf security in order to safely manage the rimétion.
Controlling physical access to machines and netwttdch points is perhaps more critical than ammgoaspect of
security. Any type of physical access to an integii® creates a major exposure of the site. linjgortant to be
concerned about revealing information that is ergled between, computers, systems or network elam@fiten
one wishes to avoid data disclosure over a netwenryption techniques must be employed that malke t
transmitted data unreadable to someone who imtertded receiver. The SCAN based encryption thiimhs upon
scan pattern generation algorithm. The SCAN is @& language based two dimensional spatial aqogssi
methodologies which can represent and generateya faumber of wide variety of scanning paths orcepdling
curves easily. The main advantage of the SCAN dlguaris its strong encryption rather than its htghoughput.
Dyadic permutation can be a very useful tool fajitdi image coding and decoding, digital image fuanalysis,
digital pattern reconstruction and quality contwbbinary objects such as gratings. Dyadic pernmutatf an image
can be interpreted as a special type of permutibits pixel addresses. Dyadic permutation canssel to encrypt
the information contained in the pictures withafbrmation loss or damage. DNA cryptography makesygtion
more strong and secure and protect from brute fattacks. It also offers high confidential strengtid large
storage density inherent in it, as compare torthdittonal storage devices.

In this paper, image encryption scheme based om gatierns and dyadic permutation are presentest dtahe
paper is organized as follows. A related literatswevey is carried out in Section 2. In SectioraB,overview of
SCAN patterns is described. An overview of dyadidgadic group, and dyadic permutation in encryptise
presented in Section 4. In Section 5, the propaosetthod is explained along with an algorithm. Expemtal results
are discussed in Section 5. Statistical analysithefresults is presented in Section 6. Conclusaesdrawn in
Section 7.
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LITERATURE SURVEY

Maniccam and Bourbakis [1] have presented a nevhadetiogy which performs both lossless compressimh a
encryption of binary and gray-scale images. Thepression and encryption schemes are based on S@&&t s
generated by the SCAN methodology. The SCAN isren&b language based two dimensional spatial acogssi
methodologies which can efficiently specify and grate a wide range of scanning paths or spacedfitiurves. In
[2], Castaneda et al discussed an encryption metiaseéd on dyadic permutation. Dyadic displacemehtan
image can be interpreted as a special type of pations of its pixel addresses. Dyadic displacemeah be a very
useful tool for digital image coding and decodidgital image quality analysis, digital pattern astruction and
quality control of binary objects such as gratinDyadic displacements can be used to encrypt tfeenmation
contained in the pictures without information loss damage. The information recovery can be perfdrme
successfully by using dyadic correlations.

Zhang et al [3] described DNA cryptography-baseddmencryption. DNA sequences are used as thet $ege
The permutation process is implemented by usingdHaactal sequence representation and the diffupiocess is
used to alter the gray values. An image encryijgproach is based upon DNA fractal. This approactot the one
based on the real DNA cryptography, but uses theralaDNA sequences as the secret keys. A simplaalization
method based on counting and coase-graining isopeabin [4]. When applying the method to all knovemplete
genomes, fractal-like patterns emerge. The fraditabnsions are basic and important quantities tvatterize the
fractal. Hao et al proposed a DNA fractal sequeepeesentation approach, in which, given a comgjeteome of
lengthN, i.e., a linear or circular DNA sequence madé&ldétters from the alphabet A,C,G and T . Pakshwaal et
[5] have presented image encryption using randoransigling and exclusive-or operation (XOR). The pizé
image is highly correlated to their neighboringg$x Due to this strong correlation any pixel canpoactically
predicted from a value of its neighbors. Scrambtmchnique shuffles the pixels of image and scranhirhage is
called transformed image. The transformed imagéhémn divided into 2 x 2 pixels blocks and each blis
encrypted using XOR operation by four 8-bit keyseTotal size of key in the algorithm is 32 bitdowhich proves
to be strong enough. The encryption algorithm teentiested on some Gray Scale images and showddemdts.
In [6], Panduranga et al proposed a hybrid tecteifipn image encryption which employs the conceptatier
image and SCAN patterns generated by SCAN methggloldhe carrier image is created with the help of
alphanumeric keyword. Each alphanumeric key willhaging a unique 8 bit value generated by 4 oui-obde.
The newly generated carrier image is added witiroal image to obtain encrypted image

From the literature survey it is noticed that mamgurity problems can be solved using SCAN pattetypadic
permutation and DNA encryption. Various SCAN patteare used in SCAN algorithm. The selection ofetdey
in dyadic permutation plays an important role icrgpting the information. In this paper, randonestibn of secret
pair of keys in dyadic permutation and seed vatupseudorandom generator used to create the camdge is
proposed to enhance the image security.

SCAN PATTERNS

The SCAN is a formal language based two dimensispatial accessing methodologies which can reptressh
generate a large number of wide variety of scanpaifys or space filling curves easily. SCAN is asslof formal
languages, which can be applied to compressiomyption, data hiding, or combinations of compressand
encryption. SCAN language is an image preprocedaimguage, devoted to generate a family of 2D dognfThe
scanning path of the image is a random code fonuh,byy specifying the pixels sequence along thersngmath.
Scanning path of an image is simply an order inctvhdéach pixel of the image is accessed exactly.ohice
encryption also involves the specification of setrst scanning paths. Therefore, the encryptiondsies
methodology to specify and generate a larger nurobetide varieties of scanning paths effectivel}; A scanning
of a two dimensional array is an order in whichrealement of the array is accessed exactly oncANS@nguage
uses four basic scan patterns. They are contintasier C, continuous diagonal D, continuous orthaf®, and
spiral S. Each basic pattern has eight transfoomatnumbered from 0 to 7. For each basic scanrpattiee
transformations 1, 3, 5, 7 are reverses of transdtions 0, 2, 4, 6, respectively.

The properties of the SCAN image encryption methdudch include pixel rearrangement, confusion, difiiision.
The main advantage of the SCAN algorithm is iterggr encryption rather than its high throughput. B@AN
language provides a family of transformations fr@ad to 1-D representations. Each SCAN pattern ésfia
transposition of the image data into a 1-D repregim. Thus, the family of the SCAN patterns cobédconsidered
as a transposition cipher. The scan word (or peatiaunt) defines the encryption and decryption kelie Bcan
patterns and transformations are shown in Fig. 1.

In SCAN based encryption, keys are generated usiag alphabets with the transformation. Once tlregbdkeys
are generated, two dimensional strings of lengt@"™vhere n=0, 1, 2... is converted to one dimensionaigby
scanning the two dimensional array using keys.
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Fig. 1 Scan patterns partition patterns and transfomations

DYADIC PERMUTATION

A dyad is a quantity that has magnitude and two&ated directions. A dyad is constructed from & phvectors
(u and v) written side by side as uv, with no ofieradefined between the vectors. Dyadic displacemean be a
very useful tool for digital image coding and deioagl digital image quality analysis, digital pattereconstruction
and quality control of binary objects such as gggi Dyadic displacements of an image can be irggrg as a
special type of permutations of its pixel addres§ggdic displacements can be used to encryptrtfegmation
contained in the pictures without information lasglamage [2].

A digitized image that captured by a CCD sensoranalyzed by a digital image processing device, loan
represented as a 2-D digital functiorfn, m). It can be defined as an array Nofx M pixels. Both the
indicesn andm denote the addresses of the function valuesnpang, 1,..., N -1 andm=0, 1,...,M —1.

Performing the XOR operation with binary digits [O,N — 1] andk €[0,M — 1], respectively, on the addresses of a

2-D function, i.ef(n, m — f(n & j, m @ k), is called the dyadic displacement of that fumttilt exhibits the

following properties:

i. Closure: The new addresses will have the same nuoifilbits as the original ones.

ii. One-to-one mapping: If a set of datal, 3 is processed by the XOR operation, for exampebihary-digit
representation of the key is 01, then the resdh@wvn as follows:

00D 01 =01
01 01 =00
10 01 =11
11 01 =10

Both the domain and the region are within the saange [0, 3]. Therefore, if an image is processgdhle XOR

operation, then the processed image will have dngesamount of pixels as the original one.

iii. Reversibility: Each original address can be recesdny the XOR operation of the corresponding ertexyp
address using the correct key, becaus® key) @ key =x.

iv. Address permutation: The relative position of gmopfunction values is exchanged by a permutatits

THE PROPOSED METHOD

The approach proposed in this section comprisee thtages namely SCAN process, dyadic permutatidcarrier
image generation. The block diagram of the propegstem is shown in Fig. 2.

The proposed method is carried out on standard amlage as an input image and secured image traagmiis

performed by applying encryption. Fig. 4.1 gives fystem design to encrypt an input image. Theyption of an

image begins with dyadic permutation algorithmdiradic permutation, first pair of values is cho$y user in

order to perform exclusive or operation on the immagel address, which is called as dyadic dispteggs of an
image. Dyadic displacements of an image can bepirgted as a special type of permutations of itelmpddresses.
The new addresses will have the same number ofasitshe former ones. Exclusive-or operation resihiés

intermediate encrypted image which is used for it of correlated image. Next, correlated imeggenerated
using the dyadic correlated equation. Dyadicallftett image is used an input to SCAN algorithm.
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Fig. 2 Block diagram of the proposed system

In SCAN algorithm, first scan pattern is chosently user. The chosen scanning pattern is usedcagpéon key
which is defined by an encryption specific SCANdaage. The intensity values of an image along damrsng
path are determined and one dimensional stringtisteucted. Finally, intensity values are writtentlhe image
using raster scan pattern and encrypted imagenstremted.

A linear congruential generator (LCG) is an alduritthat yields a sequence of randomized numbecsleséd with
a linear equation. The sequence of random numbemarierated using the equation (1).

X+ =(aX+c) modm 1)
Where ‘m’ is modulus m > 0,'a’ is multiplier O<a<ng; is increment & c< m and ‘X’ is starting value 8 Xq < m.
Pseudorandom sequence is generated using a lirmaruential generator algorithm. The number in the
pseudorandom sequence are mapped to four lettersagand t. Finally, carrier image is constructsihg the
pseudorandom sequence by converting the numbeseafdorandom sequence to binary string. Once théicar
image is constructed using pseudorandom sequemcs/péed image is constructed using carrier imagkeaiginal
image. Exclusive-or operation is performed betwesmier image and original image.

The proposed algorithm is as follows.

Step 1: Read the input image of size M X N wheras the height and N is the width.

Step 2: Split the input image into chunks. Firgide the rows and columns to determine the numibenunks and
then calculate chunk height and width. Finally vdthe image chunks.

Step 3: Choose two values j and k which are reduimgerform the exclusive-or (XOR) onto the addessof a two
dimensional function where j ¥21 and k<?-1. Next, XOR operation is performed on the addressf the input
image chunks. The new address should have the samieer of bits as the former ones.

Step 4:Prepare the correlation matrix and drawcthreelated image for all image chunks. Correlatioatrix is
generated using the Equation 2.

Irg G k) = T35 Eso' f(m)g(n @ j,m @ k) (2
where f (n,m) denotes original image two-dimensional digitaldtion andg(n @ j,m @ k) denotes dyadically
shifted (permuted) function.

Step 5: Join the image chunks to form the interatedéncrypted image and also correlated image.
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Step 6: The set of scanning paths are chosen bysie The chosen scanning pattern is used aspdicerykey
which is defined by an encryption specific SCANdaage.

Step 7: Scan the intermediate encrypted image ditgpto the chosen scanning pattern order and omengional
array list of intensity values is constructed.

Step 8: Draw the encrypted image by setting theniity values in the raster scan pattern order.

Step 9: Linear Congruential Generator algorithhéspseudorandom generator used to generate thdgsendom
sequence. Sequence is generated using the Eqtation

Step 10: Map the sequence to the four letters g@,and t. A stands for Adenine, G stands for Gugrthstands for
Cytosine and T stands for Thymine. The numberbénsequence are limited to base 4 number system.

Step 11: Twelve successive numbers in the sequanmeceelected and each number is converted to bsieng.
Twenty four bits of twelve numbers from the sequeare used for each pixel and carrier image is nraw

Step 12: Finally, perform XOR operation betweemnieaimage and input image which results in ena@gipmage.

EXPERIMENTAL RESULTS

The algorithm was applied on a JPEG image of vhgiaize with different colors. The results of themosed
approach on sample images are shown in Fig.3. Tigimal colored image is chosen as input to dyadionutation
algorithm as shown in the Fig. 3. The resultantrimediate encrypted file of the dyadic permutatiwocess is
shown in the Fig. 4(a) and the correlated imagh@vn in the Fig. 4(b).

(@ CE
Fig. 5 (a) Spiral Scan Pattern (b) Cipher image aéir SCAN process
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In scan algorithm, firstly scan patterns are chdsgthe user. Spiral scan pattern is shown in fige %{a). Next,
based on the scan patterns image is scanned aigg iima&ncrypted. Encrypted image is shown in tige B{b).
Carrier image is generated using the binary segqueBequence is generated using the Linear Congmbent
Generator algorithm (LCG) but the sequence numbaerdimited to base 4 number system. Carrier insge is
equal to the size of the original input image. @arimage is shown in the Fig. 6(a). Carrier image the
intermediate encrypted image are XORed to formetherypted image and shown in the Fig. 6(b). Deeypmnage
of the proposed system is shown in the Fig. 7.

(®)
Fig. 6 (a) Carrier image (b) Final Encrypted Image

STATISTICAL ANALYSIS

From the literature, it is known that many ciphbe/e been successfully analyzed with the help atissical
analysis. Further, several statistical attacks Hzeen devised on them. To prove the robustneskeoptoposed
method, statistical analysis is performed by phottithe histograms of the original and cipher imagBse
performance of the algorithm is measured in terfreoorelation coefficient between original and @plimages.

Histogram Analysis

Histogram is plotted for original image and encegptmage as shown in Fig. 3 and Fig. 7 respecti\diistogram
for the original image of the Fig. 3 is shown igF8(a), (b) and (c) of red, green and blue compbrespectively.
Histogram for the encrypted image of the Fig. ghiswn in Fig. 8 (d), (e) and (f) of red, green dhde component
respectively. Histogram of the original image reyg@rets unequal occurrence of the colour componddus.
histogram for encrypted image shows that colour pammants are almost uniform. Occurrences of eacél fire
uniform in the encrypted image.
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Fig. 8 Histogram of original and encrypted image
Encryption and Decryption Time
Table 1 summarizes the encryption/decryption spéadsncryption algorithm based on SCAN, dyadicnpetation
and carrier image. Comparative speed test resfiliseoencryption algorithm on the input image aevah in the

Fig. 3 are tabulated.
Table — 1 Speed Test Experimental Results of the Eryption Algorithms

Encryption/Decryption algorithm | Time taken for Encryption (Sec) | Time taken for Decryption (Sec)
Dyadic Permutation 5.68
SCAN algorithm 0.04 0.15
Carrier Image 0.5 0.94
Hybrid technique 6.28 1.03

Correlation Coefficient Analysis

Correlation between adjacent pixels in original @maand their encrypted image is calculated. Foominary
image, each pixel is usually highly correlated wiith adjacent pixels. These high correlation proesrcan be
guantified as the correlation coefficients for camgon. In Table 2, the results of correlation fioets between
the corresponding pixels of the plain input imageehbeen delineated.

In this analysis 2000 pairs of adjacent pixelssmiected from the image. Correlation values arevahia the Table
3. The correlation coefficient for plain image i90The horizontal and vertical coefficient of gmied image
generated using dyadic permutation and SCAN algoriindicates that two adjacent pixels are of highrelation
.The horizontal correlation coefficient is -0.06darertical correlation coefficient is 0.87 for cgghimage encrypted
using carrier image. The horizontal correlationfficient is -0.01 and vertical correlation coeféait is 0.04 for
cipher image encrypted using carrier image. In cdsg/brid technique, the correlation coefficiefds plain image
with that of cipher images are far apart. The twrial and vertical coefficient of encrypted imagmerated using
hybrid technique indicates that two adjacent pixetsof low correlation among the algorithms lisiethe Table 3.

Table - 2 Correlation Coefficients between the Pixe of Plain Input Image

Direction Plain-image
Horizontal 0.90155
Vertical 0.95394

Table - 3 Correlation Coefficients between the Pixe of Encrypted Image

Encryption/Decryption algorithm Horizontal Vertical
Dyadic Permutation 0.86603 0.85261
SCAN algorithm -0.04178 0.93161
Carrier Image 0.16584 0.04623
Dyadic Permutation + SCAN algorithm -0.06355 0.8724
Dyadic Permutation + SCAN algorithm+ Carrier Image -0.01358 0.04339
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CONCLUSION

In this work, a new image encryption scheme basef8©AN, Dyadic permutation and Carrier image torgpicand

decrypt the image has been proposed. The main weamf the proposed technique is it provides msed

security. Dyadic algorithm adds security by scranpithe image using key and placement of key irretated

image. SCAN algorithm adds security by scramblimgitnage using scanning pattern as key. Sinceecamage is
generated using pseudo random numbers based onsBtjifence, it is not possible to predict the numiviout

knowing the seed. Even a single change of bit @& shanges the carrier image and decryption ipossible. The
result obtained is analyzed through histogramscaamcelation coefficient.. The analysis carried miteals that the
implemented system is working satisfactorily. Thegmsed system works well for still images. Encigpf video

images is considered as further extension of theeotistudy.
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