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ABSTRACT

Data deduplication is the technique which redubesdata size by removing the duplicate copies @rftidal data
and it is extensively used in cloud storage to ssuedwidth and minimize the storage space. To athagdduplication of
data and to maintain the confidentiality in theucldhe concept of Hybrid Cloud is used and to setlwe confidentiality
of sensitive data during deduplication of cloudrage. For better data protection, in this papefieint techniques of

deduplication are discussed.
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INTRODUCTION

In cloud computing, data deduplication is a spécal data compression technique for eliminatinglidage
copies of repeating data. Related and somewhangymous terms are intelligent (data) compression single-instance
(data) storage. This technique is used to improeeage utilization and can also be applied to nétveata transfers to
reduce the number of bytes that must be sent.drdéduplication process, unique chunks of datdyt patterns, are
identified and stored during a process of analysisthe analysis continues, other chunks are cosdptar the stored copy
and whenever a match occurs, the redundant churgpliaced with a small reference that points tosteeed chunk [1].
Given that the same byte pattern may occur dozeasdreds, or even thousands of times the matctudrexy is

dependent on the chunk size, the amount of datarthst be stored or transferred can be greatlyoediu

To make data management scalable in cloud compudiduplication has been a well-known technique lzasl
attracted more and more attention recently [2]. fBohinique is used to improve storage utilizatind ean also be applied
to network data transfers to reduce the numbewtafshthat must be sent. Instead of keeping muldpka copies with the
same content, deduplication eliminates redundata kg keeping only one physical copy and referidtiger redundant
data to that copy. Deduplication can take placeithier the file level or the block level. For filevel deduplication, it
eliminates duplicate copies of the same file. Déidapon can also take place at the block leveljciWwheliminates

duplicate blocks of data that occur in non-identiitas.

Although data deduplication brings a lot of bergefgecurity and privacy concerns arise as usensitbee data
are susceptible to both internal and external ldtadraditional encryption, while providing datandidentiality is
incompatible with data deduplication. Specificathgditional encryption requires different usersetwrypt their data with
their own keys. Thus, identical data copies ofeddht users will lead to different ciphertexts, mgkdeduplication
impossible. Convergent encryption has been proptsedforce data confidentiality while making delicgtion feasible
[3]. It encrypts/decrypts a data copy with a cogeat key, which is obtained by computing the crgpaphic hash value

of the content of the data copy.
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After key generation and data encryption, useraimeihe keys and send the ciphertext to the cl®@ice the
encryption operation is deterministic and is datifeom the data content, identical data copies géherate the same
convergent key and hence the same ciphertext. &eept unauthorized access, a secure proof of ohipepsotocol is
also needed to provide the proof that the usereiddmwvns the same file when a duplicate is founderAthe proof,
subsequent users with the same file will be pravidepointer from the server without needing to adithe same file. A
user can download the encrypted file with the paifitom the server, which can only be decryptedheycorresponding
data owners with their convergent keys. Thus, cayes@ encryption allows the cloud to perform dedgtlon on the

ciphertexts and the proof of ownership preventaiteuthorized user to access the file.

However, previous deduplication systems cannot adpgifferential authorization duplicate check, wahiis
important in many applications. In such an authetideduplication system, each user is issued of ggtvileges during
system initialization. Each file uploaded to theud is also bounded by a set of privileges to $pediich kind of users is
allowed to perform the duplicate check and acdesdiles. Before submitting his duplicate checkuest for some file, the
user needs to take this file and his own privilegesnputs. The user is able to find a duplicatettics file if and only if

there is a copy of this file and a matched privélatpred in cloud.

For example, in a company, many different priviegeéll be assigned to employees. In order to sast and
efficiently management, the data will be movedhe storage server provider (SCSP) in the publioctlwith specified
privileges and the deduplication technique will dg@plied to store only one copy of the same filecamse of privacy
consideration, some files will be encrypted andwdid the duplicate check by employees with spetifidvileges to
realize the access control. Traditional dedupliratsystems based on convergent encryption, althquglkiding
confidentiality to some extent; do not support theplicate check with differential privileges. Inhet words, no
differential privileges have been considered indbduplication based on convergent encryptionteglan[2]. It seems to

be contradicted if we want torealize both dedupiicaand differential authorization duplicate chetkhe same time.
LITERATURE SURVEY

In previous deduplication systems cannot suppdferential authorization duplicate check, whichrigortant in
many applications. In such an authorized dedupdinasystem, each user is issued a set of privilejggg system

initialization. The overview of the cloud deduplica is as follows [4].
A. Post-Process Deduplication

With post-process deduplication, new data is Bteted on the storage device and then a processatér time
will analyze the data looking for duplication. Thenefit is that there is no need to wait for thehhaalculations and
lookup to be completed before storing the dataetheensuring that store performance is not degradgulementations
offering policy-based operation can give usersathiéity to defer optimization on "active" files, t process files based on
type and location. One potential drawback is thmat nay unnecessarily store duplicate data for at sime which is an

issue if the storage system is near full capacity.
B. In-Line Deduplication

This is the process where the deduplication haklulegions are created on the target device addle enters the

device in real time. If the device spots a blocitth already stored on the system it does noestioe new block, just
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references to the existing block. The benefit dline deduplication over post- process deduplicattothat it requires less
storage as data is not duplicated. On the negaiile it is frequently argued that because hastulzions and lookups
takes so long, it can mean that the data ingesiionbe slower thereby reducing the backup througbpthe device.
However, certain vendors with in-line deduplicatibave demonstrated equipment with similar perforeato their

post- process deduplication counterparts. Postegsoand in-line deduplication methods are oftenihedebated.
C. Source versus Target Deduplication

Another way to think about data deduplication isvialyere it occurs. When the deduplication occurselto
where data is created, it is often referred tosaifce deduplication.” When it occurs near wheeedhita is stored, it is
commonly called "target deduplication." Source gedation ensures that data on the data sourcedsplicated. This
generally takes place directly within a file systefme file system will periodically scan new fileeeating hashes and

compare them to hashes of existing files.

When files with same hashes are found then thedifsy is removed and the new file points to thefidd Unlike
hard links however, duplicated files are consideéoede separate entities and if one of the dugitdites is later modified,
then using a system called Copy-on-write a copyhat file or changed block is created. The dedagibn process is
transparent to the users and backup applicatioaskiBg up a deduplicated file system will often smduplication to
occur resulting in the backups being bigger thanstburce data. Target deduplication is the progessmoving duplicates

of data in the secondary store. Generally thislella backup store such as a data repository iotuahtape library.

One of the most common forms of data deduplicaiioplementations works by comparing chunks of data t
detect duplicates. For that to happen, each chfimata is assigned identification, calculated by Hoftware, typically
using cryptographic hash functions [5], [4]. In mamplementations, the assumption is made thatdfitlentification is
identical, the data is identical, even though ttésinot be true in all cases due to the pigeonhdleciple; other
implementations do not assume that two blocks td @dath the same identifier are identical, but atifuverify that data
with the same identification is identical. If theftsvare either assumes that a given identificatdneady exists in the
deduplication namespace or actually verifies themiitly of the two blocks of data, depending onithplementation, then
it will replace that duplicate chunk with a linkn€e the data has been deduplicated, upon readotbdio& file, wherever a
link is found, the system simply replaces that hvikh the referenced data chunk. The deduplicgti@tess is intended to

be transparent to end users and applications.

EXISTING DEDUPLCATION

Techniques

To achieve deduplication in cloud storage sevdrgrithms are used. Types of algorithm along with method

are explained in this section.

Table 1: Comparison of Deduplication Techniques

SI. No Teﬁg?rlgue Description Remark
Symme_tric 3 methods: KeyGen, Encryption, Adva_ntage:si_mpleDi_sadvantage:
1. |encryption Decryption Id_entlcal copies of dlf_ferent users
Method will lead to different cipher text
2 Convergent 4 methods: KeyGen Encryption |Advantage: Identical copies will
" |Encryption |Decryption TagGen generate same cipher text.
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Disadvantage:Customer ownership
is not verified.

Advantage: Customer ownership i
Proof of 5 methods: KeyGen Encryption |verified.

ownership  [Decryption TagGen OwnerProof [Disadvantage:Differential
ownership is not checked.

)

A. Symmetric Encryption

Symmetric encryption utilizes a regular secret ketp encode the decoded data. A symmetric encnypgtian

comprises of three basic functions such as [1], [2]

PublicKey PrivateKey

Figure 1: Symmetric Encryption Method
» Key-Gen: Key generation algorithm to generate the privaig public key pairs.

» Encryption: Symmetric encryption algorithm that receives sekest K from Key generation step and message

Mand gives ciphertext C.

» Decryption: Symmetric decryption algorithm that receives tleerst key Kand ciphertext C and gives the

original message M.

Disadvantage: Symmetric encryption method requires different sgerencrypt their data with their own keys.

Thus identical copies of different users will legaddifferent cipher text. Hence it makes the deitagion impossible.
B. Convergent Encryption

Convergent Encryptiongives information secrecyeéduplication. Customers get a convergent key fraohend
every unique data copy and encrypt the unique azig with the convergent key. And also, the custodetermines a tag
for the unique data copy, which will utilize thegtéo recognize duplicate copies. The consideratibthe tag accuracy
holdsthat means if both the data copies are the stnan the tags of the data copies are samed#istover the duplicate
copies, the customer first sends the tag to theesdo verify if the duplicate copy has been alseadailable. The
convergent key and tags are individually evaluated] tags cannot understand the convergent keystadt the data
security. The encrypted data copy and the respetdy will store on the server. The convergentygimn system can be
defined by four basic functions:

* Key-Gen (M)—-key generation algorithm which maps an informatata copy M to convergent key K.

» Encce(K,M)—C -symmetric encryption algorithm that receivesitiput of both data copy M and convergent key

K, then gives output cipher text C.

Impact Factor (JCC): 4.6723 NAAS Rating.17



Deduplication in Cloud Computing Using Hybrid Cloud 5

» Decce(K,C)—M —decrypting algorithm which receives the inputleé convergent key K and cipher text C, then

gives the output of the original data copy M.

» TagGen(M) — T(M) —tags generating algorithm which maps oriyidata copy M and gives
output tag T(M).

Advantage: Since the encryption operation is derived fromdaé& content, identical copies will generate same

convergent key and hence same cipher text willdolpeced.

Disadvantage: It does not allow customers to verify the ownersbfpthe information data copies to storage

server.
C. Proof of Ownership

The disadvantages of previous two methods can lecome by this method. The idea of proof of ownigrsh
PoW allows customers to verify the ownership of thiermation data copies to storage server. Pdatilyy PoW is
developed as a communicative algorithm run by #igel(i.e. customer) and a prover (i.e. storageves§. The storage
server derives a short tegpM) from an information data copy M. To demonstrtite ownership of information data copy
M, the customer needs to sedfidto the storage sever such tivat= ¢(M) [8]. The security definition for PoW follows
threat system in content distributed network, wheee attacker doesn’t knows the whole documenthgst accessories
who have the record. The accessories follows "bowtikval system"”, that it can help the attackegét the document,
subject to restrict or give limitation that they shsend some few bits than the starting min-entafiihie document to the

attacker.
Disadvantage:Cannot support differential authorization dupliceleck.
What is Differential Authorization Duplicate Check?

It is a system in which each user is issued afgativileges during system initialization. Eactefiiploaded to the
cloud is also bounded by set of privileges to dyawhich kind of user is allowed to perform duplieacheck and access

file. Before submitting his duplicate check requestsome file the user needs to take this file kisdprivilege as input.
The user is able to find duplicate for this fileaifd only if there is a copy of this file and matdhprivilege stored in cloud.

Example: In a company many different privileges will be gesid to employee. Data will be moved to the
storage server provider in public cloud with spedfprivileges and deduplication technique is aggptio store only one of
the same file. Because of the privileges somenfilebe encrypted and allowed to duplicheck by eoyeles with specified

privileges.
HYBRID CLOUD IN DEDUPLICATION

The main aim is to solve the problem of deduplarativith differential privileges in cloud computirgdficiently.
We consider a hybrid cloud architecture consistihg public cloud and a private cloud. Unlike eixigtdata deduplication
systems, the private cloud is involved as a praxyltow data owner/users to securely perform dapdiccheck with
differential privileges. Such architecture is preat and has attracted much attention from reseascihe data owners
only outsource their data storage by utilizing paulcloud while the data operation is managed iwvagie cloud. A new

deduplication system supporting differential dugtéc check is proposed under this hybrid cloud sechire where the
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S-CSP resides in the public cloud. The user is atiywed to perform the duplicate check for fileariked with the

corresponding privileges [2].

Furthermore, the system security can be enhancezhtiypting the file with differential privilege ¥s. In this
way, the users without corresponding privilegesncaiperform the duplicate check. Furthermore, suwdwuthorized users
cannot decrypt the cipher text even collude with 8CSP. Security analysis demonstrates that thtersyis secure in

terms of the definitions specified in the proposedurity model.

e =
a12

L Encrypted Files

P A p—

Private Cloud

Figure 2: Architecture of Authorized Deduplication [2]

There are three entities defined in this systeat, i) users, private cloud and S-CSP in publiadlas shown in
Figure 2. The S-CSP performs deduplication by cimeck the contents of two files are the same atatles only one of
them. The access right to a file is defined based eet of privileges. Each privilege is represeriethe form of a short
message called token. Each file is associated s@ithe file tokens, which denote the tag with spedifirivileges. A user
computes and sends duplicate-check tokens to thkcpeioud for authorized duplicate check. Usersehaccess to the
private cloud server, a semi-trusted third partyiclwhwill aid in performing deduplicableencryptiory lgenerating file
tokens for the requesting users. Users are alswispwoed with per-user encryption keys and creddsti

(e.g., user certificates) [9].

In file level deduplication data copy is referrexlawhole file and file-level deduplication whiclingnates the
storage of any redundant files. Actually, blockdededuplication can be easily deduced from fileelededuplication.
Specifically, to upload a file, a user first perfay the file-level duplicate check. If the file iglaplicate, then all its blocks
must be duplicates as well; otherwise, the usehdéurperforms the block-level duplicate check athehtifies the unique

blocks to be uploaded. Each data copy (i.e., afile block) is associated with a token for thelidape check.

e S-CSP: This is an entity that provides a data storageiserin public cloud. The S-CSP provides the data
outsourcing service and stores data on behalfefuters. To reduce the storage cost, the S-CSiRaten the
storage of redundant data via deduplication angkealy unique data. Assume that S-CSP is alwaljseoand

has abundant storage capacity and computation power

» Data Users:A user is an entity that wants to outsource daieage to the S-CSP and access the data later. In a
storage system supporting deduplication, the uskgruploads unique data but does not upload anjichip data

to save the upload bandwidth, which may be ownedheysame user or different users. In the authdrize
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deduplication system, each user is issued a gwivileges in the setup of the system. Each filpristected with
the convergent encryption key and privilege keysrealize the authorized deduplication with diffetiah

privileges.

Private Cloud: Compared with the traditional deduplication aretitire in cloud computing, this isa new entity
introduced for facilitating user’s secure usagectfud service. Specifically, since the computingowaces at data
user/owner side are restricted and the public cisudot fully trusted in practice, private cloudable to provide data
user/owner with an execution environment and itft@sure working as an interface between user hadotiblic cloud.
The private keys for the privileges are managedhbyprivate cloud, who answers the file token rstgiérom the users.
The interface offered by the private cloud alloveemto submit files and queries to be securelyegt@nd computed

respectively.

EXAMPLE
HP Store Once

HP Store Once deduplication software simplifies theployment of deduplication technology across IT
infrastructure. Not licensed as standalone softwirés a portable engine that can be easily eméédd multiple
infrastructure components, eliminating the comple)deen in earlier-generation deduplication. HPré&tOnce uses
patented innovation and features designed by HR kalmaximize backup and recovery performance whil@mizing

management and hardware overhead [10].

HP Store Once deduplication software identifiedicafe data inline (upon ingest) with its sparsdeix-based

deduplication approach. This method has two phases:

* HP Store Once algorithms sample large data seqsefamroximately 10 MB) to identify the likelihooaf

duplicates and rapid routing delivers each sequtentiee best node for deduplication.

e Store Once uses a SHA-1 hash algorithm on apprdeiynd KB variable-length blocks. By using a subsiekey
values stored in memory, Store Once determines al smamber of sequences already stored on diskatet
similar to any given input sequence. Then eachtispquence is only deduplicated against those égwences.
This minimizes disk 10 and uses less disk ancklitiemory, creating more efficiency and enablingefasmgest

and, importantly, restoration of data.

As we know, deduplication involves replacing duate data with pointers to existing (unique) daftéhe unique
data is scattered across a storage system (ragniénted"), then restoring it could take longeramse reconstituting it
would require many slow random seeks. Store Ono@aithis situation by not replacing small amouwftsluplicate data
with pointers to faraway places with no other mthtlata. This approach greatly improves restorecsméth only a bit

more extra data stored.

HP’s approach has more far-reaching implicationtse &rchitecture and design of the deduplicatiotwswe
makes it portable, scalable, and able to delivebal deduplication (within and across independeuitiple nodes with a
single namespace). The implication is that HP S@nee deduplication can be deployed in a numbeteddtions; for

example, as a virtual machine instance, integraféid HP Data Protector backup and recovery softwanel with the HP
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X9000 scalable NAS storage. The architecture conatitgralso means these deployments can extendsatteaVAN and

in ROBO environments without requiring data to ekydrated and then deduplicated multiple times.
CHALLENGES

However, as deduplication emerges as an answehetancreased demand of storage services in thed clou
infrastructures, it introduces the vulnerabilityside channel attacks due to cross user deduplicdti has been observed
that in spite of various solutions provided, dedlgilon still suffers from the vulnerability of ome the other side channel

attack.

Several attack models have been discovered, whachlead to the exploitation of deduplication tovgah
insecure storage method. The first attack can bd tes predict an already known file possessed byuser. The second
attack is related to creating a secret channetxtacting information while the third attack isated to distribution of any

file among various users of cloud storage [8], [10]
A. Attack Model I: Predicting Files

This attack can be used to predict whether a péatidile is possessed by a specific user 1. Funibee this
attack can be more efficiently used to predictaifithe file contains data with limited possikigis for example yes or no
in case of a medical test report. Suppose thekattasants to find out whether userl possessexaHile A. He will
upload a copy of file A if the file gets uploaddustwill indicate that the file is not possessedttgy userl. Whereas in the

other case the attacker will be able to find otiéf file is possessed by userl.
B. Attack Model II: Creating a Secret Channel

If the attacker manages to install any maliciouvare on the machine of userl, this software camuged to
establish a secret channel between the userl arattdctker 1. There are several ways of creatiisgype of channel one
of them is to bypass the firewall and communicati wts control server. Consider this example; saggpuserl is using
the system with malicious software installed, tbhétvgare will generate two files in two differentrditions. When userl
will backup his files on control server this fileilwbe stored on the server. Now, attacker canlgase the attack

described in previous section to find which filessstored by the software.
C. Attack Model llI: the Content Distribution Attac k

The content distribution attack can be used toriligie a specific file to various users without yiding the
identity of the distributor. The type of file care la bootlegged video or a file containing a virts. @he users in

deduplication are enabled to use a file if theyiackuded in the access control list of the file.

CONCLUSIONS

Cloud computing has reached a maturity that lea@ga a productive phase. This means that mosh@fmain
issues with cloud computing have been addresseddegree that clouds have become interesting focdmmercial
exploitation. This however does not mean that lal problems listed above have actually been soleaty, that the
according risks can be tolerated to a certain degtéoud computing is therefore still as much @aesh topic, as it is a
market offering. Though the above solution supptires differential privilege duplicate, it is inhetey subject to brute

force attacks launched by the public cloud semvbich can recover files falling into a known set.
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