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ABSTRACT

Current healthcare and wellness monitoring devices make medical follow-up convenient. However, the
decentralization of data processing and extensive reliance on network connectivity introduces security threats.
Current smart health devices often focus their attention more on usability and design rather than solidifying
underlying security measures. While web-based security is available, device-level security in smart health devices
needs to be explored further. In this paper, we propose an advanced security module that can be used in any
generic healthcare and wellness monitoring smart devices. This generic infrastructure can be used as a macro in
any available technologies to enhance overall security.
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INTRODUCTION

The proliferation of smart health devices makedtheaonitoring convenient and immediate. Patiemtiect their
physiological data with smart devices, e.g. in foem of wearable computing devices, forming a badga
network that collects physiological data autononp@®m the wearer. This data can include biomaskaich as
glucose levels and blood pressure. This informagieentually needs to be augmented with metad&gijt origin
and collection time. The monitoring process coverfirst data processing step, which is filteringidentify
abnormal conditions. In the event of abnormal patén health markers, a medical expert is immetiatotified.
This assists the medical expert as well because aata is available and it is easier to identifpaimal patterns
in the data set. This method of data collectioncismvenient since the monitoring devices are smatl a
noninvasive. Coupled with convenience, howevethésrequirement of stringent security measuregatept this
highly sensitive data.

Many fitness-oriented smart healthcare devices llaeeled the market over the past several yeatsitFGarmin,
Acer and Withings, among many others, sell devibes measure physiological data such as heart skteping
patterns, and even blood oxygen levels with thd gbancouraging fitness. As the adoption of thes®rt units
ramps up, there are alarming trends regarding ¢bargy measures. The initial authentication of dewice with
the smartphone is the first area of concern. Arefrgchdent study by the Independent IT-Security tintstihas
found that during this step some devices like tiieitfCharge smart device do not have any authatitio in place
when pairing with the smartphone [13]. This leatfes current health data stored on the device openpotential
hacker. Furthermore, other devices like the Leapadder by Asus send health information from the gphane to
a central database over an unencrypted http caoneicistead of the encrypted https protocol. Asséhdevices
evolve into more powerful health units with direcntrol over patient health, like automated insutijectors for
diabetic people, we must ensure that there isomgtsecurity framework protecting the wearer fromahers.

The benefits of a pervasive healthcare systemudrstantial. Doctors can use more intelligent moiigpto assess
the situation of a patient and propose the correettment much more rapidly. One approach to cantis and
intelligent patient monitoring is represented byvasive healthcare [1]. They introduce healthcarehallenges
and requirements that are designed for patients teadth-care professionals. The issue of collectmgl

evaluating medical data has been addressed. Hontbeesecure transmission, reception, and retewtidhe data
remain to be fully anatomized. If we are to realibe full benefits of such a system, we need tauen# has
strong security underpinnings.
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The security of data from smart health devices fiero neglected because of additional cost and henelw
considerations. This poses a large threat becamssitive health information is collected based ongtterm
patterns derived from body-worn sensors. This mi@tion covers wide latitude of health markers, frblood
sugar levels to sleep patterns and blood presHutteis data is sent unencrypted over-the-air, mialis attackers
can wreak havoc in many ways. First, without dext@elevice certification, the process is subjectrian-in-the-
middle attacks. This attack occurs when a hackerdéepts the communication between two partiesttiiak they
are communicating directly. The attacker can rezenessages from one person, alter them, and thneh resav
messages to the second party in lieu of the ofigiiria this context, a man-in-the-middle attack Idoallow an
attacker to replace the health device data sent fiee smart device with falsified data. The medgberts that
depend on this information would then be prescghieatments and therapies that are meant for ditomm the
patient does not have and/or withholding therafoes condition the patient actually does have sTdould pose
very serious problems to the patient’s health.ddion, the data could lead to discrimination kaahh insurance
providers or move financial markets by providingight into the health conditions of business exgest

Therefore, in this paper, we propose a comprehensieurity architecture that addresses the probierssme
modern health units. This is accomplished by ertangpall data sent from a body device to a patesthartphone
with a securely exchanged key. The next transmisstep is done over the secure https protocol. @lyehis

leaves little room for potential hackers to stealsstive health information.

The rest of the paper is organized as follows. iBedivo gives an overview of the architecture of ffroposed
system followed by a description of the securitydule and its analysis. Implementation details ef slistem are
highlighted in Section three. Next in section failnere is a comparison of the related works. Fn&lection five
concludes the paper by highlighting areas of futesearch and extensions of this project.

PRELIMINARIES

In this section, the terms used to describe theadivarchitecture are defined and their usagesapéained. There
are many terms used in this paper that are abheglfar conciseness. An SBU, or Secure Body Urihades any
smart health device that autonomously collectswiarer’'s health data. An SMU, or Secure Mobile Ursta

software application on a mobile device, typicalgmartphone that generates a readable reporf beatih data.
A PIS, or Patient Interface System, is a convendgttine system maintained by healthcare provideas &allows

easy medical record retrieval by authorized phgsisi These components are connected to each btloeigh

secure interfaces. Lastly, the AGSK is an autoraifiggenerated secure key created by the SMU ated $&nt
securely to the SBU.

This paper establishes a generic infrastructurehvtargets each data transmission step from sreatthhdevice
to smart phone, and finally to the physician’s peliportal. The goal is to lay a secure framewodntbhan be
extended to any healthcare infrastructure. In @ditthe infrastructure aims to limit the invasiess of
monitoring and sensing. Security can be implementidg many industry-standard encryption prototi&ks RSA
and all processing can be done at the sensordedsvice level.

Many health organizations opt to electronically &g and analyze a patient’'s health based on luatgratient
records. This usually involves data retrieval franlegacy health application and migration of thatadinto a
secure relational database. A typical health dathiee includes a front end user interface thaivedl easy access
for viewing historical patient records. This isfdilent from a backup of the historical data, whichkes it more
difficult to access information on demand [3].

ARCHITECTURE OF HEALTHCARE MONITORING SYSTEM

Here we describe the components of the generictHoeae monitoring system and the security companent
implemented.

Components of the Pervasive Healthcare Monitoring System

In previous sections, we outlined the intended as#Eghe generic security system and its secueiuirements. In

this section, we discuss the architecture usedtisfg those requirements. The system must be geres users

will access it from various platforms. For exampteedical experts like physicians, doctors, and egisan access
medical records either through their online inteefaystem or via smartphone.

Fig. 1 shows the key components of the proposedtanture, which are the Secure Body Unit (SBUg, 8ecure
Mobile Unit (SMU), and the Physician Interface Syst(PIS). The Secure Body Unit (SBU) collects pblggjical
data about the patient and encrypts it with thematically generated Secure Key (AGSK). A secumneation is
established between the SBU and the SMU using 8A Rigorithm. This connection could use one of many
mediums — Bluetooth, wireless, or even a local eation. The encrypted data is sent through thigieotion to
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the SMU. Even if the information was stolen duritings step, it would be unreadable to the hacker wuis
encryption. Once stored in the SMU, the data igysed. Logic components arhen used to analyze and fili
the data in order to produce a meaningful reportgbysician use. The SMU can be downloaded on
individual user’'s smartphone. We explain the seagegeration of the AGSK as well as the installatafrthe
SMU on a smaphone in the security section. Finally, the dethihealth report is sent to the PIS via the t
protocol. The PIS must know which SMU units arehautic. To achieve this end, a ~time registration must be
done with the PIS once the SMU softwardnstalled. Once the report is sent to the onlingeay, the physicia

can conveniently check the raahe health status of a patie
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I mplementation of Security in the Architecture

There were several guiding principles that ledhis secure architecture: we prefer simple and bileligecurity
protocol over more complex or error prone ones att@mpt to secure every interface to minimize timase are:
that can be #&cked. By implementing security at a modular leved can ensure greater security of the ov

architecture.
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The SBU has a buila processor and the data type of the pipelinedsrevertible FIFO. The raw data that com
into the device memory iga@ed in the FIFO. The AGSK received from the SBl$tored in a temporary regist
Once the FIFO is full or raw data input has stoppkd processor begins encrypting the data in tR®Rvith the
AGSK. Any industry standard processor can be used fis purpose. The key is to develop an applice

oriented processor that uses minimal area and laduced instruction set. The reduced instructeguces th
necessary hardware components, which allows foretite#e device to be as small and minim invasive as
possible.

System Operation and Security | mplementation

The authentication of the phone is done with amygted key certificate within the smart phone. Thesers cai
be provided with a QR code, containing the keystlfer certificatestore and for encryption on the phone. 1
allows for secure installation of the applicatiom @ smartphone or any handheld device. The SMUigue to
each and every device it is installed on. Once redgunstalled, as explained previously, the SMenerates a
unigque key, AGSK. The AGSK is then sent to the SBide the secure channel between the SMU and SBI
been achieved. The generation of AGSK on SMU idoam and requires unique key generation anytin
connection has been established betweeU and SMU.

The simple procedure is as follows. Raw data coim@sthe SBU as input and is stored in a convestllFO. A
secure connection is established between the SBUten SMU. The connection is secure because iteiated
using RSA Protocol. ThEMU sends the AGSK key through the secure networkection to the SBU. The SE
encrypts the data in the convertible FIFO usingARSK key using the AES algorithm. Now the encryptiata in
the FIFO of the SBU is sent to the SMU throughgbeure netork. The SMU gets all the data and stores it it
array. Using the local AGSK key (which was previgusent to the SBU) the data is decrypted. The £
generates a local report from the data receivedy &iftering out irrelevant readings. The SMU naends this
report to the PIS using a secure https conneciiban, the medical expert can access and anal
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Fig. 3 Flowchart for secure data transfer
RELATED WORK

“An Agent Based Pervasive Healthcare System: AtFasalability Study” discussese implementation of a
Pervasive Healthcare System intended to suppoginprée women affected byestational Diabetes Mellitus [].
The architecture is composed of a mobile interfamenecting to a distributed mi-agent system which in turn
connectd to a patient management system. Very similarh® PIS discussed in this paper, their pat
management system stored the data produced dumngonitoring phase and allowed for convenient iaudd
access by doctors. However, this paper doesn't asize the security considerations during the dalization.
Though some security safeguards are employed Isg thyeplications to comply with existing medicaladsg¢curity
and privacy regulations, they are not adequateday’s contex

“Enforcing Seurity in Pervasive Healthcare Monitoring GestatibDiabetes Mellitus” addresses the problen
securing the communication between the patients theddoctors [15]. The result is a fully implemente
telemedicine system for GDM that mitigates the gsiaksociated with the most common malicious attdksted
to a distributed system. The proposed model, howesgenot generic. A more generally applicable moide
necessary to accommodate the plethora of differemicds that are going to comprise the pervasivetheale
model.

10
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CONCLUSION

In this paper we presented a generic and securastnficture for a variety of healthcare or wellnagplications.

The infrastructure covers many loose ends on dgcamid strengthens the data transfer from body-wienrices to

hand-held mobile devices. The interconnections raegle secure using industry standard security potgpc
leaving minimal open ends for attacks. As descrile8ligure 1, one extension to this infrastructaocalld be a

direct, encrypted data transfer from body-worn desito the physician interface. This can be achkliévine body-

worn device has an optimized processor to genénatdetailed health report out of raw, physiolopdzta.
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