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Abstract

With the increase of mobile devices and the imph¢atien of the concept
of “internet of things”, human beings began to lieatirely in a cyber-
world besides physical world. This unexpected esioanof cyberspace has
caused a vulnerability to all kinds of cyber-attack oday, the number of
attackers and correspondingly the number of attacksincreasing, but the
attackers’ knowledge levels are diminishing. Thigerse ratio in cyber
threats force organizations and states to take noom@prehensive security
measures. Developed countries have begun to acgbpt space as a fifth
operational domain after land, sea, air and spa€he study reveals that
designing cyber security agency for Turkey is acialuissue in terms of
cyber defense in depth for an effective homelarmkrcgecurity. In this
paper, we suggest eight layered “defense in depthiecture” that is
proposed “cyber security agency organization” fanrkey. We believe this
structure provide more effective real-time inforioat sharing between
governmental organizations also.
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DERINLIGINE SIBER GUVENLIK: TURK IYE
SIBER GUVENL IK AJANSI ORGAN iSAZYONU
TASARIMI

Ozetce

Mobil cihazlarin artmasi ve “nesnelerin internettavraminin uygulanmasi
ile, insanglu tamamen fiziksel dinyanin sohda bir siber-diinyada
yasamaya baladi. Siber uzayin bu beklenmedik gimesi, her tarli
siber saldiri kagisinda savunmasiz kalmasina neden oldu. Bugunt sibe
saldirganlarin  sayisi ve siber saldirn sayisinintnasina rgmen
saldirganlarin bilgi diuzeyleri azalmaktadir. Bu georanti, orgitleri ve
devletleri, siber tehditlere kar daha kapsaml givenlik 6énlemleri almaya
zorlamaktadir.Gelismis Ulkeler kara, denizhava ve uzaydan sonra siber
uzay! beinci operasyonel etki alani olarak kabul etmeygldaislardir.
Calisma, Tarkiye icin siber givenlik ajansi tasarimiretkin bir tlke siber
glvenlgi acisindan derinlemesine siber savunmanin o6nentli kbnu
oldugunu ortaya koymaktadir. Bu makalede, tasarlanankilér "siber
glvenlik ajansi kurumu” icin sekiz katmanh" deirfihe savunma
mimarisi” onerilmistir. Biz bu yapinin, devlet kurumlari arasinda daha
etkili gercek zamanli bilgi payganini sglayacagina inaniyoruz
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1. INTRODUCTION

In early 1990s, with the prevalence of internet atiger IT assets in the
world, the concept of space disappeared in a sandeintercontinental
communication became easier than pushing a buftaenty years ago,
cyberspace was an utopia, but it is now a reatigifi [1]. This unexpected
expansion of cyberspace has brought with itselfienability to all kinds of
cyber-attacks [2]. These attacks can be performedcauntries, political
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adversaries, terrorists, industrial spies, hacktsyi hackers, resentful and
UNCONSCIoUS USers.

Internet security annual reports state not onliestare spying on each other
in cyberspace, but also originating sophisticatdzec-attack techniques [3].
The concept of cyber war consider more attackgpémetrating networks.
These can be motivated by political objectivesaadtof financial gain [4].
By the next decade network security is likely todme of the biggest threats
for security in the world. In this regard, a liaed understanding need to be
developed including crucial information systems acrtical physical
infrastructure, such as water and electricity s®j airports, gas
transmission and distribution facilities of all Bs[5].

Most states are aware of an inevitable cyber atnih the coming years.
Generaly, they have designed cyber warfare proesd@]. Cyber security
experts claim that cyber warfare takes place alliad us with its intensity.

During peace time, sides are detecting each othediserabilities, traps,

open doors, logic bombs, penetrating to the defesystems and even
inserting the rear doors with microchips for entigstems. In this way,
intermingling of war and peace is dragging on tleglevsimilar to the Cold

War instability. Stuxnet like cyber weapons thagéd critical infrastructure

will increase in the next period (Stuxnet invohasphisticated techniques
using legal digital signatures) [7] .

This paper argues that it is not sufficient jush&wve a powerful army. The
power of the computer and the information is str@mpugh to include
states. This study makes recommendations to staiesidering cyber
warfare and began to prepare deployment of fiftlitany force.

2. DEFENSE IN DEPTH
Cyber-attacks carried out on Estonia in 2007 ctuistithe turning point in
terms of alarming the world to take into accourg gfihenomenon of cyber

threats [8].Beside, "Aurora” code-named attackSoogle and other sites in
2010; the "Conficker" called worms targeting Miaséisproducts in 2008;
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Stuxnet worm aiming to harm a nuclear program, arahy more new
attack methods showed that they were as real agenbanal threats [9].
The explosion of a pipeline by not using explosiiag logic bombs
constitutes the best example for impacts of cyltachks to the real world
[10].

Today, it is estimated that many states have aotiperational cyber
weapons development program. Cyber weapons areg beaveloped
secretly and there is too little information abthem [11]. It is seen that all
developed countries are sensitive and aware ofd#mger. Each country
approach to the subject includes completely differenethods and
strategies. Turkey is left behind in terms of cybwstitutionalizations and
arrangements made for the issue.

Turkey is one of the first target countries exposedyber-attacks and has
become directly or indirectly the base of thesackis. An integrated cyber
defense model should be developed in order to aser¢he level of cyber-
defense capability of the country that ensures hbeneland security.
Therefore, defense in depth approach must be daoig to configure
cyber-defense activities that guarantee the sgcafithe systems targeted
by cyber threats.

The purpose of defense in depth approach is totaiaia system against
any particular attack using several independenthaust National Security
Agency (NSA) apply a comprehensive approach to rmégion and
electronic security. Defense in depth concept hrasrged as a model to
isolate key resources with protective layers [X2pinions about layered
structure elements are varied though studies invthréd. For example, NSA
layers are called as people, technology and opasatiAccording to another
source, it is ranked as device, application, computetwork and physical
[13],[14].

Different types of “defense in depth” approach ppleed by most of states

or organizations. It is a known fact that a simpyéer protection is not
sufficient for a real protection according to laarre [15],[16].
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Figure 1: Different types of “defense in depth aygwhes [15],[16],[17]

“Defense in depth” uses multiple “layers” to prdtesm organization’s

critical assets [17]. This means if an attack martagenter main system, an
outer or inner layer will step in for protectionigbre 1). We believe that to
establish defense in depth architecture does raMige a perfect security.

However, it strengthens and complicates cyber #gclevel. States or

organizations need to develop more complex defstregegies to prevent
composite attacks.

We proposed more comrehensive “defense in deptiiitacture for Turkey
in order to cope with complicated cyber attackse Tayers of defense in
depth architecture which should be applied for €yris shown in Figure 2.
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It depicts integrated model of a homeland cybeenst. The component of
proposed model is given in Section 3.

National Strategy Legislation
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Figure 2. Layers of defense in depth architecture.

3. DEFENSE IN DEPTH AND COMPOSING CYBER SECURITY
AGENCY FOR TURKEY

Defense in depth is concept of layered defenseishadt a new term in the
information technology arena [14],[15]. Neverthelesiew technologies
develop rapidly, systems become more detailed fisddifficult to secure.
Thereby, cyber experts must understand system krhand plug
vulnerable holes as soon as possible. Establistyihgr security agency for
Turkey should provide more dynamic and comprehensixucture to avoid
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cyber attacks. This study offers a new organizalistructure for state
cyber security.

3.1. National Strategy and Organization

Cyber security development for national policy atchtegy needs success
of measures taken against cyber-attacks [18]. Iaipgo effective cyber
security policies is a time consuming and generedigt too much. It also
requires all departments involvement within an argation. Therefore, it is
important to ensure full coordination of all theemlents specified in the
framework of national strategies and policies. Umited States (US) main
cyber security organization chart can be seen guréi 3 in terms of a
sample approach. US cyber security structure iresol\National Protection
and Programs Directorate” and “Office of Cyberséagur &
Communications” departments under “US Department Hdmeland
Security”. “Office of Cybersecurity & Communicatish department has
nine sub-departments in this structure. Therelaeetmain department that
is necessary because of US supremecy in this steuct



Kerim GOZTEPE, Recep KILIC, Alper KAYAALP

U.S. Department of
Homeland Security

National Protection &
Programs Directorate

Office of Cybersecurity
& Communications
MNational
arsi Fedaral Network
und?:r:;f:rﬂ:{:uns Netwark Sadurity
" = Resilisnca Deployment
Integration Center

Stakeholder
| gLt . ] { Engagement and

Emirgency

Cyber Infrastructune
Resliience

Communications

United States Industrial Control
MCLIC Operations & Computer Emergency Systoms Cyber
Integration (NO&T) Readiness Team Emergency Response
(US-CERT) Team (ICS-CERT)

Figure 3. US National Cybersecurity and Communicatns Integration Center [19]

A good cyber security strategy can be implementgddétermining the
activities demonstrated in strategic, operationad #actical levels. Some
vital issues for designing Turkey cyber securitgamization startegy is
given below:
e It is required to take support of the parliamentewhcreating
comprehensive cyber defense strategy.
* Goverment should consider cyber issues with orgaioias, private
sector and reassessment of existing laws/regufation
» Cyber security strategy can be realized with thasilen taken at the
top level. For this purpose; cabinet and natioresdusty council
should gather with cyber security agenda once a yea
» Cyber security agency should be set up to servanasxecutive
organ, undersecretary at the Ministry of Defense will implement
the decisions taken by the cyber security board.
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* It would be the right approach connecting Armed cEer Cyber
Defense Command to this agency and employment dfeCy
Defense Commander to serve as Chief of Cyber Sgddgency in
terms of directing from one center.

Proposed “Cyber Security Agency” organization cliartTurkey is shown

in Figure 4. Beside, organization chart explanatisnwritten in the

following text. APPENDIX A explains interaction lvegen Cyber Security
Agency structure and “defense in depth” architextur
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L Technologies
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J‘-&:?:.ﬁ:‘::;. 2 ey lnrr:::lri::ur- i
Carter Academy Defense Unit
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Special Tasks Unit
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Figure 4. Proposed “Cyber Security Agency Organizabn” chart for Turkey

3.1.1. Cyber-Defense Coordination Center

In a politically motivated war, public service agess and organizations
have limited opportunities to withstand attackse@&alized central public
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institutions/organizations’ support may improve thecess rate. A well-
designed Cyber Defense Coordinating Center showlgase the success of
counter attack and total defense capabilities. ddati Cyber Incident
Response Center (NCIRC) and Institutional CIRT r{pater Incident
Response Teams ) should have units that serve &g as the Cyber
Reaction Force to perform predetermined procedbefsre the attack,
during the attack and after the attack give chatacevercome Cyber
Attacks with minimum causalty.

Cyber experts are designers and leaders of propodet security agency
organization study. Therefore, cyber security asadeshould be an

institution where nationwide awareness activitiad e carried out and a
variety of courses should be given to cyber segwgiaff. Besides cyber
security instructions, guidelines and action plahsuld be prepared and
come into effect by experts within this structure.

3.1.2. Cyber Technologies Research Center (CTRC)

All kinds of research on cyber technology shouldrbade in this unit.
Important cyber projects should be conducted at CTRhese may be
Malware Analysis, Advanced Persistent Threat (ARMalysis, national
malicious software database, intrusion detectiod prevention systems,
data leakage prevention systems, monitoring expesd cyber incidents
and software in the world in 24/7 basis servingnbts infiltration, solving
command and control systems [20].

3.1.3. Cyber Operations Center

Development of secret technologies is implementeti applied as counter
cyber-defense in this unit. Under this center tivatebe Cyber Intelligence
Unit which will perform the proactive defense meaasy Cyber Attack
Units carrying out small-scale operations; and tmrgn quality operations
are being carried out. Recent studies showed thats, regulations or
agreements are not obstacle for the developmenffefsive capabilities
[21]. Therefore, armies have begun to search mesetive tactical cyber-
defense to strengten strategic cyber-defense pl@ily With these insights,
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units can be formed in order to launch cyber-adaegainst enemies’
information systems in terms of tension or war.

Open source intelligence is another research asegroactive defense
concept. New intelligence missions may vary in demange of activities
such as national security, economy, space, cybarespnedia operations
and support foreign diplomacy [23]. For example td&dn’'s domestic
intelligence agency, MI5, informed UK businessesilast to People’s
Liberation Army about cyber espionage [24]. Todayis a fact that
information technology is changing the way of ihggince. Therefore,
offensive and defensive cyber operations are keynehts of information
warfare. Cyber Operations Center experts may oliéage amount of data
for national security over the net.

3.2. Legislation, Procedures, Awareness

It is not easy to make an international definitadrcyber space. This causes
an uncertainty on boundaries of the cyber spaceirsedhational law on
cyber-attacks. Maybe a common understandings oarayinflict, and the
responsibilities of states would help to creatéendéernational framework for
a definition. Cyber-crimes research institutes doensics departments
should be established in universities in orderdbng rules of cyber space.
Forensic computing and information technology isssieould be taken into
curricula in faculty of law and our information shid be brought to the
level of understanding, evaluating and interpretimg expert's report. New
branches that require technical expertise in tledd fiof data security,
information and communication technologies showdals a technological
necessity.

For this purpose, an independent forensic computistitution should be
established in Turkey. Management of informatiosusgnce belonging to
different system must be carried out within themfeavork of national
standards. National information system standardulshde prepared in
accordance with this standart and all IT procegggsnto practice across
the country. Public space should be provided inrdocate information

11
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assurance management system” program. In mostofigebreaches, lack
of awareness in user behavior is indicated as ia bsgor. Turkey is one of
the most exposed countries against cyber thrdatsvery important to see
awareness from individuals to state for our fut@@eeating cyber security
culture and execution of a comprehensive nationwedreness program
including government, educational institutions,vate sector, civil society
organizations and individuals is strongly important

3.3. Physical Environments

It is not likely to provide precise security onlytkvstrong economy but the
economy and physical security measures can be tecceys a piece of
overall national security puzzle [25]. Internet\Bee Providers (ISP) have a
unique and special role in country’s cyber forenfrf26]. The authority and

obligation should be given to ISPs to prevent infation security breaches.
ISP should be held responsible for violations dadirttsubscribers and it
should be taken under provisions in their contragtis their subscribers.

Internet Exchange Point (IXP) is a physical infrasture that Internet

Service Providers can transfer data among thenselrthout a transit

carrier. Thanks to these infrastructures countdas keep their content
within their so they diminish attacks rooted frofr@ad. Because Estonia
did not own any IXPs which are usually located @veloped countries at
the date it was attacked, traffic carried out owaernational internet

exchange points and suffered due to cyber-attdcdday, establishment of
IXP in metropolises, have great importance in temwhscyber defense.

Therefore, locating IXP centers in different Tutkisties becomes curucial
for cyber security agency organization. Big datmsfers over big IXPs in

the west countries can cause information privacgkness against both that
countries and those fiber route passing.lt is sigmrtant to keep input and
output data at certain points.

Cyber defense coordination centre is importantkeeping the source and
destination basis filters ready against attacks arehtion of effective
external defensive line. Each environment, in whialuable information is
produced, transmitted and stored, is critical. Ri@&yssecurity issues like

12



Cyber Defense in Depth: Designing Cyber Securitgnisg Organization for
Turkey

zone and building safety, gate security, biometgcognition systems,
TEMPEST security, backup and disaster recovery ureasshould be
applied in a very strict way as indispensable el@mef cyber security [28].
TEMPEST is a collection of protection standartsnfrgpying. It is also
about leaking electromagnetic emanations, besideorapasses sounds or
mechanical vibrations.

3.4. Human

It is called "The chain is only as strong as itsakest link". The most
important element and at the same time the wedkdstin the chain of
information assurance is human being. It is obvitha the more human
factor is informed the more it will be safe. Systeecurity level can keep up
as much as people's awareness level. Staff seamdkyeliability working at
all levels of cyber defense architecture emerge separate issue, as well. It
is the fact that most physical or electronic attackn be assisted by an
insider.

Being dominant on future technologies primarily ueegs educated
manpower. It includes Research&Development (R&Djspenel in the
fields of science and technology, scientist andiresegs and field work
technical staff. In terms of our national interestss potential should be
directed to the needs of our country.

To solve the problem, it is not sufficient to apgeh cyber security topic
from a technical perspective only. In order to aghkiradical perspectives
and obtain foresight some studies including managepproaches like
strategic chaos management, fuzzy logical decisopport systems,
investigating psychological causes of cyber-crimd &s impact on society
should be done. Academics should be directed t@xenination of cyber
security in terms of basic disciplines.

3.5. Hardware and Technology

In today's world, it is known that developed coigsrare carrying out high
cost R&D activities on new weapon technologies mdeo to obtain an

13
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advantage in the battlefield. In terms of a possibisis, you may not be
able to provide defense technologies and equipmelgred from a second
country for national security; but with a strongoeomy and scientific

investments you can be self-contained. At this fpitirs important that in

many developed countries IT sector including sofévand hardware
products, declared as "strategic industry".

It is not possible to determine or know whetherasybecurity technologies
supplied from abroad contains back door or malvgah as Trojan horses.
Therefore, following of next generated, innovativend intelligent
technologies, national and the original developrmemd the provision of
government support has big importance [29]. R&Deasupply should
compose the main axis of the public procurementpaeVhich considers the
strategic priorities in the field of technology.tlme realm of defense system
supply we should not be act according to the ppiecof free competition
but to the principle of national security. Hardwamed Technology issue
should be handled with Turkish Hi-Tech scientifieris for a better cyber
security agency organization.

3.6. Networking and Communications

Isolation of critical infrastructures and the creatof the national network
that provide data exchange with other governmestitutions should be
completely separated from the internet [30]. Lagilemational networks on
different levels of confidentiality should be edislbed depending on the
nature of the information processed and the impigation of different
security policies. Indeed, national judicial netwand Ministry of Defense
attacks have confirmed the fact that these netwarksiecessary. The US is
the pioneer country with its GovNET Project [31lJowkver, an intranet is
not safe as they are supposed to be. In partioutzen the number of users
increase and the corporation grows security deese&y/stems that feel safe
against outside world are in fact unprotected fosider attacks. It is
estimated that 40% rate of attacks emerge frontoited area networks [32].
In this case, next to the taking precautions agaattsicks from outside,
local area network security emerges as anotheratigsue. Thus, proposed
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cyber security agency organization in this studgludes both local and
international networks.

3.7. Software and Applications

Software and application issue is another main ééon cyber security

agency organization. Software/application mainter&update can be

provided across the country by a central servicgheC€ experts should

ensure that all the software used in public ingtihs and systems are in the
same standards as much as possible. To preventatmpi-level attacks is

difficult because of user identity [33]. At thisipg the traditional approach

to ensure security, on physical layer, network aydtem, should be

completed with software security.

We should be aware of the fact that security issane that cannot be added
to software product afterwards [34]. Some stateavehdeveloped their
national operating systems for more secure cybar@mment. Hence, open
source national operating system should be usemapty in national
institutions and state-owned enterprises (SOE) lwproduce technologies.
It will also be an appropriate solution to get oidsleeping Botnets [35]. It
Is evaluated that implementation of incentives paiots necessary for local
production of cyber warfare self-defense elemeikis firewall, intrusion
detection system and etc. This is an importanteisir projects like
"national tank"™ or "national fighter". For this mase threat analysis
laboratories should be established for the devedoprof national integrated
cyber security software. Worldwide cyber eventsusthdoe followed by a
center and national malware database should bblieeed and shared for
academic uses.

3.8. Data

Country information assets, country weaknessedthhied#ormation, critical

economic data, military information and criticafarmation are intended to
be protected and they are subject to cyber def¢d8p Even though
security measures fail in any way, a certain lesfeprotection should be
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provided by encryption algorithms, by digital sitgm@s and steganography
based measures in all, production, and transpontand storage stages of
data [37].

Proposed “defense in depth architecture” eight rayand activities
associated with each layer should be carried onatbnal level. But it is
not limited to these measures. Such measures lresvdlls, antivirus
software, intrusion detection/prevention systenmdypot, burglar alarm,
network monitoring and management software, loggnd backup should
be carried out by the system administrators andrgggrofessionals in the
appropriate layer.

4. CONCLUSION

In recent years, economic, technologic and politbanges, global terrorist
events have changed definition of threat and wghe€ experts name this
new era as information age. Political circumstaraed terror events have
changed perception of states from "classic threat""asymmetric".
Definition of battlefield is not the same beforastinction between war and
peace has blurred.

By the next decade cyber world is likely to be on¢he biggest threats for
security in the world. Cyber warfare may occur agpmmformation systems
of conflicting groups and countries. Developed ddas are aware of cyber
threats and have already launched cyber warfareeiGyarfare takes place
all around us with its intensity. In this regard,cgber-defense line and
understanding need to be developed including thaselving crucial
information systems and critical physical infrastue.

The most important step for achieving powerful aythefense is to put forth
a strategy and a suitable cyber-defense strudtutis study, it is revealed
that an eight layered defense in depth architeatarebe considered as an
appropriate model for Turkey. Besides, cyber séc@gency organization
design with its components is offered in this pap€he framework
presented in this paper views cyber defense syrateqy as a defense
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architecture, but rather as a multi-dimensionalaoization by three main
center: cyber defense coordination center, cybehni@ogies research
center, and cyber operation center. We should eavhat without field
called combat cyber war, a state can not ensureetsirity
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APPENDIX A

Definition of Proposed “Cyber Security Agency Orgation” Departments and Interaction between
“Layers of Defense in Depth Architecture

Interaction Between “Layers of Defense in Depth Achitecture” and “Cyber Security Agency Departments”

“+" shows interaction degree.

More “+” means interation is strong.

Cyber Security | Definition of Proposed National Legislation, | Physical Human | Hardware Network, Software Data
Agency “Cyber Security Agency | Strategy Procedures, | Environment And Communication | and
Organization” Organization” And Awareness Technology Application
Departments Departments Organization
Cyber Name of proposed +++ +++ + + + ++ + +
Security cyber agency for
Agency Turkey
Cyber Department that ++ ++ ++ +++ ++ ++ ++ ++
Defense coordinates cyber
Coordination | incidents with
Center governmental

organizations
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National Response center to + + ++ +++ +++ +++ +++ +++
Cyber unexpected and
Incident sudden cyber-attacks.
Response
Center
Cyber Educational center for | +++ + + +++ ++ ++ +++ +++
Security cyber experts
Academy
Crucial Cyber team that + + +++ +++ +++ +++ +++ +++
Infrastructure | secure vital
Defense Unit | infrastructures of
Turkey
Institutional Computer Incident + ++ +++ +++ +++ ++ +++ +++
CIRT Response Team
members are cyber
experts who educates
new experts in the
institute.
Awareness Informs cyber experts | +++ +++ + +++ + + + +
of governments about
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Center latest cyber

events/sophisticated

attacks/cyber

problems
Cyber People who educated | + + +++ +++ +++ +++ +++ +++
Security Staff | on cyber related

science. Cyber experts
Training Cyber security ++ +++ + +++ + + + +
Center education center.
Cyber Research/Development +++ +++ +++ +++ ++ ++ ++ ++
Technologies | center for cyber
Research technologies.
Center
Cyber Main center that ++ ++ +++ +++ +++ +++ +++ +++
Operations coordinates cyber
Center operations.
Cyber Cyber experts who + + + +++ +++ +++ +++ +++
Intelligence gather intelligence
Unit over the Net.
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Cyber Cyber team that plan + +++ +++ +++ +++ +++ +++
Defense Unit | cyber operations.
Special Tasks | Cyber experts who use + +++ +++ +++ +++ +++ +++

Unit

high technology to
fulfill special cyber
operations
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