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ABSTRACT

Internet is a widely used medium for transfer of information due to its reach and ease of availability.
However, internet is an insecure medium and any information might be easily intercepted and viewed
during its transfer. Different mechanisms like cryptology and steganography are adopted to secure the
data communication over an inherently insecure medium like internet. Cryptology scrambles the
information in a manner that an unintended recipient cannot easily extract the information, while
steganography hides the information in a cover object so that it is transferred unnoticed in the cover.
Encrypted data may not be extracted easily but causes a direct suspicion to any observer, while data hidden
using steganographic techniques go inconspicuous. Cryptanalysis is the process of attacking the
encrypted text to extract the information, while steganalysis is the process of detecting the disguised
messages. In literature, both cryptology and steganography are treated separately. In this paper, we
present our research on an improved data security paradigm, where data is first encrypted using AES
(Advanced Encryption Standard) and DES (Data Encryption Standard) cryptology algorithms. Both plain
and encrypted data is hidden in the images using Model Based and F5 steganographic techniques.
Features are extracted in DWT (Discrete Wavelet Transform) and DCT (Discrete Cosine Transform)
domains using higher order statistics for steganalysis, and subsequently used to train a FLD (Fisher
Linear Discriminant) classifier which is employed to categorize a separate set of images as clean or
stego (containing hidden messages). Experimental results demonstrate improved data security using
proposed CRYPTO-STEG approach compared to plain text steganography. Results also demonstrate that
the Model Based steganography is more secure than the F5 steganography.
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Data security is a paramount concern in today's
networked society that has increased
dependence on internet due to its ubiquity, cost

effectiveness and availability. Information transfer on
internet is inherently insecure due to its basic underlying
model. Many application oriented security modules are
developed to cater this shortcoming, most popular are

cryptographic techniques. Cryptography can handle
different aspects of information security like data
confidentiality, integrity, origin authentication etc. In
cryptography, the data is transformed into a form
incognizable to an observer, but the intended recipient
can recover the information using a secret key. The broader
category of crypto systems is symmetric key and

1. INTRODUCTION
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asymmetric key cryptography. Same key is used for
encryption and decryption in symmetric key cryptography.
In asymmetric cryptography different keys are used for
encryption and decryption, also known as public key and
private key. Asymmetric key cryptography solves different
problems present in symmetric key cryptography like key
exchange over insecure media, authentication using digital
signatures etc.  Similarly, cryptography systems can also
be categorized on the basis of encryption of plain text i.e.,
block cipher encrypt the input block by block while stream
cipher processes the input one element at a time [1].

The word steganography comes from Greek meaning
'hidden writing' [2]. Steganography is used for hiding
information in digital images and afterwards transferring
them via internet without any hunch. Steganography is
an age-old subject, having its origins in ancient Greece
and China, where it was being used thousands of years
ago. Steganography and cryptography are closely linked
techniques for hiding information. The aim of cryptography
is to muddle a message so that it cannot be apprehended,
whereas that of steganography is to conceal a message
so that it becomes invisible. Generally, a neutral observer
will become suspicious of a message created with
cryptographic tools, whereas a message created with
steganographic tools will go unnoticed. Steganalysis
techniques aspire at detecting the presence of hidden
communication from unobtrusive stego images.
Steganographers mean to hide communications and are
neutralized by steganalysts who mean to disclose it. The
precise field to counter steganography is called
steganalysis. The objective of a steganalyst is to sense
the presence of steganography in order to stop the secret
message from being received. Then the steganography
tool to obtain the secret message from the stego file is
identified. Normally two techniques are utilized for
steganalysis; first to form a speecial steganalysis
technique for specific steganographic algorithm. These
are also called technique specific steganalysis methods.
Second is to work out universal steganalysis techniques
that are not dependent upon the paricular steganographic
algorithm.

This paper presents our research on a hybrid
cryptography and steganography approach. The
improved data security achieved through this approach
is evaluated by our reported universal steganalysis
method [3]-4]. The paper is structured as following: In
Section 2, the details of a crypto-stego approach, along
with the development of steganographic image datasets
for experiments is presented. Description of our
Steganalysis technique is given in Section 3. Section 4
contains experimental results. Finally, section 5 presents
the conclusion.

2. THE CRYPTO-STEG APPROACH

Fig. 1 depicts the basic model of the hybrid cryptology
and steganography approach. A sender in order to transmit
a confidential message to an intended receiver first
enciphers the message using a secret key and cryptology
algorithm to get the cipher text. The sender then selects a
cover image and hides the cipher text in the image using a
secret key and a steganographic tool to get the stego
image. The stego image is sent securely and unnoticed
over a public channel (e.g. internet) to the intended receiver.
As the receiver gets the stego image, first the cipher text is
extracted from the stego image by applying steganographic
key using the same steganographic tool. Then the cipher
text is deciphered using secret key to get the original
message using the same cryptology tool.

2.2 Image Dataset Development

In our experiments, the Uncompressed Colour Image
Database [5] constructed by Schaefer and Stich [6] was
used to obtain 1338 images of size 512x384. These
images provide a real and challenging environment for
a steganalysis problem because they contain a wide
range of indoor/outdoor, daylight/night scenes. We
encrypted the message using DES and AES encryption
algorithms. Details about DES and AES can be viewed
in [1].
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2.2.1 F5 Stego Image Dataset

Steganography software F5 by Andreas Westfeld is used
to creat our first stego image database [7], utilising both
plain text and cipher text. F5 steganography algorithm hides
information bits by decrementing and incrementing the
values of quantized DCT coefficients from compressed
JPEG images [8]. F5 also makes use of 'matrix embedding'
operation to reduce the number of  changes done to the
DCT coefficients, required to embed a message of a specific
length. Three parameters are used in Matrix embedding
(c,n,k) , where 'k' is the number of embedded bits and 'c' is
the number of changes per group of 'n' coefficients.
Embedding algorithm ascertains these parameter values.
F5 was selected as reported in literature  [9-10], F5 is difficult
to detect than other steganography algorithms.

2.2.2 MB Stego Image Dataset

Model Based steganography method [11], proposed by
Phil Sallee [12], is used to create the second stego image
dataset. The algorithm divides the quantized DCT
coefficients of  JPEG image into two segments and then
replaces the visually insignificant one with the secret

message. There are two types of this algorithm; MB1 is
ordinary steganography and MB2 is steganography with
deblocking. The deblocking algorithm regulates the
unused coefficients to lessen the blockiness of the stego
image related to original blockiness. Model Based
steganography algorithm, unlike F5, does not recompress
the original image prior to embedding. Messages were
embedded successfully selecting different quality factors.
High resistance was offered by the model based
steganography algorithm against steganalysis techniques
[13-14]. This dataset contains a total of 21,408 cover and
stego images equally. Maximum length message is
embedded in each image. Model Based steganography
without deblocking is utilized. A maximum length message
is embedded in each image.

3. STEGANALYSIS APPROACHES

3.1 Discrete Cosine Transform Features

Fridrich's approach [13]  is used to construct DCT based
feature set. A vector functional F is applied to the JPEG
image J1. After decompressing the image in the spatial
domain, 4 pixels are cropped in every direction and  is then

FIG. 1. THE CRYPTO-STEG MODEL
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The within scatter matrix is:

Sω = Mx M
T

x + My M
T

y (10)

where Mx=xi-mx, My=yj-my are the matrices containing the
zero-meaned ith and jth samples respectively. The between
class scatter matrix is:

Sb = Nx(mx-m) (mx-m)T +Ny(my-m) (my-m)T (11)

The maximal generalized eigen value eigenvector 'e' related
to Sb and Sw by:

Sbe=λSωe (12)

By projecting the training samples xi and yj onto one
dimensional linear subspace e(xp=xT

ie, yp=yT
ie) , the

between class scatter is maximized and the within class
scatter is minimized. This effect is highly desirable in any
classification problem because it maintains the
discriminability while at the same time reduces the
dimensions of data. An unknown sample 'z' can now be
tested for its class by projecting it onto the same subspace
'e' (zp=zTe) and its class determined on the basis of a
threshold Th. We set the threshold at equal detection rate
for both cover and stego images.

4. EXPERIMENTAL RESULTS

For experiments a database of JPEG images was
developed which include cover images, stego images for
both plain and encrypted text. The stego image database
was developed using F5 and Model based
steganography algorithms. For steganalysis image
features were extracted in the DWT and the DCT
separately. A FLD classifier was trained on the extracted
features from 669 cover and 669 stego images. The FLD
classifier was then tested on the features extracted from
a different database of test images containing 669 cover
and 669 stego images. The ROC (Receiver Operating
Characteristics) curve, that gives the variation of the
Detection Probability (Pd, the portion of rightly classified
stego images) with the False Alarm Probability ( Pf, the

portion of cover images incorrectly classified as stego
image), was computed for each steganographic algorithm
and encrypted/plain text. The ROC Curves were formed
for steganalysis of F5 with matrix embedding turned off
(1,1,1), turned on F5(c,n,k), and Model based
steganography with deblocking algorithms for both plain
and cipher texts utilizing DWT and DCT features (Figs.
4-9). It is observed that detection accuracy of
steganalysis reduces for cipher text compared to plain
text steganography as the area under the curve is less
for cipher text steganalysis than plain text.

Table 1 gives the summary of classification accuracy of
steganalysis for detection of plain and cipher text. Results
show that detection rate decreases for the cipher text
embedding in the images than plain text embedding for
the three steganography algorithms. Model based
Steganography is stronger than F5 based steganography
as its detection rate is less. DCT based steganalysis
approach is better than DWT based approach as better
detection rates are achieved by it.

5. CONCLUSION

This paper presents a hybrid CRYPTO-STEGANO
technique for improved data security. Image database was
developed in which data is encrypted using ASE and DES
cryptology algorithms and then hidden in JPEG images
using F5 and model based steganography techniques.

FIG. 4. RECEIVER OPERATING CHARACTERISTICS CURVE
FOR F5(c,n,k) USING DISCRETE WAVELET TRANSFORM

FEATURES
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