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ABSTRACT: 

MANETS an acronym for Mobile AD Hoc Network is one of the most recent emerging trends 

in research areas of computer science. Mobile refers to movement, AD Hoc means temporary 

and Network meaning collection of nodes interconnected with each other. MANETS are self-

organized, have dynamic topology, lack centralized administration, havelimited energy and 

constrained bandwidth.Due to such features these nodes are highly vulnerable to attacks. 

Real life applications of MANET are in military operations, disaster relief operations, 

enterprise.Hence, a higher level of security is needed.To achieve security, Intrusion detection 

system came into picture.In this paper an attempt has been made to compare traditional 

intrusion detection techniques with modern approaches used for intrusion detection. 

Keywords: Mobile Ad-hoc Network, Fuzzy Logic, Black-Hole Attack, Intrusion Detection 

Techniques. 

INTRODUCTION: 

Mobile AD-Hoc Network is a collection of wireless mobile nodes forming a temporary 

network which means a node in the network can either join the network or leave it according 

to its own comfort. They neither have a fixed infrastructure nor centralized authority. Nodes 

in this network can communicate directly if they are within the radio range.For nodes outside 

the radio range, multi-hop communication is used. The figure given below illustrates a 

MANET. 

 

Fig. 1 MANET [http://www.ece.iupui.edu/~dskim/manet/images/adhocnet.gif] 
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Characteristics of MANETS 

 Dynamic Topology:-Nodes in the network are free to join or leave according to their 

own comfort zone. 

 Multi-Hop Routing :-For nodes outside the radio range, multi-hop routing is used for 

communication. 

 Limited Power Supply:-Nodes in the network may behave in a selfish manner when 

it finds that there is only limited power supply. 

 No Predefined Boundary:-MANET’S  Topology is mainly affected by geographical 

location and radio range.Hence, it does not have a pre-defined boundary.  

 Distribution :- MANET is distributed in its operation and functionalities such as 

routing ,host configuration and security. 

 Bandwidth Constraint:- Low capacity link exists which are susceptible to noise, 

interference and signal attenuation effects. 

 Independent Nodes:- Nodes in the network are independent and acts as both host and 

router. 

 No Infrastructure:- No infrastructure is required to set up a network. 

Applications of MANET 

MANETS have numerous applications: 

 Military Operations: MANETS can be used during military operations. Ad-Hoc 

networking can allow the military to take advantage of commonplace network 

technology to maintain an information network between the soldiers, vehicles, and 

military information head quarter. 

 Virtual Classrooms and conferences: MANETS can also be used for virtual 

classrooms and conferences. Ad-Hoc networks can autonomously link an instant 

and temporary multimedia network using notebook computers to spread and share 

information among participants at a conference or classroom. Another appropriate 

local level application might be in home networks where devices can 

communicate directly to exchange information.  

 Simplification of inter communication  through Bluetooth:Short-range 

MANET such as Bluetooth can simplify the inter communication between various 

mobile devices such as a laptop, and a mobile A personal area network is a short 
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range, localized network where nodes are usually associated with a given person 

or  phone etc. 

 Disaster Relief Operations: MNAETS can also be used for relief operations. Ad 

hoc networks can be used in emergency/rescue operations for disaster relief 

efforts, e.g. in fire, flood, or earthquake. Emergency rescue operations must take 

place where non-existing or damaged communications infrastructure and rapid 

deployment of a communication network is needed.  

Attacks in MANETS 

MANETs due to their dynamic topology are highly vulnerable to various types of 

attacks. These can be categorized as under:- 

 

 

 

 

   

 

 

Figure 2.Attacks in Manets 

 Passive attacks: A passive attack does not alter the data transmitted within the 

network. But it includes the unauthorized “listening” to the network traffic or 

accumulates data from it. Passive attacker does not disrupt the operation of a routing 

protocol but attempts to discover the important information from routed traffic.  

 Active attacks: Active attacks are very severe attacks on the network that prevent 

message flow between the nodes. However active attacks can be internal or external. 

Active external attacks can be carried out by outside sources that do not belong to the 

network. Active attacks are classified into four groups:  

 Dropping Attacks: Compromised nodes or selfish nodes can drop all packets that are 

not destined for them. Dropping attacks can prevent end-to-end communications 

between nodes.  

          Attacks   
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 Modification Attacks:. These attacks modify packets and disrupt the overall 

communication between network nodes. Sinkhole attacks are the example of 

modification attacks.  

 Fabrication Attacks: In fabrication attack, the attacker send fake message to the 

neighbouring nodes without receiving any related message.  

Intrusion Detection System 

It is defined as the tools, methods and resources to help identify, assess and report 

unauthorized network activity .Depending on detection techniques used, IDS can be 

classified into three categories. 

DATA Detection Techniques 

• Signature or misused based:- uses pre known attack scenarios and compare them 

with incoming packet traffic. Techniques such as expert system , pattern recognition 

are used. 

• Anomaly Based IDS:- detect activities that differ from normal expected system 

behavior . Techniques such as statistics, neural network, data mining is used. 

• Specification based IDS:-  monitors the current behavior of the system according to 

specification that describe the desired functionality. A mismatch between the current 

behavior and specifications will be reported as an attack. 

 

 

  

   

 

 

 

Figure-3 Intrusion Detection Techniques 
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Comparative Study of various Intrusion Detection Techniques 

 

CONCLUSION 

This review paperfocuses on various Intrusion Detection techniques available and makes a 

comparative study between them. We conclude that modern techniques are more beneficial 

compared to traditional ones. Modern techniques are embedded with features with the help of 

which we can overcome the drawbacks of the traditional approach. 
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