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Abstract. The importance of applying good governance 

principles has grown over the past decade and many 

studies have been performed to investigate the role and 

impact of such principles. One of the difficulties in the 

governance arena is to provide sufficient empirical 

evidence that good corporate governance and good 

governance of information technology is beneficial. 

This paper describes a framework, based on a value-

focused approach, which is used to identify unique 

dimensions for evaluation in a large organisation. 

Following the evaluation a practical phishing 

experiment was used to show how a learning process 

can be initiated through security incidents and how 

organisational learning can be used to focus on the 

improvement of specific governance areas. 
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Information Technology, Value-focused approach, 
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1. INTRODUCTION AND BACKGROUND 

It is often stated that information and information 

technology are key assets in many organisations 

and that it is used to drive business processes [1]. 

Information technology has become intrinsic to 

business operations and inadequate systems can 

hinder the performance and competitiveness of 

organisations and expose them to the risk of not 

complying with legislation [2]. It makes therefore 

sense to have proper governance principles in 

place that would apply firstly, to corporate 

governance and, second, to appropriate 

information technology governance principles 

which is a subset of corporate governance. 

Corporate governance has become a topic that has 

been researched increasingly in the last decade [3]. 

Many definitions for corporate governance exist 

but in its simplest form it refers to the set of 

processes, customs, policies, laws and institutions 

affecting the way a corporation is directed, 

administered or controlled [4]. There are a number 

of standards and frameworks that define, describe 

and recommend the application of good corporate 

governance, all with the same objective of 

directing and controlling organisations to conduct 

business in such a way that it is beneficial to all 

parties involved. A number of common elements 

that underlie good corporate governance can be 

found within these frameworks and standards. 

Examples of such standards are the King III report 

[5], the Guidelines on Corporate Governance 

published by the Organisation for Economic Co-

operation and Development (OECD) [6] and the 

Corporate Governance Principles and 

Recommendations issued by the Australian 

Securities Exchange (ASX) Corporate Governance 

Council [7]. 

There is a general lack of sufficient empirical 

evidence that good corporate governance pays. 

The core of this problem lies in the question on 

what and how to measure the success or impact of 

applying good corporate governance principles. A 

number of research studies to address these 

questions have been completed and some of the 

studies include the following. Bhagat and Bolton 

[8] performed a comprehensive study to analyse 

the relation between corporate governance and 

performance while Kelton and Yang [9] studied 

the impact of corporate governance on Internet 

financial reporting. Other researchers, who have 

studied the topic, or parts of it, include Plant [10] 

and Abdo and Fischer [11]. 

To address the importance of good corporate 

governance principles and how it may be 
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evaluated, this paper reports on a project that was 

initiated at a large geographically dispersed utility 

to investigate the feasibility of developing a 

framework to identify key dimensions that are 

specific to the company. The technique used to 

identify the dimensions was based on a value-

focused approach [12] which allows for 

participation from stakeholders and helping to 

align dimensions in accordance with stakeholders’ 

values. As corporate governance for information 

technology forms an integral part of corporate 

governance, it was decided to focus on the 

identification of key dimensions within the 

corporate governance arena which will then also 

cover information technology governance. The 

organisation in question is a large multi-billion 

dollar entity with over 3500 IT users and supply 

essential services to over 2 million customers. 

In an effort to also respond to those dimensions 

that are perceived to be on an inadequate level, 

one of the identified dimensions Risk Management 

was chosen for further analysis. The objective was 

to show how a security incident such as a phishing 

scam may lead to organisational learning and 

ultimately lower some of the risks associated with 

the Risk Management dimension. This evaluation 

phase is important as it is imperative to ensure that 

there are proper security metrics and 

methodologies in place which will eventually lead 

to the achievement of specific security control 

objectives [13]. It is also important to try and 

quantify the measures for information security 

[14]. The choice of the Risk Management 

dimension can further be justified from the 

literature. Tamjidyamcholo and Al-Dabbagh [15] 

argue that the core of information security lies in 

risk management. According to them there is also 

a lack of details in the literature on how to reduce 

risk, especially in instances where uncertainty 

plays a role. 

Van Niekerk and Von Solms [16] stated that 

organisational learning theories deal with the idea 

of how organisations learn and adapting their 

behaviour. One of the definitions for 

organisational learning is formulated as follows. 

Organisational learning occurs when individuals 

within an organisation experience a problematic 

situation and enquire into it on the organisational 

behalf [17]. The two main types of learning that 

generally occur are called single-loop and double-

loop learning. Single-loop learning occurs when 

errors are detected and corrected and organisations 

continue with the present status quo without 

modifying present policies and goals while 

double-loop learning challenges, and possibly 

makes changes to the status quo and the existing 

assumptions and conditions [18]. Examples of 

researchers who performed studies related to 

information technology and organisational 

learning include Ahmat et al [19] and Van Niekerk 

and Von Solms [16]. 

In order to create an opportunity for organisational 

learning a practical phishing exercise was 

conducted. The basic idea of phishing is when 

someone attempts to fraudulently acquire sensitive 

information from a victim by impersonating a 

trustworthy entity [20]. The use of practical tests 

seems to be a popular and effective way of making 

people aware of the dangers of phishing. Examples 

of such studies include Dodge et al [21] who 

performed a practical phishing experiment 

involving students from the United States Military 

Academy, Jagatic et al [20] performed a study at 

the Indiana University, Steyn et al [22] conducted 

a practical experiment in South Africa and Hasle 

et al [23] a study in Norway. 

The remainder of this paper is organised as 

follows. Section 2 describes the methodology used 

for the different phases of the exercise while 

Section 3 presents the results. Section 4 concludes 

the paper with some general comments. 

2. METHODOLOGY 

The study comprises of three main steps. First, a 

value-focused approach was followed to identify 

the different dimensions of corporate governance; 

secondly, a survey was conducted to evaluate the 

identified dimensions; and finally, a practical 

phishing exercise was conducted to show how 

organisational learning can take place from 

security incidents which may improve specific 

corporate governance dimensions.  
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2.1 Value-focused Approach 

Value-focused thinking is a three step decision 

technique suggested by Keeney [12]. The 

approach is concerned with what is important and 

how to achieve it [24]. The first step involves in-

depth interviews with stakeholders with the 

objective of eliciting values that these persons or 

groups of persons might have within the decision 

context. The result is then a list of individual 

wishes or values. In step two, the values are 

converted into a common format which is termed 

an objective. According to Keeney [12] an 

objective is characterised by an object and a 

direction of preference. In the third and last step a 

means-ends network of objectives is established. 

Objectives are first classified as either a 

fundamental or means objective and then 

interrelationships and possible cause-effect 

relationships are generated. To classify an 

objective as a fundamental or means objective, 

Keeney suggested the use of a “why is this 

important” test. Each objective is tested against 

this question and if the answer suggests another 

objective, then it is classified as a means objective. 

Fundamental objectives are essential reasons for 

the problem and are not used to achieve any other 

objectives. The complete process and steps are 

schematically summarised in figure 1. 

 

STEP 1 

Identify stakeholders (people that will be 

questioned about their values) 

Conduct interviews to produce a list of values 

 

 

STEP 2 

Convert values into objectives 

- E.g. a value statement such as “we should be able 

to trust all participants” can be changed into an 

objective such as “Maximise the sharing of ethical 

values”  

 

 

STEP 3 

Distinguish between means and fundamental 

objectives – using “why is this important” test 

Construct means-ends network in order to 

- show interrelationships among all objectives 

- derive cause-effect relationships and generate 

potential decision opportunities 
 

Figure 1 – Value-focused thinking process 

To ensure that meaningful interviews (step 1) are 

conducted and that the wishes, concerns, problems 

and values of stakeholders are identified, a 

discussion document was prepared that was used 

during the interviews. The document contained 

four broad and open questions that was compiled 

according to the techniques for the identification 

of objectives suggested by Keeney. The four 

questions, used as discussion points, were the 

following. 

1. What would you regard as important aspects in 

good corporate governance? 

The purpose of this question was to encourage 

stakeholders to discuss their goals and to 

determine strategic and generic objectives. 

Examples of some of the answers received include 

building trust with partners, risks that are well 

managed, proper structures and systems in place 

etc. 

2. What would you do or implement to ensure that 

the application of corporate governance principles 

is effective? 

The second discussion point assisted mainly with 

the development of a wish list and the 

identification of alternatives. The wish list 

included answers such as proper contracts and 

documentation, monitoring systems, capacity to 

respond to changes etc. 

3. What are your current concerns regarding the 

effective application of good corporate 

governance principles? 

It is often useful to identify shortcomings and 

problems when trying to determine and describe 

objectives. The goal of this discussion point was to 
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assist with this identification, for example, a 

concern such as “a mismatch between our 

requirements and what our business partners can 

provide” may indicate that appropriate structures 

are essential to ensure that business objectives are 

achieved. 

4. If you have to evaluate the effectiveness of the 

application of corporate governance principles, 

how would you do it and how would you know that 

it is acceptable? 

The aim of this point was to try and quantify 

objectives. Answers ranged from the use of audit 

reports to measuring against contractual 

obligations to monitoring financial indicators. 

Some researchers prefer to make use of 

questionnaires to gather information but in this 

study it was decided to follow a similar interview 

process as the one used by Dhillon and Torkzadeh 

[25] and Sheng, et al [24] who evaluated the 

strategic implications of mobile technology using 

a value-focused approach. Seven senior staff 

members (ranging from managers to directors) 

were interviewed using the four discussion points 

as a basis. This sample size was determined by a 

“saturation point” which is a standard stopping 

rule for qualitative research. Glaser and Strauss 

[26] used the term “theoretical saturation” which 

means that no additional data is found by the 

researcher for a specific category in a study. It is 

off course true that one would never know if the 

next interviewee would be able to provide new 

information (which is also true in the case of 

questionnaires). Statistically speaking it might also 

be argued that the sample size is not sufficient. It 

was however decided to keep to the generally 

accepted qualitative procedure utilizing the 

saturation point stopping rule. The interviews 

lasted for approximately 30-60 minutes and were 

recorded together with notes taken during the 

interviews. 

2.2 Survey To Evaluate Dimensions 

Following the identification of the different 

dimensions, a survey was conducted to determine 

the level of compliance. A questionnaire, based on 

the different means objectives, was developed to 

obtain respondents’ views. A total of 20 questions 

were formulated in the form of statements that had 

to be evaluated on a scale of 1 to 10. Some of the 

statements were formulated in a subjective manner 

to gauge perceptions while others were more of an 

objective nature to determine whether certain 

matters have been implemented or exist. 

One of the main objectives identified (see section 

3.1 for details) was Risk Management. Figure 2 

presents two example questions in the form of 

statements for this objective. The first question is 

an example of an objective question to determine 

if something has been implemented while the 

second question has a subjective nature intended to 

measure a perception. 

The application of the questionnaire was 

structured in such a way that a number of 

opportunities to benefit from the process were 

possible, for example measuring and reporting in a 

drilled down fashion, the use of importance 

weights, sensitivity analysis etc. Questionnaire 

results were processed in a spreadsheet application 

and output was presented in the form of various 

graphs (see section 3.2) and tables describing the 

different evaluations. 

 

 

 

 

 

Figure 2 – Example survey questions 

2.3 The Phishing Exercise 

The successful implementation of an e-mail 

phishing exercise is dependent on how well certain 

issues, associated with the exercise, are 

considered. In this study general as well as specific 

considerations had to be taken into account. The 

general considerations are concerned with those 

issues that may have an impact on the exercise as a 

whole and include a range of issues such as the 

determination and definition of an objective; 

getting ethical clearance and top management 

1. The company has a fully effective 

documented risk register for its 

operations and projects 

2. The company has effectively 

manage risks that may have an 

impact on its objectives and 

operations 
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approval; the timing of the exercise; maintaining 

the privacy of respondents; the selection of a 

random and representative sample of respondents; 

measurements to ensure that no information was 

disclosed prior to the exercise; and, a debriefing 

exercise following the test.  

The specific considerations deal with aspects 

specific to the enterprise where the study was 

conducted. Some of the aspects included no 

reference to any specific IT, security or internal 

audit staff as this may compromise the trust 

between users and staff. Steps also had to be taken 

to ensure that the enterprise’s anti-phishing tools 

and spam filters do not identify the message as 

spam or a phishing scam, and the Service Centre 

had to be provided with a predetermined response 

should there be any queries from users. Provision 

was also made for respondents who reply directly 

to the phishing e-mail. Some of the technical 

considerations include the deletion of duplicate 

records (if a user responds more than once) and 

also a check to see whether the correct usernames 

were supplied (password were requested but not 

recorded). The key issue was the construction of 

an appropriate e-mail message. The message had 

to be concise, credible and at the same time be 

enticing in order for participants to react. 

To ensure that the phishing e-mail message 

complies with all the necessary requirements, it 

was decided to make use of certain emotional 

exploits [27]. The emotional exploits include 

legitimacy (when a user is made to believe that the 

source of the e-mail message is legitimate), 

authority (people tend to comply with instructions 

or requests issued by someone with authority), 

scarcity (when users believe that the time to react 

is limited) and conformity (users who believe that 

other fellow-employees have already reacted to a 

request are inclined to also comply with the 

request). 

Figure 3 shows how the e-mail was constructed 

and the clues provided to alert users that the 

message was likely not to be legitimate. The real 

name of the organisation has been changed in 

figure 3. 

 

Figure 3 – Phishing e-mail message 

The e-mail message (figure 3) was first sent to a 

small group of 10 employees to test whether all 

technical aspects are functioning correctly and also 

to get feedback on possible improvements. After 

International Journal of Cyber-Security and Digital Forensics (IJCSDF) 2(1): 36-47

40

The Society of Digital Information and Wireless Communications, 2013 (ISSN: 2305-0012)



some minor changes were made it was decided to 

go ahead and implement the phishing test. 

The phishing e-mail message was sent to all 

employees at 8:00pm on a weekday night. The 

organisation is a 24-hour operation with activities 

taking place on a continuous basis. This was done 

to ensure that night workers are included in the test 

and also to guarantee that day workers receive the 

message first thing in the morning. As soon as the 

message was sent out, security personnel were 

involved and concern was expressed regarding the 

possibility of an external attack aimed at 

disrupting essential services. Due to this and the 

reaction of senior managers, it was decided at 

8:30am the next morning to remove the phishing 

message and to officially end the test. The reasons 

for withdrawing the phishing e-mail relatively 

early the next morning were firstly, to prevent 

large-scale disruptions and secondly, because 

enough data has been recorded at that stage to 

draw meaningful conclusions. The data and the 

experience were sufficient and interesting results 

were obtained. 

3. RESULTS 

This section presents the results for the value-

focused process, the survey to evaluate the 

identified dimensions and the phishing exercise 

used to demonstrate how organisational learning 

can take place to address the Risk Management 

dimension. 

3.1 Results Of The Value-focused Process 

Following the value-focused thinking approach as 

described in section 2.1, a network of objectives 

was constructed which is presented in figure 4 (on 

the next page). On the left hand side (in figure 4) 

are the means objectives that show the concerns, 

wishes and values of interviewees while the right 

hand side shows the fundamental objectives.  

The fundamental and means objectives on which 

the means-ends network is based are listed in 

tables 1 and 2. Table 1 shows the fundamental 

objectives and the factors describing them while 

table 2 shows an extract of the aspects that 

influence some of the means objectives according 

to the interviewees. A detailed description of these 

results can also be found in [28].  

Table 1 - Fundamental Objectives 

1. Appropriate Board and Management structures 

are in place 

 An appropriate alliance structure is in place 

 All arrangements are formalized 

2. Maximize the use of appropriate business 

practices and ethics 

 Build trust with partners; have trusted people; 

openness 

3. Maximize performance management 

 Strategic risk 

 Project outcomes must be good 

4. Maximize disclosure and transparency 

 Continuous improvement; standardized 

frameworks 

5. Maximize risk management 

 Robust risk management principles 

6. Appropriate legal, regulatory and social 

environment exists 

 Regular reviews 

 Policies and procedures to manage compliance 

 

Table 2 - Means Objectives 

1. Maximize understanding of roles, right and 

obligations 

 Protect the interest of the organization; define 

what needs to be achieved 

 Roles and responsibilities must be understood 

2. The most appropriate structure is used to 

achieve objectives 

 Number of parties involved should be 

appropriate; appropriate resources 

 Structure must be accepted and operates well; 

value for money 

       . 

       . 

18. Maximize use of appropriate policies and 

procedures to manage compliance 

 Systems and frameworks in place; monitoring 

– internally e.g. internal audit department 

 Measure against objectives 

19. Maximize internal audit process 

 Internal mechanisms such as quality control, 

compliance verification etc. 

 Formal internal audit department exists; 

regular audit reports 
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Figure 4 – Means-ends objectives for corporate governance 

 

An analysis of the different means and 

fundamental objectives resulted in the six different 

dimensions as indicated in table 1 and figure 4. 

These six dimensions are: 

– Appropriate board and management 

structures; 

– Maximize the use of appropriate business 

practices and ethics; 

– Maximize performance management; 

– Maximize disclosure and transparency; 

– Maximize risk management; and 

– Appropriate legal, regulatory and social 

environment exist. 

To verify whether the six fundamental objectives 

(or dimensions) identified are in line with 

generally accepted corporate governance 

principles, it was decided to compare them to two 

sets of published principles namely the Corporate 
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Governance Principles and Recommendations 

issued by the Australian Securities Exchange 

(ASX) Corporate Governance Council [7], and the 

AS8015-2005: Australian Standard for Corporate 

Governance of Information and Communication 

Technology [29]. 

The ASX Corporate Governance Council listed 

eight corporate governance principles as being 

necessary to ensure good corporate governance in 

enterprises while the AS8015 standard provides 

six principles for good governance of ICT. These 

principles are briefly presented in table 3 along 

with an indication of how the identified 

fundamental objectives may be linked to them. 

Table 3 – Corporate Governance and ICT Principles 

ASX Principles 

[7] 

Corresponding 

fundamental 

objectives 

identified with 

value-focused 

assessment 

AS8015 

Principles for 

ICT 

Governance 

[29] 

1. Lay solid 

foundations for 

management 

and oversight 

(refers to roles 

and 

responsibilities 

of the board and 

management) 

Appropriate 

board and 

management 

structures are in 

place 

Establish clearly 

understood 

responsibilities 

Plan ICT to best 

support the 

organisation 

2. Structure the 

board to add 

value (refers to 

composition, 

size and 

commitment) 

No specific 

fundamental 

objective can be 

mapped to this 

principle, but it 

is partially 

addressed by 

Appropriate 

board and 

management 

structures are in 

place 

 

3. Promote 

ethical and 

responsible 

decision making 

Maximise the 

use of 

appropriate 

business 

practices and 

ethics 

Ensure ICT 

respects human 

factors 

4. Safeguard Maximise Acquire ICT 

integrity and 

financial 

reporting 

performance 

management 

validly 

Ensure that ICT 

performs well 

whenever 

required 

5. Make timely 

and balanced 

disclosure 

Maximise 

disclosure and 

transparency 

Acquire ICT 

validly 

Ensure ICT 

conforms with 

formal rules 

6. Respect the 

rights of 

shareholders 

No specific 

fundamental 

objective can be 

mapped to this 

principle, but it 

is partially 

addressed by 

Maximise the use 

of appropriate 

business 

practices and 

ethics 

Ensure ICT 

respects human 

factors 

7. Recognise 

and manage risk 

Maximise risk 

management 

Plan ICT to best 

support the 

organisation 

Ensure that ICT 

performs well 

whenever 

required 

8. Remunerate 

fairly and 

responsibly 

No specific 

fundamental 

objective can be 

mapped to this 

principle 

 

Appropriate legal, regulatory and social environment 

exists. There is no specific principle where this 

fundamental objective can be linked to. It does 

however cover certain aspects under the principle 

Promote ethical and responsible decision making. 

 

It is clear from table 3 that the value-focused 

assessment produced fundamental objectives that 

are in line with accepted corporate governance 

principles. Only one of the principles (Remunerate 

fairly and responsibly) was not directly covered by 

the identified objectives while there was also only 

one fundamental objective that could not directly 

be linked to any of the eight principles 

(Appropriate legal, regulatory and social 

environment exists). This objective, however, 

covers certain aspects in some of the other 

principles. 
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3.2  Results Of The Survey 

A total of 31 staff members were identified as 

respondents to evaluate the identified dimensions. 

This choice of participants was based on their 

level of seniority, their knowledge of corporate 

governance principles, and a request from senior 

management to include them in the exercise. 

Figure 5 shows a graph with the overall evaluation 

of the six dimensions. A formal 5-level scale (not 

presented here) was constructed to interpret the 

results on the graph. The scale ranges from no 

evidence that governance principles are applied at 

the lower end, to significant investment in time 

and resources to apply governance principles at the 

other end. 

Applying the scale and from figure 5 it can be seen 

that the two principles Disclosure and 

Transparency and Performance Management are, 

on average, currently performing satisfactorily as 

evaluated by the participants. The remaining four 

governance principles were all, on average, 

evaluated as principles that are applied to a certain 

degree but with some room for improvement. The 

Risk Management dimension was chosen for 

further investigation to see if a practical security 

incident can initiate an organisational learning 

process that can contribute to the risk management 

process. 

 

Figure 5 – Overall evaluation of principles 

3.3 Organisational Learning Results 

The data recorded from the phishing exercise 

include the employee name, department where the 

person is working and the username. Passwords 

were also requested but not recorded due to 

privacy considerations. As part of the exercise, 

passwords were validated but only the result was 

recorded in a simple yes/no format. Appropriate 

safeguards to ensure privacy were put in place. 

The recorded employee names were purely 

recorded for statistical purposes and nowhere 

during reporting were specific names linked to 

responses. 

During the test 280 users responded to the 

phishing message of whom 231 (83%) entered 

their usernames and passwords on the webpage. 

Although there were approximately 1700 active 

users logged on during the test, it would be 

incorrect to assume that all of those who did not 

respond acted in a positive way. Reasons for this 

may be the fact that many people do not respond 

immediately to e-mail messages, some users may 

have left their workstations logged on during the 

night while not there, some users may have been 

engaged in other tasks and simply did not check 

their mail inboxes, etc. A much more significant 

analysis was to link the 280 users who responded, 

to an information security course that all staff 

members are required to complete and which 

would have provided them with basic security 

information on how to react to possible phishing 

scams.  An unexpected 69% of those users who 

entered their passwords did complete the security 

training in the past. This also implies that almost 

one third (31%) never completed the security 

training course. These basic results indicate that 

there are at least two points of concern. Firstly, the 

high number of users who responded in a negative 

way despite their security training and secondly, 

the relatively high number of users that never 

completed the information security course. 

An analysis of responses (percentages) per 

experience (years of service) category for those 

who entered their usernames and passwords shows 

that those  employees with less experience at the 

organisation - and therefore less exposure to its 

security practices and policies - are more inclined 

to give away personal details. More than a third 

(35%) of those who entered their usernames and 

passwords have less than 5 years experience with 

more than half (52%) less than 10 years. This 

analysis is shown graphically in figure 6. 
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Figure 6 – Responses per experience category 

Apart from these results the focus was more 

directed at possible organisational learning 

opportunities that may contribute to the Risk 

Management corporate governance principle. As 

explained earlier, organisational learning involves 

the adjustment of actions based on an experience. 

These adjustments, or learning, can then be 

categorised as single or double-loop learning. The 

results from this study have shown that the 

phishing experiment offers the ideal opportunity 

for learning and that both single and double-loop 

learning has taken place. 

Single-loop learning took place in the form of 

small changes in making staff aware of the risks 

and consequences of phishing scams. Instructions 

concerning basic acceptable behaviour related to 

suspicious e-mail messages were issued in the 

form of e-mail messages and the company’s 

weekly in-house bulletin. 

In addition, a corporate blog was employed to 

assist in making staff aware of risks involved in 

social engineering activities. There has been a high 

growth in the use of corporate blogs over the last 

few years and at the corporation where the testing 

was done, this is no different. The CEO makes use 

of a blog to communicate a variety of messages 

into the organisation. Whilst email communication 

is more direct, the blog is often seen to offer a 

more open and personable medium of 

communication. These corporate blogging 

initiatives are interactive and cheap to deploy 

which does make them a very attractive form of 

communication. 

In ongoing discussions regarding the learning from 

the exercise, the CEO has indicated that this 

medium will be used to educate and make staff 

members aware of the dangers of “phishing” and 

other social engineering scenarios. As the initial 

email phishing exercise created a level of angst 

amongst certain elements within the organisation, 

care will need to be taken on the content and 

timing of the message. The level of interaction and 

any feedback received will be monitored and 

evaluated. This evaluation, which may eventually 

become a double-loop learning activity, will form 

part of the broader study and is not a part of this 

paper. 

The single-loop learning activities mentioned 

above did not change the status quo of any process 

but were quick and effective corrective measures 

to address a specific problem area. There were, 

however, other issues that needed a more 

comprehensive investigation that may lead to a 

change in policies and procedures. These double-

loop learning issues include the following. 

 All staff members are required to complete an 

information security course which will equip 

them with basic security knowledge for 

different security situations including phishing 

scams. An analysis of the phishing results 

showed that not all staff has completed the 

course. More importantly, a relatively large 

number of those who have completed the 

course had given their passwords away. An 

assessment of the course content and possible 

controls to ensure that everybody completes 

the course is planned. This may lead to a 

change in the current security policy on issues 

pertaining to basic security training. 

 Another issue, planned for the future, which 

was highlighted during the phishing exercise 

relates to the gap between the different security 

views and expectations of managers and users. 

This gap is sometimes referred to as the 

information security digital divide between 

managers and users [30] and may lead to 

unrealistic security assumptions and 

management strategies that are not aligned 

with the dynamics of the user environment. 
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Basic problems were immediately corrected 

through an easy and uncomplicated single-loop 

learning approach while double-loop learning 

issues provided an opportunity for the organisation 

to adapt and adjust some of their information 

strategies. To adapt and improve information 

security strategies implies a definite contribution 

to the important corporate governance principle 

concerned with risk management and it therefore 

seems permissible to draw the conclusion that the 

practical security exercise has created 

opportunities for organisational learning which in 

turn will contribute to the management of risk in 

general. 

4. CONCLUSION 

Interest in corporate and information technology 

governance has grown tremendously in the past 

decade. It has become increasingly important to 

ensure that businesses align their information 

technology leadership, direction and strategies 

with the rest of their business objectives. One of 

the challenges in the field of corporate governance 

is to provide empirical evidence that the 

application of good corporate governance is 

beneficial. This paper reported on the development 

and application of a process to evaluate good 

corporate governance principles. A value-focused 

approach was followed to determine important 

factors specific to the company reviewed. This 

resulted in six different factors that were in line 

with those suggested in the literature on corporate 

governance and governance for information 

technology. The framework was tested and results 

have shown that certain areas, e.g. risk 

management, in the company under review, can be 

improved. A successful phishing exercise was then 

conducted to show how a security incident can 

create opportunities for organisational learning 

which will benefit the risk management dimension 

of information technology governance.  
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