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ABSTRACT

Data leakage is a leakage which the information&rewleaked out unknowingly. Especially company has
partnership with other companies that need to stierénformation’s together. A distributor has & skgiven sensitive
data to hypothetical trusted third party agents.il®/kharing the transactions data leakage may oatwny place.
Preventing the data leakage is a serious challeargerganizations. In an effort to determine théeex of damage to an
organization that a user can cause using the irfttorn she has obtained. We introduce the concepnisfiseability
Weight. A misuseability weight measure, calculaescore that represents the sensitivity level efdata exposed to the
user and by that predicts the ability of the usemaliciously exploit the data. By assigning a sctirat represents the
sensitivity level of the data that a user is expoge the misuseability weight can determine thiixof damage to the

organization if the data is misused.
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INTRODUCTION

A distributor has a given set of sensitive dataatonumber of hypothetical trusted third party agents
It uses unpretentious technique for identifyingadtakage of a record set. The weight measure aenssthe various
levels of the data to which an insider is exposat ®he anomaly detection method is used to applyidarning the
normal behavior of an insider in terms of sensiteaeel of information is usually exposed to. To noype the process of
leakage handling incidents calculated by other s@sdetection systems by activating the securitigeaffto concentrates
on incidents involving more sensitive data’s. Datstored in company computers is very essential Armmpany needs
to secure and sustain the power undoubtedly. Tha& idaimportant for regulabasis work process in another hand.
The sensitive information may be exposed by uséxs access the data in an organization. Securigtegldata measures
including k-Anonymity [4], I-Diversity [5], and (_k)-Anonymity [6] are mainly used for privacy-pregieg and are not
relevant when the user has free access to the \(éan data access is provided to insiders of orgdions, the insiders
may misuse it. Assuming that there is possibilitynisuseability, it is essential to have a measarknow how sensitive

the data exposed is.

To overcome this problem certain mechanisms togiredata misuse and data leakage is essential. \1owe
finding the people who commit such malicious atité& on the accessed data is very challenging fanynreasons.
Moreover there are incidents in the history thaivpd that insiders misuse data for some reasomgding monetary
gains. In order to detect the damage misusealslitxsed, which assigns a sensitivity score to dets, thereby estimating
the level of harm that might be inflicted upon trganization when the data is leaked. “Misuseahbitieasure” is to know
the misuseability score of the data being exposedsiders. This will reduce the misuse of leakafydata which is made

available to the insiders. User behavior profilessed to devise plans to mitigate such fraud.Wefiles are observed,
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it can be understood that the normal user’s behasimbviously different from that of the maliciouser who has
malicious intentions. User behavior can be analyasitlg SQL commands and other features providedhbyquery
languages. Thenisuseability measure is also computed based e timain factors as well. They include quality ofaga
guantity of data, and the distinguishing factor. \&¢end the concept of Measurability weight to sarppmultiple

publications with more than one distinguishing dei@nd sensitivity of combinations of sensitiveuss.

RELATED WORK

Misuse Detection in Databases

Despite the necessity of protecting informatiorresioin database systems (DBS), existing securitgdaisoare
insufficient to prevent misuse, especially insidbuse by legitimate users. Almost all systems adir dhe world suffer
from outsider and insider attacks. Outsider attaariesthose that come from outside the system, henvévsider attacks
are those that are launched from insiders of ttsteay. Misuse Detection- based on signatures thaipdstrate the
characteristics of well-known system vulnerabititend attacks. It works well with known misuse gmais but fails with
new ones, Anomaly Detection- based on the behadfidhe matter, e.g., user, application, or compbr#m system.
It's the most popular way of detection. It is betthan the misuse detection methodology becaudest a better
opportunity to detect previously unknown attacksl dnsider Misuse- sources ranging from discontempleyee
(database administrators, application developeliGtion users), who may maliciously damage thé&adntegrity to
outsider that gain access to the data. Two appesaithmisuse of data.1. Syntax centric 2. Datariceth syntax centric

data request are analyzed to detect misuse. Ind2atsic actual data accessed is analyzed to deisase.
Misuseability Weight Concept

The misusability measure is also computed basethr@® main factors as well. They include qualitydata,

guantity of data, and the distinguishing factor.
The four dimensions are:

Number of Entities: This is the data size with respect to the diffeemtities that appear in the data. Having data

about more entities obviously increase the potedimage as a result of a misuse of this data.

Anonymity Level: While the number of different entities in the datn increase the misuseability weight, the
anonymity level of the data can decrease it. Trengamity level is regarded as the effort that isuieed in order to fully

identify a specific entity in the data.

Number of Properties: Data can include a variety of details, or propsstieon each entity
(e.g., employee salary or patient disease). Siach additional property can increase the damagerasult of a misuse,

the number of different properties (i.e., amouninédrmation on each entity) should affect the reability weight
Values of Properties:The property value of an entity can greatly aftbet misuseability level of the data.
THE M-SCORE MEASURE

To measure the misuseability weight, we proposewa algorithm—the M-score. This algorithm considansl
measures different aspects related to the misuggalfi the data in order to indicate the true leeé damage that can

result if an organization's data falls into wron@nkds. The M-score measure is tailored for tabulara dsets
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(e.g., result sets of relational database quegasd) cannot be applied to non tabular data sucimtabeictual property,
business plans, etc. It is a domain independensunedhat assigns a score, which represents theseability weight of
each table exposed to the user, by using a sdtysinore function acquired from the domain expBst.assigning a score
that represents the sensitivity level of the dhtd & user is exposed to, the misuseability weaightdetermine the extent
of damage to the organization if the data is midu¥ée define three, nonintersecting types of aitab: quasi-identifier

attribute, sensitive attributes; and other attelsut

* Quasi ldentifier

Quasi -identifier are attributes that may be linkpdssibly using an external data source, to reagadrticular

entity that the specific information is about.
»  Sensitive Attribute

Sensitive attribute are attributes that are useelviduate the risk derived from exposing the date sensitive

attributes are mutually excluded from the quasiidier attributes.
K-ANONYMITY

The k-anonymity privacy requirement for publishimgicro data requires that each equivalence class
(i.e., a set of records that are indistinguishdtden each other with respect to certain “identifyirattributes) contains at
least k records. The concept of k-anonymity triescapture, on the private table PT to be released, of main
requirements that has been followed by the stedistiommunity and by agencies releasing the dathreferring to which
the released data should be indistinguishablye@lad no less than a certain number of respond&htsset of attributes

included in the private table, also externally &fde and thus exploitable for linking, is calledagi-identifier.

This requirement just stated is then translatetiénk-anonymity requirement below, which states évery tuple
released cannot be related to fewer than k respisid€ach release a data must be such that everyication of values
of quas-identifiers can be indistinctly matchedatdeast k respondents. Since it seems imposgibleighly impractical
and minimizing, to make assumptions on the dataset#able for linking to external attackers orious data recipients,
essentially k-anonymity takes a safe approach rieguthat, in this table itself, the respondentsihdistinguishable

(within a given set) with respect to the set ofilatites.
CALCULATING M-SCORE

We have built a framework to visualize the proaglsmeasuring M-Score for the given dataset. Thenéaork is
as shown in figure 1. First of all the given dataseiven to a module which computes raw recoatescSensitivity score
function is used to computer raw record score.mféeds the record distinguishing factor (DF) is gaied. The DF is the
measure to know what extent the quasi identifiers ieveal the identity of a record. Once recordesé® computed, the

values are substituted in the formula of M-scottee €omputation of M-Score is as follows
M-SCORE=1""*RS=r""*MAX (RRS'/D')
Where RRS is the raw record source

S — Sensitivity attribute

Impact Factor(JCC): 1.3268 - This article can be denloaded from www.impactjournals.us




| 78 A. Saranya |

D — Distinguish factor

EAW EECORD 30 TRCE H: DATA 3ET

|

EECORD I STINGUISHING FACTO R

FINAL RECORD S0TURCE
ALECORE
J-L FINAL
FORMALISE MSCORE | — P asIsRARLITY
— VALUE

Figure 1: Architecture for Measuring M-Score
ARCHITECTURE FOR MISUSEABLITY WEIGHT MEASURE

Organization’s data is extremely important and psowas a main constituent in embodying the corehef t
organization’s power. Organization definitely watitat to this power should be preserved and redai®a the other side,
this data is required for daily working on diffetgmocesses. Data leakage, especially caused idgirthreat is one of the
important issue in information security researchisTis because insider threats have potentialftiztisevere damage to

the organization’s resources, financial assetsr@pdtation.

Misuseability weight concept is very useful for alé@akage and misuse detection since it measueesattm or
the risk of damage that can be caused if the impbdata falls into the wrong hands. It assignsoaeswhich estimates the
sensitivity level of damage so that security measwan be applied in order to avoid data leakaden@suse detection.
For this, user profile is created using the locabwkledge base so that only required data can bendwr avoiding data

leakage and misuse. The architecture is showrgumdi2.

It is observed that though many of the suggesteithads contributed a lot towards the data leakagenaisuse
detection, there is a need of the system which givéé more efficient and improved result. Thus megd plan of work
involves following steps which will try to resoltke problems occurred in the previous system. &g first step of the
system is making a user profile which is basedhenimformation submitted by the employee as welhaskind of work

done by him.

On the admin login, administrator is able to sexlitt as well as the complete information of héte employees.
In the next step, tabular data or the databasealyzed for different dimensions of misuseabilithis proves very helpful
for calculating sensitivity level of the damage w@this done in the next step. Measuring the seitgitievel of damage
involves collection of information from the domaénpert. Based on this, sensitive attributes arectsd which help in

calculating the sensitivity score as well as theuseability score.
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Figure 2: Architecture for Misuseablity of Data
METHODOLOGY FOR DATA LEAKAGE AND MISUSE DETECTION

Detection of an insider threat which is which mginésponsible for the data leakage and misusecditpi

construct the normal user profile for each userdzprding appropriate usage metrics. It is takemfthe two categories.
* Host
*  Network

In pure host monitoring, daily actions of the usarhis/her machine are logged and the user beh&vinodeled
by using metrics such as the sequences of the @$haads, applications used by the user. Another thalyis network
monitoring focuses more on network aspect of ustoms, such as database queries, file system siqueister access etc.
Despite the differences among the above methodss $orm of profile is constructed for each user #rad profile is used

as the baseline for monitoring data leakage andsais

EVALUATION

Insiders

The insider threat against database managemeeinsyss a dangerous security problem. Authorizedsusay
abuse legitimate privileges to masquerade as ogexs or to maliciously harvest data. We model'sis@cess patterns by
profiling the data points that users access, in contrast to analyzing dbery expressions in prior approaches.
Our data-centric approach is based on the key waen that query syntax alone is a poor discridnaf user intent,

which is much better rendered bhat s accessed. We present a feature-extraction méthoddel user’s access patterns.
Data-Centric User Profiles

A relational database often consists of multiplatrens with attributes and relationships specifisdmultiple
primary key andforeign key constraints. One can visualize a database as ke siglgtion, called th&niversal Relation.

In corporating the attribute information from dlletrelations in the database. We compute a statiSSummary” of the
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query’s result tuple. The summary for a query {wesented by a vector of fixed dimension regardéédsow large the
query’s result tuple set is. This way, past que(ies normal queries) from a user can be intuljibiought of as a

“cluster” in some high dimensional space.
M-Score-Based Anomaly Detection

Anomaly detection involves detecting statisticadignificant deviations of test data from nominastdbution.
In typical applications the nominal distribution ismknown and generally cannot be reliably estimdtedh nominal
training data due to a combination of factors sastimited data size and high dimensionality. Aatiént usage scenario
arises in implementing M-score based anomaly detecburing the learning phase, the normal behasfogach user or
role is extracted. The normal behavior represdmssensitivity level of the data to which users exposed, during their
regular activity within different contexts (e.giume of day, location). During the detection phabe, M-score of each

action is computed and validated against the behalvinodel that was derived in the learning phase.
CONCLUSIONS AND FUTURE WORK

Thus, this paper introduces a system which will snea the risk of damage that can be caused whenislat
exposed to the insider. This involves collectingkifedge from the domain expert as well as use efrisk measuring
algorithm. Measuring risk before data exposure wélp administrator to take proper action to prévanminimize the
damage. Consequently, a new misuseability meathadyl-score, was proposed. By assigning a scotedpaesents the
sensitivity level of the data that a user is expoge the misuseability weight can determine thiixof damage to the
organization if the data is misused. We extendedMkscore basic definition. Efficiently acquiriniget knowledge required

for computing the M-score, and showed that the bfresés both feasible and can fulfill its main goals
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