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Introduction
Information exchange between devices and applications 

requires security and authentication with high reliability per the 
demanding strict standards of this digital era. New requirements 
for digital signature solutions such as short digital signatures, fast 
processing speeds, message authentication without transmissions, 
and digital signature on short message and low bandwidth channel 
transmissions are essential for today’s applications [1-5]. To date, 
short digital signature solutions and signature authentication using the 
calculation of an elliptic curve, such as ECDSA, Elliptic Curve-based 
Schnorr Digital Signature Algorithm (ECSDSA), or Edwards-Curve 
Digital Signature Algorithm (EdDSA) have been applied widely in 
commercial products [1, 2, 6-9]. Among these, the digital signature 
solution with a short digital signature using the calculation of Weil 
and Tate bilinear pairing of the authors Boneh, Lynn, Schacham 
(2001) (denoted by the BLS short digital signature scheme) proves to 
meet the requirements [2, 10]. 

The BLS scheme uses a special supersingular curve with p=3, 
which raises the security level of the BLS scheme to be equivalent to 
the Digital Signature Algorithm (DSA) using a 1024-bit prime number 
[11-13]. The BLS short digital signature scheme is secure against 
attack with selected messages (according to a random oracle model), 
given that “Computational Diffie-Hellman based on an elliptic curve 

over finite field Fp
l (where p is a sufficiently large prime number) 

being difficult to solve” [1, 2]. The advantage of the BLS scheme 
when generating a digital signature is its simplicity as both the digital 
signature and signature verification processes use a non-degenerate 
bilinear pairing (Weil and Tate bilinear pairings) on the elliptic curve 
[2, 6, 10, 14-18]. Since this non-degenerate bilinear pairing calculus 
technique uses a supersingular elliptic curve over finite field Fp, such 
that both generic discrete log algorithm in E(Fp ) and the Number 
Field Sieve in Fp

l * are intractable, it is resistant to some Weil descent 
and MOV attacks [11, 12], as well as attacks by the Number Field 
Sieve algorithm [19-21]. Several publications have shown that 
elliptic curve cryptography (ECC) built on non-degenerate bilinear 
pairing could be a secure cryptosystem for today’s applications with 
one particular development being the supersingular isogeny Diffie-
Hellman (SIDH) [7, 22, 23].

This solution aims towards short processing time, fast 
computation, and convenient deployment on applications, making it 
fit for devices with low memory and transmission over low bandwidth 
channels. The authors have used computational techniques of Weil 
non-degenerate bilinear pairing (with a higher security multiplier 
α=12) in building a BLS short digital signature scheme based on a 
supersingular elliptic curve with functions for key generation, digital 
signature, and signature verification.
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Related works on the BLS short digital signatures scheme 
Mathematical basis of Weil and Tate pairing based on 

Supersingular Elliptic curves

Torsion points play an important role in the calculations of Weil 
and Tate bilinear pairings on elliptic curves and usually torsion points 
are points of finite order [1, 7]. 

Definition 1: Given an elliptic curve E over a field K and a 
positive integer n. Then, the set of n-torsion points is defined as the 
set 

21]. Several publications have shown that elliptic curve cryptography (ECC) built on 
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the set of n-torsion points is defined as the set 𝐸𝐸[𝑛𝑛] = {𝑃𝑃 ∈ 𝐸𝐸(𝐾𝐾)|𝑛𝑛𝑃𝑃 = ∞} [1]. 

Since the characteristic of K is not divisible by n, the equation 𝑥𝑥𝑛𝑛 = 1 does not have 

multiple solutions, but has n solutions in 𝐾𝐾 and 𝜇𝜇𝑛𝑛 is a cyclic group of order n. An 

element 𝜁𝜁 ∈ 𝜇𝜇𝑛𝑛 satisfies 𝜁𝜁𝑘𝑘 = 1 if and only if n is divisible by K, then 𝜁𝜁 is called a 

primitive root of degree n [1]. 

Definition 2: Let there be an elliptic curve E over K and n be an integer not divisible 

by the characteristic of K such that 𝐸𝐸[𝑛𝑛] ⊆ 𝐸𝐸[𝐾𝐾]. Then, the Weil pairing is the mapping 
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choose 𝑇𝑇′ ∈ 𝐸𝐸[𝑛𝑛2] with 𝑛𝑛𝑇𝑇′ = 𝑇𝑇, there exists g such that 𝑑𝑑𝑑𝑑𝑑𝑑(𝑔𝑔) = ∑ ([𝑇𝑇′ + 𝑅𝑅] −𝑅𝑅∈𝐸𝐸[𝑛𝑛]
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 and  μn 
is a cyclic group of order n. An element ζ∈μn satisfies ζk=1 if and only 
if n is divisible by K, then ζ is called a primitive root of degree n [1].

Definition 2: Let there be an elliptic curve E over K and n be an 
integer not divisible by the characteristic of K such that E[n]⊆E[K]. 
Then, the Weil pairing is the mapping en:E[n]×E[n]→μn [2]. 

Given T∈E[n], there exists a function f such that div(f)=n[T]-n[∞]. 
Then choose T'∈E[n2] with nT'=T, there exists g such that div(g)=∑R∈E[n]
([T'+R]-[R]). For S∈E[n], P∈E[
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], then g(P+S)n=f[n(P+S)]=f(nP)=g(P)n. 
Thus 

[𝑅𝑅]). For 𝑆𝑆 ∈ 𝐸𝐸[𝑛𝑛], 𝑃𝑃 ∈ 𝐸𝐸[𝐾𝐾], then g(P+S)n = f(n(P+S)) = f(nP) = g(P)n. Thus 𝑔𝑔(𝑃𝑃+𝑆𝑆)𝑔𝑔(𝑃𝑃) ∈

𝜇𝜇𝑛𝑛
 
and 𝑔𝑔(𝑃𝑃+𝑆𝑆)𝑔𝑔(𝑃𝑃)  

do not depend on P. Hence, the Weil pairing is 𝑒𝑒𝑛𝑛(𝑆𝑆, 𝑇𝑇) =
𝑔𝑔(𝑃𝑃+𝑆𝑆)
𝑔𝑔(𝑃𝑃) . 

Definition 3 [2]: Let p be a prime power, and 𝐸𝐸/𝐹𝐹𝑝𝑝 an elliptic curve with m points 

in 𝐸𝐸(𝐹𝐹𝑝𝑝). Let P in 𝐸𝐸/𝐹𝐹𝑝𝑝 be a point of primer order q where 𝑞𝑞2|̸𝑚𝑚. We say that the 

subgroup ⟨𝑃𝑃⟩ has a security multiplier α, for some integer 𝛼𝛼 > 0, if the order of p in 𝐹𝐹𝑞𝑞∗ 
is α. In other words: 

𝑞𝑞|𝑝𝑝𝛼𝛼 − 1 and 𝑞𝑞|̸𝑝𝑝𝑘𝑘 − 1 for all 𝑘𝑘 = 1,2, . . . , 𝛼𝛼 − 1. 

The security multiplier of 𝐸𝐸(𝐹𝐹𝑝𝑝) is the security multiplier of the largest prime order 

subgroup in 𝐸𝐸(𝐹𝐹𝑝𝑝). 

Theorem 1 [2, 7, 17, 24]: Let E be an elliptic curve defined over a field 𝐹𝐹𝑝𝑝. Let n be 

an integer so that 𝑛𝑛|(𝑞𝑞 − 1). The elements of 𝐸𝐸(𝐹𝐹𝑝𝑝) of n are denoted by 𝐸𝐸(𝐹𝐹𝑝𝑝)[𝑛𝑛] in 

dividing order, and let 𝜇𝜇𝑛𝑛 = {𝑥𝑥 ∈ 𝐹𝐹𝑝𝑝|𝑥𝑥𝑛𝑛 = 1}. Assume 𝐸𝐸(𝐹𝐹𝑝𝑝) contains an element of 

order n. Then, there exists a non-degenerate bilinear mapping:  

{
⟨. , . ⟩𝑛𝑛: 𝐸𝐸(𝐹𝐹𝑝𝑝)[𝑛𝑛] × 𝐸𝐸(𝐹𝐹𝑝𝑝)/𝑛𝑛𝐸𝐸(𝐹𝐹𝑝𝑝) → 𝐹𝐹𝑝𝑝×/(𝐹𝐹𝑝𝑝×)𝑛𝑛
𝜏𝜏𝑛𝑛: 𝐸𝐸(𝐹𝐹𝑝𝑝)[𝑛𝑛] × 𝐸𝐸(𝐹𝐹𝑝𝑝)/𝑛𝑛𝐸𝐸(𝐹𝐹𝑝𝑝) → 𝜇𝜇𝑛𝑛

 

The first pairing is called Tate-Lichtenbaum pairing. The second one, 𝜏𝜏𝑛𝑛, is called 

the modified Tate-Lichtenbaum pairing [2, 7, 17, 24]. Each element in 𝐸𝐸(𝐹𝐹𝑝𝑝)/𝑛𝑛𝐸𝐸(𝐹𝐹𝑝𝑝) 
has the form𝑄𝑄 + 𝑛𝑛𝐸𝐸(𝐹𝐹𝑝𝑝), so it is usually written as ⟨𝑃𝑃, 𝑄𝑄⟩𝑛𝑛and 𝜏𝜏𝑛𝑛(𝑃𝑃, 𝑄𝑄) instead of 

⟨𝑃𝑃, 𝑄𝑄 + 𝑛𝑛𝐸𝐸(𝐹𝐹𝑝𝑝)⟩𝑛𝑛 
and𝜏𝜏𝑛𝑛(𝑃𝑃, 𝑄𝑄 + 𝑛𝑛𝐸𝐸(𝐹𝐹𝑝𝑝)). Since 𝐹𝐹𝑝𝑝× is a cyclic group of order n, the 𝑝𝑝−1𝑛𝑛  

powers of ⟨𝑃𝑃, 𝑄𝑄⟩𝑛𝑛 and 𝜏𝜏𝑛𝑛(𝑃𝑃, 𝑄𝑄) give an isomorphism𝐹𝐹𝑝𝑝×/(𝐹𝐹𝑝𝑝×)𝑛𝑛 → 𝜇𝜇𝑛𝑛. Hence  

𝜏𝜏𝑛𝑛(𝑃𝑃, 𝑄𝑄) = ⟨𝑃𝑃, 𝑄𝑄⟩𝑛𝑛
𝑝𝑝−1
𝑛𝑛

                                         (1) 

Compute the Tate pairing according to Miller's algorithm [3, 7, 17, 24]:  

Given an elliptic curve E over 𝐹𝐹𝑝𝑝; P, Q are points with prime order n and 𝑃𝑃, 𝑄𝑄 ∈
𝐸𝐸(𝐹𝐹𝑝𝑝). Draw the line n1 through P and Q, which intersects E at another point called R1. 
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⟨𝑃𝑃, 𝑄𝑄 + 𝑛𝑛𝐸𝐸(𝐹𝐹𝑝𝑝)⟩𝑛𝑛 
and𝜏𝜏𝑛𝑛(𝑃𝑃, 𝑄𝑄 + 𝑛𝑛𝐸𝐸(𝐹𝐹𝑝𝑝)). Since 𝐹𝐹𝑝𝑝× is a cyclic group of order n, the 𝑝𝑝−1𝑛𝑛  

powers of ⟨𝑃𝑃, 𝑄𝑄⟩𝑛𝑛 and 𝜏𝜏𝑛𝑛(𝑃𝑃, 𝑄𝑄) give an isomorphism𝐹𝐹𝑝𝑝×/(𝐹𝐹𝑝𝑝×)𝑛𝑛 → 𝜇𝜇𝑛𝑛. Hence  

𝜏𝜏𝑛𝑛(𝑃𝑃, 𝑄𝑄) = ⟨𝑃𝑃, 𝑄𝑄⟩𝑛𝑛
𝑝𝑝−1
𝑛𝑛

                                         (1) 

Compute the Tate pairing according to Miller's algorithm [3, 7, 17, 24]:  

Given an elliptic curve E over 𝐹𝐹𝑝𝑝; P, Q are points with prime order n and 𝑃𝑃, 𝑄𝑄 ∈
𝐸𝐸(𝐹𝐹𝑝𝑝). Draw the line n1 through P and Q, which intersects E at another point called R1. 

 
do not depend on P. Hence, the Weil 

pairing is 

[𝑅𝑅]). For 𝑆𝑆 ∈ 𝐸𝐸[𝑛𝑛], 𝑃𝑃 ∈ 𝐸𝐸[𝐾𝐾], then g(P+S)n = f(n(P+S)) = f(nP) = g(P)n. Thus 𝑔𝑔(𝑃𝑃+𝑆𝑆)𝑔𝑔(𝑃𝑃) ∈

𝜇𝜇𝑛𝑛
 
and 𝑔𝑔(𝑃𝑃+𝑆𝑆)𝑔𝑔(𝑃𝑃)  

do not depend on P. Hence, the Weil pairing is 𝑒𝑒𝑛𝑛(𝑆𝑆, 𝑇𝑇) =
𝑔𝑔(𝑃𝑃+𝑆𝑆)
𝑔𝑔(𝑃𝑃) . 

Definition 3 [2]: Let p be a prime power, and 𝐸𝐸/𝐹𝐹𝑝𝑝 an elliptic curve with m points 

in 𝐸𝐸(𝐹𝐹𝑝𝑝). Let P in 𝐸𝐸/𝐹𝐹𝑝𝑝 be a point of primer order q where 𝑞𝑞2|̸𝑚𝑚. We say that the 

subgroup ⟨𝑃𝑃⟩ has a security multiplier α, for some integer 𝛼𝛼 > 0, if the order of p in 𝐹𝐹𝑞𝑞∗ 
is α. In other words: 

𝑞𝑞|𝑝𝑝𝛼𝛼 − 1 and 𝑞𝑞|̸𝑝𝑝𝑘𝑘 − 1 for all 𝑘𝑘 = 1,2, . . . , 𝛼𝛼 − 1. 

The security multiplier of 𝐸𝐸(𝐹𝐹𝑝𝑝) is the security multiplier of the largest prime order 

subgroup in 𝐸𝐸(𝐹𝐹𝑝𝑝). 

Theorem 1 [2, 7, 17, 24]: Let E be an elliptic curve defined over a field 𝐹𝐹𝑝𝑝. Let n be 

an integer so that 𝑛𝑛|(𝑞𝑞 − 1). The elements of 𝐸𝐸(𝐹𝐹𝑝𝑝) of n are denoted by 𝐸𝐸(𝐹𝐹𝑝𝑝)[𝑛𝑛] in 

dividing order, and let 𝜇𝜇𝑛𝑛 = {𝑥𝑥 ∈ 𝐹𝐹𝑝𝑝|𝑥𝑥𝑛𝑛 = 1}. Assume 𝐸𝐸(𝐹𝐹𝑝𝑝) contains an element of 

order n. Then, there exists a non-degenerate bilinear mapping:  

{
⟨. , . ⟩𝑛𝑛: 𝐸𝐸(𝐹𝐹𝑝𝑝)[𝑛𝑛] × 𝐸𝐸(𝐹𝐹𝑝𝑝)/𝑛𝑛𝐸𝐸(𝐹𝐹𝑝𝑝) → 𝐹𝐹𝑝𝑝×/(𝐹𝐹𝑝𝑝×)𝑛𝑛
𝜏𝜏𝑛𝑛: 𝐸𝐸(𝐹𝐹𝑝𝑝)[𝑛𝑛] × 𝐸𝐸(𝐹𝐹𝑝𝑝)/𝑛𝑛𝐸𝐸(𝐹𝐹𝑝𝑝) → 𝜇𝜇𝑛𝑛

 

The first pairing is called Tate-Lichtenbaum pairing. The second one, 𝜏𝜏𝑛𝑛, is called 

the modified Tate-Lichtenbaum pairing [2, 7, 17, 24]. Each element in 𝐸𝐸(𝐹𝐹𝑝𝑝)/𝑛𝑛𝐸𝐸(𝐹𝐹𝑝𝑝) 
has the form𝑄𝑄 + 𝑛𝑛𝐸𝐸(𝐹𝐹𝑝𝑝), so it is usually written as ⟨𝑃𝑃, 𝑄𝑄⟩𝑛𝑛and 𝜏𝜏𝑛𝑛(𝑃𝑃, 𝑄𝑄) instead of 

⟨𝑃𝑃, 𝑄𝑄 + 𝑛𝑛𝐸𝐸(𝐹𝐹𝑝𝑝)⟩𝑛𝑛 
and𝜏𝜏𝑛𝑛(𝑃𝑃, 𝑄𝑄 + 𝑛𝑛𝐸𝐸(𝐹𝐹𝑝𝑝)). Since 𝐹𝐹𝑝𝑝× is a cyclic group of order n, the 𝑝𝑝−1𝑛𝑛  

powers of ⟨𝑃𝑃, 𝑄𝑄⟩𝑛𝑛 and 𝜏𝜏𝑛𝑛(𝑃𝑃, 𝑄𝑄) give an isomorphism𝐹𝐹𝑝𝑝×/(𝐹𝐹𝑝𝑝×)𝑛𝑛 → 𝜇𝜇𝑛𝑛. Hence  

𝜏𝜏𝑛𝑛(𝑃𝑃, 𝑄𝑄) = ⟨𝑃𝑃, 𝑄𝑄⟩𝑛𝑛
𝑝𝑝−1
𝑛𝑛
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and 𝑔𝑔(𝑃𝑃+𝑆𝑆)𝑔𝑔(𝑃𝑃)  

do not depend on P. Hence, the Weil pairing is 𝑒𝑒𝑛𝑛(𝑆𝑆, 𝑇𝑇) =
𝑔𝑔(𝑃𝑃+𝑆𝑆)
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Definition 3 [2]: Let p be a prime power, and 𝐸𝐸/𝐹𝐹𝑝𝑝 an elliptic curve with m points 

in 𝐸𝐸(𝐹𝐹𝑝𝑝). Let P in 𝐸𝐸/𝐹𝐹𝑝𝑝 be a point of primer order q where 𝑞𝑞2|̸𝑚𝑚. We say that the 

subgroup ⟨𝑃𝑃⟩ has a security multiplier α, for some integer 𝛼𝛼 > 0, if the order of p in 𝐹𝐹𝑞𝑞∗ 
is α. In other words: 

𝑞𝑞|𝑝𝑝𝛼𝛼 − 1 and 𝑞𝑞|̸𝑝𝑝𝑘𝑘 − 1 for all 𝑘𝑘 = 1,2, . . . , 𝛼𝛼 − 1. 

The security multiplier of 𝐸𝐸(𝐹𝐹𝑝𝑝) is the security multiplier of the largest prime order 

subgroup in 𝐸𝐸(𝐹𝐹𝑝𝑝). 

Theorem 1 [2, 7, 17, 24]: Let E be an elliptic curve defined over a field 𝐹𝐹𝑝𝑝. Let n be 

an integer so that 𝑛𝑛|(𝑞𝑞 − 1). The elements of 𝐸𝐸(𝐹𝐹𝑝𝑝) of n are denoted by 𝐸𝐸(𝐹𝐹𝑝𝑝)[𝑛𝑛] in 

dividing order, and let 𝜇𝜇𝑛𝑛 = {𝑥𝑥 ∈ 𝐹𝐹𝑝𝑝|𝑥𝑥𝑛𝑛 = 1}. Assume 𝐸𝐸(𝐹𝐹𝑝𝑝) contains an element of 

order n. Then, there exists a non-degenerate bilinear mapping:  

{
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The first pairing is called Tate-Lichtenbaum pairing. The second one, 𝜏𝜏𝑛𝑛, is called 

the modified Tate-Lichtenbaum pairing [2, 7, 17, 24]. Each element in 𝐸𝐸(𝐹𝐹𝑝𝑝)/𝑛𝑛𝐸𝐸(𝐹𝐹𝑝𝑝) 
has the form𝑄𝑄 + 𝑛𝑛𝐸𝐸(𝐹𝐹𝑝𝑝), so it is usually written as ⟨𝑃𝑃, 𝑄𝑄⟩𝑛𝑛and 𝜏𝜏𝑛𝑛(𝑃𝑃, 𝑄𝑄) instead of 

⟨𝑃𝑃, 𝑄𝑄 + 𝑛𝑛𝐸𝐸(𝐹𝐹𝑝𝑝)⟩𝑛𝑛 
and𝜏𝜏𝑛𝑛(𝑃𝑃, 𝑄𝑄 + 𝑛𝑛𝐸𝐸(𝐹𝐹𝑝𝑝)). Since 𝐹𝐹𝑝𝑝× is a cyclic group of order n, the 𝑝𝑝−1𝑛𝑛  

powers of ⟨𝑃𝑃, 𝑄𝑄⟩𝑛𝑛 and 𝜏𝜏𝑛𝑛(𝑃𝑃, 𝑄𝑄) give an isomorphism𝐹𝐹𝑝𝑝×/(𝐹𝐹𝑝𝑝×)𝑛𝑛 → 𝜇𝜇𝑛𝑛. Hence  

𝜏𝜏𝑛𝑛(𝑃𝑃, 𝑄𝑄) = ⟨𝑃𝑃, 𝑄𝑄⟩𝑛𝑛
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                                         (1) 

Compute the Tate pairing according to Miller's algorithm [3, 7, 17, 24]:  

Given an elliptic curve E over 𝐹𝐹𝑝𝑝; P, Q are points with prime order n and 𝑃𝑃, 𝑄𝑄 ∈
𝐸𝐸(𝐹𝐹𝑝𝑝). Draw the line n1 through P and Q, which intersects E at another point called R1. 

. We say that the subgroup 〈P〉 has a security multiplier 
α, for some integer α>0, if the order of p in Fq

* is α. In other words:

The security multiplier of E(Fp) is the security multiplier of the 
largest prime order subgroup in E(Fp).

Theorem 1 [2, 7, 17, 24]: Let E be an elliptic curve defined over a 
field Fp. Let n be an integer so that n|(q-1). The elements of E(Fp) of 
n are denoted by E(Fp)[n] in dividing order, and let μn={x∈Fp|x

n=1}. 
Assume E(Fp) contains an element of order n. Then, there exists a 
non-degenerate bilinear mapping: 

[𝑅𝑅]). For 𝑆𝑆 ∈ 𝐸𝐸[𝑛𝑛], 𝑃𝑃 ∈ 𝐸𝐸[𝐾𝐾], then g(P+S)n = f(n(P+S)) = f(nP) = g(P)n. Thus 𝑔𝑔(𝑃𝑃+𝑆𝑆)𝑔𝑔(𝑃𝑃) ∈

𝜇𝜇𝑛𝑛
 
and 𝑔𝑔(𝑃𝑃+𝑆𝑆)𝑔𝑔(𝑃𝑃)  

do not depend on P. Hence, the Weil pairing is 𝑒𝑒𝑛𝑛(𝑆𝑆, 𝑇𝑇) =
𝑔𝑔(𝑃𝑃+𝑆𝑆)
𝑔𝑔(𝑃𝑃) . 

Definition 3 [2]: Let p be a prime power, and 𝐸𝐸/𝐹𝐹𝑝𝑝 an elliptic curve with m points 

in 𝐸𝐸(𝐹𝐹𝑝𝑝). Let P in 𝐸𝐸/𝐹𝐹𝑝𝑝 be a point of primer order q where 𝑞𝑞2|̸𝑚𝑚. We say that the 

subgroup ⟨𝑃𝑃⟩ has a security multiplier α, for some integer 𝛼𝛼 > 0, if the order of p in 𝐹𝐹𝑞𝑞∗ 
is α. In other words: 

𝑞𝑞|𝑝𝑝𝛼𝛼 − 1 and 𝑞𝑞|̸𝑝𝑝𝑘𝑘 − 1 for all 𝑘𝑘 = 1,2, . . . , 𝛼𝛼 − 1. 

The security multiplier of 𝐸𝐸(𝐹𝐹𝑝𝑝) is the security multiplier of the largest prime order 

subgroup in 𝐸𝐸(𝐹𝐹𝑝𝑝). 

Theorem 1 [2, 7, 17, 24]: Let E be an elliptic curve defined over a field 𝐹𝐹𝑝𝑝. Let n be 

an integer so that 𝑛𝑛|(𝑞𝑞 − 1). The elements of 𝐸𝐸(𝐹𝐹𝑝𝑝) of n are denoted by 𝐸𝐸(𝐹𝐹𝑝𝑝)[𝑛𝑛] in 

dividing order, and let 𝜇𝜇𝑛𝑛 = {𝑥𝑥 ∈ 𝐹𝐹𝑝𝑝|𝑥𝑥𝑛𝑛 = 1}. Assume 𝐸𝐸(𝐹𝐹𝑝𝑝) contains an element of 

order n. Then, there exists a non-degenerate bilinear mapping:  

{
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The first pairing is called Tate-Lichtenbaum pairing. The second one, 𝜏𝜏𝑛𝑛, is called 

the modified Tate-Lichtenbaum pairing [2, 7, 17, 24]. Each element in 𝐸𝐸(𝐹𝐹𝑝𝑝)/𝑛𝑛𝐸𝐸(𝐹𝐹𝑝𝑝) 
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𝐸𝐸(𝐹𝐹𝑝𝑝). Draw the line n1 through P and Q, which intersects E at another point called R1. 

The first pairing is called Tate-Lichtenbaum pairing. The second 
one, τn, is called the modified Tate-Lichtenbaum pairing [2, 7, 17, 
24]. Each element in E(Fp)/nE(Fp) has the form Q+nE(Fp), so it is 
usually written as 〈P,Q〉n and τn(P,Q) instead of 〈P,Q+nE(Fp)〉n 
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and 𝑔𝑔(𝑃𝑃+𝑆𝑆)𝑔𝑔(𝑃𝑃)  

do not depend on P. Hence, the Weil pairing is 𝑒𝑒𝑛𝑛(𝑆𝑆, 𝑇𝑇) =
𝑔𝑔(𝑃𝑃+𝑆𝑆)
𝑔𝑔(𝑃𝑃) . 

Definition 3 [2]: Let p be a prime power, and 𝐸𝐸/𝐹𝐹𝑝𝑝 an elliptic curve with m points 

in 𝐸𝐸(𝐹𝐹𝑝𝑝). Let P in 𝐸𝐸/𝐹𝐹𝑝𝑝 be a point of primer order q where 𝑞𝑞2|̸𝑚𝑚. We say that the 

subgroup ⟨𝑃𝑃⟩ has a security multiplier α, for some integer 𝛼𝛼 > 0, if the order of p in 𝐹𝐹𝑞𝑞∗ 
is α. In other words: 

𝑞𝑞|𝑝𝑝𝛼𝛼 − 1 and 𝑞𝑞|̸𝑝𝑝𝑘𝑘 − 1 for all 𝑘𝑘 = 1,2, . . . , 𝛼𝛼 − 1. 

The security multiplier of 𝐸𝐸(𝐹𝐹𝑝𝑝) is the security multiplier of the largest prime order 

subgroup in 𝐸𝐸(𝐹𝐹𝑝𝑝). 

Theorem 1 [2, 7, 17, 24]: Let E be an elliptic curve defined over a field 𝐹𝐹𝑝𝑝. Let n be 

an integer so that 𝑛𝑛|(𝑞𝑞 − 1). The elements of 𝐸𝐸(𝐹𝐹𝑝𝑝) of n are denoted by 𝐸𝐸(𝐹𝐹𝑝𝑝)[𝑛𝑛] in 

dividing order, and let 𝜇𝜇𝑛𝑛 = {𝑥𝑥 ∈ 𝐹𝐹𝑝𝑝|𝑥𝑥𝑛𝑛 = 1}. Assume 𝐸𝐸(𝐹𝐹𝑝𝑝) contains an element of 

order n. Then, there exists a non-degenerate bilinear mapping:  

{
⟨. , . ⟩𝑛𝑛: 𝐸𝐸(𝐹𝐹𝑝𝑝)[𝑛𝑛] × 𝐸𝐸(𝐹𝐹𝑝𝑝)/𝑛𝑛𝐸𝐸(𝐹𝐹𝑝𝑝) → 𝐹𝐹𝑝𝑝×/(𝐹𝐹𝑝𝑝×)𝑛𝑛
𝜏𝜏𝑛𝑛: 𝐸𝐸(𝐹𝐹𝑝𝑝)[𝑛𝑛] × 𝐸𝐸(𝐹𝐹𝑝𝑝)/𝑛𝑛𝐸𝐸(𝐹𝐹𝑝𝑝) → 𝜇𝜇𝑛𝑛

 

The first pairing is called Tate-Lichtenbaum pairing. The second one, 𝜏𝜏𝑛𝑛, is called 

the modified Tate-Lichtenbaum pairing [2, 7, 17, 24]. Each element in 𝐸𝐸(𝐹𝐹𝑝𝑝)/𝑛𝑛𝐸𝐸(𝐹𝐹𝑝𝑝) 
has the form𝑄𝑄 + 𝑛𝑛𝐸𝐸(𝐹𝐹𝑝𝑝), so it is usually written as ⟨𝑃𝑃, 𝑄𝑄⟩𝑛𝑛and 𝜏𝜏𝑛𝑛(𝑃𝑃, 𝑄𝑄) instead of 

⟨𝑃𝑃, 𝑄𝑄 + 𝑛𝑛𝐸𝐸(𝐹𝐹𝑝𝑝)⟩𝑛𝑛 
and𝜏𝜏𝑛𝑛(𝑃𝑃, 𝑄𝑄 + 𝑛𝑛𝐸𝐸(𝐹𝐹𝑝𝑝)). Since 𝐹𝐹𝑝𝑝× is a cyclic group of order n, the 𝑝𝑝−1𝑛𝑛  

powers of ⟨𝑃𝑃, 𝑄𝑄⟩𝑛𝑛 and 𝜏𝜏𝑛𝑛(𝑃𝑃, 𝑄𝑄) give an isomorphism𝐹𝐹𝑝𝑝×/(𝐹𝐹𝑝𝑝×)𝑛𝑛 → 𝜇𝜇𝑛𝑛. Hence  

𝜏𝜏𝑛𝑛(𝑃𝑃, 𝑄𝑄) = ⟨𝑃𝑃, 𝑄𝑄⟩𝑛𝑛
𝑝𝑝−1
𝑛𝑛

                                         (1) 

Compute the Tate pairing according to Miller's algorithm [3, 7, 17, 24]:  

Given an elliptic curve E over 𝐹𝐹𝑝𝑝; P, Q are points with prime order n and 𝑃𝑃, 𝑄𝑄 ∈
𝐸𝐸(𝐹𝐹𝑝𝑝). Draw the line n1 through P and Q, which intersects E at another point called R1. 

 powers 
of 〈P,Q〉n and τn(P,Q) give an isomorphism 

[𝑅𝑅]). For 𝑆𝑆 ∈ 𝐸𝐸[𝑛𝑛], 𝑃𝑃 ∈ 𝐸𝐸[𝐾𝐾], then g(P+S)n = f(n(P+S)) = f(nP) = g(P)n. Thus 𝑔𝑔(𝑃𝑃+𝑆𝑆)𝑔𝑔(𝑃𝑃) ∈

𝜇𝜇𝑛𝑛
 
and 𝑔𝑔(𝑃𝑃+𝑆𝑆)𝑔𝑔(𝑃𝑃)  

do not depend on P. Hence, the Weil pairing is 𝑒𝑒𝑛𝑛(𝑆𝑆, 𝑇𝑇) =
𝑔𝑔(𝑃𝑃+𝑆𝑆)
𝑔𝑔(𝑃𝑃) . 

Definition 3 [2]: Let p be a prime power, and 𝐸𝐸/𝐹𝐹𝑝𝑝 an elliptic curve with m points 

in 𝐸𝐸(𝐹𝐹𝑝𝑝). Let P in 𝐸𝐸/𝐹𝐹𝑝𝑝 be a point of primer order q where 𝑞𝑞2|̸𝑚𝑚. We say that the 

subgroup ⟨𝑃𝑃⟩ has a security multiplier α, for some integer 𝛼𝛼 > 0, if the order of p in 𝐹𝐹𝑞𝑞∗ 
is α. In other words: 

𝑞𝑞|𝑝𝑝𝛼𝛼 − 1 and 𝑞𝑞|̸𝑝𝑝𝑘𝑘 − 1 for all 𝑘𝑘 = 1,2, . . . , 𝛼𝛼 − 1. 

The security multiplier of 𝐸𝐸(𝐹𝐹𝑝𝑝) is the security multiplier of the largest prime order 

subgroup in 𝐸𝐸(𝐹𝐹𝑝𝑝). 

Theorem 1 [2, 7, 17, 24]: Let E be an elliptic curve defined over a field 𝐹𝐹𝑝𝑝. Let n be 

an integer so that 𝑛𝑛|(𝑞𝑞 − 1). The elements of 𝐸𝐸(𝐹𝐹𝑝𝑝) of n are denoted by 𝐸𝐸(𝐹𝐹𝑝𝑝)[𝑛𝑛] in 

dividing order, and let 𝜇𝜇𝑛𝑛 = {𝑥𝑥 ∈ 𝐹𝐹𝑝𝑝|𝑥𝑥𝑛𝑛 = 1}. Assume 𝐸𝐸(𝐹𝐹𝑝𝑝) contains an element of 

order n. Then, there exists a non-degenerate bilinear mapping:  

{
⟨. , . ⟩𝑛𝑛: 𝐸𝐸(𝐹𝐹𝑝𝑝)[𝑛𝑛] × 𝐸𝐸(𝐹𝐹𝑝𝑝)/𝑛𝑛𝐸𝐸(𝐹𝐹𝑝𝑝) → 𝐹𝐹𝑝𝑝×/(𝐹𝐹𝑝𝑝×)𝑛𝑛
𝜏𝜏𝑛𝑛: 𝐸𝐸(𝐹𝐹𝑝𝑝)[𝑛𝑛] × 𝐸𝐸(𝐹𝐹𝑝𝑝)/𝑛𝑛𝐸𝐸(𝐹𝐹𝑝𝑝) → 𝜇𝜇𝑛𝑛

 

The first pairing is called Tate-Lichtenbaum pairing. The second one, 𝜏𝜏𝑛𝑛, is called 

the modified Tate-Lichtenbaum pairing [2, 7, 17, 24]. Each element in 𝐸𝐸(𝐹𝐹𝑝𝑝)/𝑛𝑛𝐸𝐸(𝐹𝐹𝑝𝑝) 
has the form𝑄𝑄 + 𝑛𝑛𝐸𝐸(𝐹𝐹𝑝𝑝), so it is usually written as ⟨𝑃𝑃, 𝑄𝑄⟩𝑛𝑛and 𝜏𝜏𝑛𝑛(𝑃𝑃, 𝑄𝑄) instead of 

⟨𝑃𝑃, 𝑄𝑄 + 𝑛𝑛𝐸𝐸(𝐹𝐹𝑝𝑝)⟩𝑛𝑛 
and𝜏𝜏𝑛𝑛(𝑃𝑃, 𝑄𝑄 + 𝑛𝑛𝐸𝐸(𝐹𝐹𝑝𝑝)). Since 𝐹𝐹𝑝𝑝× is a cyclic group of order n, the 𝑝𝑝−1𝑛𝑛  

powers of ⟨𝑃𝑃, 𝑄𝑄⟩𝑛𝑛 and 𝜏𝜏𝑛𝑛(𝑃𝑃, 𝑄𝑄) give an isomorphism𝐹𝐹𝑝𝑝×/(𝐹𝐹𝑝𝑝×)𝑛𝑛 → 𝜇𝜇𝑛𝑛. Hence  

𝜏𝜏𝑛𝑛(𝑃𝑃, 𝑄𝑄) = ⟨𝑃𝑃, 𝑄𝑄⟩𝑛𝑛
𝑝𝑝−1
𝑛𝑛
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subgroup ⟨𝑃𝑃⟩ has a security multiplier α, for some integer 𝛼𝛼 > 0, if the order of p in 𝐹𝐹𝑞𝑞∗ 
is α. In other words: 
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                                         (1) 

Compute the Tate pairing according to Miller's algorithm [3, 7, 17, 24]:  

Given an elliptic curve E over 𝐹𝐹𝑝𝑝; P, Q are points with prime order n and 𝑃𝑃, 𝑄𝑄 ∈
𝐸𝐸(𝐹𝐹𝑝𝑝). Draw the line n1 through P and Q, which intersects E at another point called R1. 

    
(1)

Compute the Tate pairing according to Miller’s algorithm [3, 7, 
17, 24]: 

Given an elliptic curve E over Fp; P, Q are points with prime order 
n and P,Q∈E(Fp). Draw the line n1 through P and Q, which intersects 
E at another point called R1. Draw the vertical line n2, which is the 

line connecting R1 and the point ∞. The line n2 intersects E at the third 
point, which is R2 (R2=P+Q). The lines n1 and n2 are functions on E 
and have a main divisor [2]: 

Draw the vertical line n2, which is the line connecting R1 and the point∞. The line n2 

intersects E at the third point, which is R2 (𝑅𝑅2 = 𝑃𝑃 + 𝑄𝑄). The lines n1 and n2 are functions 

on E and have a main divisor [2]:  

{𝑑𝑑𝑑𝑑𝑑𝑑(𝑛𝑛1) = [𝑃𝑃] + [𝑄𝑄] + [𝑅𝑅1] − 3[∞]
𝑑𝑑𝑑𝑑𝑑𝑑(𝑛𝑛2) = [𝑅𝑅1] + [𝑅𝑅2] − 2[∞]  

Divisor [𝑄𝑄′] − [𝑆𝑆] will be equivalent to 𝐷𝐷𝑄𝑄 = [𝑄𝑄] − [∞], so S is chosen at random. 

Calculate 𝑔𝑔𝐷𝐷𝑃𝑃 at DQ, where at each step in the algorithm T1 is the point obtained by 

computing mP where m is an integer represented in binary of the binary expansion of n. 

Calculate f1 to be the value at [𝑄𝑄′] − [𝑆𝑆] of the function f satisfying𝑚𝑚([𝑃𝑃] − [∞]) =
[𝑇𝑇1] − [∞] + 𝑑𝑑𝑑𝑑𝑑𝑑(𝑓𝑓). At the end of the algorithm the value reaches𝑇𝑇1 = ∞, 𝑓𝑓1 = 𝑔𝑔𝐷𝐷𝑃𝑃. 

It follows that f1 is the value at [𝑄𝑄′] − [𝑆𝑆] of the function 𝑔𝑔𝐷𝐷𝑃𝑃 satisfying 𝑚𝑚([𝑃𝑃] −
[∞]) = 𝑑𝑑𝑑𝑑𝑑𝑑(𝑔𝑔𝐷𝐷𝑃𝑃) as required by the definition of the Tate pairing. For 𝑃𝑃 ∈ 𝐸𝐸(𝐹𝐹𝑝𝑝), 𝑄𝑄 ∈
𝐸𝐸(𝐹𝐹𝑝𝑝𝑙𝑙), the Tate pairing is calculated according to the formula ⟨𝑃𝑃, 𝑄𝑄⟩𝑛𝑛 and the modified 

Tate-Lichtenbaum pairing is calculated by formula (1) with powers (𝑝𝑝𝑙𝑙 − 1)/𝑛𝑛 [1, 3, 

7].  

Algorithm 1: Miller's algorithm for computation with Tate bilinear pairings [2, 7] 

Input: Let the elliptic curve E over the field 𝐹𝐹𝑝𝑝. Two points P and Q on E are points 

of order n. 

Output: The value f1 satisfies the definition of a Tate pairing (Theorem 2). 

1. Randomly select 𝑆𝑆 ∈ 𝐸𝐸(𝐹𝐹𝑝𝑝𝑙𝑙) and calculate 𝑄𝑄′ = 𝑄𝑄 + 𝑆𝑆 ∈ 𝐸𝐸(𝐹𝐹𝑝𝑝𝑙𝑙). 

2. Let 𝑙𝑙 = [𝑙𝑙𝑙𝑙𝑔𝑔2( 𝑛𝑛)] − 1, 𝑇𝑇1 = 𝑃𝑃, 𝑓𝑓1 = 1  

3. While 𝑙𝑙 ≥ 1 do 

-   Write equations for the lines n1 and n2 with the multiplication of T1.  

Calculate 𝑇𝑇1 = 2𝑇𝑇1, 𝑓𝑓1 = 𝑓𝑓12((𝑛𝑛1(𝑄𝑄′)𝑛𝑛2(𝑆𝑆))/(𝑛𝑛2(𝑄𝑄′)𝑛𝑛1(𝑆𝑆)) 
-   If the lth bit of n is 1, then  

write equations for the lines n1 and n2 with the addition of points of T1 and P. 

Calculate 𝑇𝑇1 = 𝑇𝑇1 + 𝑃𝑃, 𝑓𝑓1 = 𝑓𝑓12((𝑛𝑛1(𝑄𝑄′)𝑛𝑛2(𝑆𝑆))/(𝑛𝑛2(𝑄𝑄′)𝑛𝑛1(𝑆𝑆)) 

Divisor [Q']-[S] will be equivalent to DQ=[Q]-[∞], so S is chosen 
at random. Calculate gDP at DQ, where at each step in the algorithm 
T1 is the point obtained by computing mP where m is an integer 
represented in binary of the binary expansion of n. Calculate f1 to 
be the value at [Q']-[S] of the function f satisfying m([P]-[∞])=[T1]-
[∞]+div(f). At the end of the algorithm the value reaches T1=∞,f1=gDP. 
It follows that f1 is the value at [Q']-[S] of the function gDP satisfying 
m([P]-[∞])=div(gDP) as required by the definition of the Tate pairing. 
For P∈E(Fp),Q∈E(Fp

l) the Tate pairing is calculated according to 
the formula 〈P,Q〉n 

and the modified Tate-Lichtenbaum pairing is 
calculated by formula (1) with powers (pl-1)/n [1, 3, 7]. 

Algorithm 1: Miller’s algorithm for computation with Tate 
bilinear pairings [2, 7]
Input: Let the elliptic curve E over the field Fp. Two points P and 
Q on E are points of order n.
Output: The value f1 satisfies the definition of a Tate pairing 
(Theorem 2).

1. Randomly select S∈E(Fp
l) and calculate Q'=Q+S∈E(Fp

l).
2. Let l=[log2(n)]-1,T1=P,f1=1 
3. While l≥1 do
- Write equations for the lines n1 and n2 with the multiplication 
of T1. 
Calculate T1=2T1,f1=f1

2((n1(Q')n2(S))/(n2(Q')n1(S))
- If the lth bit of n is 1, then 
write equations for the lines n1 and n2 with the addition of 
points of T1 and P.
Calculate T1=T1+P,f1=f1

2((n1(Q')n2(S))/(n2(Q')n1(S))
-   Decrease l.
4. Return f1

The input is an elliptic curve E chosen as a supersingular curve 
E over the field Fp, p>3 (the curve E over the field Fp is said to be 
supersingular if the curve E satisfies E[P]=[∞]); The subgroup E(Fp)[n] 
has an influence on the computation in Miller’s algorithm, so the 
number of iterations is [log2(n)] [2, 7]. For Tate pairing, it is necessary 
to pay attention to the field characteristic of 2,3 and make sure the 
order of the group E(Fp) is appropriate, so choose the prime number n 
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Miller's algorithm, so the number of iterations is [𝑙𝑙𝑙𝑙𝑙𝑙2( 𝑛𝑛)] [2, 7]. For Tate pairing, it is 
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of the group order 𝐸𝐸(𝐹𝐹𝑝𝑝). In Miller’s algorithm, integer n is calculated by Schoof’s 

algorithm and using the point multiplication algorithm kP [1, 4, 16, 25-27]. 
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 is often 
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non-degenerate bilinear pairing calculations on the supersingular elliptic curve with the 

Weil pairing in the BLS short digital signature scheme. Then, the performance of the 

 is often used to calculate Weil 

[𝑅𝑅]). For 𝑆𝑆 ∈ 𝐸𝐸[𝑛𝑛], 𝑃𝑃 ∈ 𝐸𝐸[𝐾𝐾], then g(P+S)n = f(n(P+S)) = f(nP) = g(P)n. Thus 𝑔𝑔(𝑃𝑃+𝑆𝑆)𝑔𝑔(𝑃𝑃) ∈

𝜇𝜇𝑛𝑛
 
and 𝑔𝑔(𝑃𝑃+𝑆𝑆)𝑔𝑔(𝑃𝑃)  

do not depend on P. Hence, the Weil pairing is 𝑒𝑒𝑛𝑛(𝑆𝑆, 𝑇𝑇) =
𝑔𝑔(𝑃𝑃+𝑆𝑆)
𝑔𝑔(𝑃𝑃) . 

Definition 3 [2]: Let p be a prime power, and 𝐸𝐸/𝐹𝐹𝑝𝑝 an elliptic curve with m points 

in 𝐸𝐸(𝐹𝐹𝑝𝑝). Let P in 𝐸𝐸/𝐹𝐹𝑝𝑝 be a point of primer order q where 𝑞𝑞2|̸𝑚𝑚. We say that the 

subgroup ⟨𝑃𝑃⟩ has a security multiplier α, for some integer 𝛼𝛼 > 0, if the order of p in 𝐹𝐹𝑞𝑞∗ 
is α. In other words: 

𝑞𝑞|𝑝𝑝𝛼𝛼 − 1 and 𝑞𝑞|̸𝑝𝑝𝑘𝑘 − 1 for all 𝑘𝑘 = 1,2, . . . , 𝛼𝛼 − 1. 

The security multiplier of 𝐸𝐸(𝐹𝐹𝑝𝑝) is the security multiplier of the largest prime order 

subgroup in 𝐸𝐸(𝐹𝐹𝑝𝑝). 

Theorem 1 [2, 7, 17, 24]: Let E be an elliptic curve defined over a field 𝐹𝐹𝑝𝑝. Let n be 

an integer so that 𝑛𝑛|(𝑞𝑞 − 1). The elements of 𝐸𝐸(𝐹𝐹𝑝𝑝) of n are denoted by 𝐸𝐸(𝐹𝐹𝑝𝑝)[𝑛𝑛] in 

dividing order, and let 𝜇𝜇𝑛𝑛 = {𝑥𝑥 ∈ 𝐹𝐹𝑝𝑝|𝑥𝑥𝑛𝑛 = 1}. Assume 𝐸𝐸(𝐹𝐹𝑝𝑝) contains an element of 

order n. Then, there exists a non-degenerate bilinear mapping:  

{
⟨. , . ⟩𝑛𝑛: 𝐸𝐸(𝐹𝐹𝑝𝑝)[𝑛𝑛] × 𝐸𝐸(𝐹𝐹𝑝𝑝)/𝑛𝑛𝐸𝐸(𝐹𝐹𝑝𝑝) → 𝐹𝐹𝑝𝑝×/(𝐹𝐹𝑝𝑝×)𝑛𝑛
𝜏𝜏𝑛𝑛: 𝐸𝐸(𝐹𝐹𝑝𝑝)[𝑛𝑛] × 𝐸𝐸(𝐹𝐹𝑝𝑝)/𝑛𝑛𝐸𝐸(𝐹𝐹𝑝𝑝) → 𝜇𝜇𝑛𝑛

 

The first pairing is called Tate-Lichtenbaum pairing. The second one, 𝜏𝜏𝑛𝑛, is called 

the modified Tate-Lichtenbaum pairing [2, 7, 17, 24]. Each element in 𝐸𝐸(𝐹𝐹𝑝𝑝)/𝑛𝑛𝐸𝐸(𝐹𝐹𝑝𝑝) 
has the form𝑄𝑄 + 𝑛𝑛𝐸𝐸(𝐹𝐹𝑝𝑝), so it is usually written as ⟨𝑃𝑃, 𝑄𝑄⟩𝑛𝑛and 𝜏𝜏𝑛𝑛(𝑃𝑃, 𝑄𝑄) instead of 

⟨𝑃𝑃, 𝑄𝑄 + 𝑛𝑛𝐸𝐸(𝐹𝐹𝑝𝑝)⟩𝑛𝑛 
and𝜏𝜏𝑛𝑛(𝑃𝑃, 𝑄𝑄 + 𝑛𝑛𝐸𝐸(𝐹𝐹𝑝𝑝)). Since 𝐹𝐹𝑝𝑝× is a cyclic group of order n, the 𝑝𝑝−1𝑛𝑛  

powers of ⟨𝑃𝑃, 𝑄𝑄⟩𝑛𝑛 and 𝜏𝜏𝑛𝑛(𝑃𝑃, 𝑄𝑄) give an isomorphism𝐹𝐹𝑝𝑝×/(𝐹𝐹𝑝𝑝×)𝑛𝑛 → 𝜇𝜇𝑛𝑛. Hence  

𝜏𝜏𝑛𝑛(𝑃𝑃, 𝑄𝑄) = ⟨𝑃𝑃, 𝑄𝑄⟩𝑛𝑛
𝑝𝑝−1
𝑛𝑛

                                         (1) 

Compute the Tate pairing according to Miller's algorithm [3, 7, 17, 24]:  

Given an elliptic curve E over 𝐹𝐹𝑝𝑝; P, Q are points with prime order n and 𝑃𝑃, 𝑄𝑄 ∈
𝐸𝐸(𝐹𝐹𝑝𝑝). Draw the line n1 through P and Q, which intersects E at another point called R1. 

[𝑅𝑅]). For 𝑆𝑆 ∈ 𝐸𝐸[𝑛𝑛], 𝑃𝑃 ∈ 𝐸𝐸[𝐾𝐾], then g(P+S)n = f(n(P+S)) = f(nP) = g(P)n. Thus 𝑔𝑔(𝑃𝑃+𝑆𝑆)𝑔𝑔(𝑃𝑃) ∈

𝜇𝜇𝑛𝑛
 
and 𝑔𝑔(𝑃𝑃+𝑆𝑆)𝑔𝑔(𝑃𝑃)  

do not depend on P. Hence, the Weil pairing is 𝑒𝑒𝑛𝑛(𝑆𝑆, 𝑇𝑇) =
𝑔𝑔(𝑃𝑃+𝑆𝑆)
𝑔𝑔(𝑃𝑃) . 

Definition 3 [2]: Let p be a prime power, and 𝐸𝐸/𝐹𝐹𝑝𝑝 an elliptic curve with m points 

in 𝐸𝐸(𝐹𝐹𝑝𝑝). Let P in 𝐸𝐸/𝐹𝐹𝑝𝑝 be a point of primer order q where 𝑞𝑞2|̸𝑚𝑚. We say that the 

subgroup ⟨𝑃𝑃⟩ has a security multiplier α, for some integer 𝛼𝛼 > 0, if the order of p in 𝐹𝐹𝑞𝑞∗ 
is α. In other words: 

𝑞𝑞|𝑝𝑝𝛼𝛼 − 1 and 𝑞𝑞|̸𝑝𝑝𝑘𝑘 − 1 for all 𝑘𝑘 = 1,2, . . . , 𝛼𝛼 − 1. 

The security multiplier of 𝐸𝐸(𝐹𝐹𝑝𝑝) is the security multiplier of the largest prime order 

subgroup in 𝐸𝐸(𝐹𝐹𝑝𝑝). 

Theorem 1 [2, 7, 17, 24]: Let E be an elliptic curve defined over a field 𝐹𝐹𝑝𝑝. Let n be 

an integer so that 𝑛𝑛|(𝑞𝑞 − 1). The elements of 𝐸𝐸(𝐹𝐹𝑝𝑝) of n are denoted by 𝐸𝐸(𝐹𝐹𝑝𝑝)[𝑛𝑛] in 

dividing order, and let 𝜇𝜇𝑛𝑛 = {𝑥𝑥 ∈ 𝐹𝐹𝑝𝑝|𝑥𝑥𝑛𝑛 = 1}. Assume 𝐸𝐸(𝐹𝐹𝑝𝑝) contains an element of 

order n. Then, there exists a non-degenerate bilinear mapping:  

{
⟨. , . ⟩𝑛𝑛: 𝐸𝐸(𝐹𝐹𝑝𝑝)[𝑛𝑛] × 𝐸𝐸(𝐹𝐹𝑝𝑝)/𝑛𝑛𝐸𝐸(𝐹𝐹𝑝𝑝) → 𝐹𝐹𝑝𝑝×/(𝐹𝐹𝑝𝑝×)𝑛𝑛
𝜏𝜏𝑛𝑛: 𝐸𝐸(𝐹𝐹𝑝𝑝)[𝑛𝑛] × 𝐸𝐸(𝐹𝐹𝑝𝑝)/𝑛𝑛𝐸𝐸(𝐹𝐹𝑝𝑝) → 𝜇𝜇𝑛𝑛

 

The first pairing is called Tate-Lichtenbaum pairing. The second one, 𝜏𝜏𝑛𝑛, is called 

the modified Tate-Lichtenbaum pairing [2, 7, 17, 24]. Each element in 𝐸𝐸(𝐹𝐹𝑝𝑝)/𝑛𝑛𝐸𝐸(𝐹𝐹𝑝𝑝) 
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Definition 3 [2]: Let p be a prime power, and 𝐸𝐸/𝐹𝐹𝑝𝑝 an elliptic curve with m points 

in 𝐸𝐸(𝐹𝐹𝑝𝑝). Let P in 𝐸𝐸/𝐹𝐹𝑝𝑝 be a point of primer order q where 𝑞𝑞2|̸𝑚𝑚. We say that the 

subgroup ⟨𝑃𝑃⟩ has a security multiplier α, for some integer 𝛼𝛼 > 0, if the order of p in 𝐹𝐹𝑞𝑞∗ 
is α. In other words: 

𝑞𝑞|𝑝𝑝𝛼𝛼 − 1 and 𝑞𝑞|̸𝑝𝑝𝑘𝑘 − 1 for all 𝑘𝑘 = 1,2, . . . , 𝛼𝛼 − 1. 

The security multiplier of 𝐸𝐸(𝐹𝐹𝑝𝑝) is the security multiplier of the largest prime order 

subgroup in 𝐸𝐸(𝐹𝐹𝑝𝑝). 

Theorem 1 [2, 7, 17, 24]: Let E be an elliptic curve defined over a field 𝐹𝐹𝑝𝑝. Let n be 

an integer so that 𝑛𝑛|(𝑞𝑞 − 1). The elements of 𝐸𝐸(𝐹𝐹𝑝𝑝) of n are denoted by 𝐸𝐸(𝐹𝐹𝑝𝑝)[𝑛𝑛] in 

dividing order, and let 𝜇𝜇𝑛𝑛 = {𝑥𝑥 ∈ 𝐹𝐹𝑝𝑝|𝑥𝑥𝑛𝑛 = 1}. Assume 𝐸𝐸(𝐹𝐹𝑝𝑝) contains an element of 

order n. Then, there exists a non-degenerate bilinear mapping:  

{
⟨. , . ⟩𝑛𝑛: 𝐸𝐸(𝐹𝐹𝑝𝑝)[𝑛𝑛] × 𝐸𝐸(𝐹𝐹𝑝𝑝)/𝑛𝑛𝐸𝐸(𝐹𝐹𝑝𝑝) → 𝐹𝐹𝑝𝑝×/(𝐹𝐹𝑝𝑝×)𝑛𝑛
𝜏𝜏𝑛𝑛: 𝐸𝐸(𝐹𝐹𝑝𝑝)[𝑛𝑛] × 𝐸𝐸(𝐹𝐹𝑝𝑝)/𝑛𝑛𝐸𝐸(𝐹𝐹𝑝𝑝) → 𝜇𝜇𝑛𝑛

 

The first pairing is called Tate-Lichtenbaum pairing. The second one, 𝜏𝜏𝑛𝑛, is called 

the modified Tate-Lichtenbaum pairing [2, 7, 17, 24]. Each element in 𝐸𝐸(𝐹𝐹𝑝𝑝)/𝑛𝑛𝐸𝐸(𝐹𝐹𝑝𝑝) 
has the form𝑄𝑄 + 𝑛𝑛𝐸𝐸(𝐹𝐹𝑝𝑝), so it is usually written as ⟨𝑃𝑃, 𝑄𝑄⟩𝑛𝑛and 𝜏𝜏𝑛𝑛(𝑃𝑃, 𝑄𝑄) instead of 

⟨𝑃𝑃, 𝑄𝑄 + 𝑛𝑛𝐸𝐸(𝐹𝐹𝑝𝑝)⟩𝑛𝑛 
and𝜏𝜏𝑛𝑛(𝑃𝑃, 𝑄𝑄 + 𝑛𝑛𝐸𝐸(𝐹𝐹𝑝𝑝)). Since 𝐹𝐹𝑝𝑝× is a cyclic group of order n, the 𝑝𝑝−1𝑛𝑛  

powers of ⟨𝑃𝑃, 𝑄𝑄⟩𝑛𝑛 and 𝜏𝜏𝑛𝑛(𝑃𝑃, 𝑄𝑄) give an isomorphism𝐹𝐹𝑝𝑝×/(𝐹𝐹𝑝𝑝×)𝑛𝑛 → 𝜇𝜇𝑛𝑛. Hence  

𝜏𝜏𝑛𝑛(𝑃𝑃, 𝑄𝑄) = ⟨𝑃𝑃, 𝑄𝑄⟩𝑛𝑛
𝑝𝑝−1
𝑛𝑛

                                         (1) 

Compute the Tate pairing according to Miller's algorithm [3, 7, 17, 24]:  

Given an elliptic curve E over 𝐹𝐹𝑝𝑝; P, Q are points with prime order n and 𝑃𝑃, 𝑄𝑄 ∈
𝐸𝐸(𝐹𝐹𝑝𝑝). Draw the line n1 through P and Q, which intersects E at another point called R1. 
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pairing [3, 7]. In addition, the Weil pairing is also calculated according 
to the formula 

-   Decrease l. 

4. Return f1 

The input is an elliptic curve E chosen as a supersingular curve E over the field 

𝐹𝐹𝑝𝑝, 𝑝𝑝 > 3 (the curve E over the field 𝐹𝐹𝑝𝑝 is said to be supersingular if the curve E 

satisfies𝐸𝐸[𝑃𝑃] = [∞]). The subgroup 𝐸𝐸(𝐹𝐹𝑝𝑝)[𝑛𝑛] has an influence on the computation in 

Miller's algorithm, so the number of iterations is [𝑙𝑙𝑙𝑙𝑙𝑙2( 𝑛𝑛)] [2, 7]. For Tate pairing, it is 

necessary to pay attention to the field characteristic of 2,3 and make sure the order of 

the group 𝐸𝐸(𝐹𝐹𝑝𝑝) is appropriate, so choose the prime number n as the largest prime divisor 

of the group order 𝐸𝐸(𝐹𝐹𝑝𝑝). In Miller’s algorithm, integer n is calculated by Schoof’s 

algorithm and using the point multiplication algorithm kP [1, 4, 16, 25-27]. 

According to Algorithm 1, calculating the Tate pairing⟨𝑃𝑃, 𝑄𝑄⟩𝑛𝑛, (with 𝑃𝑃 ∈ 𝐸𝐸(𝐹𝐹𝑝𝑝), 𝑄𝑄 ∈
𝐸𝐸(𝐹𝐹𝑝𝑝𝑙𝑙)) on security applications, the line coefficients ni belongs to the subfield of 𝐹𝐹𝑝𝑝, 

the finite field is used to calculate the value of f1 with a large length field. At that time, 

the attacker who wants to attack the Miller algorithm must solve the problem "The point 

P to be found belongs to 𝐸𝐸(𝐹𝐹𝑝𝑝) when knowing the public point Q belongs to 𝐸𝐸(𝐹𝐹𝑝𝑝𝑙𝑙), 

then finding the point P is more complicated" [2, 23]. Formula 𝑒𝑒𝑛𝑛(𝑃𝑃, 𝑄𝑄) =
⟨𝑃𝑃,𝑄𝑄⟩𝑛𝑛
⟨𝑄𝑄,𝑃𝑃⟩𝑛𝑛

 is often 

used to calculate Weil pairing [3, 7]. In addition, the Weil pairing is also calculated 

according to the formula 𝑒𝑒𝑛𝑛(𝑃𝑃, 𝑄𝑄) =
𝑓𝑓𝑃𝑃(𝑅𝑅)𝑓𝑓𝑄𝑄(𝑃𝑃)

𝑓𝑓𝑃𝑃(𝑄𝑄+𝑅𝑅)𝑓𝑓𝑄𝑄(∞) 
but it is not favourable [1, 3, 7]. So, 

the Weil pairing is considered as another way of calculating the Tate pairing when the 

conditions for the Weil pairing occur.  

When 𝑃𝑃 ∈ 𝐸𝐸(𝐹𝐹𝑝𝑝), 𝑄𝑄 ∈ 𝐸𝐸(𝐹𝐹𝑝𝑝𝑙𝑙), both Tate and Weil pairing calculations are time 

consuming. Therefore, the calculation time for the required Weil pairing takes twice as 

much as the calculation of the Tate pairing. In this study, the authors have replaced the 

non-degenerate bilinear pairing calculations on the supersingular elliptic curve with the 

Weil pairing in the BLS short digital signature scheme. Then, the performance of the 

 
but it is not favourable [1, 3, 7]. 

So, the Weil pairing is considered as another way of calculating the 
Tate pairing when the conditions for the Weil pairing occur. 

When P∈E(Fp), Q∈E(Fp
l), both Tate and Weil pairing calculations 

are time consuming. Therefore, the calculation time for the required 
Weil pairing takes twice as much as the calculation of the Tate 
pairing. In this study, the authors have replaced the non-degenerate 
bilinear pairing calculations on the supersingular elliptic curve with 
the Weil pairing in the BLS short digital signature scheme. Then, the 
performance of the BLS short digital signature scheme is evaluated by 
comparison with the classic ECDSA scheme commonly used today. 

Building a BLS short digital signature scheme based on the 
non-degenerate bilinear pairing of supersingular elliptic curves

The BLS key generation scheme

With the BLS short digital signature scheme, the curve E used 
is y2=x3+Ax+B mod p. The input for key generation consists of a set 
of parameters (A, B, p, q, l, P) denoted BTS-BLS (Table 1) [2]. This 
parameter set is used by the author for all key generation, digital 
signatures, and signature verification processes of the BLS short 
digital signing scheme.

Table 1. Parameter sets used in the BLS short digital signature scheme.

Parameters Functions

A, B The coefficients of the supersingular elliptic curve equation

p Modulo

q Greatest prime divisor of #(E/Fp
l)

l Key length belongs to Fp
l

Point P∈E/F3
l Base point with order q

In Algorithm 2, the generated key pair consists of the public key 
PK and the private key SK in which the public key is the parameter set 
PK=(l, q, P, R) and the private key SK=x, with x is a random number 
belonging to Zp

* (with a large enough prime p). When generating the 
key for the BLS short digital signatures scheme, the BLS scheme 
only uses the kP point multiplication algorithm and choses a random 
number belonging to Zp

*. This shows that the key generation process 
for the BLS short digital signatures scheme is efficient and simple.

Algorithm 2: Generate keys for the short digital signature 
scheme BLS [2, 6]
- Input: Let l, the curve (E/Fp

l) and q is the greatest prime 
divisor of #(E/Fp

l), the point P has order q
- Processing steps: Chosen random number x∈Ζp

* and 
alculate R←xP
- Output: The public key PK=(l, q, P, R) and the private key 
SK=x

The BLS short digital signature scheme

According to Algorithm 3, the signing process of the BLS short 
digital signatures scheme also uses the input parameters of the 
supersingular elliptic curve E on the field Fp

l; the parameters of the 
curve used for digital signature are the number of the corresponding 

BTS-BLS tuple in the key generation scheme for the BLS scheme.

Algorithm 3: The BLS short digital signature [2, 6, 7]
- Input: message M∈{0,1}*, private key SK=x
- Parameter set: BTS-BLS
- Processing steps:  
+ Using MaptoGrouph' algorithm [2], map message M to 
point PM=(xM,yM)∈〈P〉  belonging to E/Fp

l

+ Calculate SM=xPM
- Output: signature σ=xS

M
∈Fpl of the point SM=(xS

M
,yS

M
)

In this algorithm, embedding the message M to be signed into 
a point PM=(xM,yM)∈E/Fp

l and using the kP multiplier algorithm 
to create a signature for the message M is necessary. The message 
M, before embedding into a point PM∈E/Fp

l
 
will be hashed using a 

hash function [5]. The mapping of this hash value to a component  
xM coordinate of point PM is accomplished using the MapToGrouph’ 
algorithm [2, 6, 7]. Thus, the process of creating a digital signature of 
the BLS short digital signature scheme is more complicated than that 
of the key generation algorithm of the ECDSA scheme [16, 28, 29]. 
In the BLS short digital signature scheme, the signature generation 
process requires the use of a cryptographic hash function and the 
technique of embedding the message into a point of the curve. This 
keeps the value of the digital signature generated by the BLS short 
digital signature scheme small.

The BLS signature verification scheme
In Algorithm 4, signature verification of the BLS scheme is done 

using the same set of input parameters of the curve as above Table 1. 
To verify the digital signature, first one must check whether the 
obtained signature belongs to the curve. Secondly, two values   of 
Weil pairings will be computed, as the first one is being calculated 
from the base point and the digital signature, and the second one from 
the public key and the message M. If these two values   are equal or 
the inverse of the first value is equal to the second value, then the 
signature is valid.

Algorithm 4: The BLS signature verification [2, 6, 7]
- Parameter set: BTS-BLS
- Input: The public key PK=(l, q, P, R), the message M∈{0,1}*, and 
the signature σ 
- Output: The signature σ is valid or invalid
- Processing steps:

Step 1: Check the condition that the signature σ is the 
coordinates xSM 

of the point SM=(xSM
,ySM

)∈E/Fp
l. If such a point 

does not exist, the signature is invalid.
Step 2: Calculate u←e[P,φ(S)];v←e[R,φ(h(M))], where e is a 
non-degenerate bilinear mapping (Weil pairing) on the curve 
E/Fp

6l  and φ:E→E is a Frobenius endomorphism.
Step 3 (check condition u, v): If u=v or u-1=v, then the signature 
is valid, otherwise the signature is invalid.

The correctness of the BLS short digital signature verification 
algorithm (algorithm 4) is confirmed in step 3 of the algorithm, 
whether the signature is valid or not. Specifically, with (σ, y) and  (σ, -y) 
being two points on E/Fp

l, where σ is the x coordinate, one of the two 
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points can be point SM or can be used to generate digital signatures 
in the BLS short digital signatures scheme. From (σ,y)=-(σ,-y) on the 
curve, then e(P,φ(-S))=e(P,φ(-S))-1. Therefore, the u=v condition is to 
check that (P, R, h(M), S) is a Diffie-Hellman tuple, while the u-1=v 
condition is to check that (P, R, h(M), -S) is a Diffie-Hellman set [6, 7].

Theoretical model to prove the security of the BLS short digital 
signature scheme 

In Ref. [2], a secure proof theory for the BLS short digital 
signatures scheme was propose. The theoretical model that proves the 
security of BLS is based on the difficulty level of the Hidden Field 
Equation (HFE), co-CDH (Computational co-Diffie-Hellman), co-
DDH (Decision co-Diffie-Hellman), and GDH (Gap Diffie-Hellman 
groups) problems. It is shown that when an isomorphism ψ:G2→G1 
exists, the short digital signatures scheme BLS is vulnerable to the 
discrete log problem by MOV attacks [11, 12], and attacks by the 
Number Field Sieve algorithm [19-21] on the extended field Fp

l.

For Co-GDH signatures from elliptic curves [2], the security 
level of the BLS short digital signatures scheme is equivalent to the 
difficulty of the co-CDH (Computational co-Diffie-Hellman) problem 
on (G1,G2). In other words, it is the computational requirements of a 
discrete log in G1 or the computation of a discrete log in . According 
to [2], when the BLS scheme uses a special supersingular curve with 
p=3, the security level of the BLS scheme is equivalent to DSA using 
a 1024-bit prime (MOV attack [11-13]. This is a weakness of the BLS 
short digital signatures scheme when the number p is small. To use the 
BLS schema in this case, we would have to use a curve E(F3

l) where 
36l is much larger than 1024 bits.

In the case of a BLS schema using a non-supersingular curves 
over fields of high characteristic with the security multiplier α=6, 
[2] shows that with l=159-bit (Signature size [log2q] of the BLS 
scheme) is equivalent to “DLog Security [log2 p] of 158 bits” and 
“MOV Security [6log2q] of 954 bits”. Signatures using this curve 
are 168 bits while the best algorithm for co-CDH on E(Fp) requires 
either (Formula (1) in [2]) a generic discrete log algorithm taking time 
approximately 283, or (Formula (2) in [2]) a discrete log in a 1008-bit 
finite field of large characteristic. 

Finally, consider the BLS schema in the case of higher security 
multipliers (Definition 3). D. Pointcheval, J. Stern (2000) [30] proposed 
certain Abelian varieties. However, to obtain security comparable to 
DSA using a 2048-bit prime with α=6, we get signatures size l=342 
bits. Then, with α=12, the signature is shorter but the security level 
is guaranteed (equivalent to 2048-bit discrete-log security) [31]. The 
result is an n-bit signature where the pairing reduces the discrete log 
problem to a finite field of size approximately 27.5n.

Results and discussion
Architectural design of BLS short digital signature scheme

Figure 1 details the implementation steps of the key generation 
algorithm of the BLS schema, the diagram shows that the key 
generation modulo is simply designed using only a random function 
and multiplication points (kP) on the elliptic curve. The key generation 
modulo then will generate the private key and the public key, which 

are saved as “bls_private.key” and “bls_public.key,” respectively. 
After executing the key pair generation, the program modulo will 
issue a notice about the key pair generation time.

Figure 2 shows details the steps of implementing the DSA of 
BLS schema with a digital signature called “bls_signature.sig”. First, 
when performing a digital signature according to the BLS scheme, 
the message to be signed, M, will be passed through a secure hashing 
algorithm that outputs a summary (hash value) [5]. This summary is 
combined with the private key (the key generated by the BLS key 
generator modulo), which is then fed into the digital signature program 
modulo, which results in the digital signature bls_signature. The 
digital signature program can sign data files of any content with text 

Fig. 2. BLS digital signature scheme.

Input: Parameters Initial 
Elliptic Curve: A, B, p, l, q, P

Begin

x = random() intend for 

R = x.P

Output Public Key PK: 
(l,q,P,R);

Private Key SK: x

End

*
qx∈Z

Fig. 1. Scheme of the BLS key generation.
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file formats, image files, audio files, video files, etc. When performing 
digital signature, the program will create a digital signature file (bsl_
signature.sig) and output the execution time of the digital signature 
process.

Figure 3 details the implementation of the signature verification 
algorithm steps of the BLS short digital signature scheme. The 
program verifies the content of the signed data file and calculates the 
signature verification time of the BLS short digital signature scheme. 
The received message is passed through the hashing algorithm that 
obtains the hash value. The process of checking the digital signature 
of the BLS scheme is done by calculating and checking the input 
parameters of the hash digest, digital signature, and public key. If the 
conditions are satisfied, then the signature is valid.

Results of the short digital signature program BLS
In this study, the authors have built a program with 3 main 

modules: key generation, digital signature and signature verification 
according to BLS scheme. First, the key generation modulo generates 
a public key and a private key, then the digital signature modulo 
performs digital signature with the newly generated private key 
in the key generation modulo. Finally, the signature verification 
modulo will perform the signature verification with the public 
key. In addition, in order to facilitate the performance evaluation 
of the BLS short digital signature scheme, the authors also built a 
program following the ECDSA digital signature scheme including 
the key generation module, digital signature module, and signature 
verification module [16, 28, 29]. Comparisons of key generation, 
digital signature, and signature verification program against the BLS 
and ECDSA scheme were executed on the computer using Intel(R) 
Core i5-4200U, CPU @ 1.60GHz, up to 2.30 GHz; RAM: 4.00 GB.

Based on the security analysis and evaluation for such a BLS 
scheme, in this study the authors have selected the parameters for 
the supersingular elliptic curve over finite field Fp such that both 
a generic discrete log algorithm in E(Fp) and the Number Field 
Sieve in 

against the BLS and ECDSA scheme were executed on the computer using Intel(R) Core 

i5-4200U, CPU @ 1.60GHz, up to 2.30 GHz; RAM: 4.00 GB. 

Based on the security analysis and evaluation for such a BLS scheme, in this study 

the authors have selected the parameters for the supersingular elliptic curve over finite 

field Fp such that both a generic discrete log algorithm in E(Fp) and the Number Field 

Sieve in 𝐹𝐹𝑝𝑝𝑙𝑙
∗  are intractable, with 

p=7DDCA613A2E3DDB1749D0195BB9F14CF44626303, the security multiplier α=12, 

and signature size 𝑙𝑙 = 159. The coefficients of the supersingular elliptic curve are A=-

3, B=21C3F3AC7864D1F99273D0F828D3657D8CFD4E (y2=x3+Ax+B). This 

parameter set was evaluated by the National Institute of Standards and Technology 

(NIST, US Department of Commerce), which minimised the risk of being attacked [2, 

6, 7, 28]. 

  

Fig. 4. Modification of the contents of 

the signed data file. 

Fig. 5. Signature verification after the 

message was modified. 

Table 2 details the execution time of the BLS key generation, digital signature, and 

signature verification computations. To check the correctness of the program, the 

authors tested the program with 2 scenarios, specifically: 

Table 2. Results of digital signature and signature verification according to the 

BLS scheme. 

Input data Digital signature time (ms) Signature verification time (ms) 

 are intractable, with p=7DDCA613A2E3DDB17
49D0195BB9F14CF44626303, the security multiplier α=12, and 
signature size l=159. The coefficients of the supersingular elliptic curve 
are A=-3, B=21C3F3AC7864D1F99273D0F828D3657D8CFD4E 
(y2=x3+Ax+B). This parameter set was evaluated by the National 
Institute of Standards and Technology (NIST, US Department of 
Commerce), which minimised the risk of being attacked [2, 6, 7, 28].

Table 2 details the execution time of the BLS key generation, 
digital signature, and signature verification computations. To check 
the correctness of the program, the authors tested the program with 
2 scenarios, specifically:
Table 2. Results of digital signature and signature verification according 
to the BLS scheme.

Input data Digital signature time (ms) Signature verification time (ms)

535 KB 31 98

1.56 MB 119 161

9.47 MB 577 646

9.79 MB 618 671

25.5 MB 1643 1638

Scenario 1: The authors modified the contents of the input data 
files of the BLS short digital signature program, kept the key and 
signature, then checked the authenticity of the data. Fig 4 details the 
process of modifying the input data, where the results showed that the 
digital signature is invalid and the processing time was given (Fig. 5).

Fig. 4. Modification of the contents of the signed data file.

Fig. 5. Signature verification after the message was modified.

Scenario 2: The program generated an original signature (Fig. 6). 
Then, the author modified the signature (Fig. 7) but did not change 
the message and the public key. The data verification process for the 
modified signature resulted in an invalid signature (Fig. 8). Moreover, 
to evaluate the BLS short digital signature program performance, the 

Fig. 3. The BLS signature verification.
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authors tested the digital signature and signature verification program 
according to the BLS short digital signature scheme with several data 
files of different lengths (Tables 2, 3).

Fig. 6. Original unmodified signature.

Fig. 7. Signature after modification.

Fig. 8. Signature verification after the signature was modified. 

Table 3. Runtime comparison of BLS scheme and ECDSA scheme.
Input 
data 
(mb)

Digital signature time (ms) Signature verification time (ms)

BLS ECDSA Diff. in % BLS ECDSA Diff. in % 

1.02 108 350 69.14% 166 347 52.16%

1.56 131 523 74.95% 201 523 61.57%

2.00 186 720 74.17% 241 713 66.20%

3.68 298 1227 75.71% 335 1230 72.76%

4.07 313 1353 76.87% 350 1337 73.82%

5.03 376 1637 77.03% 418 1664 74.88%

6.01 450 1928 76.66% 473 1955 75.81%

Analysis and evaluation of the results achieved by the short 
digital signature program BLS

In previous publications, the authors evaluated the execution 
speed and occupied resources of the Tate pairing computation and kP 
point multiplication algorithm on a Spartan6 XC6SLX150T FPGA 
hardware platform [25, 32]. 

In this study, the authors tested the execution time of the 
program under two scenarios. The first was to evaluate the execution 
speed between the two program functions, i.e., digital signature 
and signature verification. Second, the authors evaluated the 
execution speed between the BLS short digital signature program 
and the ECDSA digital signature program. For each function of the 
program, the authors ran the test three times and took the average 
execution time. 

Execution speed of digital signature and signature verification 
BLS: Table 2 details the execution time results of the digital signature 
modulo and BLS signature validation. Fig. 9 shows the corresponding 
graph comparing the running time between digital signature and 
signature verification. Experimental results of the BLS scheme show 
that the signing time is faster than the validation time. Theoretically, 
the digital signature of the BLS scheme uses one-point multiplication, 
while the validation uses two values   of the Weil pairing for calculation. 
In the Weil non-degenerate bilinear pairing values calculation, a point 
multiplication is used for each value of u and v. Therefore, calculating 
u, v requires two-point multiplications, which makes the signature 
verification time longer than the digital signature time.
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digital signature program. For each function of the program, the authors ran the test three 
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Execution speed of digital signature and signature verification BLS: Table 2 details 
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Fig. 9. Digital signature time and signature verification time of the BLS scheme. 
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Fig. 9. Digital signature time and signature verification time of the BLS 
scheme.

 

Fig. 10. Runtime comparison of BLS short digital signature and ECDSA schemes. 
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Fig. 10. Runtime comparison of BLS short digital signature and ECDSA 
schemes.

Execution speed of BLS short digital signature program and 
ECDSA digital signature program: Both the BLS and ECDSA digital 
signature schemes are designed with a 160-bit key-length key for the 
same data input. Table 3 and the diagram in Fig. 10 present the run-
time details of the digital signature function for both the BLS and 
ECDSA short digital signature scheme. 

Table 3 shows that the running speed of the BLS scheme’s digital 
signature/signature verification algorithm (with a key length of 160 
bits) is better than that of the ECDSA scheme. Specifically, BLS’s 
digital signature generation performs at least 69% faster than that of 
ECDSA, while the signature verification process of BLS is at least 
52% faster than ECDSA. 

With the same key length (160 bits), the same digital signature, 
and signature verification data, the BLS short digital signature scheme 
had a faster execution time than the ECDSA scheme. Moreover, with 
the larger size of the input data file, the execution time of the BLS 
short digital signature scheme linearly increased with the input data 
file size as shown in Fig. 10. This can be explained by two main 
reasons:

For digital signature function: The number of operations used for 
the digital signature function of the BLS schema includes a mapping 
of a point on the curve and a point multiplication kP. Meanwhile, the 
number of operations used for the digital signature function of the 
ECDSA scheme includes one kP point multiplication, one inverse 
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operator modulo, and two scalar point multiplications. The DSA of 
the BLS scheme obviously requires less operations than ECDSA 
digital signature.

For the signature verification function: The number of operations 
using signature verification for the BLS scheme includes the Weil 
non-degenerate bilinear pairing value calculation that uses two points 
multiplications to calculate the two values   u and v. Meanwhile, the 
number of operations used in the signature verification function of the 
ECDSA digital signing scheme includes one modulo inverse operator, 
two points multiplications, and two scalar multiplications. The larger 
number of operations makes the ECDSA scheme operate slower than 
the BLS scheme.   

Conclusions

In this paper, the authors used the calculation technique of Weil 
non-degenerate bilinear pairing (with P∈E(Fp), Q∈E(Fpl) and a 
higher security multiplier α=12) in building a BLS short digital 
signature scheme based on supersingular elliptic curves with key 
generation, digital signature, and digital verification functions. The 
set of supersingular elliptic curve parameters (with a sufficiently 
large prime p and a higher security multiplier α=12) initialised for 
the selected BLS scheme ensures that the signature size is short 
and the security of the BLS scheme remains theoretically safe. 
The execution time of the BLS short digital signature program was 
much improved compared to the ECDSA digital signature scheme, 
which makes BLS short digital signature scheme a candidate for 
applications that require short processing time, fast computation, 
and for devices with low memory and low bandwidth transmission. 
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