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Abstract: The Internet and its users are in continual growth. With it grows the number of organized crimes on the
Internet and the potential for individualsdarry out illegal activities. These criminals have gained more awareness of
private browsing facilities, and many have found a haven in privacy designed browsers that cover up their tracks and
shield their nefarious actions. The development of these prifeatures has proven to be a challenge for digital
forensic investigators. They strive to perform a thorough analysis of web browsers to collect artefacts relating to illegal

activity to be presented as evidence to the court of law and used to comaictera | s . ABraveo browse
most recent and fastegtowing private browsers that, up to this point, has not been studaspth, and its privacy
preservation functionality remains uncl eaea examineditt¢ hi s p

privacy-preserving and forensic data acquisition, and outlined the location and type of evidence available through live
and postmortem state analysis. The unique approach taken included a set of experiments that unveiled how the
browser functions and showed the appropriate tools that could be utilized to extract leftover artefacts. Analysis of our
results showed that despite Brave leaving no traces of browsing activity on the Hard Disk, visited URLS, images,
keyword searches, and even catha@leos were retrievable from the RAM, which shows that Brave is not entirely
private.

Keywords: Private browsing, Web browser forensics, Forensic acquisition and analysis, Live data forensics, Post
mortem forensics, Bravarowser, Private browsing foreins.

browsing modes to clear any digital traces leftover on
1 Introduction the machine used and leave computer forensic
examiners empthanded. The UK Office for

neaﬁcﬁﬁzgi?gbgear:gtsvrgg tbrr:)?/vvlzgs}r/:mlaiﬁ tggcr%ns ational Statistics (ONS) estimates that around 4.5
y ’ million cybercrimes were committed in England and

popular tool to do so. The_ mcrea_seq amount of .WeRNaIes duringhe year of 2018 only [2]. This further
browser users and their aspiration to achieve

. shows the vital importance of capturing and
paramount personal privacy has pushed developers

t! . . . )
devise different ways tggalygfn _(ihg#tall qwder,EC% fgr any csogpgutseréforerﬁsg e
. : .jnvestigation " as it can pinpoint” the Source 0
anonymity and seclusion. One of the outcomes OfJFh'Scompromise which could be the silver bullet that
campaign was the development of private browsmgCon acts clr(iminals ardr i n

modes whose main aim is o e u rg”ssthrem tiong,u
taken it upoﬁ ol shduldérS & mvegtiga?emﬁrave

sessions priva_te_ from other users O.f the same de\{icgrowser and its private mode to try and examine the
[1] by not retaining temporary session data. Despite

this feature proving useful for people working from artefacts left behind, if any, from private browsing

d

are not the only ones enjoying the fruits of it.

Cybercriminals have taken advantage of privated'g'tal forensic tools to scan the whole memory in

general and search only for keywords relating to
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browsing session activity after using the browser, andApple Safari, many researchers went forward to test
this is not always accurate as sometimes browserthe exéent of truth in these claims and whether private
store sessionata in hex code for example rather than browsing modes actually behave as advertised and
plain English and this will not be picked up by provide users with the protection they rely on and
general keyword searches like these. For outbelieve they have. The study [3] in 2014 defined a
approach, however, we decided to take it two stepshreat model and then conducted experiments by
further in order to search for artefacts in the rightapplyingcommon local and remote attacks to assess
places and leavesanaller margin for error. First, we the security of private browsing in the four most
took a snapshot of the memory before installing thepopular browsers: Chrome, Safari, Firefox and IE.
browser and one right after. This allowed us toAnalysis of the results obtained brought to light a
pinpoint the files and folders created by Brave, whichrange of vulnerabilities applicable to private
focuses our search later on as they are the modirowsing implerentations due to a couple of reasons,
probable storag | ocati ons f or s&h asvlack ef cohtrolooivextemsigns running in
session data. After that, we used Brave in its normaprivate mode and negligence of edge case testing.
browsing mode (not the private mode) and snapshot&urthermore, bookmarks and program crashes were
of the memory were taken and consequentlyproved to cause privacy leaks.
compared with snapshots of the memory after using These four browsers were put to the tegin in
the browser in its privatenode. This has many [4]. The experimental results made after the machine
advantages as it allowed us to identify the behaviouwas turned off showed that private modes in Firefox,
of the browser in both modes and observe thdE and Safari left traces of browsing data that are
differences in the types of files stored, the amount ofeasily recoverable by using the right tools, while
dat a, the data content Chamdnedlse clkn cwhyeti h ebrowsiigda v e @
private mode just simply dek= the files that would artefacts behind.
normally be left in the normal browsing mode, or In 2018, the study [5] further showed that private
whet her it doesnoét s t o brewsirig latancreated by brdweers $uchras Chronpe] a c
Furthermore, we performed a live memory analysisFirefox, IE, Safari and Opera could be retrieved from
to recover any artefacts from the RAM as well as athe RAM using RAM imaging or from the hard disk.
postmortem analysis to retriewthem from the Hard Knowing that browsers |&aprivate browsing
Disk. data is something, but the location of these artefacts
The remainder of the paper is organized asis of utterimportance. Researchers in [6] investigated
follows: Section 1 presents the introduction. Sectionwe b br owser 6s |1 og fil es wh
2 presents browser forensic backgrouhén, history and cookie files in a Windows environment.
analysis environment preparation is presented int brought to notice thémitations of methodologies
Section 3. The forensic analysimethodology is in digital forensics and existing tools at that time, then
discussed in detail in Section 3ection 5 describes proposed advanced methodology to tackle them. The
results and analysis, while section 6 presents a&tudy conducted also introduced a new tool, WEFA,
discussion for the result$inally, we conclude and which parses these log files and provides various

discuss future work in Section 7. functionality sut as timeline analysis, user activity
classification, report generation as well as recovering
2 Browser forensics lackground deleted log files. Another study [7] also observed web

browser log files for Opera, Chrome, Firefox, and IE
and suggested an evidence collection methodology
that would help to analyse and extract information

Web browser forensics is a branch of digital
forensics that aims to identify and collect evidence
and essential information related to a crime fromfrom these log files using tools like Autopsy
recovered traces of browsing sessions to be used fc’\rletAnaIysis and Internet Evidence Finder ’
forensic invest'igation purposes. Brows.ers stor.e a g, far. Io’g files have proven to be a gola mine for
notalle proportion of user data and their browsing private investigators, but it is not the only location

activities that range from cached files and VISIte?dwhere browser leave evidence trails. Researchers in
URLs to usernames and passwords used durin .
: . . ] examined the recoverable artefacts leftover by
browsing sessions. This has led to the developme . , .
of private browsina modes and conseauently private> CVSErs using private browsing modes and portable
P 9 9 yp ebrowsers. The four major browsers tested were IE,

browsers thiaclaim to erase all data related to a Firefox, Chrome and Safari, and the results showed

browsing session and prevent it from persisting on th%hat most letover artefacts were found in RAM and
d?"'ce as a way to honour_the privacy c_)f s usersOrphan directories. Nihad A. Hassan in his book
Since the introduction of private modes in 2005 byﬁ Digital ' Eor e.n sics Basics.
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investigate web browsers andmail messages for Similarly, [14] examined Browzar, a privacy
forensics artefacts. It includes valuable informationpreserving Internet browser, and compared its results
as to where each breer stores its cookies, history, with Chrome and Firefox. The study was based on
typed URLs and cache as well as step by step analysishange monitoring, live data forensics and post
to extract valuable information from email headers mortem analysis, carried out using a set of tools
such as the sender 6s ¢ e prognaritygdmpasedlofoPcoanton, ¢ER,.FTK and X

A somewhat more general study [10] in 2019 Ways. Based on the evidence found and analysis
examined t he fvwebbrowsets emae sonducted,fit \8a8 shown that out of the three
Windows 10 OS. The experimental results showedorowsers, Browzar left theost information behind,
that some browsers leaked browsing session data andcluding files, folders, keyword searches, URLS, and
almost all of them had keyword hits using a triage pictures.
style keyword search. The keyword hits were mainly ~ Another study [15] conducted live and post
found in log files, free space, $MFNd .dat files. mortem analysis of the Epic Privacy Browser on

There are various tools that could be used towindows 7 & and Windows 10 machines; the study
extract the information left behind by browsing found out that despite tempoy files and folders
sessions. Researchers in [11] observe major webeing cleared at the end of a browsing session, there
browser analysis tools in a Windows environmentwere still remnant traces that could be recovered
and highlights the advantages and limitationsafs  using standard tools such as IEF and Regshot.
over the others. The study also shows that using a Despite all the research conducted on different
carving tool such as E SielChowsees and their pprevatenneodies eoticpd ao r
InPrivate browsing records can be retrieved fromlack of attention given to Brave, a browser which
various areas on the disk such as the database filprides itself in the security and privacy it provides
WebCacheV01l.dat and log files. Work by Chivers and has over 13.5 million active users per month [16]
[12] on InPrivate browsing mode, which claims that who rely on it for their personal use. This paper aims
it prevents local storage on a computer, also revealetb bridge this gap and pregedetails that might be of
that recovery of browsing records is possible eitheruse to both users and private investigators alike.
from database log files or by carving records of the
disk even after a machine is powered down. 3 Analysis environment geparations
Similar investigations have been made on other
browsers. The research paper [13] studied threet;)rO
privacyenhanced web browsers, Epic, Commodo
and Dooble, and compared their private browsing
modes with those of three commonly used browsers
Edge, Firefox, and irome, based on the number of ™
recoverable artefacts produced and their contents[,na
The study used FTK and Autopsy as tools to find theWi
number of residual artefacts on Windows operated
machines, and only used ten websites to generate w
traffic. However, theesults were inconclusive as to
whether any of the two groups provided better
privacy than the other.

In this paper we studied the behaviour of Brave
wser in private mode on a Windows 10 machine.
The choice of Windows 10 is justified by thef that

it holds 87.82% share of the market, as shown in Fig

To do our forensic analysis, a clean environment
t avoids mixing browsing artefacts was mandatory.
th many options at hand to achieve this, we settled
n using a virtualized environmeosing VMWare
usion. Other than providing a clean environment out
of the box, this choice is further justified for the
following reasons:

0 W i v s i 3 -
W reoresiswe B Lins S

Figure. 1 Operating system share leysion[17]
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Using virtualization will allow us to set only one
base virtual machine with necessary
configuration, then multiple snapshots could be
taken and used later

Saving Experiment time, knowing that taking a
snapshot would require only a few seconds.
Possibility to revert the machine to its initial
state easily and quickly.

A Windows 10 virtual machine based on a .iso

image acquired from our academic software license

portal [18] was used. A preonfigured 1 TB hard
disk drive that was wiped according to the NI&0
88 Standard for Media Sanitization [19] and

contained separate tools and evidence part was

connected to a MacBook Pro computer. Its primary
purpose wago run the tools and store thendk
image and RAM (dump) for pesbortem forensic
examination.

A fresh Windows 10 operating system was
installed on the virtual machine. The Brave browser

was then installed on the system using an installeb r ows er 0's

297

Table 1. Keywords searched and visited URLs

Keyword Visited URL

Basic rat | https://www.youtube.com/watch?v

python tczUv_RK-fk

Cars https://www.daimler.com/products
passengecars/

Malware | https://searchsecurity.techtarget.cc
m/definition/malware

Forensic | https://techtalk.gfi.com/to20-free-

tools digital-forensicinvestigationtools
for-sysadmins/

beach https://www.agoda.com/cogoalm

beachresortspa/hotel/phiquoc
islandvn.html?cid=1844104

5. Visit www.amazon.co.uk, search for
fiMacBooko and view the r
6. Visit www.bbc.co.uk.

After running these tasks for 48 hours on Brave

private mode, a

that was transferred via a USB. Doing so ensured thafccess Memory (RAM) was captured using FTK
the environment was kept as clean as possiblelmager (version 3.1.1.8), prido shutting down the

eliminating he chance of mixing the artefacts left by
the default browser with the ones left by the Brave
browser later on.

The following tools were installed for conducting the
analysis:

FTK Imager [20]

Autopsy 4.15.0 [21].

Regshot [22]

Internet Evidence Finder V&[23]
WinHex [24].

To make the experiment as realistic as possible
the tasks listed below (based on the most visite
websites in the UK as of July 2020 [25] were
performed with the Brave browser. A keyword search
(using Autopsy) was conducted befgrerforming
the tasks to
contamination. No results were found for any of the
keywords from the tasks

the words from Table 1), ensuring that any results

found later are not false positives.

Tasks:

1. Vi si t www. youtube. com,
pythono and watch the

2. Visit www.google.com, search for the keywords

in Table 1 and click on one of the search results.
Visit www.gmail.com and sign in with an
account.

Visit www.skysports co.uk.

3.

4.
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rule out any possible cause of

machine. The VMWare machine was then shut down,
and an image of it was acquired using Autopsy [for

the postmortem analysis].

4. Forensic analysis methodology
4.1 System changes after installing bravefowser

To track changes to the systesgistry as a result
of installing the browser, Regshot was used to take a
shapshot of the registry before installation (Fig. 2.).

A second snapshot was taken after installing the
browser and compared with the first one. Regshot
generates a report of thesults, showing the new
iles and folders that were added to the registry key.

Searching for HAbraveo in
the changes that are definitely related to the
( e . e )yt hono ,
() Plain TXT ) HTML document
2md shot
[(Jscan dir 1[;dir 2;dir 3;.... ;dir nn]:
Clear
_S € 1 outputpath: it rat
f I rs C:\users'\Redha\AppDatall | | .., About
Add comment into the log:
English b
Keys: 384201 Vahues 654327 Time: 545 18 7ms:

Figure. 2Regshot T shot registry capturébefore
brave installation)
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Cc n © File | C:/Users/Redha/AppData/Local/Temp/~res-x64.htm B Q9 A0 =
IKLMSUF | WAKE Classes WO W64 32 Node Intertace {02 /FCY-EFU-484 " | )
IKLM SOFTWARE Classes\ WOW6432Node Interface {D5627FC9-E2F0-484 brave /46 ~ X
IKLM SOFTWARE Classes\ WOW6432Node' Interface {D5627FC9-E2F0-484, ~oBR> —

IKLM'SOFTWARE! Classes\ WOW6432Node Interface' {DD84E356-3D21-44C8-83DD- 6BEECZZFA-P7)<QBR>

IKLM SOFTWARE Classes\ WOW6432Node'Interface' {DDS4E356-3D21-44C8-83DD-6BEEC22FA 427} NumMethods<@BR>
IKLM SOFTWARE Classes' WOW6432Node' Interface' {DDS4E356-3D21-44C8-83DD-6BEEC22FA427) ProxyStubClsid32<@BR>
IKLM SOFTWARE Classes WOW6432Node Interface' {E6836CFF-5949-44BC-B6BE-9C8C48DDSD97} <@BR>

IKLM SOFTWARE Classes: WOW6432Node' Interface' {E6836CFF-5949-44BC-B6BE-9C8C48DDSD97} NumMethods<@BR>
IKLM SOF TWARE Classes WOW6432Node Interface' {E6836CFF-5949-44BC-B6BE-9C8C48DDSD97} ProxyStubClsid32<@BR>
IKLM SOFTWARE Classes WOW6432Node Interface' {F234546B-DACD-4374-97CF-7TBADFAB 76766 ) <@BR>

IKLM SOFTWARE Classes\ WOW6432Node Interface' {F234546B-DACD-4374-97CF-7BADFAB 76766} 'NumMethods<@BR>
IKLM SOFTWARE Classes\ WOW6432Node Interface' {F234546B-DACD-4374-97CF-7BADFAB 76766} ' ProxyStubCls:id32<€@BR>
IKLM SOFTWARE Classes WOW6432Node' Interface' {FB43AADO0-DDBA-4D01-A3E0-FAB100E7926B } <@BR>

IKLM SOFTWARE Classes WOW6432Node Interface' {FB43AAD0-DDBA-4D01-A3E0-FAB100E7926B} NumMethods<@BR> o
IKLM'SOFTWARE Classes' WOW6432Node Interface' {FB43AAD0-DDBA-4D01-A3E0-FAB100E7926B} ' ProxyStubClsid32<@BR> —
KL M SOFTWARE Classes: WOW6432Node' AppID Bff¥eUpdate exe<@BR> HKL. M'SOFTWARE Classes WOW6432Node' AppID
0SF15E98-0442-45D3-82F1-F67495CC51EB} <@BR> HKLM SOFTWARE Classes. WOW6432Node AppID' {D7D7525F-5DF4-4C9D-8781- -
102F39F973E6} <@BR> HKLM SOFTWARE Classes BraveHTML <@BR> HKLM SOFTWARE Classes BraveHTML A pplication<@BR>
IKLM SOFTWARE Classes BraveHTML Defaulticon<@BR> HKLM SOFTWARE Classes BraveHTML 'shell<@BR>
IKLM'SOFTWARE ' Classes BraveHTML 'shell open<@BR> HKLM SOFTWARE Classes BraveHTML 'shell'open command<@BR>
IKLM SOFTWARE Classes BraveSoftware OneClickCtrl 9<@BR> HKLM SOFTWARE Classes BraveSoftware OneClickCtrl 9. CLSID<@BR>
IKLM SOFTWARE Classes Bi frware OneClickProcessLauncherMachine<@BR>
IKLM'SOFTWARE Classes Br Softy OneClickP: L herMachine CLSID<@BR>
IKLM'SOFTWARE Classes'Br Soft .OneClickPr: L herMach CurVer<@BR>
IKLM SOFTWARE Classes BraveSoftware OneClickProcessLauncherMachine. 1 0<@BR>
IKLM SOFTWARE Classes BraveSoftware OneClickP: L herMachine 1.0 CLSID<@BR>
KL M SOF TWARE Classes BraveSoftware Update3 WebControl 3<@BR> sl
IKL M SOFTWARE Classes BraveSoftware Update3WebControl 3'CLSID<@BR> ==
IKLM SOFTWARE Classes BraveSoftwareUpdate CoCreateAsync<@BR> )
Figure. 3 Windows registry comparison results for brave browser
View Tools Specialist Options Window Help
™ — - - - 1
O & R - i R EE | M5 | o e - s S H
memdump.mem I
Offsec e 1 2 3 4 5 & 7 & @8 A B C D E F ANSTI ASCII &

00583E60 00 61 00 76 00 65 4E 02 10 AS 48 88 39 04 €5 00 aveld ©H"S e
00583E70 72 TE 00 00 ED FF 27 7% 11 EO EE 3B 00 00 00 66 rxr~ iy'"y ai: :
Q0SB3ERBO 88 01 75 C8 02 74 18 01 FE C3 47 01 80 3F 80 60 -~ ukE t DpAG €7€"

00583ES0 00 44 D4 AB CS 00 00 OO O6 T4 02 00 S0 03 58 00 D«E t X
00583EAQ 59 02 SA 72 48 F7 52 %6 E7 FD 74 00 FF 6C Cl AF Y SrH:R-gyt F1A—
Q0583EBO 6F 9C CA FO B4 88 96 17 72 1C FA C3 AD C6 01 C8 owES - r GA E E

00583ECO 46 73 DF 8D C2 B4 BF 07 07 87 02 4F 00 13 40 E5 Fs8 A°; % 0 @&
00SB3EDO BO 3A OB 3D 00 48 7C 00 OC 2C 01 01 00 55 00 73 | °: = H| " U s
00583EEQ 3F 06 B4 00 00 70 84 07 3F 14 F3 BD 00 00 00 04 ? ° p. ? O

00583EF0 20 00 00 7B 05 BS D4 S C9 32 03 00 S0 &8 74 8B { *0-E2 ht
QOS83F00 3F 77T 77 77 2E €7 €F €F €7 €C €5 2E €3 6F €D 2F 7?www.google.com/
00583F10 73 65 61 40 00 00 00 72 €3 €8 3F Tl 3D 62 €5 €1 seca@ rch?g=bea
00583F20 63 68 26 73 €1 €6 €5 3D 73 T4 T2 €9 €3 T4 26 T3 c‘t.ﬂafe-al::ictls
Q0583F30 4A 3F 3D 6C €6E €D 73 26 00 00 00 02 74 62 6D 3D J?=lnmss tbhm=
00583F40 69 T3 02 01 3D 58 26 76 65 64 3D 32 61 68 55 4B  is =X&ved=2ahUK
00SB3F50 4% 77 €% S8 2D 36 36 53 30 35 72 71 41 00 00 00 EwiX-€66505rqh

00583F60 00 68 58 46 78 6F 55 4B 48 57 74 T8 43 51 24 51 hXFxoUEHWtxCQ40Q

Figuree4 Wi nHex memory analysis results (keyword

VVVUJTIIAJV Vi VV VV UV 44 VYV VY vV Vo VR 13 Ve VY Ve Vi Ve v Tuawv

0006544272 ¢€C 65 2D 62 €1 €3 6B €7 72 6F 75 €E 64 00 00 00 le-background
0006544268 01 00 00 00 14 00 00 00 00 00 00 OA 61 72 €D 61 &
0006544304 68 6C 6F 75 73 40 70 73 75 2E €5 64 75 2E 73 61 IHewrelpaw,edu.en
0006544320 03 00 00 00 11 00 00 00 94 EE DD OE 67 €2 SF 71 "if gb_q
0006544336 67 20 €7 62 SF 6C €3 20 €7 62 SF 46 61 00 00 00 g gb lc gb Fa
0006544352 01 00 00 00 14 00 00 00 00 00 00 4A 61 72 €D €l Jalme~
0006544368 68 €C 6F 75 73 40 70 73 75 2E €5 64 75 2E 73 61 ‘emylpew.edu.®@
0006544384 03 00 00 00 11 00 00 00 €E SA 99 OE 67 62 SF ¢E nZ™ gb n
D00€544400 67 20 €7 62 SF 53 62 20 67 62 SF 46 61 00 00 00 ¢ gb Sb gb Fa
0006544416 00 00 28 97 4A F7 F1 A0 ES RO 70 2A BA 40 00 00  (-J=ii & p*°@

Figure. 5 WinHex remory analysis results (email revealed)
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installation, as shown in Fi§. a) WinHex:

4.2 Live acquisition and analysis RAM analysis with WinHex revealed that some
residual traces remain of email addresses, keyword
searches, and many more, aswh in Fig.4 and

Where live acquisition is possible, memory F9-5
analysis can reveal valuable information such as _
decrypted programs, usernames and passwords, cht Internet evidence fnder:
window contents, and form field entries. For this ) ]
experiment, FTK Imager was used to obtain a dump Intgrnet Ewder_lce Finder (IEF) was u_s_,ed to search
of the memory contents after completing all the for evidence relating to the browsgpecific se'arch
Internet activities and before closing the browser. Thek€ywords from Table 1. IEF allows us to refine the
dump files were stored in an externalBlfiard disk ~ Seéarch by choosing the type of artefacts under

4.2.1.Memory acquisition

drive for analysis. investigation as shown in Fig.(8). Fig. 6(b). shows
IEF running the search process.
4.2.2.Memory analysis |l EF6s RAM analysis reveal

_ _ shown in Fig. 7 and Fig. 8.
The following forensic tools were used to search

for artefacts within the memory dump:

v e I [ > 8 & o B8 Windows 10 x64 <&

Windows 10 x64

& - o x

Windows and Mac Artifacts

Additional Sources (1 of 2 items)
& L1

=

Apple Disk Images

Chat (30 of 31 tems)

%) &4 3 % %) %) %)
C 2
‘ w‘/ S5 k Q %
Rl

)

%)

Location: memdump.mem - Entire Disk (2 GB)

Sector Level Q
Speed: 1.7MB/s
Time elapsed (current search): 00:08:57
Time elapsed (total): 00:08:57
Current search progress: Remaining Time: 00:12:18
[

Total search progress:

(b)
Figure 6: (a) The search category artifacslection in IEFand (b)RAM search process in IEF
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Go To & Detault Encoding ' - Skin Tone .
Cou s el o g— ~
ﬁ JEEEE—— =
=
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20
.
Ed | =
7 X
. i
orte mamaum 45r Level) memdum._tor Lavel) memdum._tor Level) memdum o Level) mermdum 10r Lovel)

. Alerts Bookmarks Chat Threading || | Filter Search || +@ Timeline | &® world Map

Figure7 IEF discovery of picture of car relatedtothe ar c hed keywor d fcars

"
File Edit Tools GoTo Licensing Help
Evidence GoTo# Default Encoding E ' - Skin Tone ' 0%
Search
Recovered Atfacts Count i N
8 %
Media l ’ )
= B

memdum _tor Level) | memdum tor Level) | memdum tor Level) memdum tor Level) memdum tor Level)
& Pictures 20
¥ Videos 7

Web Related

B Edge/intemet Explorer 10-11 Corte . 20 memdum _tor Level) memdum._tor Level)

>

, Alerts Bookmarks Chat Threading | | Filter Search +& Timeline & world Map

Figure8 | EF di scovery of traces of the watched video
c) Autopsy ftware: 4.2.3.Postmortem data acquisition and analysis
Similar results were retrieved with Autopsy. Forensic investigators frequently conduct post

Searching for websites and some of the keyword ortem analyses on disk images of devices that have
een powered off. In many cases, this is the only

mentioned  in  section 3 wfvw.bbc.com  niinn since it is not always possible to have a
www.skysports.com fibasi c rat pyhdngid exhmier lal RNE B péform a live

to extract residual artefacts left by our browser in aacquisition. Moreover, a seized device may not be
hidden file call ed pa g érfmediatelyaexgmnédduewotdélaysinprosessing @& d
operating system to reduce the workload on thebecause of a shortage of forensic examiners
physical memory (RAM) and allow it to perform compared to the number of devices waiting to be

_ - examined. It is thus unrealistend impractical to
smoothly[26]; theresults are shown iRigs. 9(), 9 keep seized devices powered on. Powering off a

(b), and &(c). This highlights the importance of using geyice also reduces the risk of the data being

multiple forensic tools, since one tool may reveal modified (either accidentally or deliberately) and

more information than another. Using multiple tools isolates it from the network to prevent any attempts

also allows for the crosglidation of detected to wipe it remotely, among other beitef

artefacts. Two postmortem experiments were conducted,
one on a disk image obtained after a normal browsing
session and the other after a private browsing session.
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The virtual machine was shut down after each sessiobrowsing mode) with Bxert Witness Format
following the standard method, mimicking normal extension E01) wereacquired using FTK imager.
user behaviour. Two disk images of the virtual The aim of the first experiment (normal browsing
machine (for normal browsing mode and private mode) was to identify where the browser normally
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