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Abstract— Group key management (GKM) in mobile communication is important to enable access control for a group of users. A
major issue in GKM is how to minimize the communication cost for group rekeying. To design the optimal GKM, researchers have
assumed that all group members have the same leaving probabilities and that the tree is balanced and complete to simplify analysis. In
the real mobile computing environment, however, these assumptions are impractical and may lead to a large gap between the
impractical analysis and the measurement in real-life situations, thus allowing for GKM schemes to incorporate only a specific
number of users.

In this paper, we propose a new GKM framework supporting more general cases that do not require these assumptions. Our
framework consists of two algorithms: one for initial construction of a basic key-tree and another for optimizing the key-tree after
membership changes. The first algorithm enables the framework to generate an optimal key-tree that reflects the characteristics of
users’ leaving probabilities, and the second algorithm allows continual maintenance of communication with less overhead in group
rekeying. Through simulations, we show that our GKM framework outperforms the previous one which is known to be the best
balanced and complete structure.
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1.INTRODUCTION.

Multicast is the delivery of a message or information to a group of destination computers simultaneously in a single transmission.
Such applications need a secure group key to communicate their data. This brings importance to key distribution techniques. For
group-oriented applications, multicast is an essential mechanism to achieve scalable information distribution. Multicast describes
communication where information is sent from one or more parties to a set of other parties. In this case, information is distributed
from one or more senders to a set of receivers, but not to all users of the group. The advantage of multicast is that, it enables the
desired applications to service many users without overloading a network and resources in the server.

Security is essential for data transmission through an insecure network. There are several schemes to address the unicast security
issues but they cannot be directly extended to a multicast environment. In general, multicasting is far more vulnerable [1], [2], [3] than
unicast because the transmission takes place over multiple network channels. In multicast group communication, all the authorized
members share a session key, which will be changed dynamically to ensure forward and backward secrecy referred as "group
rekeying".

2. COMPARISON OF GROUP KEY MANAGEMENT PROTOCOLS.

2.1 Centralized key management protocols: A single entity is employed for controlling the whole group; hence a group key
management protocol seeks to minimize storage requirements, computational power on both client and server sides, and bandwidth
utilization. Although the centralized approach has a problem of a single point of failure, some applications like stock quotes are still
centralized. To overcome this problem, a mirror delivered to all group members. This causes the bandwidth waste because rekeying messages
are delivered to members who do not need them as well as intended receivers.

2.2 Decentralized key management protocols: The management of a large group is divided among subgroup managers, trying to
minimize the problem of concentrating the work in a single manager. These protocols need more trusted nodes and suffer from
encryptions and decryptions processes between subgroup managers. Some examples of decentralized protocols are: Scalable Multicast
Key Distribution using Core Based Tree (CBT) [15], lolus [16], Dual-Encryption Protocol (DEP) [17] and Kronos [18]. Cheng and
Laih [26] modified Tseng’s conference key agreement protocol based on bilinear pairing. In 2009, Huang et al. [27] proposed a non-
interactive protocol based on DL assumption to improve the efficiency of Tseng’s protocol.
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2.3 Distributed key management protocols: There is no explicit manager, and the members themselves do the key generation. All
members can perform access control and the generation of the key can be rather contributory, meaning that all members contribute
some information to generate the group key, or done by one of the members. The distributed protocols have a scalability problem in
case of key update, since they require performing large computations and they are characterized by large communication overheads.
Further, they need all group members to have powerful resources. Some examples of distributed key management protocols are:
Octopus Protocol [2], Distributed Logical Key Hierarchy [15] and Diffie-Hellman Logical Key Hierarchy [8]. In the following
subsection, an overview of the proposed protocol is given.

For secure multicast services, various tree based group key management schemes have been introduced until now. Traditional tree
based approaches uses conventional encryption algorithms which focus on reducing the number of rekeying messages transmitted by
the key distribution center (group manager/controller). However, they do not consider the network bandwidth used for transmitting
each rekeying message. To provide a scalable rekeying, the key tree approach makes use of KEKSs so that the rekeying cost increases
logarithmically with the group size for a join or depart request An individual key serves the same function as KEK, except that it is
shared only by the GC and an individual member [21]. To this end, KDC aggregates multiple rekeying messages into one multicast
flow, which is referred to as group oriented rekeying [7]. In group oriented rekeying, all rekeying messages are members. This
operation [12] is done by GC using one erasure decoding of certain MDS code, followed by one multicast to all the n members In this
approach, the rekeying is done at every member join or leave. The new group key is multicasted to the group members each time by
the group controller through multicasting to establish security. In this scheme, the GC has to communicate with the group members
each time. The complexity of the rekeying operation changes because rekeying is done at every member joins or leaves the group,
which results in high computational complexity. In this scheme , when a member leaves the group, rekeying operation is performed to
compute the new group key, which increases the burden on the server to recompute the group key and then multicast to all the
members of the group. Since it is dynamic in nature, several rekeying operation is taking place.

3. A New Secure Multicast Key Distribution Protocol Using Combinatorial Boolean Approach .

The proposed protocol in this scheme is based on Key Management using Boolean Function Minimization (KM-BFM)
technique [11]. KM-BFM protocol is considered an enhancement to LKH protocols. Instead of using one tree as in KM-
BFM; the members are divided into a number of subgroup trees. The group manager holds n key pairs and each group
member holds y keys. The proposed protocol achieves a lower storage at both the group manager and the group members
compared to KM-BFM protocol. It has to be noted that the authentication problem is not addressed in the present paper.

This protocol achieves a lower storage at both the group manager and the group members compared to KM-BFM
protocol. Also, it has a lower update message length in case of a single member leave and a comparable update message
length in case of multiple leaves. Furthermore, the probability of conducting a successful collusion attack in the proposed
protocol is less than that proposed in KM-BFM protocol.

4. A new probabilistic rekeying method for secure multicast groups .

The Probabilistic optimization of LKH (PLKH) scheme [19], optimized rekey cost by organizing LKH tree with user rekey
characteristic. This paper concentrate on further reducing the rekey cost by organizing LKH tree with respect to compromise
probabilities of members using new join and leave operations.

The key identifier assignment requires more memory to store key identifiers. Though total nodes created are less than PLKH & LKH
schemes, this scheme treats some nodes harshly in terms of depth assigned. Finally, this scheme only ensures that tree structure is
binary. It neither tries to maintain strict binary tree as PLKH nor tries to balance all nodes at same level as LKH.

5. Optimal Communication Complexity of Generic Multicast Key Distribution

This scheme deals with tight lower bound on the communication complexity of secure multicast key distribution protocols in which
rekey messages are built using symmetric-key encryption, pseudorandom generators and secret sharing schemes [22]. Updating the
group key for each group membership change is at least log2(n) — O(1) basic rekey messages. Key distribution in multicast is
implemented using a central distribution authority, called the group center, responsible for establishing a shared key among all
privileged group members, and for “rekeying” the group every time a new member joins and/or an existing member leaves the group.
This lower bound involves defining a sequence of adversarial-chosen REPLACE operations (simultaneous execution of a LEAVE and
JOIN) and every protocol incurs an average communication cost of log2 n for such a sequence and every individual LEAVE
performed for a cost of log2(n) multicast messages and every individual JOIN for log2(n) unicast messages.

6.Rekeying using MDS code on PFMH tree

The PFMH tree follows a PACK protocol, in which each group member equally contributes its share to the group key, and
this share is never relieved to the others. PACK includes a set of rekeying protocols to update the group key upon group
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membership change events for security purpose. The PACK protocol can achieve the minimum rekeying time cost upon
membership change events. For any single-user Join event, the rekeying cost is O(1), and for any single user leave event,
the rekeying time cost is of O(log n). The communication and computation costs can still be reduced by adopting PFMH
tree and by introducing phantom nodes in the key tree.

In this scheme, each member will maintain and update the global key tree locally. Each group member knows all the
subgroup keys on its key path and knows the ID and the exact location of any other current group member in the key tree.
In PACK, when a new user joins the group, it will always be attached to the root of the join tree to achieve O(1) rekeying
cost in terms of computation per user, time, and communication. When a user leaves the current group, according to the
leaving member's location in the key tree, as well as whether this member has a phantom location in the key tree, different
procedures will be applied, and the basic idea is to update the group key in O(log n) rounds and simultaneously reduce the
communication and computation costs.

TABLE 1: SAMPLE TABLE COMPARISON OF KEY RECOVERY TIME
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3.MY PROPOSED SYSTEM BASED ON SURVEY

To develop an Efficient Rekeying Framework for Secure Multicast with Diverse-Subscription-Period Mobile Users based on
optimal GKM with dynamic mobile subscribers. The proposed framework consists of cost-efficient key-tree generation and
management. We also provide a new mathematical analysis methodology for quantifying the performance of key-trees.

This frame work consider the following assumptions.

1. We propose a new mathematical analysis method-ology that can provide the precise average value of communication
overhead for group key up-dates under general conditions. The conditions in-clude an arbitrary number of members,
non-equal leaving probabilities, and non-balanced and non-complete tree structure can support the mobile situations.

Note that unlike previous works, the average size of rekeying messages can be calculated even though the
subscription periods are diverse. Also, through our analysis, we find the conditions for the optimal tree structure that
minimizes com-munication overhead.

2. We develop a two-step mechanism for optimal key-tree generation: one for initial key-tree generation followed by
key-tree maintenance after the group membership changes. The first algorithm can gen-erate a key-tree that
corresponds to the optimal key-tree obtained by mathematical analysis.

3. For the second step of the mechanism in 2), we pro-pose an optimal key-tree maintenance algorithm for use after the group
membership changes. The algorithm optimizes the key-tree by modifying the tree structure considering the diverse-
subscription periods of the mobile users.
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5.CONCLUSION

Key transfer protocols rely on a mutually trusted key generation center (KGC) to select session keys and transport session keys to all
communication entities secretly. Most often, KGC encrypts session keys under another secret key shared with each entity during
registration. We have optimized dynamic multicast key distribution scheme with MDS codes using PFMH tree. The computation
complexity of key distribution is greatly reduced by employing erasure decoding of MDS codes instead of more expensive encryption
and decryption computations.
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