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Abstract: The rapid development of 10T and the ease of capturing and transmitting digital images have increased
the demand for image encryption. Despite the availability of various encryption methods, chaos-based image
encryption is the most suitable method for image applications due to its sensitivity to initial conditions and control
parameters. Many image encryption schemes have been developed to enhance the security of images by using chaotic
maps, but they cannot combat all possible threats from the cryptanalysis community. This study presents a new chaos-
based substitution box (S-box) and its application for securing images. The construction of the presented S-box
approach is based on a new five-dimensional hyper-chaotic system, and the experimental results prove that the
suggested S-box approach has high nonlinearity and good cryptographic characteristics. In addition, we utilize the
effectiveness of the presented S-box approach in designing a novel lightweight image encryption/decryption scheme.
Results demonstrate that this scheme has a sufficient peak signal-to-noise ratio, a low correlation, and a large key
space. These factors make it more efficient than its classical counterpart and allow it to resist statistical and differential
attacks. The number of changing pixel rate (NPCR) and the unified averaged changed intensity (UACI) values were
99.623 and 33.532, respectively. The entropy oscillates from 7.9965 to 7.9971 for the tested encrypted images. These
criteria indicate an efficient, fast, and robust scheme that can be used for secure image transmission via public channels.
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1. Introduction

The 10T enables multimedia data exchange
across various applications, including smart
buildings, smart transportation, smart health, etc. [1].
With the Internet of Things, all the data collected is
transmitted over the Internet [2], bringing various
security risks into this background, especially image
data and video [3]. Data encryption methods are the
first remedy that comes to mind for data protection.
A cryptographic algorithm designed for a device with
low resources (IOT) will have different design
criteria than the one commonly used. Modern
cryptography has evolved from this particular area
into lightweight cryptography [2]. Cyber-physical
systems' low energy, compute, and memory
capacities should be compatible with lightweight
cryptography. Additionally, it must provide optimum
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security, cost, and performance trade-offs [4]. On the
other hand, the conventional methods of image
encryption could not satisfy the requirements of good
digital image encryption because of the inherent
characteristics of digital images, such as bulk data
capacity, high redundancy, and robust correlation [5].
The chaotic system exhibits various features such as
initial conditions sensitivity, pseudo-randomness,
non-periodicity, great entropy, complexity, etc.
Therefore, they have been widely employed in image
encryption, S-box design, hash functions, and
steganography algorithms [6]. There are two classes
of chaotic maps: one-dimensional (1D) and high-
dimensional hyper-chaotic systems. Researchers
have discovered that many 1D chaotic maps have
inherent limitations [7] such as low complexity,
limited system parameters, and a fair Lyapunov
value [8] that make them unsuitable for developing a
robust security system [7]. Therefore, using the
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hyper-chaotic system to encrypt digital images is
becoming a popular research direction[9]. These
systems perform better than the low ones in terms of
nonlinearity, randomness, unpredictability, and have
a big keyspace [10].

S-boxes play a crucial role in determining the
effectiveness of block cryptosystems [11]. Their
utilization in image encryption enhances security by
introducing confusion, as S-boxes ensure this crucial
aspect [12]. The strength of S-boxes directly impacts
block cipher security [11]. Literature reports several
S-box generation studies using chaotic systems. In
[13], F. Ozkaynak et al. proposed an S-box design
based on a 3D continuous-time Lorenz system as the
chaotic system. In [14], M. Khan et al. proposes the
use of a nonlinear functional chaos-based substitution
process that employs a 3D continuous time Lorenz
system. The method of M. Khan et al. [15] explored
multiple systems (6D), namely 3D Lorenz and
Rossler chaotic systems, to randomly generate all
possible elements of an 8x 8 S-box. In [16], Q. Lu et
al. a new algorithm for constructing S-Boxes based
on a new compound chaotic system (tent-logistic
system) is presented. In [17], G. Hanchinamani et al.
proposed a method that employs a 4D chaotic map by
mixing two 1D Logistic maps and a 2D Henon map.
The mixed chaotic sequence is used to generate an S-
box. In [18], H. Nasry et al. suggested an S-box
image cryptosystem based on a 3D Lorenz and a 2D
Henon map. However, existing S-boxes generation
based on (discrete or continuous) chaotic methods
does not lead to good nonlinearity and other
performance parameters.

Sensitive and important images require secure
transmission. Here's a concise literature review based

on S-box and chaotic maps: In [9], Mengmeng et al.

proposed a digital image encryption algorithm based
on dynamic deoxyribonucleic acid coding and hyper
digital chaos in the frequency domain. However, this
method not suitable for 10T devices. In [19], Ying et
al. proposed an image encryption based on S-boxes,
and a fractional-order logistic map was proposed. In
[20], Hui et al. suggested a lightweight image
encryption scheme based on a message-passing
algorithm with a chaotic external message and S-box.
However, this method required high processing time.
In [21] Bedir et al. suggested a technique for image
encryption based on combining several chaotic maps
to create more durable chaotic maps (5D) to
maximize the security and privacy required by using
changeable keys. In [22] Jannatul et al. proposed a
chaotic-based lightweight image encryption method
using Arnold and logistic maps to generate new (4D)
chaos maps. In [23] Yousef et al. presents a
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lightweight, secure, and efficient image encryption
algorithm based on logistic map, permutations, and
AES S-box. In [3], Wang et al. introduced image
encryption scheme based on S-box and cascaded
chaos model that combines 2D and 1D chaos
mappings to generate new chaos maps. In [24], A.
Ullah et al. introduced presented a lightweight image
encryption scheme using multiple chaotic maps (4D)
to generate random keys.

However, It is important to design a
cryptographically strong S-box to design secure
systems; most of the suggested techniques have
sluggish  encryption speeds or compromise
encryption security for speed. This study enhances
the nonlinearity of the new S-box by employing a
proposed 5D hyper-chaotic system. By integrating
the Hénon and Lorenz systems into a cascaded
model, the parameter count of the system increases,
leading to improved complexity and larger key
spaces. The main contributions of this paper are as
follows:

e Present a new lightweight colour image
encryption and decryption based on chaotic
systems. Therefore, a new high-dimensional
hyper-chaotic system is proposed in this paper
which is found to have rich dynamics.

o The new 5D hyper-chaotic system is explored to
generate an initial 8 x 8 S-box, which is evaluated
and compared with current methods.

o Propose a new IP permutation.

o Evaluating the proposed algorithm with many
metrics.

This paper is organized as follows: chaos theory;
designing a chaotic hybrid system; performance of
the proposed S-Box algorithm; the proposed S-box
algorithm and its performance; security analyses; and
conclusion.

2. Chaos theory

Chaos describes certain dynamical systems' long-
term aperiodic behavior, which is highly sensitive to
initial conditions. Applying minor input adjustments
greatly alters the systems’ outputs [26]. Systems
based on chaos theory are more secure for image
encryption; unauthorized individuals cannot predict
the chaos sequence if they are unaware of the proper
control parameters and initial values [27].

3. Designing a chaotic hybrid system

This system utilizes two chaotic systems, the
Hénon and Lorenz systems, in a cascaded model.
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This integration increases the parameter count and
key space size, resulting in increased complexity,
improved randomness, and heightened uncertainty.
The following equations define the system:

Xs = (xs + (s X (YS + ks)))%l (1)

Ys = (YS + ((xs X (r—zs+ ps))) %1 (2)

Zg = (Zs + (ps Xys —bX ks))%l (3)
ks = (1 - (L X ks X xs) + ps)%l (4)
Ps = (M X ks)%l (5)

Where s, r, b, L, M are system control parameters. If
the parameters are assigned as s =0.01,r =
2.8,b =2.66,L =1.4,M = 0.3, the proposed is
chaotic and could produce five sequences. Having a
greater number of system parameters results in more
diverse output data, as the system parameters directly
influence the output. This characteristic significantly
enhances the resistance of the encryption technique
against brute-force cryptographic attacks. The
proposed model is demonstrated to be superior to the
Hénon and Lorenz systems through statistical
analyses conducted by the national institute of
standards and technology (NIST) and the calculation
of the Lyapunov exponent.

3.1 Lyapunov exponent

The Lyapunov exponent plays a crucial role in
assessing the practicality of a chaotic map for
cryptography. It indicates the sensitivity of seed
parameters, including initial conditions and control
parameters. By utilizing the correlation coefficient,
we can determine if a system exhibits chaotic
behavior and whether there is any relationship with
the original parameters [28]. A Lyapunov exponent
can be defined as a number that depicts the dynamic
movement of trajectory evolution. The Lyapunov
exponent's positive value computes sensitive
dependence on starting points by displaying the mean
at which two closely spaced points diverge over time.
Recent research considers many dynamical systems
that produce at least one positive
Lyapunov exponent as chaos. In this work, the
hyper-chaotic system has four positive and one
negative Lyapunov exponent, which is 1.4849009,
0.046229, 0.017563, 0.000117, and -1.4044959 as
the system maps' order.
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Table 1. Results of the NIST

Test Name p-value Result
Frequency 0.447884 Success
Block frequency’s 0.324625 Success
Runs 0.511745 Success
Longest runs of ones 0.600557 Success
in a block

Binary matrix ranks 0.778728 Success
Discrete Fourier 0.299755 Success
transform

Non- overlapping 0.000413 Success
templates

Overlapping template 0.060034 Success
of all one's

Maurer’s universal 0.031841 Success
statistical

Linear complexity 0. 709060 Success
Serial 0.421822 Success
Approximate Entropy 0.999789 Success
Cumulative sums 0.483072 Success

3.2. Randomness test

The unpredictable nature, or an incomprehensible
pattern in a data series, is known as randomness. The
NIST standard is used to assess how random the
results are. Each of the fifteen tests at NIST yields a
p-value, a real number between zero and one. The
statistical test is judged to have been passed if the p-
value exceeds a predetermined threshold known as
the significance level (equal t00.01) and there is 99%
confidence that the generator is random [29]. NIST
results are shown in Table 1.

4. Proposed S-box algorithm and its
performance

The new S-box generation scheme based on the
dynamics of our 5D hyper-chaotic system has been
discoursed in Section Three presented. as illustrated
in Algorithm 1. Its performance evaluation and
compare it with other chaos-based S-boxes. Table 2
lists the generated S-box.

Algorithm 1: S-box construction

Input: initial values map (xq , ¥o , Zo, Do, ko, N) OF
proposed hybrid chaotic system and its parameters
(b, 1, s, u, dt), result array= Null, arr_list array=
Null, W, H are width and height of input image
Output: S-Box (16 x 16)

Step 1: [xs, ¥s , Zs, D5, ks] <—— chaotic system
(%0, Yo ,Zo, Po» ko) /! to generate random numbers
Step 2: For each value in x, ys, Zg, ps, ks that’s
generated from the proposed 5D hybrid chaotic
system

Step 2.1: Get only five digits from the index (3 to 7)
and convert it to an integer
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Table 2. The S-box1 generated by the proposed algorithm

173 232 65 1 15 78 176 47 242 233 157 120 80 147 84 247
208 67 119 83 214 17 34 183 41 134 50 160 76 40 7 23
25 150 2 253 91 131 11 4 130 149 166 187 102 145 108 146
106 254 124 227 202 236 255 168 29 6 81 164 194 210 70 109
193 231 203 98 237 205 96 212 60 177 93 128 204 105 127 238
213 101 89 59 182 140 46 114 53 77 207 239 43 86 245 220
184 125 56 172 217 219 163 141 45 161 71 87 175 99 116 72
97 243 148 44 178 216 121 12 111 20 252 38 137 209 195 180
240 251 73 170 230 79 200 154 0 152 113 222 174 30 32 235
49 218 223 191 35 215 139 155 159 3 132 179 21 122 169 68
186 57 142 31 64 189 156 62 5 8 61 36 69 110 14 95
33 165 52 10 82 115 129 92 229 117 58 246 190 185 248 42
88 241 27 196 48 197 90 28 135 55 206 112 138 153 226 224
201 133 104 103 54 18 51 188 143 19 250 151 249 126 198 85
75 199 171 100 181 144 107 26 37 66 228 221 167 136 13 9
158 94 24 39 63 192 211 22 225 244 16 118 234 162 123 74
Table 3. Dependency matrix—SAC value
0.500 0.406 0.469 0.500 0.469 0.547 0.453 0.563
0.516 0.453 0.500 0.453 0.484 0.500 0.531 0.516
0.469 0.484 0.516 0.484 0.438 0.469 0.563 0.469
0.531 0.547 0.516 0.594 0531 0516 0.469 0.469
0.547 0.469 0.500 0.563 0.453 0.484 0.563 0.547
0.453 0.500 0.531 0.547 0.438 0.484 0.531 0.469
0.516 0.484 0.500 0.406 0.531 0.453 0.516 0.453
0.579 0.469 0.500 0.531 0.422 0.422 0.516 0.469
Table 4. BIC nonlinearity
0 106 98 102 106 108 106 102
106 0 104 100 104 106 102 106
98 104 0 104 106 102 104 106
102 100 104 0 102 106 104 94
106 104 106 102 0 104 100 104
108 106 102 106 104 0 104 106
106 102 104 104 100 104 0 100
102 106 106 94 104 106 100 0

Step 2.2: Mod 256 to generate values between 0-255
and save the result in x; , s , zg, s, ks
Step 3: Generate an S-box based on the value of
X¢ Values from the chaotic system as follows and
based on the size of the input image (W, H)
Step 3.1: for i= 1 to 62500

m= x, [i] mod 256 to generate values between 0-
255 arr_list <— convert (m) to the integer
Step 3.2: For each element (m) in arr_list
Step 3.3: If (m) is not found in the Result array
Step 3.4: Append (m) in the Result array
Step 3.5: S-box= Result array
Step 4: Generate a new matrix (V) is 16 x 16 based
on the values of y, and zg Form chaotic system
Step 4.1:Permutation rows for (S-box) based on (V)
matrix
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Step 5: Generate a new matrix (W) is 16 x 16 based
on the value of kg the chaotic system

Step 5.1:Permutation columns for (S-box) based on
(W) matrix

Step 6: Get the final S-box

4.1. Performance analysis of proposed S-box

In this section, the performance tests of the
generated S-box are performed and compared with
the studies in the literature in Table 5. These
assessments include the following:

a) Bijectivity: The proposed S-box has different
output values from the interval [0,255] with no
repetition. Therefore, S-box satisfies the bijectivity

property.
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Table 5. Performance comparison of high dimensional
/hyper-chaotic S-box adopted for 8x8

References SAC NL BIC-NL
(ave.) (ave.) (ave.)
[13] 0.5048 103.2 104
[14] 0.4930 105 100.357
[15,32] 0.4978 103 104.07
[16] 4,990 104 103.8
[17] 0.4975 103.2 -
Proposed S-box 0.4993 104 104.429

b) Balanced: to achieve the principle of balance as the
number of ones is a near-equal number of Zeros [18];
therefore, the proposed S-box is balanced.

c) Avalanche Effect: If half of the output bits are
changed by changing a single input bit, this is the
avalanche effect [30]. The avalanche effect of the
proposed S-box is 0.5.

d) Strict avalanche criterion (SAC): The boolean
function is said to satisfy SAC if a change in an input
bit causes a change in half of the boolean function's
output bits [31]. The SAC of an S-box is checked by
employing a dependency matrix in Table 3, and the
average value is 0.4956, which is close to the ideal
value of 0.5. Therefore, the proposed S-box meets the
strict avalanche criteria.

e) Bit independence criterion (BIC): This is a very
important property of the security of cryptographic
systems. It becomes more difficult to attack the
cryptosystem as the independence between bits
increases [12]. The BIC(f) takes the values between
[0, 1]; in the worst situation, it equals zero [31]. Table
4 shows the BIC nonlinearity criterion of the
generated S-box.

i) Nonlinearity: is defined for functions; the
function's nonlinearity should be sufficiently large to
withstand linear cryptographic assaults [15]. The
nonlinearity results of the generated S-box are listed
in Table 5, SAC, and BIC.

j) Fixed and opposite fixed points: S-box fixed points
are often undesirable since they indicate that the
output and input are equal. The suggested S-box's
fixed points tested out as one, whereas the opposing
fixed points tested as zero. As seen, the suggested S-
box has extremely few fixed points. Analyzing the
fixed points of the suggested S-boxes makes it hard
to attack the cryptosystem.

In Table 5, our S-box technique outperformed
state-of-the-art S-boxes except [14]. It showed high
nonlinearity (score: 104) and strong resistance
against linear cryptanalysis and related attacks, It
also achieved the highest BIC-NL criterion score
(104.429) and met the SAC criterion, with a
remarkable nonlinearity score of 0.4993, second only
to [13].
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5. Proposed image encryption algorithm

The primary objective of this suggestion is to
design a secure, lightweight, and fast symmetric
encryption scheme with a block size equal to 256 bits
and a key size equal to 128 bits for image encryption.
The proposed algorithm is a mixture of the Feistel
and SPN structures. This scheme depends on a
proposed hybrid chaos system in designing all its
needed tools, such as S-Box, keys, and a table of
permutations (IP). The different encryption keys are
used to change the pixel value for all components of
the color image, where (xs, ys, Zs, Ds, ks) keys are
generated from a hybrid chaotic system in a buffer of
equal size. In the proposed image encryption
algorithm, as illustrated in Fig. 1, the color image is
separated into three channels: red, green, and blue.
After that, each channel will be processed as follows:
1- We are generating hash-padding by sha-512 from
channel R and XORed each channel with Generating
hash-padding.

2- Generate an array of keys (xs, Vs , Zs, s, k) USING
the proposed algorithm by the image size (M x H) and
then preliminary treating the numbers generated by
taking only a fraction of each number.

3- For each byte of the red channel (R-CH), it takes
an XORed with each value of the fraction of the
Xg array.

4- As well as taking the values of the green channel
(G-CH) and making XORed them with values of y; .
5- Also, the blue channel(B-CH), implement XOR
between the value of (B-CH) and zg an array of
chaotic keys.

6- Applying the proposed S-box (16*16) to each of
the data in the resulting three channels (after XORed
operation) to add the confusion effect.

7- The result from (step 5) is three new channels are
R-CH, G-CH, and B-CH. Then, concatenate the G-
CH with the B-CH in channel GB (CH-GB).

8- Generate the proposed IP-based proposed chaotic
system with the size of a CH-GB channel.

9- The IP is used to permutation the CH-GB array by
replacement of pixel positions to their new positions
based on the proposed IP array. Thus, all pixel
positions in a CH-GB are changed with permutation,
and as a result, the strong correlations between all
adjacent pixels having relative values are effectively
broken.

10- The rotating process has been applied to increase
the diffusion effect of the CH-GB. The result is put in
the encrypted-GB. Also, rotate the position values by
180 degrees to the CH-R. All rotation processes are
based on values of the first row in the IP array.

11- the rotated version of R-CH is concatenated with
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Sha3-S12(R)
Padding(W+H)
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‘ Full Encrypted im age output

Figure. 1 Flow chart for the proposed algorithm

G-CH, namely RG-CH channel, and then this new o
RG-CH is applied XOR with rotated-GB-CH. The

result XORed operation is put in encrypted-RG.

12- The next step is splitting the encrypted-RG into .
new CH-R and new CH-G (where new CH-G is saved

into Encrypted CH-G) and performing the following:

The result from the previous step XORed with
the key (p,) and the output puts into Encrypted
CH-B.
After that, construct an image using three
channels (Encrypted CH-R, Encrypted CH-G,
and Encrypted CH-B).

e Finally, get the cipher unclear image.

o A new CH-R XORed with kg A key and the
result are put in the Encrypted CH-R.

e Split the encrypted-GB into new CH-G and new
CH-B, then, XORed new CH-B with new CH-G

5.1 Decryption process

The opposite of the encryption process is the

resulting from splitting the encrypted-RG.
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decryption process. The receivers decipher the cipher
image using the secret keys using the encryption
algorithm’s reverse operations. Also, hashed R
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Figure. 2 The left column is plain images; the Middle
column is encrypted images, and the Right column is
decrypted images
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. _ 0 o
Figure. 3 (a) is correlation plots of the Lena plain image,
and (b) is correlation plots of the Lena encrypted image
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channels received from the encryption side have been
used.

6. Security analysis

The experiment was conducted on a personal
computer with an Intel Core i7, 2.70 GHz CPU, 12
GB RAM, Windows 10, and Python 3.7.4. The test
images (Lena, Baboon, Barbara, Airplane, Goldhill,
and Pepper) have dimensions of 256x256 with 24-bit
color. Fig. 2 shows that some of the cipher images are
noise-like, which makes it impossible to infer
anything valuable from them. The security analysis
includes the following:

6.1 Correlation coefficient

Correlation in image processing refers to the
similarity between two images. It can also be
analyzed by examining the correlation between
neighboring pixels through random pairings. For the
best encryption process, there must be a low
correlation. Eq. (6) represents the correlation
mathematically[36]:

Covariance(x,y)

r = Covariance(xy) (6)

Sy X Sy

where S, and S, Are standard deviation at pixel
positions x and y.

From Table 6, the correlation average in the
horizontal direction of the six images is close to zero,
i.e. no correlation seems in the neighbor pixels in the
six encrypted images, this indicating increased
robustness.

6.2 Information entropy

The most significant indicator for measuring
randomness is information entropy. To calculate the
information entropy, we can use the following
equation: [37]:

H(s) = — X5 p(s) logz p(si) (1)

where s is the source of information, n is the bit
value required for the symbol s;, and p(s;) denotes
the probability of the symbol s;. For increased
security, the information entropy of a ciphered image
should be close to eight. Table 6 displays the average
information entropy for the tested images, and it is
found to be close to eight. This observation suggests
that the proposed scheme exhibits high-security
characteristics.
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Table 6. Entropy and correlation average of the proposed
encryption algorithm

Image Test Correlation Entropy
Plain images 0.9355 7.3794
Encrypted images 0.00123 7.9971

red histogram

1000 _JP’__/\»/\»\,LL
0 ' -

0 50 100 150 200 250

green histogram

. /\-M
0 r T +

0 50 100 150 200 250

blue histogram

] 50 100 150 200 250
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250 W—Wwwmmﬂﬁhw%w

0 50 100 150 200 250

green histogram

ZSD-WW*WNW

0 50 100 150 200 250

blue histogram

zsu-mwmwwwmw

0 SICI 100 150 200 250
Figure. 4 Histogram of plain and encrypted Lena image

6.3 Histogram analysis

The histogram visually represents the statistical
features of an image's pixel intensity distribution. A
safe encryption system will ensure the encrypted
image has a consistent histogram, making it resistant
to statistical attacks [12]. Fig. 4 displays the
histogram of the plain and encrypted Lena image. It
illustrates that the color values of the encrypted
images are well-distributed.

6.4 Differential analysis

A strong encryption technique must guarantee
that even a minor change to the plain image will
result in a noticeable difference in the ciphered
images to protect against a differential attack. The
proposed encryption scheme can make two ciphered
images different completely, even if their plain
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images have only one different pixel. By applying
egs. 8 and 9, we can determine the actual value of the
sensitivity to a small change in the plain image by
comparing the ciphered images C, and C, [38].

NPCR = Zg"zlzyzl [D(i'j)] x 100% (8)

MXN

UACI = $I, 3 [ 80800 | 5 1009 (9)
where D(i,j) = 0 if C.(i,j) = C(i,j) .
Otherwise, D(i,j) = 1. Without loss of generality,
choose the Lena, Baboon and Pepper images as the
test images and calculate the values of NPCR and
UACI. The results of NPCR and UACI are listed in
Table 7. As observed, the proposed algorithm obtains
the mean (for six tested images) NPCR and UACI are
99.623%, 33.532% respectively. Therefore, the
proposed encryption scheme is strong robustness
against differential attack.

6.5 Encryption quality

When evaluating the effectiveness of an image
encryption technology, encryption quality is a key
consideration. Several tests are run on the plaintext
and cipher images to gauge the effectiveness of
encryption, including mean square error (MSE), peak
signal-to-noise ratio (PSNR), maximum deviation
(MD), and irregular deviation (/D) [17]. Below, a
thorough discussion of these tests and their outcomes
is provided.

6.5.1. Mean square error and peak signal-to-noise ratio

MSE is used to measure the average squared
difference between the pixel values of plaintext and
encrypting images. The PSNR quantified the
difference in peak error between plain and
encrypted images. Plain and cipher images should
have low PSNRs due to their large differences[17].
MSE and PSNR  outcomes are, respectively,
10134.48 and 0.00537. The suggested approach for
image encryption works as intended.

6.5.2. Maximum deviation

It calculates the difference between ciphered and
plain images, as shown in Table 8. When calculating
MD, a larger number means a higher deviation.
The MD is calculated by the following equation:

HDo+HDpy_,
2

MD = + X2 HD; (10)
where HD; Is the difference histogram at index i
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Table 7. Comparison of the NPSR, UACI, and Entropy scores of encryption algorithms
Test image Ref. Ref. Ref. Ref. Ref. Ref. Ref. Ref. Proposed
[9] [16] [18] [19] [20] [21] [22] [24] scheme
Lena  yacl 33.613 - - 0.208 33.456 33.06 20.75 - 33.637
Baboo 33.207 - - 0.238 - 33.08  23.77 - 33.657
Pepper - 33.38 32.747 - 33.479 - - 33.383 33.359
Lena  NPSR 99.639 - 98.7 99.37 99.609 99.46  99.37 - 100
Baboo 99.673 - - 99.49 - 100 99.49 - 99.610
Pepper - 99.613 - - 99.609 - - 99.613 99.362
Lena  Entropy 7.9923 - 7.9973 74077  7.9967 7.71 7.41 - 7.9972
Baboo 7.9925 - - 7.9434 - 7.853 7.94 - 7.9972
Pepper - 7.999 43.646 - 7.9963 - - 7.999 7.9967

Table 8. Comparison of the MD and ID scores of
encryption algorithms

Test image Ref.[23] Ref.[24] Proposed scheme
MD 1.7x10%  2.2x10? 4.9x10*

ID 9.1x10 - 2.1x10*

Table 9. GLCM analysis

Test image Energy Contrast  Homogeneity
Lena 0.0127 9.406 0.098
Baboon 0.009 7.141 0.052
Barbara 0.009 9.623 0.079
Pepper 0.012 9.116 0.104
Airplane 0.031 5.819 0.198
Goldhill 0.012 4.439 0.116

6.5.3. Irregular deviation

Irregular deviation (ID) reveals the degree of
irregularity in the deviation that the encryption
technique caused in the cipher image. A lower value
of ID represents good encryption quality [36,37].

6.6. Gray-level co-occurrence matrix analysis
(GLCM)

GLCMis a statistical study of texture measurement
that depicts the spatial characteristics of image pixels.
It provides valuable information about various
aspects such as contrast, energy, and homogeneity
[18]. The energy analysis quantifies the information
of ciphered image and reflects the disorder degree of
ciphered image. The lower energy value of ciphered
image indicates the higher encryption quality. The
energy value is calculated by eq. (11) [19].

E=3%;(ij)? (11)
where p(i, j) is given as the number of GLCM.
The energy values of the cipher images are shown in
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Table 9, which shows that the energy values are
minimal; this indicates higher randomness in image
pixels. The contrast calculates the intensity difference
between pixels and their adjacent pixels in a complete
image [12]. The superiority of the suggested method
is evidenced by the high contrast value, which can be
calculated using the following equation [22]:
C= Zijli—jl>xp(j) (12)
where p(i, j) is given as the number of GLCM,
The homogeneity analysis can measure the closeness
of GLCM elements in this proposal.
The homogeneity values should be lower the
stronger the encryption technique. Eg. (13) to
calculate the homogeneity [17]:

_ p(.J)
Hn = 2ij7e

(13)

where p(i, j) denotes the GLCM's grey-level co-
occurrence matrices. Table 9, also displays contrast
and homogeneity values of the ciphered images
given by the proposed encryption scheme. Table 10
compares encryption algorithms' Energy, Contrast,
and homogeneity scores.

As shown in Table 10, the energy values are
closer to zero and the contrast values are much
smaller in the proposed scheme than in schemes [10].
Therefore, the proposed encryption scheme has high
security.

6.7 Keyspace analysis

The strength of an encryption technique lies in
secret key parameters. As a result, the key is a
cryptosystem's most crucial component. A reduced
keyspace might result in the key, or a portion of the
key, being exposed. A wider keyspace in digital
picture encryption denotes resistance to brute-force
assault [36]. Due to the use of two chaotic maps and
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Table 10. Security comparison

Proposed
Test image IFleJ] IFleJ] I[:22e3f] scheme
Lena  Energy - 0.016 - 0.027
Baboon 0.016 - 0.0164 0.009
Pepper 0.016 - 0.0163 0.012
Lena  Contrast - 10.460 - 9.406
Baboon 10.486 - 10515 7.141
Pepper 10.484 - 10.489 9.116
Lena  Homogen - - - 0.098
Baboon eity 0.389 - - 0.052
Pepper 0.387 - - 0.104

Table 11. Time comparison
Time (Mbit/s) Ref.[20] Ref.[22] Proposed scheme

Encryption - 4.75 2.33
Decryption - 3.73 3.6
Total time 18.21 8.48 5.93

a total of ten initial conditions and parameters in this
study, the key space is (10°)10 =~ 2150 > 2128
The Kkeyspace analysis demonstrates that the
suggested technique provides enough key space, and
as a result, it is resistant to numerous exhaustive key
search assaults and brute force attacks.

6.8. Time and space cost

The main evaluation criterion is the amount of
time and space the cryptographic strategy takes to
encrypt and decrypt any image. The encryption and
decryption processes are simulated for 256 x256
images seven times, and get the total time for
encryption is 2.33 s + 70.6 ms per loop (mean = std.
dev. of 7 runs, one loop each). The total time for
decryption is 3.6 s £ 76.8 ms per loop (mean + std.
dev. of 7 runs, one loop each). Regarding space cost,
the proposed algorithm needs 46.83 MiB for the
encryption process and 18.11 MiB for the decryption
process; throughput is 28.1270 Bms. The proposed
algorithm performs with high encryption efficiency
and is acceptable for IOT applications. Table 11,
presents a comparison between our proposed solution
and existing lightweight image encryption methods.
The results indicate that our approach requires less
overall execution time in seconds (s) compared to the
current methods.

7. Conclusion

This first phase of the paper presents a new five-
dimensional hyper-chaotic system. The analysis of
the new 5D system showed that it has a good hyper-
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chaotic nature, where it has four positive Lyapunov
exponents. High-dimensional/hyper-chaotic systems
are considered better candidates for image encryption
applications. Based on this fact, a cryptographically
strong S-box construction method is proposed using
the new 5D hyper-chaotic system in the second phase
of the paper. The generated S-box was found to have
excellent cryptographic security features to diminish
the differential and linear assaults. The strong recital
of the anticipated S-box makes it qualifiable as a
successful nonlinear component candidate for use in
block ciphers. Any lightweight block cipher based on
the proposed S-box will make it robust and powerful
to meet the requirements of 10T devices. Therefore,
we presented a lightweight block cipher using the
proposed S-boxes and a new 5D hyper-chaotic
system.
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